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Active : True

EnablePreTimeoutNMI : True

InstanceName : PCI¥VEN_103C&DEV_3306&SUBSYS_00E41590&REV_07¥4&154b2d14&0&00E4_0
TimeoutInMinutes :0
PSComputerName
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PS C:¥Users¥Administrator¥Desktop> .¥Get-AsrSettings.ps1

Get-Ciminstance : #4727 7 A9

FAGGET C:¥Users¥Administrator¥Desktop¥Get-AsrTimeout.ps1:25 L5511

+ Get-Ciminstance -Namespace "root¥wmi" -ClassName "HP_iLO_ASR_Settings ...

+

eCommand

+ Categorylnfo : MetadataError: (root¥wmi:HP_iLO_ASR_Settings:String) [Get-CimInstance], CimException

+ FullyQualifiedErrorld : HRESULT 0x80041010,Microsoft.Management.Infrastructure.CimCmdlets.GetCimInstanc
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No. | VMware /N\—I 3 SPRpackage 7 71L& | A0S5S4 VNI RILD 71 ILE
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(18) TEEIVY EEZETTU. iSUT %& AutoDeployReboot E— FICERELE T,

sut —set mode=autodeployreboot

(19) FZ#&T1&. OnDemand E— FICESE LZE T, iSUT Z& AutoDeployReboot E— FICERTET DE.
iSUT D& URBIREIUIKITEX T, P v T — MMEEIBMINE isUT OFBIIAREBTI DT, BEIEE
[RIDCELZHELZET, iSUT & OnDemand E— FICERFEI DICIE. FEeIVY FEERTLTL
Eé(’\o

sut —set mode=ondemand

563 ILOEFaUTrJ/EE BEF2UT 1 ICULKETISUT Z2EA I DHBEICDNT
(1) iLO DFELIBHRERE
Lo Z"BtzFa)T « "BEIC UTIRRET isUT ZEDZHICIE. UTONWITNHDEENNETT,

MDISUT NDFREEIBETREZE
@iLo DEF 2 )T 1 FHEDZE(ILO FW v1.4.0 MIRDHEETETIEE)

@ISUT /\d)nmnl—uﬁiﬁagﬁ
iSUT [C iLO DEEEIBIRERE LE T, REIEE. VMR~ ETUTRZERITLUET,

sut -set ilousername=<username>

Please provide the iLO password: <******>
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X =Y ZESAACEERZCBRIZIEE. AT ULI3 UsB BiHiD DVD RS+ JZ&EA LT sum D
DS54 VRBE—RFZEREIL TS0,

58 Intel xRy rD—OPIFTHTERAICDINT
Intel &Ry KD —DPAHTHECFERICEDHE. FcOFIRBENHDFT,

581 Intel 8RRy rD—=DOPHTIDI P —AD T PP v IFT—RCTDNT
Intel Ry ~D—DOPITIDIP—ADI PPy ITT—EGTIHBE JP—LADIPPvIT—F
®‘ICHBiEEZT>CE. TIERTEET Di%d H@JVFL/%LD”'C(/\%T&D P ITF— R ECIE <R
ENFELE A,

Py IT—MEICERT —JILERNTERZ s WML TH S, 8RT—JILEZEUERLERZ
ANBRUTLESN, ERT —TILERESELITDUNENHDCH. UE—FTEERTETEIE A,

AHPRBBORFTDORRINCEERNZXIRPYI TIDBRICDONTIE. P RENAT [ THEDRY ~
D—DOPETH—ICDNTCITP—LADT PPy IT—FMEICERT —TILDKREE UDNMEICESB
(ADV-2019-0019) &SRR LT 2E0),
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582 Intel #Ry DO —DOPHFTHIDT »

—ADTPIIVITU—RIZDONT

Intel R RO =D PHTHEFERICEDHE. TREOEDA SPR ICIEESNTND I P —AD TP
N=I3VIE FDOVTL—RICIEXTIH LU TEDFEE A

& (*1)

Reoa(BRB)

Device

TJ-NJ[J-817745-B21

TJ-N[J[J-817738-B21

Ethernet 10Gb 2-port FLR-T X550-AT2
Adapter(Ethernet 10Gb 2 7R— |~
562FLR-T Ry D =D P TH)
Ethernet 10Gb 2-port BASE-T X550-AT2
Adapter(Ethernet 10Gb 2 7R— |~ 562T
Ry bD=DOPFTH)

HPE Ethernet 10Gb 2-port
562FLR-T Adapte

HPE Ethernet 10Gb 2-port
562T Adapter

TJ-N[[J-727054-B21

TJ-N[[J-727055-B21

Ethernet 10Gb 2-port FLR-SFP+ X710-
DA2 Adapter(Ethernet 10Gb 2 7R—
562FLR-SFP+R v R —DPAHT4)
Ethernet 10Gb 2-port SFP+ X710-DA2
Adapter(Ethernet 10Gb 2 R— |~
562SFP+Ry RO —DOPFTH)

HPE Ethernet 10Gb 2-port
562FLR-SFP+ Adapter

HPE Ethernet 10Gb 2-port
562SFP+ Adapter

(*1) : OCIEBBRSEICIDER >LEEHFNADET,
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6. SPRIBEEI>VTVY—8

SPR M iso ¥ X—IICBSFINDEST/\, JP—ALDx7,

SPRICIE. BRIIEICKD NGO 2OV TYYZSATNET,

e0S Zv F Py T%, REHBSTERICEREBEED
eSmart Update Manger(SUM)Z{E > CBRATQEERED

Bg. ZN2N0IVFTIYVICDNTHIBLET,

6.1 RERICKIXVBEANKEZRIVFTIY
RFRICHNIT I 71 )UIE. SPRICSEND SUM WY —)L TOBAXIRTIZH D FEE A, Windows Server 0S (D
iR - By F Py TJ(TUA YR =Ly REL)DIBEE. SPREBARICEY—ILERTULUTLES

A—F«UT«(VI Dz P)EemlLET,

UYo
No. | W—JU 5% 88 iso NISHNIZPT wm 3
1 IT Report Utility Y—/\NOEEIBHR. DK | ¥software¥Hitachi¥ITRU
(ITRU) UEEDERERINUE
El
2 2PRxDur settings | (LI RJERE)R Y RO | ¥software¥Hitachi¥RegTool | Broadcom &2 1Gb LAN
—DPHTHICEET D% P T BEERD
EZEmRLUET HXTER
3 LargeRxRing (LY ZRJEBE)RY D | ¥software¥Hitachi¥RegTool
settings — DO PHTHICRET 255
EZEmLUET

(Broadcom & 1Gb LAN P45 T 5]
oHP Ethernet 1Gb 4-port 331FLR Adapter

oHP Ethernet 1Gb 4-port 331T Adapter

oHP Ethernet 1Gb 2-port 332T Adapter
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(1) IMTRU®D1 VA +—=)U
ITRU Z« Y 2 ~—)UI BICIF. Administrator ¥ERICT DOS OV T XD REED/NNYF I 71 ILEET
LTLIEE0)N,

<CD RS54 T>:¥software¥Hitachi¥ITRU¥setup.bat
1283, ITRU D VR b—)VICEET DEFMIBERIIRD WEB KX—

https://www.hitachi.co.jp/cgi-bin/soft/sjst/select open.cgi
([C353 Windows hR ITRU EXIEZBAE D 3 E& CTEFRRALNE T,

(2) Ry kD—=DOPHFTH UIRFIEEDER
Ry cD—=DOPAHTH LI EIBREEBAT BDZICIE. Administrator #ERICC DOs OV T RXDTR
EDONYFI P )LERTLUTLIZEN,

<CD RS- T>:¥software¥Hitachi¥RegTool¥2PRxDur.bat
< CD RS+ T>:¥software¥Hitachi¥RegTool¥LargeRxRing.bat

V—)UETE, os ZzBRa L TS,

16 / 37


https://www.hitachi.co.jp/cgi-bin/soft/sjst/select_open.cgi

6.2 SUMY— )L CERIERD 71 )L

RICHRI ESAN/TP7—LDTP/A—T 4T« (VI D TRP)E SUM Y —)UICKDBRTIRERD 7
1ILTCTT, SPREF>TP Y IT—MEEZITDICIE. SPRADT—FZEZO—-NILRESATICIE—-L.
SUM ZZETUTLEE0), SUM D GUI E— FTREATIDHBE. 0SBIDERTIDIVY RETRRICTHUE
9, (BIESERTEITLTIES0Y, )

Windows IRIE :
¥launch_sum.bat
Linux IRIE :

/launch_sum.sh

BB SUM DFFHITIRIETIAIZ. https://www.hitachi.co.jp/rv3000/ICIBE SN TL VD [[Smart Update
Manager 11— =771 Rl Z2RIES0),

REQME. AT TURIC/Nw T —IDERETLET,

['Firmware/Driver version] SIDIBERIE. SPH INFRDE/\w T —IICEEFND I 7 —LAD T PIEIEESA
INDIN=I 3 VIBRZTUTCVNEXIH, VMware Y 2T ABRIT/INv T —IDIHFEIE. VMware vSphere T/
M—RYEN=Y3VERLUTNZET,
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https://www.hitachi.co.jp/rv3000/

6.2.1 Application - System Management

Package

Firmware/

No. | Description Package filename Device ) . . Update
Version Driver version
1 Integrated Smart Update Tools cp060118.zip - 2024.03.00 701.5.0.0.16-0 | B
5.0.0 for ESXi 7.0
2 Integrated Smart Update Tools cp060120.exe - 5.0.0.0 5.0.0.0 B
for Windows x64
6.2.2 BIOS - System ROM
No. | Description Package filename Device Pack'age F|r_mware/' Update
Version Driver version
3 Online ROM Flash Component cp059404.exe System BIOS - U34 | 3.10_02-22- | v3.10 B
for Windows x64 - System ROM 2024 (02/22/2024)
u34
4 ROM Flash Firmware Package - | OEM.U34_3.10 02_22_ | System BIOS - U34 | 3.10_02-22- | v3.10 =
System ROM U34 2024 fwpkg 2024 (02/22/2024)
6.2.3 Driver — Chipset
No. | Description Package filename Device Pack.age F|r.mware/. Update
Version Driver version
5 Identifiers for Intel Xeon cp060560.exe - 10.1.19006. | 10.1.19006.82 | BB
Scalable Processors (First and 8299 (B) 99 (B)
Second Generation) for
Microsoft Windows
6.2.4 Driver — Network
No. | Description Package filename Device Pack.age F|r.mware/. Update
Version Driver version
6 HPE Broadcom NX1 1Gb Driver cp059037.exe HP Ethernet 1Gb 221.0.5.0 221.0.5.0 (D) B
for Windows Server x64 2-port 332T (D)
Editions Adapter
7 HPE Broadcom NX1 1Gb Driver cp059037.exe HP Ethernet 1Gb 221.0.5.0 221.0.5.0 (D) B
for Windows Server x64 4-port 331FLR (D)
Editions Adapter
8 HPE Broadcom NX1 1Gb Driver | cp059037.exe HP Ethernet 1Gb 221.0.5.0 221.0.5.0 (D) B
for Windows Server x64 4-port 331T (D)
Editions Adapter
9 HPE Intel E1R Driver for cp056772.exe HPE Ethernet 1Gb | 12.18.16.0 12.18.16.0 B
Windows Server 2019 2-port 361T
Adapter
10 HPE Intel E1R Driver for cp056772.exe HPE Ethernet 1Gb | 12.18.16.0 12.18.16.0 B
Windows Server 2019 4-port 366FLR
Adapter
11 HPE Intel E1R Driver for cp056772.exe HPE Ethernet 1Gb | 12.18.16.0 12.18.16.0 BH
Windows Server 2019 4-port 366T
Adapter
12 HPE Intel i40ea Driver for cp058380.exe HPE Ethernet 1.18.367.0 1.18.367.0 B
Windows Server 2019 10Gb 2-port
562FLR-SFP+
Adapter
13 HPE Intel i40ea Driver for cp058380.exe HPE Ethernet 1.18.367.0 1.18.367.0 BH
Windows Server 2019 10Gb 2-port
562SFP+ Adapter
14 HPE Intel i40en Driver for cp058384.zip HPE Ethernet 2023.10.00 2.5.2.0- BH
VMware vSphere 7.0 10Gb 2-port 10EM.700.1.0
562FLR-SFP+ .15843807
Adapter
15 HPE Intel i40en Driver for cp058384.zip HPE Ethernet 2023.10.00 2.5.2.0- B
VMware vSphere 7.0 10Gb 2-port 10EM.700.1.0
562SFP+ Adapter .15843807
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16 HPE Intel iavf Driver for cp051142.exe - 1.14.201.0 1.14.201.0 B
Windows Server 2019
17 HPE Intel igbn Driver for cp056780.zip HPE Ethernet 1Gb | 2023.09.00 1.11.2.0-
VMware vSphere 7.0 2-port 361T 10EM.700.1.0
Adapter .15843807
18 HPE Intel igbn Driver for cp056780.zip HPE Ethernet 1Gb | 2023.09.00 1.11.2.0-
VMware vSphere 7.0 4-port 366FLR 10EM.700.1.0
Adapter .15843807
19 HPE Intel igbn Driver for cp056780.zip HPE Ethernet 1Gb | 2023.09.00 1.11.2.0-
VMware vSphere 7.0 4-port 366T 10EM.700.1.0
Adapter .15843807
20 HPE Intel ixgben Driver for cp056787.zip HPE Ethernet 2023.10.00 1.15.1.0- B
VMware vSphere 7.0 10Gb 2-port 10EM.700.1.0
562FLR-T Adapter .15843807
21 HPE Intel ixgben Driver for cp056787.zip HPE Ethernet 2023.10.00 1.15.1.0- B
VMware vSphere 7.0 10Gb 2-port 562T 10EM.700.1.0
Adapter .15843807
22 HPE Intel ixs Driver for cp058378.exe HPE Ethernet 4.1.251.0 4.1.251.0 B
Windows Server 2019 10Gb 2-port
562FLR-T Adapter
23 HPE Intel ixs Driver for cp058378.exe HPE Ethernet 4.1.251.0 4.1.251.0 B
Windows Server 2019 10Gb 2-port 562T
Adapter
24 Intel iavf Driver for Windows cp058414.exe - 1.14.201.0 1.14.201.0 B
Server 2019
6.2.5 Driver - Storage
No. | Description Package filename Device Pack.age Flrimware/. Update
Version Driver version
25 HPE Smart Storage SR100i cp052318.exe - 106.124.100 | 106.124.100.1 | EBHT
Gen10 Plus SW RAID Driver for .1005 005
Windows Server 2016 and
Windows Server 2019
6.2.6 Driver - Storage Controller
No. | Description Package filename Device Pack.age Flrimware/. Update
Version Driver version
26 HPE ProLiant Gen10 Smart cp058433.zip HPE Smart Array 2024.04.01 70.4600.0.115 | B
Array and Gen10 Plus and E208i-p SR Gen10 -
Gen11 Smart RAID Controller Controller 10EM.700.1.0
Driver for VMware vSphere 7.0 .15843807
(Driver Component).
27 HPE Smart Array Gen10, cp058432.exe HPE Smart Array 1010.84.0.1 1010.84.0.101 | &BH
Gen10Plus and Genl1 E208i-p SR Gen10 | 012 2
Controller Driver for Windows Controller
Server 2016, Windows Server
2019 and Windows Server 2022
6.2.7 Driver - System Management
No. | Description Package filename Device Pack.age F|r.mware/‘ Update
Version Driver version
28 iLO 5 Automatic Server cp060559.exe - 4.7.1.0 (E) 4.7.1.0 (E) B
Recovery Driver for Microsoft
Windows Server 2016 and 2019
29 iLO 5 Channel Interface Driver cp060558.exe - 4.7.1.0 (E) 4.7.1.0 (E) B
for Microsoft Windows Server
2016 and 2019
30 Switchtec PCle Switch cp060554.exe - 1.0.0.0 (B) 1.0.0.0 (B) B
Management Driver for
Microsoft Windows Server
2016 and Server 2019
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6.2.8 Driver - Video
L . . Package Firmware/
No. | Description Package filename Device ) . . Update
Version Driver version
31 Matrox G200eH3 Video cp060553.exe - 9.15.1.248 9.15.1.248 (E) | ¥
Controller Driver for Microsoft (E)
Windows 64-bit
6.29 Firmware - Lights-Out Management
No. | Description Package filename Device Pack'age F|r_mware/' Update
Version Driver version
32 Language Pack - Japanese cp060499.exe Japanese 3.02 3.02.03 E24n
Language Pack
33 Online ROM Flash Component cp060358.exe iLO5 3.03 3.03 B
for Windows x64 - iLO 5
34 Online ROM Flash Firmware ilo5_303.fwpkg iLO5 3.03 3.03 B
Package - iLO 5
6.2.10 Firmware — Network
No. | Description Package filename Device Pack.age F|r.mware/. Update
Version Driver version
35 HPE Broadcom NX1 Online CP059040.zip HP Ethernet 1Gb 1.37.0 20.28.41 BH
Firmware Upgrade Utility 2-port 332T
VMware for HPE ProLiant Adapter
Gen10 server series Only.
36 HPE Broadcom NX1 Online CP059040.zip HP Ethernet 1Gb 1.37.0 20.28.41 B
Firmware Upgrade Utility 4-port 331FLR
VMware for HPE ProlLiant Adapter
Gen10 server series Only.
37 HPE Broadcom NX1 Online CP059040.zip HP Ethernet 1Gb 1.37.0 20.28.41 B
Firmware Upgrade Utility 4-port 331T
VMware for HPE ProLiant Adapter
Gen10 server series Only.
38 HPE Broadcom NX1 Online cp059041.exe HP Ethernet 1Gb 5.4.0.0 20.28.41 B
Firmware Upgrade Utility 2-port 332T
Windows Server x64 Editions Adapter
for HPE ProLiant Gen10 server
series Only
39 HPE Broadcom NX1 Online cp059041.exe HP Ethernet 1Gb 5.4.0.0 20.28.41 B
Firmware Upgrade Utility 4-port 331FLR
Windows Server x64 Editions Adapter
for HPE ProLiant Gen10 server
series Only
40 HPE Broadcom NX1 Online cp059041.exe HP Ethernet 1Gb 5.4.0.0 20.28.41 B
Firmware Upgrade Utility 4-port 331T
Windows Server x64 Editions Adapter
for HPE ProLiant Gen10 server
series Only
41 HPE Intel Online Firmware cp058406.exe HPE Ethernet 1Gb | 5.3.6.0 1.3437.0 B
Upgrade Utility for Windows 2-port 361T
Server x64 Editions for HPE Adapter
ProLiant Gen9 and Gen10
server series Only.
42 HPE Intel Online Firmware cp058406.exe HPE Ethernet 1Gb | 5.3.6.0 1.3437.0 B

Upgrade Utility for Windows
Server x64 Editions for HPE
ProLiant Gen9 and Gen10
server series Only.

4-port 366FLR
Adapter
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43 HPE Intel Online Firmware cp058406.exe HPE Ethernet 1Gb | 5.3.6.0 1.3437.0 B
Upgrade Utility for Windows 4-port 366T
Server x64 Editions for HPE Adapter
ProLiant Gen9 and Gen10
server series Only.

44 HPE Intel Online Firmware cp058406.exe HPE Ethernet 5.3.6.0 1.3437.0 B
Upgrade Utility for Windows 10Gb 2-port
Server x64 Editions for HPE 562FLR-SFP+
ProLiant Gen9 and Gen10 Adapter
server series Only.

45 HPE Intel Online Firmware cp058406.exe HPE Ethernet 5.3.6.0 1.3437.0 B
Upgrade Utility for Windows 10Gb 2-port
Server x64 Editions for HPE 562FLR-T Adapter
ProLiant Gen9 and Gen10
server series Only.

46 HPE Intel Online Firmware cp058406.exe HPE Ethernet 5.3.6.0 1.3437.0 B
Upgrade Utility for Windows 10Gb 2-port
Server x64 Editions for HPE 562SFP+ Adapter
ProLiant Gen9 and Gen10
server series Only.

47 HPE Intel Online Firmware cp058406.exe HPE Ethernet 5.3.6.0 1.3437.0 B
Upgrade Utility for Windows 10Gb 2-port 562T
Server x64 Editions for HPE Adapter
ProLiant Gen9 and Gen10
server series Only.

48 HPE Intel Online Firmware CP058405.zip HPE Ethernet 1Gb | 3.22.0 1.3437.0 B
Upgrade Utility VMware for 2-port 361T
HPE ProLiant Gen9 and Gen10 Adapter
server series Only.

49 HPE Intel Online Firmware CP058405.zip HPE Ethernet 1Gb | 3.22.0 1.3437.0 B
Upgrade Utility VMware for 4-port 366FLR
HPE ProLiant Gen9 and Gen10 Adapter
server series Only.

50 HPE Intel Online Firmware CP058405.zip HPE Ethernet 1Gb | 3.22.0 1.3437.0 BH
Upgrade Utility VMware for 4-port 366T
HPE ProLiant Gen9 and Gen10 Adapter
server series Only.

51 HPE Intel Online Firmware CP058405.zip HPE Ethernet 3.22.0 1.3437.0 BH
Upgrade Utility VMware for 10Gb 2-port
HPE ProLiant Gen9 and Gen10 562FLR-SFP+
server series Only. Adapter

52 HPE Intel Online Firmware CP058405.zip HPE Ethernet 3.22.0 1.3437.0 B
Upgrade Utility VMware for 10Gb 2-port
HPE ProLiant Gen9 and Gen10 562FLR-T Adapter
server series Only.

53 HPE Intel Online Firmware CP058405.zip HPE Ethernet 3.22.0 1.3437.0 B
Upgrade Utility VMware for 10Gb 2-port
HPE ProlLiant Gen9 and Gen10 562SFP+ Adapter
server series Only.

54 HPE Intel Online Firmware CP058405.zip HPE Ethernet 3.22.0 1.3437.0 B
Upgrade Utility VMware for 10Gb 2-port 562T
HPE ProLiant Gen9 and Gen10 Adapter
server series Only.

6.2.11 Firmware - Power Management
No. | Description Package filename Device Pack.age F|r.mware/. Update
Version Driver version
55 Online Flash for Windows x64 - | cp053969.exe Innovation Engine | 0.2.3.0 (B) 0.2.3.0

Innovation Engine Firmware for
servers using Intel Xeon
Scalable
3100/3200/4100/4200/5100/5
200/6100/6200/8100/8200
series Processors

(IE) Fimware
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56 Online ROM Flash for Windows | cp059909.exe Gen10 Plus Power | 1.1.4 1.1.4 B
x64 - Advanced Power Capping Management
Microcontroller Firmware for Controller
servers using Intel Xeon Firmware
Scalable
3100/4100/5100/6100/8100
series Processors

57 ROM Flash Firmware Package - PICFW-1.1.4-1.fwpkg Gen10 Plus Power | 1.1.4 1.1.4 B
Advanced Power Capping Management
Microcontroller Firmware for Controller
servers using Intel Xeon Firmware
Scalable
3100/4100/5100/6100/8100
series Processors

6.2.12 Firmware - Storage Controller
No. | Description Package filename Device Pack.age F|r.mware/. Update
Version Driver version

58 Online ROM Flash Component CP058431.zip HPE Smart Array 6.52 6.52 B
for VMware ESXi - HPE Smart E208i-p SR Genl0
Array P408i-p, P408e-p, P408i- Controller
a, E208i-p, E208e-p, E208i-a,
P816i-a SR Gen10

59 Online ROM Flash Component cp058429.exe HPE Smart Array 6.52 6.52 B
for Windows (x64) - HPE Smart E208i-p SR Gen10
Array P408i-p, P408e-p, P408i- Controller
a, E208i-p, E208e-p, E208i-a,
P816i-a SR Gen10

6.2.13 Firmware - System
No. | Description Package filename Device Pack.age F|r.mware/. Update
Version Driver version

60 Firmware Package - UBM1 HPE_UBM1_1.46_B.fwp | UBM1 Backplane | 1.46 (B) 1.46 3B 0
Backplane PIC PLDM Firmware kg PIC

61 Firmware Package - UBM2 HPE_UBM2_1.20_E.fwp | UBM2 Backplane | 1.20 (E) 1.20 3B 0
Backplane PIC PLDM Firmware kg PIC
for Gen10/Gen10P/Gen11
Servers

62 Firmware Package - UBM3 HPE_UBM3_1.24_Efwp | UBM3 Backplane | 1.24 (E) 1.24 3B 0
Backplane PIC PLDM Firmware kg PIC
for Gen10/Gen10P/Gen11
servers usage

63 Firmware Package - UBM4 HPE_UBM4_1.24_Ffwp | UBM4 Backplane | 1.24(F) 1.24 R8N0
Backplane PIC PLDM Firmware kg PIC
for Gen10/Gen10P/Gen11
servers usage

64 Firmware Package - UBM6 HPE_UBM6_1.04_A.fwp | UBM6 Backplane 1.04 1.04 H38:8.100
Backplane PIC PLDM Firmware kg PIC
for Gen10/Gen10P/Gen11
servers usage

65 Online Flash Component for cp053174.exe Gen10Plus_UBM1 | 1.46 (B) 1.46 HERB800
Windows x64 - Gen10Plus _Backplane_PIC
UBM1 Backplane PIC Firmware

66 Online Flash Component for cp052829.exe Gen10Plus_UBM2 | 1.20 (B) 1.20 HR800
Windows x64 - Gen10Plus _Backplane_PIC
UBM2 Backplane PIC Firmware

67 Online Flash Component for cp052311.exe Gen10Plus_UBM3 | 1.24 (B) 1.24 H38:8100
Windows x64 - Gen10Plus _Backplane_PIC
UBM3 Backplane PIC Firmware

68 Online Flash Component for cp053175.exe Gen10Plus_UBM4 | 1.24 (B) 1.24 HERBH0
Windows x64 - Gen10Plus _Backplane_PIC
UBM4 Backplane PIC Firmware

69 Online Flash Component for cp056325.exe Gen10Plus_UBM6 | 1.04 1.04 H138.8100
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Windows x64 - Gen10Plus
UBMS6 Backplane PIC Firmware

_Backplane_PIC

70 Online Flash for Windows x64 - | cp057646.exe Server Platform 04.01.05.00 | 04.01.05.002
Server Platform Services (SPS) Services (SPS) 2
Firmware for servers using Intel Firmware
Xeon Scalable
3100/3200/4100/4200/5100/5
200/6100/6200/8100/8200
series Processors
71 ROM Flash Firmware Package - OEM.IEGen10_0.2.3.0.f | Innovation Engine | 0.2.3.0 (B) 0.2.3.0
Innovation Engine Firmware for | wpkg (IE) Universal
servers using Intel Xeon Image.
Scalable
3100/3200/4100/4200/5100/5
200/6100/6200/8100/8200
series Processors
72 ROM Flash Firmware Package - OEM.SPSGen10_04.01. Server Platform 04.01.05.00 | 04.01.05.002
Server Platform Services (SPS) 05.002.fwpkg Services (SPS) 2
Firmware for servers using Intel Firmware
Xeon Scalable
3100/3200/4100/4200/5100/5
200/6100/6200/8100/8200
series Processors
6.2.14 Software - Lights-Out Management
No. | Description Package filename Device Pack.age Flrimware/. Update
Version Driver version
73 HPE Lights-Out Online cp049814.exe - 6.0.0.0 6.0.0.0
Configuration Utility for
Windows x64 Editions
6.2.15 Software - Management
No. | Description Package filename Device Pack‘age Flrmwa?re/Dnv Update
Version er version
74 HPE Agentless Management cp059815.zip - 2024.03.01 | 701.11.10.0.4- | &%
Bundle Smart Component on 1
ESXi for Gen10 and Gen10 Plus
Servers
75 HPE Fiber Channel and Storage | cp050934.zip - 2022.09.01 700.3.9.0.4-1
Enablement Bundle Smart
Component for ESXi 7.0
76 HPE iLO Driver Bundle Smart cp059540.zip - 2024.03.00 700.10.8.2.2- B
Component for ESXi 7.0 10EM.700.1.0
.15843807
77 Smart Storage Administrator cp058581.zip HPE Smart Array 2024.04.01 6.30.8.0-7.0.0 | &
(SSA) CLI Smart Component for E208i-p SR Gen10
ESXi 7.0 for Gen10/Gen10 Controller
Plus/Gen11 Controllers
6.2.16 Software - Storage Controller
No. | Description Package filename Device Pack.age Flrmwafre/Dnv Update
Version er version
78 HPE Smart Array SR Event cp059858.exe HPE Smart Array 1.2.1.68 1.2.1.68 BH
Notification Service for E208i-p SR Gen10
Windows Server 64-bit Editions Controller
6.2.17 Software - System Management
No. | Description Package filename Device Pack}age Flr.mware/‘ Update
Version Driver version
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79 Agentless Management Service | cp058524.exe - 2.51.4.2 2.51.4.2 B
for Microsoft Windows x64

80 Smart Storage Administrator cp058578.exe HPE Smart Array 6.30.8.0 6.30.8.0 B
(SSA) CLI for Windows 64-bit for E208i-p SR Gen10
Gen10/Gen10 Plus/Gen11 Controller
Controllers

81 Smart Storage Administrator cp058577.exe HPE Smart Array 6.30.8.0 6.30.8.0 B
(SSA) for Windows 64-bit for E208i-p SR Gen10
Gen10/Gen10 Plus/Gen11 Controller
Controllers

82 Smart Storage Administrator cp058579.exe HPE Smart Array 6.30.8.0 6.30.8.0 B
Diagnostic Utility (SSADU) CLI E208i-p SR Genl10
for Windows 64-bit for Controller

Gen10/Gen10 Plus/Gen11
Controllers
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63 Ny T—IDEBENE

Online ROM Flash Component for Windows x64 - System ROM U34
Version: 3.10_02-22-2024 (Recommended)

Problems Fixed:

+ Patch for CVE-2021-38575: The vulnerability allows a remote attacker to execute arbitrary code on the
target system.

+ Patch for CVE-2023-45853: The vulnerability allows a remote attacker to execute arbitrary code on the
target system.

+ Patch for CVE-2022-36763 and CVE-2022-36764: EDK2 is susceptible to a vulnerability in the
Tcg2MeasureGptTable() function, allowing a user to trigger a heap buffer overflow via a local network.
Successful exploitation of this vulnerability may result in a compromise of confidentiality, integrity,
and/or availability.

* Merged the solutions from EDK2 for vulnerabilities:

- Buffer overflow in the DHCPv6 client via a long Server ID option

- Out-of-bounds read when handling a ND Redirect message with truncated options

- Infinite loop when parsing unknown options in the Destination Options header

- Infinite loop when parsing a PadN option in the Destination Options header

- Buffer overflow when processing DNS Servers option in a DHCPv6 Advertise message
- Predictable TCP ISNs

- Use of a Weak PseudoRandom Number Generator"

* Patch for CVE-2023-45229: EDK2 NetworkPkg Vulnerability. The vulnerability exists due to a boundary
error in the 1ScsiHexToBin() function in NetworkPkg/IScsiDxe. A remote attacker with ability to inject
data into communication between edk2 and the iSCSI target can execute arbitrary code on the target
system.

+ Addressed an issue where the iSCSI SW IPv6 HDD is not found under OS when the iSCSI IpAddressType is
set to Auto.

- Addressed an issue where the server may hang due to an IE function error.

+ Patch the primary APIC ID for SMBIOS type 211: Some special CPUs may not have an intra-processor
APIC ID == 00h and may cause wrong TControl data.

+ Addressed an issue where “Restore Manufacturing Defaults” and “Restore Defaults” from iLO web did
not restore the Secure Boot Status.

- Addressed an issue where BIOS did not report CPU status correctly to iLO and may not log correctly
when an Uncorrectable Machine Check Exception (UMCE) occurs.

- Addressed an issue where system might hang while accessing IML logs from RBSU.

Enhancements:
* Prevented a non-standard VPD content from causing the UEFI read function to become write.
- Added an additional retry mechanisms to avoid a BIOS hang from iLO failure.

* Replaced "AC power" with "external power" in the help text of "Automatic power-on" option.
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ROM Flash Firmware Package - System ROM U34
Version: 3.10_02-22-2024 (Recommended)

Problems Fixed:

+ Patch for CVE-2021-38575: The vulnerability allows a remote attacker to execute arbitrary code on the
target system.

+ Patch for CVE-2023-45853: The vulnerability allows a remote attacker to execute arbitrary code on the
target system.

+ Patch for CVE-2022-36763 and CVE-2022-36764: EDK2 is susceptible to a vulnerability in the
Tcg2MeasureGptTable() function, allowing a user to trigger a heap buffer overflow via a local network.
Successful exploitation of this vulnerability may result in a compromise of confidentiality, integrity,
and/or availability.

* Merged the solutions from EDK2 for vulnerabilities:

- Buffer overflow in the DHCPv6 client via a long Server ID option

- Out-of-bounds read when handling a ND Redirect message with truncated options

- Infinite loop when parsing unknown options in the Destination Options header

- Infinite loop when parsing a PadN option in the Destination Options header

- Buffer overflow when processing DNS Servers option in a DHCPv6 Advertise message
- Predictable TCP ISNs

- Use of a Weak PseudoRandom Number Generator"

* Patch for CVE-2023-45229: EDK2 NetworkPkg Vulnerability. The vulnerability exists due to a boundary
error in the 1ScsiHexToBin() function in NetworkPkg/IScsiDxe. A remote attacker with ability to inject
data into communication between edk2 and the iSCSI target can execute arbitrary code on the target
system.

+ Addressed an issue where the iSCSI SW IPv6 HDD is not found under OS when the iSCSI IpAddressType is
set to Auto.

- Addressed an issue where the server may hang due to an IE function error.

+ Patch the primary APIC ID for SMBIOS type 211: Some special CPUs may not have an intra-processor
APIC ID == 00h and may cause wrong TControl data.

- Addressed an issue where “Restore Manufacturing Defaults” and “Restore Defaults” from iLO web did
not restore the Secure Boot Status.

- Addressed an issue where BIOS did not report CPU status correctly to iLO and may not log correctly
when an Uncorrectable Machine Check Exception (UMCE) occurs.

- Addressed an issue where system might hang while accessing IML logs from RBSU.

Enhancements:
* Prevented a non-standard VPD content from causing the UEFI read function to become write.
- Added an additional retry mechanisms to avoid a BIOS hang from iLO failure.

* Replaced "AC power" with "external power" in the help text of "Automatic power-on" option.
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Online ROM Flash Component for Windows x64 - iLO 5

Version: 3.03 (Recommended)

Problems Fixed:

* Fixed incorrect messaging when FW update failed with BundleUpdateComponent download failure.

* Fixed bundle update status reporting when Component download fails after all retries done.

* Fix for incorrect temperature sensor values and sensor indices reported by iLO SNMP interface.

+ Fix for inconsistent physical drive status reported by iLO SNMP interface as compared with iLO GUI or
Redfish interfaces.

+ Support added for sending iLO AlertMail with TLS enabled, in conformance with RFC3207.

+ Fix for configuring one time boot options via in-band and out-of-band IPM| methods.

+ Fix for Web User interface being rendered inaccessible after the storage tab is clicked, in a server with
large number of drives.

* Slowness due to continuously polling on timer expiry leading to increased CPU utilization.

- Added timestamp register call before iLO starts VSP logging to file to fix iLO VSP locks-up after an iLO
reset if there is output displayed during the iLO reset.

* Firmware update fails through iLO web interface due to loss of network connectivity to iLO. You can now
retry after 5 minutes when the network connectivity with iLO is restored.

+ PSU firmware upgrade flashing failure for Titanium PSUs.

* Fix has been implemented to show right data in redfish, which includes to suppress additional SetObject
name when adapter provides expanded data for GET operation in RDE.

* Excessive event issue is fixed when RDE and DCi coexist on the system on iLO 5.

* Fixed potential security vulnerability CVE-2023-30911.

* Increased the maximum boot order to 512 as specified by UEFI EV specification.

- UefiDevicePath length increased from 256 bytes to 1024 bytes.

* Incorrect sensor values for some sub-components in IPMI response.

+ Enforced a limit of 14 bytes for DHCP v4 clientld. An error response of "400 - Bad Request" will be
observed if the length is beyond 14 characters.

Enhancements:
- Storage Page enhanced to display storage enclosure, switch and port information in the topology.
+ Configuration to allow disabling/enabling all weak ciphers and key lengths for SSH and TLS interfaces in
Production security mode.
+ SNMP GET, GET-NEXT and WALK support added for the following storage controllers on iLO5.
- MR216i-a Gen10 Plus
- MR216i-p Gen10 Plus
- MR416i-a Gen10 Plus
- MR416i-p Genl0 Plus
- SR932i-p Genl10 Plus
- SR416i-a Gen10 Plus
- NS204i-p Gen10 Plus Boot Controller

* Redfish includes direct attach backplane in Fabric collection.
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+ OpenSSLv1.0.2 in iLO FW is patched with Extended Master Secret support for TLS1.2.
- Gracefully handle multiple boot to UEFI commands in installset.

* Redfish includes direct attach backplane in chassis collection.

* Redfish includes downstream backplane in chassis collection.

- Added Enable/Disable of User Accounts option from Redfish and iLO GUI.

+ iLO needs to provide IPv4 address for RDE enabled NIC.

Online ROM Flash Firmware Package - iLO 5

Version: 3.03 (Recommended)

Problems Fixed:

* Fixed incorrect messaging when FW update failed with BundleUpdateComponent download failure.

* Fixed bundle update status reporting when Component download fails after all retries done.

* Fix for incorrect temperature sensor values and sensor indices reported by iLO SNMP interface.

* Fix for inconsistent physical drive status reported by iLO SNMP interface as compared with iLO GUI or
Redfish interfaces.

* Support added for sending iLO AlertMail with TLS enabled, in conformance with RFC3207.

* Fix for configuring one time boot options via in-band and out-of-band IPMI methods.

* Fix for Web User interface being rendered inaccessible after the storage tab is clicked, in a server with
large number of drives.

* Slowness due to continuously polling on timer expiry leading to increased CPU utilization.

- Added timestamp register call before iLO starts VSP logging to file to fix iLO VSP locks-up after an iLO
reset if there is output displayed during the iLO reset.

+ Firmware update fails through iLO web interface due to loss of network connectivity to iLO. You can now
retry after 5 minutes when the network connectivity with iLO is restored.

+ PSU firmware upgrade flashing failure for Titanium PSUs.

* Fix has been implemented to show right data in redfish, which includes to suppress additional SetObject
name when adapter provides expanded data for GET operation in RDE.

+ Excessive event issue is fixed when RDE and DCi coexist on the system on iLO 5.

* Fixed potential security vulnerability CVE-2023-30911.

* Increased the maximum boot order to 512 as specified by UEFI EV specification.

- UefiDevicePath length increased from 256 bytes to 1024 bytes.

* Incorrect sensor values for some sub-components in IPMI response.

+ Enforced a limit of 14 bytes for DHCP v4 clientld. An error response of "400 - Bad Request" will be
observed if the length is beyond 14 characters.

Enhancements:
- Storage Page enhanced to display storage enclosure, switch and port information in the topology.
- Configuration to allow disabling/enabling all weak ciphers and key lengths for SSH and TLS interfaces in
Production security mode.

+ SNMP GET, GET-NEXT and WALK support added for the following storage controllers on iLO5.
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- MR216i-a Gen10 Plus
- MR216i-p Genl0 Plus
- MRA416i-a Gen10 Plus
- MR416i-p Gen10 Plus
- SR932i-p Gen10 Plus
- SR416i-a Gen10 Plus
- NS204i-p Gen10 Plus Boot Controller
* Redfish includes direct attach backplane in Fabric collection.
+ OpenSSLv1.0.2 in iLO FW is patched with Extended Master Secret support for TLS1.2.
- Gracefully handle multiple boot to UEFI commands in installset.
* Redfish includes direct attach backplane in chassis collection.
* Redfish includes downstream backplane in chassis collection.
- Added Enable/Disable of User Accounts option from Redfish and iLO GUI.
+ iLO needs to provide IPv4 address for RDE enabled NIC.

Identifiers for Intel Xeon Scalable Processors (First and Second Generation) for Microsoft Windows

Version: 10.1.19006.8299 (B) (Optional)

Enhancements

+ Updated SBOM requirement

HPE Broadcom NX1 1Gb Driver for Windows Server x64 Editions
Version: 221.0.5.0 (D) (Recommended)

Important Note!

HPE recommends the firmware provided in HPE Broadcom NX1 Online Firmware Upgrade Utility for

Windows Server x64 Editions, version 5.4.0.0 or later, for use with this driver.

Enhancements

This product enhanced to update Driver Copyright Information.

Supported Devices and Features

This driver supports the following network adapters:
* HPE Ethernet 1Gb 4-port 331FLR Adapter

 HPE Ethernet 1Gb 4-port 331T Adapter

+ HPE Ethernet 1Gb 2-port 332T Adapter

HPE Intel E1R Driver for Windows Server 2019
Version: 12.18.16.0 (Recommended)

Important Note!

HPE recommends the firmware provided in HPE Intel Online Firmware Upgrade Utility for Windows Server
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x64 Editions, version 5.3.6.0 or later, for use with this driver.

Fixes
+ This product correct an issue which fixes the device will be disabled and event ID 10400 after iPerf test.

* This product correct an issue which fixes link flapping while performing network traffic on the links of the

network adapter.

+ This product correct an issue which fixes unexpected transmission stop.

Supported Devices and Features

This driver supports the following HPE Intel E1R network adapters:
+ HPE Ethernet 1Gb 2-port 361T Adapter

+ HPE Ethernet 1Gb 4-port 366FLR Adapter

+ HPE Ethernet 1Gb 4-port 366T Adapter

HPE Intel i40ea Driver for Windows Server 2019
Version: 1.18.367.0 (Recommended)

Important Note!

HPE recommends the firmware provided in HPE Intel Online Firmware Upgrade Utility for Windows Server

x64 Editions, version 5.3.6.0 or later, for use with this driver.

Enhancements

This product enhanced the compatibility with firmware of Fortville 9.3.

Supported Devices and Features

This product supports the following network adapters:
* HPE Ethernet 10Gb 2-port 562FLR-SFP+ Adapter
+ HPE Ethernet 10Gb 2-port 562SFP+ Adapter

HPE Intel i40en Driver for VMware vSphere 7.0
Version: 2023.10.00 (Recommended)

Important Note!

This component is intended to be used by HPE applications. It is a zip file that contains the same driver
deliverable available from the vmware.com and the HPE vibsdepot.hpe.com webpages, plus an HPE

specific CPOxxxxx.xml file.

HPE recommends the firmware provided in HPE Intel Online Firmware Upgrade Utility for VMware, version

3.22.0 or later, for use with this driver.

Enhancements

This product enhanced the compatibility with firmware of Fortville 9.3.

Supported Devices and Features

This product supports the following network adapters:
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* HPE Ethernet 10Gb 2-port 562FLR-SFP+ Adapter
+ HPE Ethernet 10Gb 2-port 562SFP+ Adapter

HPE Intel ixgben Driver for VMware vSphere 7.0
Version: 2023.10.00 (Recommended)

Important Note!

This component is intended to be used by HPE applications. It is a zip file that contains the same driver
deliverable available from the vmware.com and the HPE vibsdepot.hpe.com webpages, plus an HPE
specific CPOxxxxx.xml file.

HPE recommends the firmware provided in HPE Intel Online Firmware Upgrade Utility for VMware, version

3.22.0 or later, for use with this driver.

Enhancements

This product enhanced the compatibility with firmware of Fortville 9.3.

Supported Devices and Features

These drivers support the following network adapters:
* HPE Ethernet 10Gb 2-port 562T Adapter
* HPE Ethernet 10Gb 2-port 562FLR-T Adapter

HPE Intel ixs Driver for Windows Server 2019
Version: 4.1.251.0 (Recommended)

Important Note!

HPE recommends the firmware provided in HPE Intel Online Firmware Upgrade Utility for Windows Server

x64 Editions, version 5.3.6.0 or later, for use with this driver.

Enhancements

This product enhanced the compatibility with the new firmware.

Supported Devices and Features

This driver supports the following network adapters:
 HPE Ethernet 10Gb 2-port 562FLR-T Adapter
 HPE Ethernet 10Gb 2-port 562T Adapter

Intel i40ea Driver for Windows Server 2019

Version: 1.18.367.0 (Recommended)

Important Note!

HPE recommends the firmware provided in Intel Online Firmware Upgrade Utility for Windows Server x64

Editions, version 5.3.6.0 or later, for use with this driver.
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Enhancements

This product enhanced the compatibility with firmware of Fortville 9.3.

Supported Devices and Features

This driver supports the following HPE Intel I40EA network adapters:
* HPE Ethernet 10Gb 2-port 562FLR-T Adapter
* HPE Ethernet 10Gb 2-port 562T Adapter

HPE ProLiant Gen10 Smart Array and Gen10 Plus and Gen11 Smart RAID Controller Driver for VMware
vSphere 7.0 (Driver Component).
Version: 2024.04.01 (Recommended)

Important Note!

+ This component is intended to be used by HPE applications. It is a zip that contains the same driver
deliverable available from the vmware.com, plus an HPE specific CPXXXX.xml file.

+ Actual ESXi7.0 driver version is 70.4600.0.115

Enhancements

+ Made changes to enhance the testability of the driver. Changes do not impact end customers.

HPE Smart Array Gen10, Gen10Plus and Gen11 Controller Driver for Windows Server 2016, Windows Server
2019 and Windows Server 2022
Version: 1010.84.0.1012 (Recommended)

Enhancements
+ Fixed the inconsistent I/O errors observed in MPIO enabled physical drives during cable plug/unplug

events in multipath scenarios.

iLO 5 Automatic Server Recovery Driver for Microsoft Windows Server 2016 and 2019
Version: 4.7.1.0 (E) (Optional)

Important Note!

Installing the iLO 5 Channel Interface Driver, version 4.1.0.0 or earlier, will overwrite this driver. To avoid

the overwrite, use version 4.1.0.0(B) or later of the iLO 5 Channel Interface Driver.

Enhancements

- Updated SBOM requirement

iLO 5 Channel Interface Driver for Microsoft Windows Server 2016 and 2019
Version: 4.7.1.0 (E) (Optional)

Enhancements

+ Updated SBOM requirement
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Matrox G200eH3 Video Controller Driver for Microsoft Windows 64-bit
Version: 9.15.1.248 (E) (Optional)

Enhancements

+ Updated SBOM requirement

HPE Broadcom NX1 Online Firmware Upgrade Utility VMware for HPE ProLiant Gen10 server series Only.

Version: 1.37.0 (Recommended)

Important Note!

+ This component ONLY support HPE ProLiant Gen10 server series.

This software package contains combo image v20.28.41 with the following firmware versions:

NIC Boot Code | PXE NCSI UEFI
Version Version Version Version

HPE Ethernet 1Gb 4-port 331FLR Adapter 1.48 21.6.2 1.5.52 21.6.66

HPE Ethernet 1Gb 4-port 331T Adapter

HPE Ethernet 1Gb 2-port 332T Adapter 1.42 21.6.2 1.5.52 21.6.66

For previous firmware versions prior to v20.19.51, please refer to the link :

https://www.hpe.com/global/swpublishing/MTX-4f19da2bceff4b73a31531d71e

Prerequisites
This product requires the appropriate driver for your device and operating system be installed before

firmware is updated.

Enhancements

This product now supports GetPackageStatus NCSI Command.

Supported Devices and Features

This product supports the following network adapters:
 HPE Ethernet 1Gb 4-port 331FLR Adapter

+ HPE Ethernet 1Gb 4-port 331T Adapter

+ HPE Ethernet 1Gb 2-port 332T Adapter

HPE Broadcom NX1 Online Firmware Upgrade Utility Windows Server x64 Editions for HPE ProLiant Gen10
server series Only

Version: 5.4.0.0 (Recommended)

Important Note!

* This component ONLY support HPE ProLiant Gen10 server series.

HPE recommends HPE Broadcom NX1 1Gb Driver for Windows Server x64 Editions, version 221.0.5.0 (D)
or later, for use with this firmware.

This software package contains combo image v20.28.41 with the following firmware versions:

NIC Boot Code | PXE NCSI UEFI
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Version Version Version Version
HPE Ethernet 1Gb 4-port 331FLR Adapter 1.48 21.6.2 1.5.52 21.6.66
HPE Ethernet 1Gb 4-port 331T Adapter
HPE Ethernet 1Gb 2-port 332T Adapter 1.42 21.6.2 1.5.52 21.6.66

For previous firmware versions prior to v20.19.51, please refer to the link :

https://www.hpe.com/global/swpublishing/MTX-edfaebf19e1b4179bb5e792e73

Prerequisites
This product requires the appropriate driver for your device and operating system be installed before

firmware is updated.

Enhancements

This product now supports GetPackageStatus NCSI Command.

Supported Devices and Features

This product supports the following network adapters:
+ HPE Ethernet 1Gb 4-port 331FLR Adapter

* HPE Ethernet 1Gb 4-port 331T Adapter

* HPE Ethernet 1Gb 2-port 332T Adapter

HPE Intel Online Firmware Upgrade Utility for Windows Server x64 Editions for HPE ProLiant Gen9 and
Gen10 server series Only.

Version: 5.3.6.0 (Recommended)

Important Note!

+ This component ONLY support HPE ProLiant Gen9 and Gen10 server series.

This software package contains the following firmware versions for the below listed supported network

adapters:

NIC EEPROM/NVM | OROM Single NVM
Version Version Version

HPE Ethernet 1Gb 2-port 361T Adapter 80001147 1.3437.0 N/A

HPE Ethernet 1Gb 4-port 366FLR Adapter 800011A1 1.3437.0 N/A

HPE Ethernet 1Gb 4-port 366T Adapter 800011F1 1.3437.0 N/A

HPE Ethernet 10Gb 2-port 562FLR-SFP+ Adapter 8000E3EC 1.3437.0 11.1.5

HPE Ethernet 10Gb 2-port 562FLR-T Adapter 800016F1 1.3437.0 10.55.3

HPE Ethernet 10Gb 2-port 562SFP+ Adapter 8000E3EB 1.3437.0 11.1.5

HPE Ethernet 10Gb 2-port 562T Adapter 800016EF 1.3437.0 10.55.3

The combo image v1.3437.0 includes: Boot Agent: 1GbE - v1.5.90, 10GbE - v2.4.51, 40GbE - v1.1.44 & UEFI
Drivers: 1GbE - v9.8.33, 10GbE - v8.2.13, 40GbE - v4.9.70 Single NVM Version is new firmware format
which represent an unified version in place of the previously used EEPROM/NVM Version or OROM
version.

This software package no longer contains Firmware for the below listed supported network adapters:
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HPE Ethernet 1Gb 2-port 361i Adapter

* The latest firmware version of above adapters, please refer to the link :

https://support.hpe.com/connect/s/softwaredetails?language=en_US&softwareld=MTX_d015069d4b3f

478980db3a7ff3&tab=releaseNote

Prerequisites

This product requires the appropriate driver for your device and operating system be installed before

firmware is updated.

Enhancements

This product enhanced the compatibility with the latest drivers.

Supported Devices and Features

This package supports the following network adapters:
+ HPE Ethernet 1Gb 2-port 361T Adapter

* HPE Ethernet 1Gb 4-port 366FLR Adapter

+ HPE Ethernet 1Gb 4-port 366T Adapter

+ HPE Ethernet 10Gb 2-port 562FLR-SFP+ Adapter

+ HPE Ethernet 10Gb 2-port 562FLR-T Adapter

+ HPE Ethernet 10Gb 2-port 562SFP+ Adapter

+ HPE Ethernet 10Gb 2-port 562T Adapter

HPE Intel Online Firmware Upgrade Utility VMware for HPE ProLiant Gen9 and Gen10 server series Only.

Version: 3.22.0 (Recommended)

Important Note!

* This component ONLY support HPE ProLiant Gen9 and Gen10 server series.

This software package contains the following firmware versions for the below listed supported network

adapters:

NIC EEPROM/NVM | OROM Single NVM
Version Version Version

HPE Ethernet 1Gb 2-port 361T Adapter 80001147 1.3437.0 N/A

HPE Ethernet 1Gb 4-port 366FLR Adapter 800011A1 1.3437.0 N/A

HPE Ethernet 1Gb 4-port 366T Adapter 800011F1 1.3437.0 N/A

HPE Ethernet 10Gb 2-port 562FLR-SFP+ Adapter 8000E3EC 1.3437.0 11.1.5

HPE Ethernet 10Gb 2-port 562FLR-T Adapter 800016F1 1.3437.0 10.55.3

HPE Ethernet 10Gb 2-port 562SFP+ Adapter 8000E3EB 1.3437.0 11.1.5

HPE Ethernet 10Gb 2-port 562T Adapter 800016EF 1.3437.0 10.55.3

The combo image v1.3437.0 includes: Boot Agent: 1GbE - v1.5.90, 10GbE - v2.4.51, 40GbE - v1.1.44 & UEFI
Drivers: 1GbE - v9.8.33, 10GbE - v8.2.13, 40GbE - v4.9.70 Single NVM Version is new firmware format

which represent an unified version in place of the previously used EEPROM/NVM Version or OROM

version.
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This software package no longer contains Firmware for the below listed supported network adapters:

HPE Ethernet 1Gb 2-port 361i Adapter
* The latest firmware version of above adapters, please refer to the link :
https://support.hpe.com/connect/s/softwaredetails?language=en_U

S&softwareld=MTX_4e84847286af4760911448c7a0&tab=releaseNote

Prerequisites

This product requires the appropriate driver for your device and operating system be installed before

firmware is updated.

Fixes
This product addresses an issue where running the firmware update command (./Execute_Component -s)
only updates the OROM.

Enhancements

This product enhanced the compatibility with the latest drivers.

Supported Devices and Features

This package supports the following network adapters:
+ HPE Ethernet 1Gb 2-port 361T Adapter

* HPE Ethernet 1Gb 4-port 366FLR Adapter

+ HPE Ethernet 1Gb 4-port 366T Adapter

+ HPE Ethernet 10Gb 2-port 562FLR-SFP+ Adapter

+ HPE Ethernet 10Gb 2-port 562FLR-T Adapter

+ HPE Ethernet 10Gb 2-port 562SFP+ Adapter

+ HPE Ethernet 10Gb 2-port 562T Adapter

HPE Agentless Management Bundle Smart Component on ESXi for Gen10 and Gen10 Plus Servers

Version: 2024.03.01 (Recommended)

Fixes
Agentless Management Service

* Fixed OID name hrSystemUptime is reported incorrectly

HPE iLO Driver Bundle Smart Component for ESXi 7.0
Version: 2024.03.00 (Recommended)

Fixes

This product addressed a memory leak in vmkernel.

Smart Storage Administrator (SSA) CLI Smart Component for ESXi 7.0 for Gen10/Gen10 Plus/Gen11
Controllers
Version: 2024.04.01 (Recommended)
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Important Note!

+ Actual ESXi7.0 ssacli version is 6.30.8.0

Fixes
+ Fixed issue of ADU report generation when using SSADUESXI within the VMWare ESXi system.
- Fixed the display issue with physical drives in the enclosure under the multipath configuration.
* Fixed issue where the tool allowed the Heal array operation on RMSED secured arrays when KMS is not
active.
- Fixed issue where the tools would allow users to attempt Change Drive Type operations with 512/512e
drives for 4Kn logical volumes.
- Fixed issue where users specified an incorrect encryption mode for a logical volume that did not match
the existing mode on the array.
* Fixed issue where the operation to revert the SEDs to Original Factory State (OFS) was not being blocked
when KMS is not available in remote SED mode.
- Fixed the volume creation issue when users specify the 'volatileencryptionkey' option while the
Controller setting does not support it.
+ Fixed issue of error message occurring when using the 'create type=arrayR0' command with 'drives="'and
'drivetype="' options.
+ Fixed installation issue encountered when attempting to downgrade SSACLI from versions 6.30.X.X to
6.15.X.X or 6.20.X.X.
Enhancements

- Added command to support the erasure of logs and events stored in the controller.

+ Added command to support spare spin down policy setting if the feature is supported.

HPE Smart Array SR Event Notification Service for Windows Server 64-bit Editions

Fixes

Version: 1.2.1.68 (Recommended)

Added new details for surface analysis

Enhancements

Support SHA384
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