HITACHI

Inspire the Next

Service Pack for RV3000 (SPR)
Version 3.90 1

Readme

2024%1R

All Rights Reserved. Copyright (c) 2024 Hitachi, Ltd.



1. I
COIRUIL BiIafEfEY—/\Rv3000 ZCHANCEEHICHONEDSTINET,
CIERICISBRIC, MIFRANBZ R IZSU,

1.1 WHPABEMICT T DR

Microsoft 8 Windows Server |3, KE Microsoft Corporation DKE R KX VZFDHDEICHRIT DEIRBIE
FICIEBIETY,

Intel. 7>, Xeon [F. PAIANAERERIVZDMDEICHITD Intel Corporation DEEFIZTI,
Linux [3. Linus Torvalds RDBARDBKIVOZDHODEICHITDEHRBIZKICIIBIECI,

Red Hat (&, KERKXUVZDMDET Red Hat, Inc. DEFRFIZE UL IIBIETT,

VMware (&, KERIUZDHODMIKICHRITD VMware, Inc. DERBIRXCIEIBIRTI,

iLO [X. Hewlett Packard Enterprise Development LP (DEIZECTI,

12 I==EE

(1) AEBEHRRDRYD, FERUICERIDCENDHDZFT,

(2) Service Pack for Rv3000 (D{EMICHZ > TIE, <CD RS54 T>YEULA [T TTY R1—Y—
[BRFFEENE] Z2RHH<IT0N,

(3) Service Pack for Rv3000 [CIRIEDENC EZIRFE T DEDTIEIDH D B A,

(4) Service Pack for Rv3000 (&, 3 EREKERUVOS] 8HDTSY I —ATIHERUVEREITET,

(5) X, ASE. HBEIEE T Service Pack for Rv3000 FADICERNMMINT T EIVRT LAEBNIERICHE
UR<BRCENDDFTITDTHRICKEMITTIES0N,

(6) REHRIL. Service Pack for Rv3000 i (NICAZDEEIX [F—EZ2RIR TX IS MDIEHREF CMHSHE.
BEXEEEICUTICZEITIMRNET DIHE. HNEABRUNRER] ORGIRUKEHEBE
BRAGNENEOMEREE LR ZER L. BIERFHRSEZTOUENHDFT,

HIHITDES,
SBAINBHBHIES,
SEBEFBENEHLU. XIIEATSETDIEE,
o LERICEDHDIED. NEABRUNEERE] XISHEDHMLEEERICEDNHDESE,

(7) ¥Z=277)L [Rv3000 EBSFIERKIUHENT R ICIF. BV PIZECBUNEIESE. SBilC
CEBOZEINERBZRH L NFT., CHSEENETTSRIEEN., Y22 P)IUE T RF
AXYEIR=FIV] @ T¥Z2aP)L > B—/\] - TRV3000] KDSRNZIZITET,

RIPAIVCEFNTND, LWAIEDT 71 IVORBDEEFCIEIZD—8Z, EECBIHICEIIE—
IR LEEBLELIET,

1.3 EEEE

#1718 ERESAES

20245178 #hi

2/ 4



2. Service Pack for RV3000 (SPR)ICDULYT

Service Pack for RV3000(IM[& SPR CIFUET) (S, 1 BFCIFBEED RV3000 —/XDI P —AD TP/ R
TAVI FO I POBHEGRIEIDY' ) 1—Y3UTI,

SPR [CIE T—=/N/DY FO—=3/ARU—=YDIT P =LV P/RSAIN/A—=FT 1 UT 1)\ T—=INEX
NEI., F/Z. SPR [CINERSMN T\ D Smart Update Manager(IM[Z suM SO ) E. BFISNLZE I 7 —
AIDIPRIOVATAVI FOxPE7TTJO41IDHEEY—)LTT,

SPR/SUM ZEDCET, JP7—AD I PREKUOVRTAVII DI POAYSA VP Yy TTF— D TEES
BOFEYT, Py TIT—HMEEESUM [CMEI D EICKD. BRD RV3000 T —/\XDP vy TF— FHYERR
(CT30D. YRFAZEDP Y T7— FRHEZEREITDCENTEXT,

SPR [FTEHABIC!) ) —RESNF T, BHThRD SPR ZFA LU CEFIDCCZHELIT,

3. BA#ERUOS
3.1 BEFfalE
*RV3000 A1 EF /U

32 BAOS
e Microsoft(R) Windows Server(R) 2019
eVMware ESXi™ 7.0

4. EBANB
ABTE., SONU—XOEERNSEZLHL TNET,

41 FRUR—FAB
(1) EBIYR— FEERUOS
 BIIY N — H i@
AN
< EBNYR—FOS
AN
2 EBIYMR—kT/N1 R
AN

42 BHFAB

[6.3 Ny T —IDEERNB] Z2SRIIZSV\.

5. FESBIE
51 OS DO#iK - By Py IDBRENITEEIR
0S DFHR » B2y PPy TDEE, #1A0D SPREBEATIE. T2 —AD T PIVR—RY ZERFEAL. RS
AN/ A—=FT 1 )T« IIYNR—RI DA VA S=)LERICEELTIIZEN, TNICKD, FT/INA ADE
BROD P —AD I POESAMCEDRESA/IN/A—T T« DA YR E—)lesnEd, FS51/Y
3/ 42



A—FT 1T DA YRA—)LEE 0s ZBiEE L. BESUIMZERITUTI 7 —AD T POEHZTD
T IZaEby,

SUM CTO 7 —ADITPIVR=—RY LZRH L. BN/ DA—FT 1 JT« DYR—RY EDHDA VR
F—ILEBRET DICIE. ROFIBICKDITNET,

GUI DIBE :
SUM ZiEE# L. REIT ') —(Deployment summary)] BEGLED[ 723 3 Y(Actions) ]-[ 7 R/
2 7T 3 Y(Advanced Options) ]Q'5 7 R/NY 2 =T33 >/ (Advanced Options) ] BIE ZBH=.
“A V2 —)UA T 3 Y(Installation Options) “OIBE T“J D T PMDJ7w T2 L — F(Upgrade
Software) “ZER L., “OK“NIVZEBL T EE)N,

CLl DIFE -
"_-softwareonly"/\ DO X =& —Z{FRALTIZEL),
f3l) # ./smartupdate --s --softwareonly

52 SUMICKBDPvTT— FEDIRER

(1) 27—LDx7/ BS54 NDOEKEFRERICDONT

Py IT—=EAKRDI 7 —AD TP/ RSANCIRERRER DHBEHHD. —ED suM OE{TTIIE
TEHTERVBEDDDFT, CORH. SUM Py TF— & ETCOEHARD TP Y TT—h~NT
VB ZEERLTIIZEN, Ble Py TT—ESNTORNWNy T —=INHDHE. BE SUM ZETL
TLEEW, ETPYTT—hFSNENE. ROFIRICKDER TSI,

GUI DIBE -
SUM ZEE) L, BT VYU —] BEICT. TEESNLEIVN—XRY K] #RRDN "0"EE>TUND
CEEERLUTLES0N,

CLl DIBE :
"report" /NS A =S —ZFEALTCUMN— MMEE L. ERRSNELUR—FZESRBLUTES0, UIR—k
HHEFEBICRTIINE T, LIN—FESB L. "Install Needed"DIEBH, "0"EX>TNDEETE
mLTL<EE0,

(2) BAN—=Y3VICDIT
SUM ZEA U CEHFREZ1TDBE. BRNKRE U TEIMERSNDEDE, FRICA VYA ~—)lend
ED. BKU SPRINIF/N—Y 3 VDBRBEAN—I3VKDHFLNEDERZDET,

Ry RD=OPHFTIROIT 7 A INN=F v RIVIRZA N2 PITHE, SPRIREEDRSA/N/TP—ADT
POHAPEOETTHERNCESCEEZHELTNET, ERBM/N—I 3 VD SPRIEREH/N—I 3V
KOFHUNWEE, ZB3IVR—RY EBANRE U TCBIERSNE A, ZOHEE. MTOFIETX
KIOAVR—RY +ZEFETERL, BALTIESL),

4/ 42



(FENEATIE]

SUM Z=icg) L. BBt V'J —(Deployment summary)] BIE C. [ DVIN—RY FOZEIRIRRE] DY THEIR

KOK)ERODTNBDIVN—RY FZEER L. Ry bD—=DOPITHITp—AD T PEEIEF. T71/\—

FrRIVIRZAINZAPETIDT 7 —AD T PDHFEE. HZIVIN—RY FEBR) LT "ERH

(Deploy)’ WA V=L T IEE)N,

¥ OVIR—RY ENERESNDE. TOVIR—RY FDZERIRRE] D NEREH] BULSL M &sl) &
RNNZET,

CXR)
TINARCK T BRN=I3VICEEUT, BRICP RN T UDRITSNTNDHREDDDIT.
RIP7—LDTPOBRBICHICO>TE, PRNAPUESRUTIES),

(3) SUM OREFTE— FICRET SiEsits
SUM [ZIFN DD DR Y TF— FITERBE—R)DHDET, BEEIE—FICKD, XIR 0S/EHARNE
BDFEIDT, UTFDXRZSRO L, BREE—FZRELTIESN),

RBIXTZR 0S(3% 1) EIES
SUM BFRE—F \J? '\?IP
Windows RHEL VMware | J7—ADxP |(F31/\, 21—
TAUT 15
aO-—AJL @) @) — @) O
JE—F(EX2)
(os Zituic O O — O O
AVSA4Y | Py TT—F)
JE—FEX3)
(iLo LIRY ~U O O @) O O
PyTTF—1)
224 O O @) O -

1 T2 0s (I

X2 R —RICIRZALOSDIP PRUREEELULIES

X3 IXTR ) —RICiIl0O P RUREBEULES. XIR./—FDORXR ~ 0SI[CisuT U AMS D1 VA ~—
U« SHEDINE

(4) SUM GUI TOER/ NI —IOEIRICDUINT
SUM GUI ZfBAA L TUNDIBE. 1 IRV LFUNT T ITDEER(Deploy) T D/ Ny T —IDERBENRIS
nggo

EEREE CIE. BIRUIZ SPHIN—=XSA VICEENDIEH/N\y T —IDD5, AREEICERATRELS/ Y
T —IDRIRSINGBRADMEESNDIRED/N—I 3 VKDFH LWy T —IDNEREIRE L TEERIC
BIRSNE T, (BIRESNE/NNvT -, TERNAREL HRIREH ) (202 )FZ [ Mselected (===
R VRREBDET, RIVEDI U wDTDE. BIRDEIRSN KRR (152 ) Tselect) (== )R

5/ 42




VRRERZDET, )

BERIRSNBN o2/ VT —Ild, Taasly (1= )FE/Z(E TForce) (1= )REVED v DI BTET
WEHINICBANSE T BT ENTEFT, CRFBAEER LSS, TSN REs LM3asl)( = 1) Forced
([t 1) IR Y TEREINZET, )

CXR)

D7 —=DDIP/RSAINA=T 1 T <3 BIBRTEADRNRD., BHDE0EERNZIESTE
EHEELUCNIT., B, BRBREBRUCES. BRUEN=-Y3UNBENESTIYIU—RERD
FIDT, BB IFIDYITLU—RUTUEDICTENMENLD, BIFCIFHTRLTIZSUN,

B) ILO LMY FUERRBULEP Y TT—RICDNT

IVIR—RY EDOFRICK DT, ilo LY LU ZEFERAUZ Lo SR TIVIR—R Y FHYEBS(Deploy) =N
F, L0 UMY FUJICP Yy TO—RESNEIVR=RY ME 1 YA +—=)bF 1 —(SBNESNIERERMS
NTNEZT,

COE, Fa1—[CBNESNEEPOIVR—RY FTREIS—DREULES. MEOIVR—RV
[FRBIRBIRREEZVFT, ZORREOIVMN—RY O F1—[CHFEETDE. MEFiL0 LY S EF
BULEPYTIT—rOTEZEA.

RICHRI IS —REESRO L, LRREREHITEDHSE. YA F—)LF2—ICE>TNDIVN
—RYEZINTHEBRL, BE PR ZBRALTIIZSN.

B SUMZEZTTO INY FUERRBEOXMIC DU T
SUM [E. Py TT—FICUBERDT/I\NA RAES5NICVYD RO T PEDIBRE L0 FRBTRELET,
iLO DIRBEIC KD, FNICIBRIVS TERNCTENBD. MRICHRITKDICA INRY RJICKBLUET,

GZAVANIES SOt

I
wREY

R=XFAESIUV/—FDA IR

® locamog /—KAyAr Uk I | FEWEERGTS E¢A. Bl LODSRISF—FEI Ty b

RN Pk BIIDSPHET BicH

SUM ZBERTUTEARTI S —DBESNRVESE. ROV ITNLDFIEZERRE L TIESU),
6/ 42



(1)iLo oFkEd (v k) ZFRBELTCIESN, FFlE Mosxx A——=701 ] %)D liLo @
Big) (Uty )] Z28BRUTIEEN, liosxxx A= =01 R (&
https://www.hitachi.co.jp/rv3000/ [CIBESNTU\D MBERVY 2PV KOFDYO—-FLTLES
(AR

Q) A4 VP v TF—HOSBEPDP Y T7— hDIFE. KEDBEEZEML TS0,

(3) EBDHEERIL(ERT — T ILDIREXD uPs DEHEIEE)E. 10 WRF S IZRICHBEBBLCLE
< AN

Kxxx DEPDICIEI/N—I3 IYDADZET,

53 SUM TOS VT —=I/I\yON=Y 3 YRREBERBICDNT

SUM(Smart Update Manager) C&RI 1D, BRADPDS VT —I /Ny DI D/IN—=I 3 IDIEUSEKRRSNS
WBED DD FT, IEULLV/N—Y 3 VZETER T DITHICIE. iILOWEB 1 VD T —AD[EIR] > [S5EIR—
IXDIREEARPDOEE/NYy VDIN—I 3 VTR TISU,

X2, COIRBR, SUM TS VT —=INwOMNERXTZE UTIE ULERSNSNIEMD DD XY,

BRDN—=I3 VDS VT =Y\ ODNBRASNTUVRNDIC, sUM RTROINERY Y —JBE T,
SVT=I Ny OMERNIRE UCGERSNBVNBENDD XTI, COBEIF. ST —I/N\yDEFE
TERURBHZEZERUTIIZS,

BRDON=I3VDS T —I/INy DOWBRABEH CHO>TE. SUM ETED NREYY!)—] BEC.
ST =INyONBRARE UCBENISEIRSNTNDZBENDHDFET, CDBSIE. ST —I/N
v O DERIIAREZTIDT, ERZHEFLU D OREBEZEB L TIIZSUN,

54 SUMTOILO ZERAULES VT —I/)\y DERICEET DHIREE
SUM TXIR /— R EUT YRTARBEDILO ZBNl(/—FD IP PEUXRIC IO D IP P FURZE
. /—RICTIC 0 ZER)UEIBS. SVT—INy IODIRICEFINTEBH NI LA, VT —
IINY DIERIE REFIEIC TEHITNN,
eSUM Z0—JUINR b ETEIT(X)
oSUM TXIR / — R EUTIYRTAKED 0S D IP 77 FU RAZHEE UTEIT(X)
¢iLOWEB f VA T —RZEFBALTEST
¥ 1 XTR_J — RD Vmware DIBSIIERART

(iLo WEB 1 V5D T — AN S DEHFIE]

(1) MRDFIET, Z=80IC SPRpackage 7 7 1 ILD'DS VT —=I N DI 71 )LEERDE LU TLIEE)N,
Windows £ C. SPR (D packages 7« L2 FURICHD. [6.2.8 Firmware - Lights-Out Management]
@ TLanguage Pack - Japanese | [CIBEINUNTD " cp****** exe”ZRT LT EEL), Ny T =Ytz
77y THEEIT2DT MAER] Z&IRL. FR2DT LD FUICNNw T —IZREELTIZE0N,
BEREULETs U RUNDS., "lang_ja_***.Ipk” ZERD B LT ZE0),

QR)EBDY vy MDY ZEITOTIEE0N,

(3)ILOWEB A VA IDT—AD D P—ADx)P &0SVUDI DT P FTZRENTIEEL),

(4) TOP=LADTPPyIT—bl &ZDUv DU, TO=DILNAFUD2A)L]) [CHREERDEURZ
7/ 42


https://www.hitachi.co.jp/rv3000/

SVT=INy DI P EBEL. 175y yal ZERUTIIESHN,
(5) 2~3 DEICT T DAY Z—INDRRINFT, ZDE L0 H'EFNICHRELIT.

55 ASR(Automatic Server Recovery) [CDU\T

ASR(Automatic Server Recovery)ld )L — D) — >V FEDH GRS 0S DI S —HFE U2 ESICEENIC
VRTADEIBET DN Y —/NNDOBREZHT/RDMAETTI ., IP(version 3.20 MF)ZEE /2 0s D1 >R
—JU[3 SPR(version 1.50 I[&) DB ZDHDTIEICKD ASR RS+ /XD >V A ~—=)UICKD ASR OB
FICERCITNDFET, AR NARBRZIHBED Alive Monitor, IPMI WDT FDMEOD 05 FLFEREFE DSBS
ASR ZELME LTIIE SN,

551 ASRIBERD PowerShell 22 ) 7 FDOAFIZDUNT
ASR DOBN/ENDFERMICLIDEZIL ASR RS /\XD/ NI —I(CEAMMENTL)D PowerShell 221)
TrEFE>STHNET, UTFESIBLT PowerShell 22V T REZAF LT,

(L) ASR RSA/NDN\vT—IZBRELET

SPH (D packages T« L2 R TRICHD I 71 ILEEDHPNH S, FROE 0S /N—=I 3 VICxImUIE [6.2.6
Driver - System Management] @ [Package filename ] ¥5C&ED I 71 ILERT L TLEEV, NvT =Y
v Py IR E T DD THRRZEERL. FEDT LI RJICNNyT—IZBRELTIES),

No. | Windows /\—Y 3/ Description
1 | Windows Server 2019 iLO 5 Automatic Server Recovery Driver for Microsoft Windows Server
2016 and 2019

(2) PowerShell 227 T + &R L TS0
REEULIZ/INY T —IDDD scripts T« L2 R RIZCTREZD 3 DD PowerShell 221 T RH'SENT
NBDBZER L TIZSV, MEICH U TERDT « LD FUICOE-UTLEEL),
Get-AsrSettings.ps1
Set-AsrPreTimeoutNMI.ps1
Set-AsrTimeout.ps1

552 ASR OWERIIE
Windows @D PowerShell &) Get-AsrSettings.ps1 Z21T L C</ZX1), TimeoutinMinutes D0 X[d. IV
FORGHNIS—ERSIZIHEE ASR [FEMCZ>TUET,

8/ 42




E17HF D 1(TimeoutInMinutes A 0 DB E)
PS C:¥Users¥Administrator¥Desktop> .¥Get-AsrSettings.ps1
Active : True

EnablePreTimeoutNMI : True

InstanceName - PCI¥VEN_103C&DEV_3306&SUBSYS_00E41590&REV_07¥4&154b2d14&0&00E4_0
TimeoutinMinutes :0
PSComputerName

EITHIED 2(3 T FORTATS— L L H5HE)

PS C:¥Users¥Administrator¥Desktop> .¥Get-AsrSettings.ps1

Get-CimlInstance : #5727 7 A T¥

AT C:¥Users¥Administrator¥Desktop¥Get-AsrTimeout.ps1:25 351

+ Get-Cimlnstance -Namespace "root¥wmi" -ClassName "HP_iLO_ASR_Settings ...

+

+ Categorylnfo : MetadataError: (root¥wmi:HP_iLO_ASR_Settings:String) [Get-CimInstance], CimException

+ FullyQualifiedErrorld : HRESULT 0x80041010,Microsoft.Management.Infrastructure.CimCmdlets.GetCiminstanc

eCommand
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No. | VMware /N\—I 3 SPR package 7 7 1ILE | A0S5S4 VNI RILD 71ILE

1 | VMware vSphere® ESXi™ 7.0 | cp057456.zip sutComponent: 701.4.5.0.9 *.zip

(2) BRD B UTZ iSUT DA TS+ )\ R)L%E VMware ESXi D [datastorel] B RAERE LT IZE0),
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(4) TSystem Customization] BENDIRNINSNDD T, [Troubleshooting Options] ZEIR L. [Enter] F—
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(5) TEnable ESXi Shell] Z#IR L. [Enter] F—7Z R L T ESXi Shell Z ”Enable” [CEEULZET,
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esxcli software vib install -d /vmfs/volumes/datastorel/<HiikL7-/N0 RV7 7 A 4>
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sut —-set mode=autodeployreboot
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@ISUT /\O)Dlu\u.l.—H%ﬁ&‘E
QiLo DEF U T+ FIHFDZEFE(ILO FW v1.4.0 UFDHERTE EE)

@ISUT /\d)nmnl—uﬁiﬁagﬁ
iSUT [C iLO DEEEIBIRERE LE T, REIEE. VMR~ ETUTRZERITLUET,

sut -set ilousername=<username>

Please provide the iLO password: <x***xxx>

CEE)
SoELBERDEEIEL. iSUT 1Y OnDemand E— FDIRRETERE L CLIESU)\, AutoDeployReboot £ — FT&%
EURLIHES. SELIBmRABINCESRVNFGENDBDET,

@ilo DEFa )T+ RHEDEE

iLO T'RR FEREENWME & THER)] [CRELFX T,

iLOD Web BEC[EZF2UTAHPPVEAREIEEEER L. L0 DIBEICHD TR SERIEDMNE )
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(2) iISUT ms&EtEss « BE
VM 7R A~ ETT “sut -status” 23217 L. iSUT MERTEN' “EnableiLOQueuedUpdates=true” &/ > CL\DCEHE
R LU TIEEL), "false“DFBEIE. VM IMRZA S ETURZETUTCLTES),

sut -set enableiloqueuedupdates=true
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IV 2T ARKUT/ N1 XD Agentless Management Service D 2T —H A Z=TER LU TR0,
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iLO DAY AMS [ L CULVRVBE. MU TDOFIEZER L. BE L0 & AMS DEHARR R L TR0,
o RBEIR OFF(ESXi RRA Y v w R TY)
HKEFRT—TILDRETEL
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X =Y ZESAACEERZCBRIZIEE. AT U<I3 UsSB BiHiHD DVD RS+ JZ&EA LT sum D
DS54 VRBE—RFZEREIL TS0,

58 Intel xRy rD—OPIFTHTERAICDINT
Intel &R KD —DPAHTHECFERICEDHEE. FcOFIRBENHDFET,

581 Intel 8RRy cD—=DOPHTIDI P —AD PP v IFT—RCTDNT

Intel WRw FD—DOPITIDITP—ADIPPyvIT—rETIHBE JP—ADIPPyvIT—HE&
[CHEHZT>TE. UITBRTEET DHBELENME UIKITTNDRZHD. Py IT— DR RCIERIRES
Nt

Py IT—MEICERT —JILERNTERZ s WM LI LTS, 8RT —JILEZEUERLERZ
ANBRUTLESN, ERT —TILERESELITDUNENHDCH. UE—FTEIERTETEIE A,

AHIPRBIEDRHFTOIRRI GICEMRBNZXTER Y TIDIBRICDNTIE, P RNCF THEBEDRY RO
—DOPITI—=[CDNTITP—AD T PPy IT—FRICEBRT —TILOKRESEUHNIUECED]
(ADV-2019-0019) 2SR L CLZEU)\,

582 Intel Ry rD—=DOPFTIDIT »—ADTPFIVTU—FICDNT
Intel R ED—=DOPHTHZEFERBICEDHE. TREOEDA SPR ICHEESNTND I P —AD TP

N=I3VE FOVTU—RICIIMLUTEDEE A
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F8(*1)

Reoa(IBRE3)

Device

TJ-NJ[J-817745-B21

TJ-NJ[J-817738-B21

Ethernet 10Gb 2-port FLR-T X550-AT2
Adapter(Ethernet 10Gb 2 7R— |~
562FLR-T Ry D =D P TH)
Ethernet 10Gb 2-port BASE-T X550-AT2
Adapter(Ethernet 10Gb 2 7R— |~ 562T
Ry RD=DOPFTH)

HPE Ethernet 10Gb 2-port
562FLR-T Adapte

HPE Ethernet 10Gb 2-port
562T Adapter

TJ-N[1[J-727054-B21

TJ-N[J[-727055-B21

Ethernet 10Gb 2-port FLR-SFP+ X710-DA2
Adapter(Ethernet 10Gb 2 7R— |~
562FLR-SFP+R Y D —DO P TH)
Ethernet 10Gb 2-port SFP+ X710-DA2
Adapter(Ethernet 10Gb 2 R— |~
562SFP+Rw RO —D P TH)

HPE Ethernet 10Gb 2-port
562FLR-SFP+ Adapter

HPE Ethernet 10Gb 2-port
562SFP+ Adapter

(*1) : OCIEBBRSEICIDER >LEEHFNADET,
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6. SPRBEZI>VTVY—8

SPR M iso 1 X—IICBSFINDESA/\, JP—ALDx7,

SPRICIE. BRTIEICKD NGO 2OV TYYZSATNET,

e0S Zv Py T%, REHBSTERICEREBEED
eSmart Update Manger(SUM)Z1{E > CBRATQEERED

Bg. ZN2N0IVFTIYVICDNTHRBLET,

6.1 RERICKIXVBEANKUEZRIVFTIY
RFRICHIT I 71 )UIE. SPRICESFEND SUM WY —)L CTOBAXTIR TIIH D FEE Av, Windows Server 0S D
RMeBYyPYITUA YA R=ILEY FEL)DBEIE. SPRBEAZICEY—ILERTL TR0,

A—FT«UT«(VI Dz P)EemlLET,

No. | W—JU 5% 88 iso NTSHNIZP m B
1 IT Report Utility Y—/\NOEEKIBEHR. DKV | ¥software¥Hitachi¥ITRU
(ITRU) [FEEDBREFEIMLUET
2 | 2PRxDursettings | (LI X FJERE)R W FD | ¥software¥Hitachi¥RegTool | Broadcom 2¢ 1Gb LAN
—DPHTHICEET D% P T IEEERD
EZEmRULET S UES
3 LargeRxRing (LYRXEUSRE)R Y BT | ¥software¥Hitachi¥RegTool
settings — DO PHTHICRET 255
EZEmRLUET

(Broadcom & 1Gb LAN 7745 5]

oHP Ethernet 1Gb 4-port 331FLR Adapter
oHP Ethernet 1Gb 4-port 331T Adapter
oHP Ethernet 1Gb 2-port 332T Adapter
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(1) IMTRU D1 >R =)L
ITRU Z+ V2 ~—)LIBICIE. Administrator #EFRIC T DOS 7OV T XKD REBDNYF I P ILEETL
T<ZE0\,

<CD RS54 T>:¥software¥Hitachi¥ITRU¥setup.bat

IBR. ITRU D VA —)UICEET DEFBIBHITIRD WEB KR—3
https://www.hitachi.co.jp/cgi-bin/soft/sjst/select open.cgi
(353 Windows hR ITRU EXIEZBAE D 3 E& CHEFRRALNE T,

2 Ry bD—=DOPHFTH UIREUREDER
Ry cD=DOPHFTH UIZFIBREZERT DCICIE Administrator #IRICT Dos OV T FXKDTED
DNy FI P )bEeRTUTIES0),

<CD RS- T>:¥software¥Hitachi¥RegTool¥2PRxDur.bat
< CD RS+ T>:¥software¥Hitachi¥RegTool¥LargeRxRing.bat

\y—}l/i'/fi?é\ (0N E@EE}] L/T< Eél/\o
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6.2 SUMY— )L CERIERD 71 )L

RICHIT ESAIN/TP—LDTP/A—FT 4T «(VI D7) E SUM Y —)LICKDBRTEERT 7 1
JVTY, SPREES> TP Y IT—MEEETSICIE. SPRADT—HEO—NIL RS TICIE—L. SUM
ZRITUTLIZEN), SUM D GUI E— RTEATDHE. 0SRIDETIDIVY FETRRICHRULET, (B
BEERTEIT LTS, )

Windows IRIE :
¥launch_sum.bat
Linux IRIE :

/launch_sum.sh

S8 SUM DFFAI7SIRIETI A https://www.hitachi.co.jp/rv3000/[CIBE SN TL VD [Smart Update Manager
A—Y—A0 k] &asiREa,

Category —&
e Application - System Management
e B|OS - System ROM

o Driver — Chipset
e Driver — Network

e Driver - Storage Controller

e Driver - System Management

e Driver — Video

e Firmware - Lights-Out Management

e Firmware — Network

e Firmware - Power Management

e Firmware - Storage Controller

e Firmware - System

e Software - Lights-Out Management

e Software - Management

e Software - Storage Controller

e Software - System Management

16 / 42


https://www.hitachi.co.jp/rv3000/

6.2.1 Application - System Management

Package

Firmware/

No. | Description Package filename Device . . . Update
Version Driver version
1 Integrated Smart Update Tools cp057456.zip - 2023.09.00 701.4.5.0.9-1 B
4.5.0 for ESXi 7.0 OEM.701.0.0.
16850804
2 Integrated Smart Update Tools sut-4.5.0-20.linux.x86_6 | - 4.5.0.0 4.5.0-20.linux | SB%HT
for Linux x64 4.rpm
3 Integrated Smart Update Tools cp057442.exe - 4.5.0.0 4.5.0.0 B
for Windows x64
6.2.2 BIOS - System ROM
No. | Description Package filename Device Pack.age Flrlmware/. Update
Version Driver version
4 Online ROM Flash Component firmware-system-oem-u | System BIOS - U34 | 2.90_07-20- | v2.90 B
for Linux - System ROM U34 34-2.90_2023_07_20-1. 2023 (07/20/2023)
1.x86_64.rpm
5 Online ROM Flash Component cp057313.exe System BIOS - U34 | 2.90 07-20- | v2.90 B
for Windows x64 - System ROM 2023 (07/20/2023)
U34
6 ROM Flash Firmware Package - OEM.U34_2.90_07_20_ | System BIOS - U34 | 2.90_07-20- | v2.90 B
System ROM U34 2023.fwpkg 2023 (07/20/2023)
6.2.3 Driver — Chipset
No. | Description Package filename Device Pack.age Flr.mware/. Update
Version Driver version
7 Identifiers for Intel Xeon cp055798.exe - 10.1.19006. | 10.1.19006.82
Scalable Processors (First and 8299 99
Second Generation) for
Microsoft Windows
6.2.4 Driver — Network
No. | Description Package filename Device Pack.age Flr.mware/. Update
Version Driver version
8 HPE Broadcom NX1 1Gb Driver | cp056246.exe HP Ethernet 1Gb 221.0.5.0 221.0.5.0 (B) BH
for Windows Server x64 2-port 332T (B)
Editions Adapter
9 HPE Broadcom NX1 1Gb Driver cp056246.exe HP Ethernet 1Gb 221.0.5.0 221.0.5.0 (B) T
for Windows Server x64 4-port 331FLR (B)
Editions Adapter
10 HPE Broadcom NX1 1Gb Driver | cp056246.exe HP Ethernet 1Gb 221.0.5.0 221.0.5.0 (B) BH
for Windows Server x64 4-port 331T (B)
Editions Adapter
11 HPE Intel E1R Driver for cp055494.exe HPE Ethernet 1Gb | 12.18.13.0 12.18.13.0 (B)
Windows Server 2019 2-port 361T (B)
Adapter
12 HPE Intel E1R Driver for cp055494.exe HPE Ethernet 1Gb | 12.18.13.0 12.18.13.0 (B)
Windows Server 2019 4-port 366FLR (B)
Adapter
13 HPE Intel E1R Driver for cp055494.exe HPE Ethernet 1Gb | 12.18.13.0 12.18.13.0 (B)
Windows Server 2019 4-port 366T (B)
Adapter
14 HPE Intel i40ea Driver for cp056774.exe HPE Ethernet 1.16.202.10 | 1.16.202.10 BH
Windows Server 2019 10Gb 2-port
562FLR-SFP+
Adapter
15 HPE Intel i40ea Driver for cp056774.exe HPE Ethernet 1.16.202.10 | 1.16.202.10 B
Windows Server 2019 10Gb 2-port
562SFP+ Adapter
16 HPE Intel i40en Driver for cp056778.zip HPE Ethernet 2023.09.00 2.4.2.0-10EM. | ¥
VMware vSphere 7.0 10Gb 2-port 700.1.0.15843
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562FLR-SFP+ 807
Adapter
17 HPE Intel i40en Driver for cp056778.zip HPE Ethernet 2023.09.00 2.4.2.0-10EM. | ¥
VMware vSphere 7.0 10Gb 2-port 700.1.0.15843
562SFP+ Adapter 807
18 HPE Intel iavf Driver for cp051868.exe - 1.13.8.0 1.13.8.0
Windows Server 2019
19 HPE Intel igbn Driver for cp056780.zip HPE Ethernet 1Gb | 2023.09.00 1.11.2.0-10E B
VMware vSphere 7.0 2-port 361T M.700.1.0.15
Adapter 843807
20 HPE Intel igbn Driver for cp056780.zip HPE Ethernet 1Gb | 2023.09.00 1.11.2.0-10E BH
VMware vSphere 7.0 4-port 366FLR M.700.1.0.15
Adapter 843807
21 HPE Intel igbn Driver for cp056780.zip HPE Ethernet 1Gb | 2023.09.00 1.11.2.0-10E B
VMware vSphere 7.0 4-port 366T M.700.1.0.15
Adapter 843807
22 HPE Intel ixgben Driver for cp054594.zip HPE Ethernet 2023.03.00 1.14.2.0-10E
VMware vSphere 7.0 10Gb 2-port M.700.1.0.15
562FLR-T Adapter 843807
23 HPE Intel ixgben Driver for cp054594.zip HPE Ethernet 2023.03.00 1.14.2.0-10E
VMware vSphere 7.0 10Gb 2-port 562T M.700.1.0.15
Adapter 843807
24 HPE Intel ixs Driver for cp054587.exe HPE Ethernet 4.1.246.2 4.1.246.2
Windows Server 2019 10Gb 2-port
562FLR-T Adapter
25 HPE Intel ixs Driver for cp054587.exe HPE Ethernet 4.1.246.2 4.1.246.2
Windows Server 2019 10Gb 2-port 562T
Adapter
6.25 Driver - Storage Controller
No. | Description Package filename Device Pack.age Flr.mware/. Update
Version Driver version
26 HPE ProLiant Gen10 Smart cp055511.zip HPE Smart Array 2023.04.01 70.4380.0.108
Array and Gen10 Plus and E208i-p SR Gen10 -10EM.700.1.
Genll Smart RAID Controller Controller 0.15843807
Driver for VMware vSphere 7.0
(Driver Component).
27 HPE Smart Array Gen10, cp056524.exe HPE Smart Array 1010.74.0.1 1010.74.0.102 | B%f
Genl10Plus and Gen11 E208i-p SR Gen10 | 020 0
Controller Driver for Windows Controller
Server 2016, Windows Server
2019 and Windows Server 2022
6.2.6 Driver - System Management
No. | Description Package filename Device Pack'age Flrlmware/. Update
Version Driver version
28 iLO 5 Automatic Server cp055145.exe - 4.7.1.0 (D) 4.7.1.0 (D)
Recovery Driver for Microsoft
Windows Server 2016 and 2019
29 iLO 5 Channel Interface Driver cp055143.exe - 4.7.1.0 (D) 4.7.1.0 (D)
for Microsoft Windows Server
2016 and 2019
6.2.7 Driver — Video
. . . Package Firmware/
No. | Description Package filename Device . . . Update
Version Driver version
30 Matrox G200eH3 Video cp055529.exe - 9.15.1.248 9.15.1.248 (D)
Controller Driver for Microsoft (D)

Windows 64-bit
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6.2.8 Firmware - Lights-Out Management

No. | Description Package filename Device Pack'age F|r'mware/_ Update
Version Driver version
31 Language Pack - Japanese cp058421.exe Japanese 2.95 2.95.19 B
Language Pack
32 Language Pack - Japanese firmware-ilo5-Ipk-ja-ril | Japanese 2.95 2.95.19 B
1-2.95-1.1.x86_64.rpm Language Pack
33 Online ROM Flash Component firmware-ilo5-2.96-1.1.x | iLO5 2.96 2.96 B
for Linux-iLO 5 86_64.rpm
34 Online ROM Flash Component cp057983.exe iLO5 2.96 2.96 B
for Windows x64 - iLO 5
35 Online ROM Flash Firmware ilo5_296.fwpkg iLO5 2.96 2.96 B
Package -iLO 5
6.29 Firmware - Network
No. | Description Package filename Device Pack'age F|r'mware/_ Update
Version Driver version
36 HPE Broadcom NX1 Online CP054665.zip HP Ethernet 1Gb 1.33.2 20.24.41
Firmware Upgrade Utility for 2-port 332T
VMware Adapter
37 HPE Broadcom NX1 Online CP054665.zip HP Ethernet 1Gb 1.33.2 20.24.41
Firmware Upgrade Utility for 4-port 331FLR
VMware Adapter
38 HPE Broadcom NX1 Online CP054665.zip HP Ethernet 1Gb 1.33.2 20.24.41
Firmware Upgrade Utility for 4-port 331T
VMware Adapter
39 HPE Broadcom NX1 Online cp054666.exe HP Ethernet 1Gb 5.3.3.0 20.24.41
Firmware Upgrade Utility for 2-port 332T
Windows Server x64 Editions Adapter
40 HPE Broadcom NX1 Online cp054666.exe HP Ethernet 1Gb 5.3.3.0 20.24.41
Firmware Upgrade Utility for 4-port 331FLR
Windows Server x64 Editions Adapter
41 HPE Broadcom NX1 Online cp054666.exe HP Ethernet 1Gb 5.3.3.0 20.24.41
Firmware Upgrade Utility for 4-port 331T
Windows Server x64 Editions Adapter
42 HPE Intel Online Firmware cp056798.exe HPE Ethernet 1Gb | 5.3.5.0 1.3380.0 B
Upgrade Utility for Windows 2-port 361T
Server x64 Editions for HPE Adapter
ProLiant Gen9 and Gen10
server series Only.
43 HPE Intel Online Firmware cp056798.exe HPE Ethernet 1Gb | 5.3.5.0 1.3380.0 B
Upgrade Utility for Windows 4-port 366FLR
Server x64 Editions for HPE Adapter
ProLiant Gen9 and Gen10
server series Only.
44 HPE Intel Online Firmware cp056798.exe HPE Ethernet 1Gb | 5.3.5.0 1.3380.0 B
Upgrade Utility for Windows 4-port 366T
Server x64 Editions for HPE Adapter
ProLiant Gen9 and Gen10
server series Only.
45 HPE Intel Online Firmware cp056798.exe HPE Ethernet 5.3.5.0 11.1.4 B
Upgrade Utility for Windows 10Gb 2-port
Server x64 Editions for HPE 562FLR-SFP+
ProLiant Gen9 and Gen10 Adapter
server series Only.
46 HPE Intel Online Firmware cp056798.exe HPE Ethernet 5.3.5.0 10.55.3 B

Upgrade Utility for Windows
Server x64 Editions for HPE
ProLiant Gen9 and Gen10
server series Only.

10Gb 2-port
562FLR-T Adapter
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47 HPE Intel Online Firmware cp056798.exe HPE Ethernet 5.3.5.0 11.1.4 BH
Upgrade Utility for Windows 10Gb 2-port
Server x64 Editions for HPE 562SFP+ Adapter
ProLiant Gen9 and Gen10
server series Only.
48 HPE Intel Online Firmware cp056798.exe HPE Ethernet 5.3.5.0 10.55.3 BH
Upgrade Utility for Windows 10Gb 2-port 562T
Server x64 Editions for HPE Adapter
ProLiant Gen9 and Gen10
server series Only.
49 HPE Intel Online Firmware CP056797.zip HPE Ethernet 1Gb | 3.21.0 1.3380.0 BH
Upgrade Utility VMware for 2-port 361T
HPE ProLiant Gen9 and Gen10 Adapter
server series Only.
50 HPE Intel Online Firmware CP056797.zip HPE Ethernet 1Gb | 3.21.0 1.3380.0 BH
Upgrade Utility VMware for 4-port 366FLR
HPE ProLiant Gen9 and Gen10 Adapter
server series Only.
51 HPE Intel Online Firmware CP056797.zip HPE Ethernet 1Gb | 3.21.0 1.3380.0 B
Upgrade Utility VMware for 4-port 366T
HPE ProLiant Gen9 and Gen10 Adapter
server series Only.
52 HPE Intel Online Firmware CP056797.zip HPE Ethernet 3.21.0 11.1.4 B
Upgrade Utility VMware for 10Gb 2-port
HPE ProLiant Gen9 and Gen10 562FLR-SFP+
server series Only. Adapter
53 HPE Intel Online Firmware CP056797.zip HPE Ethernet 3.21.0 10.55.3 EH
Upgrade Utility VMware for 10Gb 2-port
HPE ProLiant Gen9 and Gen10 562FLR-T Adapter
server series Only.
54 HPE Intel Online Firmware CP056797.zip HPE Ethernet 3.21.0 11.1.4 B
Upgrade Utility VMware for 10Gb 2-port
HPE ProLiant Gen9 and Gen10 562SFP+ Adapter
server series Only.
55 HPE Intel Online Firmware CP056797.zip HPE Ethernet 3.21.0 10.55.3 B
Upgrade Utility VMware for 10Gb 2-port 562T
HPE ProLiant Gen9 and Gen10 Adapter
server series Only.
6.2.10 Firmware - Power Management
No. | Description Package filename Device Pack'age Flrlmware/. Update
Version Driver version
56 Online Flash for Windows x64 - | cp053969.exe Innovation Engine | 0.2.3.0 (B) 0.2.3.0
Innovation Engine Firmware for (IE) Fimware
servers using Intel Xeon
Scalable
3100/3200/4100/4200/5100/5
200/6100/6200/8100/8200
series Processors
57 Online ROM Flash for Linux - firmware-powerpic-1.0. | Gen10 Plus Power | 1.0.8 (B) 1.0.8 BH
Advanced Power Capping 8-2.1.x86_64.rpm Management
Microcontroller Firmware for Controller
servers using Intel Xeon Firmware
Scalable
3100/4100/5100/6100/8100
series Processors
58 Online ROM Flash for Windows | cp053975.exe Gen10 Plus Power | 1.0.8 (B) 1.0.8

x64 - Advanced Power Capping
Microcontroller Firmware for
servers using Intel Xeon
Scalable
3100/4100/5100/6100/8100
series Processors

Management
Controller
Firmware
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59 ROM Flash Firmware Package - PICFW-1.0.8-1.fwpkg Gen10 Plus Power | 1.0.8 (B) 1.0.8
Advanced Power Capping Management
Microcontroller Firmware for Controller
servers using Intel Xeon Firmware
Scalable
3100/4100/5100/6100/8100
series Processors
6.2.11 Firmware - Storage Controller
No. | Description Package filename Device Pack.age Flrlmware/. Update
Version Driver version
60 Firmware Package - HPE Smart HPE_SR_Gen10_6.22_A | HPE Smart Array 6.22 6.22 B
Array P408i-p, P408e-p, fwpkg E208i-p SR Gen10
P408i-a, P408i-c, E208i-p, Controller
E208e-p, E208i-c, E208i-a,
P408e-m, P204i-c, P416ie-m
and P816i-a SR Gen10 and
Genl1l controllers
6.2.12 Firmware - System
No. | Description Package filename Device Pack.age F|r.mware/. Update
Version Driver version
61 Online Flash for Linux - firmware-ie-0.2.3.0-2.1. | Innovation Engine | 0.2.3.0 (B) 0.2.3.0 B
Innovation Engine Firmware for | x86_64.rpm (IE) Fimware
servers using Intel Xeon
Scalable
3100/3200/4100/4200/5100/5
200/6100/6200/8100/8200
series Processors
62 Online Flash for Linux - Server firmware-sps-04.01.05. Server Platform 04.01.05.00 | 04.01.05.002 BH
Platform Services (SPS) 002-1.1.x86_64.rpm Services (SPS) 2
Firmware for servers using Intel Firmware
Xeon Scalable
3100/3200/4100/4200/5100/5
200/6100/6200/8100/8200
series Processors
63 Online Flash for Windows x64 - cp057646.exe Server Platform 04.01.05.00 | 04.01.05.002 T
Server Platform Services (SPS) Services (SPS) 2
Firmware for servers using Intel Firmware
Xeon Scalable
3100/3200/4100/4200/5100/5
200/6100/6200/8100/8200
series Processors
64 Online ROM Flash Component cp057643.exe Server Platform 04.01.05.00 | 04.01.05.002 B
for Windows x64 - Server Services (SPS) 2
Platform Services (SPS) Firmware
Firmware for HPE Gen10
Servers
65 Online ROM Flash for Linux - firmware-iegen10-0.2.3. | Innovation Engine | 0.2.3.0 (C) 0.2.3.0 BH
HPE Gen10 Innovation Engine 0-3.1.x86_64.rpm (IE) Fimware
Firmware for HPE Gen10
Servers
66 Online ROM Flash for Linux - firmware-spsgen10-04. Server Platform 04.01.05.00 | 04.01.05.002 B
Server Platform Services (SPS) 01.05.002-1.1.x86_64.r | Services (SPS) 2
Firmware for HPE Gen10 pm Firmware
Servers
67 Online ROM Flash for Windows | cp053637.exe Innovation Engine | 0.2.3.0 (B) 0.2.3.0 B
Xx64 - HPE Gen10 Innovation (IE) Fimware
Engine Firmware for HPE Gen10
Servers
68 ROM Flash Firmware Package - OEM.IEGen10_0.2.3.0.f | Innovation Engine | 0.2.3.0 (B) 0.2.3.0

Innovation Engine Firmware for
servers using Intel Xeon

wpkg

(IE) Universal
Image.
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Scalable
3100/3200/4100/4200/5100/5
200/6100/6200/8100/8200
series Processors

69 ROM Flash Firmware Package - OEM.IEGen10Plus_1.0. Innovation Engine | 1.0.0.22 (B) 1.0.0.22 B
Innovation Engine Firmware for | 0.22.fwpkg (IE) Universal
servers using Intel Xeon Image
Scalable 4300/5300/6300/8300
series Processors
70 ROM Flash Firmware Package - OEM.SPSGen10_04.01. Server Platform 04.01.05.00 | 04.01.05.002 B
Server Platform Services (SPS) 05.002.fwpkg Services (SPS) 2
Firmware for servers using Intel Firmware
Xeon Scalable
3100/3200/4100/4200/5100/5
200/6100/6200/8100/8200
series Processors
71 ROM Flash Firmware Package - OEM.SPSGen10Plus_04. | Server Platform 04.04.04.50 | 04.04.04.500 B
Server Platform Services (SPS) 04.04.500.fwpkg Services (SPS) 0
Firmware for servers using Intel Firmware
Xeon Scalable
4300/5300/6300/8300 series
Processors
6.2.13 Software - Lights-Out Management
No. | Description Package filename Device Pack.age Flr.mware/. Update
Version Driver version
72 HPE Lights-Out Online hponcfg-6.0.0-0.x86_64 | - 6.0.0-0 6.0.0-0 B
Configuration Utility for Linux .rpm
(AMD64/EM64T)
73 HPE Lights-Out Online cp049814.exe - 6.0.0.0 6.0.0.0
Configuration Utility for
Windows x64 Editions
6.2.14 Software - Management
No. | Description Package filename Device Pack'age Flrmwa?re/Dnv Update
Version er version
74 HPE Agentless Management cp054825.zip - 2023.07.01 701.11.9.5.16- | ¥
Bundle Smart Component on 10EM.701.0.0
ESXi for Gen10 and Gen10 Plus .16850804
Servers
75 HPE Fiber Channel and Storage | c¢p050934.zip - 2022.09.01 2022.09.01
Enablement Bundle Smart
Component for ESXi 7.0
76 HPE iLO Driver Bundle Smart cp058423.zip - 2023.09.00 700.10.8.1.6-1 | 8B
Component for ESXi 7.0 OEM.700.1.0.
15843807
77 Smart Storage Administrator cp055679.zip HPE Smart Array 2023.10.01 6.25.9.0-7.0.0. | 8B
(SSA) CLI Smart Component for E208i-p SR Gen10 15525992.0e
ESXi 7.0 for Gen10/Gen10 Controller m
Plus/Gen11 Controllers
6.2.15 Software - Storage Controller
No. | Description Package filename Device Pack.age Flrmwa?re/Dnv Update
Version er version
78 HPE Smart Array SR Event cp053353.exe HPE Smart Array 1.2.1.67 (B) 1.2.1.67 (B)

Notification Service for
Windows Server 64-bit Editions

E208i-p SR Genl10
Controller
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6.2.16 Software - System Management

No. | Description Package filename Device Pack'age Flr'mware/_ Update
Version Driver version

79 Agentless Management Service | amsd-2.7.0-1724.3.rhel - 2.7.0 2.7.0-1724.3.r | ¥
(iLO 5) for Red Hat Enterprise 7.x86_64.rpm hel7
Linux 7 Server

80 Agentless Management Service | cp057801.exe - 2.51.4.1 2.51.4.1 BH
for Microsoft Windows x64

81 Smart Storage Administrator ssacli-6.25-9.0.x86_64.r | HPE Smart Array 6.25.9.0 6.25-9.0 B
(SSA) CLI for Linux 64-bit for pm E208i-p SR Gen10
Genl10/Gen10 Plus/Gen11 Controller
Controllers

82 Smart Storage Administrator cp055677.exe HPE Smart Array 6.25.9.0 6.25.9.0 B
(SSA) CLI for Windows 64-bit for E208i-p SR Gen10
Gen10/Gen10 Plus Controllers Controller

83 Smart Storage Administrator $sa-6.25-9.0.x86_64.rp HPE Smart Array 6.25.9.0 6.25-9.0 B
(SSA) for Linux 64-bit for m E208i-p SR Gen10
Genl10/Gen10 Plus/Gen11l Controller
Controllers

84 Smart Storage Administrator cp055676.exe HPE Smart Array 6.25.9.0 6.25.9.0 B
(SSA) for Windows 64-bit for E208i-p SR Gen10
Genl10/Gen10 Plus/Gen11 Controller
Controllers

85 Smart Storage Administrator ssaducli-6.25-9.0.x86_6 | HPE Smart Array 6.25.9.0 6.25-9.0 B
Diagnostic Utility (SSADU) CLI 4.rpm E208i-p SR Gen10
for Linux 64-bit for Controller
Genl10/Gen10 Plus/Gen11
Controllers

86 Smart Storage Administrator cp055678.exe HPE Smart Array 6.25.9.0 6.25.9.0 B

Diagnostic Utility (SSADU) CLI
for Windows 64-bit for
Genl10/Gen10 Plus/Gen11
Controllers

E208i-p SR Genl0
Controller
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Online ROM Flash Component for Linux - System ROM U34

Important Note!

* This version of the System ROM contains updates aligned with the Intel Product Update (IPU) version
IPU.2023.3 guidance.

Problems Fixed:

* This revision of the System ROM includes the latest revision of the Intel IPU 2023.3 BIOS update which
provides Intel's mitigation for BIOS advisory and security vulnerabilities documented as CVE-2022-43505,
CVE-2022-40982 and CVE_2022_38087. This security vulnerability is documented in the CVE report site.
This issue is not unique to Hitachi servers.

* This revision of the System ROM includes the revision of the OpenSSL library 1.0.2zh update which
provides mitigation for security vulnerabilities documented as CVE-2023-2650.

+ Addressed an issue where iLO embedded device health info would display blank content under RBSU
when the Language was set to Japanese or Chinese.

+ Addressed the issue where the system might hang due to invalid memory free and usage when TPM is
enabled.

+ Addressed the issue where the PCle device serial number in OEM SMBIOS type 203 does not populate in
some cases.

- Addressed the issue where the power_on_password dialog popped up even though user did not set the
password.

- Addressed the issue where the TPM status between RBSU and iLO web pages was not synchronized.

- Addressed an issue where servers may stop responding during boot when the Intel TXT function is

enabled.

Online ROM Flash Component for Windows x64 - System ROM U34

Important Note!

+ This version of the System ROM contains updates aligned with the Intel Product Update (IPU) version
IPU.2023.3 guidance.

Problems Fixed:

* This revision of the System ROM includes the latest revision of the Intel IPU 2023.3 BIOS update which
provides Intel's mitigation for BIOS advisory and security vulnerabilities documented as CVE-2022-43505,
CVE-2022-40982 and CVE_2022_38087. This security vulnerability is documented in the CVE report site.
This issue is not unique to Hitachi servers.

* This revision of the System ROM includes the revision of the OpenSSL library 1.0.2zh update which
provides mitigation for security vulnerabilities documented as CVE-2023-2650.

+ Addressed an issue where iLO embedded device health info would display blank content under RBSU

when the Language was set to Japanese or Chinese.
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- Addressed the issue where the system might hang due to invalid memory free and usage when TPM is
enabled.

+ Addressed the issue where the PCle device serial number in OEM SMBIOS type 203 does not populate in
some cases.

+ Addressed the issue where the power_on_password dialog popped up even though user did not set the
password.

+ Addressed the issue where the TPM status between RBSU and iLO web pages was not synchronized.

- Addressed an issue where servers may stop responding during boot when the Intel TXT function is

enabled.

ROM Flash Firmware Package - System ROM U34

Important Note!

+ This version of the System ROM contains updates aligned with the Intel Product Update (IPU) version
IPU.2023.3 guidance.

Problems Fixed:

* This revision of the System ROM includes the latest revision of the Intel IPU 2023.3 BIOS update which
provides Intel's mitigation for BIOS advisory and security vulnerabilities documented as CVE-2022-43505,
CVE-2022-40982 and CVE_2022_38087. This security vulnerability is documented in the CVE report site.
This issue is not unique to Hitachi servers.

* This revision of the System ROM includes the revision of the OpenSSL library 1.0.2zh update which
provides mitigation for security vulnerabilities documented as CVE-2023-2650.

+ Addressed an issue where iLO embedded device health info would display blank content under RBSU
when the Language was set to Japanese or Chinese.

- Addressed the issue where the system might hang due to invalid memory free and usage when TPM is
enabled.

+ Addressed the issue where the PCle device serial number in OEM SMBIOS type 203 does not populate in
some cases.

+ Addressed the issue where the power_on_password dialog popped up even though user did not set the
password.

- Addressed the issue where the TPM status between RBSU and iLO web pages was not synchronized.

- Addressed an issue where servers may stop responding during boot when the Intel TXT function is

enabled.

Integrated Smart Update Tools 4.5.0 for ESXi 8.0
Version: 2023.09.00 (Recommended)

Fixes

See the iSUT Release Notes for information about the issues resolved in this release
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Enhancements

See the iSUT Release Notes for information about the enhancements added in this release

Integrated Smart Update Tools for Linux x64

Version: 4.5.0.0 (Recommended)

Important Note!

Please note the following:

SUT requires a Service Pack for ProLiant-based ISO containing Smart Update Manager (SUM) 8.0.0 or later.
If an earlier version of SUM is used, SUT will notify the user that SUM 8.0.0 and later is required.

SUT uses the iLO RESTful Tool to communicate with iLO. iLO RESTful Tool is included with the SUT
component and is installed as part of the SUT installation process. If an earlier version of the iLO RESTful
Tool is already installed on a server, the iLO RESTful Tool provided with SUT will be upgraded on the server.
SUT will service HPE ProLiant Gen8 and later versions and requires iLO 4 firmware version 2.51 or later. For
Genl10 and above we need iLO 5 firmware version 1.11 or later

Smart Update Tools requires iLO Advanced Pack license.

Prerequisites
For prerequisite information, please see the iSUT Release Notes.

Fixes

See the iSUT Release Notes for information about the issues resolved in this release

Enhancements

See the iSUT Release Notes for information about the issues resolved in this release

Integrated Smart Update Tools for Windows x64

Version: 4.5.0.0 (Recommended)

Important Note!

Please note the following:

SUT requires a Service Pack for ProLiant-based ISO containing Smart Update Manager (SUM) 8.0.0 or later.
If an earlier version of SUM is used, SUT will notify the user that SUM 8.0.0 and later is required.

SUT uses the iLO RESTful Tool to communicate with iLO. iLO RESTful Tool is included with the SUT
component and is installed as part of the SUT installation process. If an earlier version of the iLO RESTful
Tool is already installed on a server, the iLO RESTful Tool provided with SUT will be upgraded on the server.
SUT will service HPE ProLiant Gen8 and later versions and requires iLO 4 firmware version 2.51 or later. For
Genl10 and above we need iLO 5 firmware version 1.11 or later

Smart Update Tools requires iLO Advanced Pack license.

Prerequisites

For prerequisite information, please see the SUT Release Notes.
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Fixes

See the iSUT Release Notes for information about the issues resolved in this release

Enhancements

See the iSUT Release Notes for information about the issues resolved in this release

HPE Broadcom NX1 1Gb Driver for Windows Server x64 Editions
Version: 221.0.5.0 (B) (Recommended)

Important Note!

HPE recommends the firmware provided in HPE Broadcom NX1 Online Firmware Upgrade Utility for

Windows Server x64 Editions, version 5.3.4.0 or later, for use with this driver.

Enhancements

This product add to support HPE MicroServer Genl1

Supported Devices and Features

This driver supports the following network adapters:
HPE Ethernet 1Gb 4-port 331FLR Adapter

HPE Ethernet 1Gb 4-port 331T Adapter

HPE Ethernet 1Gb 2-port 332T Adapter

HPE Intel i40ea Driver for Windows Server 2019
Version: 1.16.202.10 (Recommended)

Important Note!

HPE recommends the firmware provided in HIDE Intel Online Firmware Upgrade Utility for Windows

Server x64 Editions, version 5.3.5.0 or later, for use with this driver.

Enhancements

This product enhanced the compatibility with firmware of FVL9.2.

Supported Devices and Features

This product supports the following network adapters:
+ HPE Ethernet 10Gb 2-port 562FLR-SFP+ Adapter
+ HPE Ethernet 10Gb 2-port 562SFP+ Adapter

HPE Intel i40en Driver for VMware vSphere 7.0
Version: 2023.09.00 (Recommended)

Important Note!

This component is intended to be used by HPE applications. It is a zip file that contains the same driver
deliverable available from the vmware.com and the HPE vibsdepot.hpe.com webpages, plus an HPE

specific CPOxxxxx.xml file.
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HPE recommends the firmware provided in HPE Intel Online Firmware Upgrade Utility for VMware, version

3.21.0 or later, for use with this driver.

Fixes

This product fix an issue that TCP traffic on VMS might be interrupted if PF undergoes a reset.

Enhancements

This product enhanced the compatibility with firmware of FVL9.2.

Supported Devices and Features

This product supports the following network adapters:
* HPE Ethernet 10Gb 2-port 562FLR-SFP+ Adapter
* HPE Ethernet 10Gb 2-port 562SFP+ Adapter

HPE Intel igbn Driver for VMware vSphere 7.0
Version: 2023.09.00 (Recommended)

Important Note!

This component is intended to be used by HPE applications. It is a zip file that contains the same driver
deliverable available from the vmware.com and the HPE vibsdepot.hpe.com webpages, plus an HPE
specific CPOxxxxx.xml file.

HPE recommends the firmware provided in HPE Intel Online Firmware Upgrade Utility for VMware, version

3.21.0 or later, for use with this driver.

Fixes

This product fix an issue that TCP traffic on VMS might be interrupted if PF undergoes a reset.

Supported Devices and Features

These drivers support the following network adapters:
 HPE Ethernet 1Gb 4-port 366FLR Adapter
+ HPE Ethernet 1Gb 4-port 366T Adapter

HPE Smart Array Gen10, Gen10Plus and Gen11 Controller Driver for Windows Server 2016, Windows Server
2019 and Windows Server 2022
Version: 1010.74.0.1020 (Recommended)

Fixes

Fixed an issue where the random drives in the system were going offline after a hot plug and reboot.

Language Pack - Japanese

Version: 2.95 (Recommended)

Prerequisites

Requires iLO 5 firmware version 1.10 or higher
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Enhancements

Japanese Language Pack to support iLO5 firmware v2.95

Language Pack - Japanese

Version: 2.95 (Recommended)

Fixes

Most translation issues are addressed as part of this.

Enhancements

Japanese Language Pack to support iLO5 firmware v2.95

Online ROM Flash Component for Linux - iLO 5

Version: 2.96 (Recommended)

Fixes
Initial Build
Enhancements
Initial Build

Online ROM Flash Component for Windows x64 - iLO 5

Version: 1.48 (Recommended)

Fixes
Implemented the set server info command for all the DCi supporting options in previous versions of iLO 5

which may reset NIC settings during iLO 5 update.

Online ROM Flash Firmware Package - iLO 5

Version: 1.48 (Recommended)

Fixes
Implemented the set server info command for all the DCi supporting options in previous versions of iLO 5

which may reset NIC settings during iLO 5 update.

HPE Intel Online Firmware Upgrade Utility for Windows Server x64 Editions for HPE ProLiant Gen9 and
Gen10 server series Only.

Version: 5.3.5.0 (Recommended)

Important Note!

This component ONLY support HPE ProLiant Gen9 and Gen10 server series.
This software package contains the following firmware versions for the below listed supported network

adapters:
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NIC EEPROM/NVM |OROM Single NVM
Version Version Version

HPE Ethernet 1Gb 2-port 361 T Adapter 80001147 1.3380.0 N/A

HPE Ethernet 1Gb 4-port 366FLR Adapter 800011A1 1.3380.0 N/A

HPE Ethernet 1Gb 4-port 366T Adapter 80001146 1.3380.0 N/A

HPE Ethernet 10Gb 2-port 562FLR-SFP+ Adapter |8000DE20 1.3380.0 11.1.4

HPE Ethernet 10Gb 2-port 562FLR-T Adapter 800016F1 1.3380.0 10.55.3

HPE Ethernet 10Gb 2-port 562SFP+ Adapter 8000DEIF 1.3380.0 11.1.4

HPE Ethernet 10Gb 2-port 562 T Adapter 800016EF 1.3380.0 10.55.3

The combo image ¥/1.3380.0 includes: Boot Agent: 1GbE - v1.5.89, 10GbE - v2.4.45, 40GbE - v1.1.42 &

UEFI Drivers: 1GbE - v9.8.24, 10GbE - v8.2.06, 40GbE - v4.9.49

The combo image v1.1375.0 includes: Boot Agent: 1GbE - v1.5.72, 10GbE - v2.3.46, 40GbE - v1.0.21 & UEFI

Drivers: 1GbE - v6.9.13, 10GbE - v5.0.20, 40GbE - v1.5.14

Single NVM Version is new firmware format which represent an unified version in place of the previously

used EEPROM/NVM Version or OROM version.

This software package no longer contains Firmware for the below listed supported network adapters:

HPE Ethernet 1Gb 2-port 361i Adapter

The latest firmware version of above adapters, please refer to the link

: https://support.hpe.com/connect/s/softwaredetails language=en US&softwareld=MTX 4e84

Prerequisites

This product requires the appropriate driver for your device and operating system be installed before

firmware is updated.

Fixes
This product addresses an issue where the firmware installation exceeds the expected time by using
Oneview to update Firmware with 568FLR-MMSFP+.

Enhancements

This product now supports VMware vSphere 8.0.

Supported Devices and Features

This package supports the following network adapters:
+ HPE Ethernet 1Gb 2-port 361T Adapter

+ HPE Ethernet 1Gb 4-port 366FLR Adapter

 HPE Ethernet 1Gb 4-port 366T Adapter

+ HPE Ethernet 10Gb 2-port 562FLR-SFP+ Adapter

+ HPE Ethernet 10Gb 2-port 562FLR-T Adapter

+ HPE Ethernet 10Gb 2-port 562SFP+ Adapter

HPE Intel Online Firmware Upgrade Utility VMware for HPE ProLiant Gen9 and Gen10 server series Only.

Version: 3.21.0 (Recommended)

30 / 42



Important Note!

This component ONLY support HPE ProLiant Gen9 and Gen10 server series.

This software package contains the following firmware versions for the below listed supported network

adapters:

NIC EEPROM/NVM |OROM Single NVM
Version Version Version

HPE Ethernet 1Gb 2-port 361 T Adapter 80001147 1.3380.0 N/A

HPE Ethernet 1Gb 4-port 366FLR Adapter 800011A1 1.3380.0 N/A

HPE Ethernet 1Gb 4-port 366T Adapter 80001146 1.3380.0 N/A

HPE Ethernet 10Gb 2-port 562FLR-SFP+ Adapter |8000DE20 1.3380.0 11.1.4

HPE Ethernet 10Gb 2-port 562FLR-T Adapter 800016F1 1.3380.0 10.55.3

HPE Ethernet 10Gb 2-port 562SFP+ Adapter 8000DEIF 1.3380.0 11.1.4

HPE Ethernet 10Gb 2-port 562 T Adapter 800016EF 1.3380.0 10.55.3

The combo image ¥/1.3380.0 includes: Boot Agent: 1GbE - v1.5.89, 10GbE - v2.4.45, 40GbE - v1.1.42 &

UEFI Drivers: 1GbE - v9.8.24, 10GbE - v8.2.06, 40GbE - v4.9.49

The combo image v1.1375.0 includes: Boot Agent: 1GbE - v1.5.72, 10GbE - v2.3.46, 40GbE - v1.0.21 & UEFI

Drivers: 1GbE - v6.9.13, 10GbE - v5.0.20, 40GbE - v1.5.14

Single NVM Version is new firmware format which represent an unified version in place of the previously

used EEPROM/NVM Version or OROM version.

This software package no longer contains Firmware for the below listed supported network adapters:

HPE Ethernet 1Gb 2-port 361i Adapter

The latest firmware version of above adapters, please refer to the link

: https://support.hpe.com/connect/s/softwaredetails language=en US&softwareld=MTX 4e84

Prerequisites

This product requires the appropriate driver for your device and operating system be installed before

firmware is updated.

Fixes
This product addresses an issue where the firmware installation exceeds the expected time by using
Oneview to update Firmware with 568FLR-MMSFP+.

Enhancements

This product now supports VMware vSphere 8.0.

Supported Devices and Features

This package supports the following network adapters:
+ HPE Ethernet 1Gb 2-port 361T Adapter

+ HPE Ethernet 1Gb 4-port 366FLR Adapter

+ HPE Ethernet 1Gb 4-port 366T Adapter

+ HPE Ethernet 10Gb 2-port 562FLR-SFP+ Adapter

+ HPE Ethernet 10Gb 2-port 562FLR-T Adapter

31/ 42



+ HPE Ethernet 10Gb 2-port 562SFP+ Adapter

Online ROM Flash for Linux - Advanced Power Capping Microcontroller Firmware for servers using Intel Xeon
Scalable 3100/4100/5100/6100/8100 series Processors
Version: 1.0.8 (B) (Recommended)

Enhancements

Version 1.0.8 firmware

Online Flash for Linux - Innovation Engine Firmware for servers using Intel Xeon Scalable
3100/3200/4100/4200/5100/5200/6100/6200/8100/8200 series Processors
Version: 0.2.3.0 (B) (Recommended)

Prerequisites
System ROM V1.26 or later

The "iLO 5 Channel Interface Driver” (CHIF) for Linux which is integrated into the standard Linux kernel.

Enhancements

Version 0.2.3.0 firmware

Online Flash for Linux - Server Platform Services (SPS) Firmware for servers using Intel Xeon Scalable
3100/3200/4100/4200/5100/5200/6100/6200/8100/8200 series Processors
Version: 04.01.05.002 (Recommended)

Enhancements

Version 04.01.05.002 firmware

Online Flash for Windows x64 - Server Platform Services (SPS) Firmware for servers using Intel Xeon Scalable
3100/3200/4100/4200/5100/5200/6100/6200/8100/8200 series Processors
Version: 04.01.05.002 (Recommended)

Enhancements

Version 04.01.05.002 firmware

Online ROM Flash Component for Windows x64 - Server Platform Services (SPS) Firmware for HPE Gen10
Servers
Version: 04.01.05.002 (Optional)

Important Note!

Important Notes:
This version of the Server Platform Services (SPS) Firmware contains updates aligned with the Intel

Product Update (IPU) version IPU.2023.3 guidance.

Deliverable Name HPE Gen10 Server Platform Services (SPS) Firmware
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Release Version 04.01.05.002

Last Recommended or Critical Revision | 04.01.04.423

Previous Revision 04.01.04.901

Firmware Dependencies None

Enhancements/New Features:

This version is in compliance with IPU.2023.3 guidance.
Problems Fixed:

None

Known Issues:

None

Prerequisites
HPE Gen10 system ROM version 1.26 or later

HPE Gen10 Innovation Engine (IE) Firmware version 0.1.5.2 or later
The "iLO 5 Channel Interface Driver" (CHIF) for Windows which is available from Service Pack for ProLiant
CPP).

Enhancements
Important Notes:
This version of the Server Platform Services (SPS) Firmware contains updates aligned with the Intel
Product Update (IPU) version IPU.2023.3 guidance.
Firmware Dependencies:

None

Enhancements/New Features:

This version is in compliance with IPU.2023.3 guidance.
Known Issues:

None

Online ROM Flash for Linux - HPE Gen10 Innovation Engine Firmware for HPE Gen10 Servers
Version: 0.2.3.0 (C) (Recommended)

Important Note!

Important Notes:
Ver. 0.2.3.0(C) contains updates to the firmware packaging and is functionally equivalent to ver. 0.2.3.0. It
is not necessary to upgrade with Revision B if a previous component revision was used to upgrade the

firmware to version 0.2.3.0.

Deliverable Name HPE Gen10 Innovation Engine (IE) Firmware

Release Version 0.2.3.0

Last Recommended or Critical Revision 0.2.3.0

Previous Revision 0.2.2.3

Firmware Dependencies None
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Enhancements/New Features:

None

Problems Fixed:

Addressed an issue where Innovation Engine (IE) may improperly reset every 24 hours. On some systems
this could result in a brief drop in CPU utilization or network traffic lasting less than a second.

Known Issues:

None

Prerequisites

Fixes

System ROM V1.26 or later

The "iLO 5 Channel Interface Driver” (CHIF) for Linux which is integrated into the standard Linux kernel.

Important Notes:

Ver. 0.2.3.0(C) contains updates to the firmware packaging and is functionally equivalent to ver. 0.2.3.0. It
is not necessary to upgrade with Revision B if a previous component revision was used to upgrade the
firmware to version 0.2.3.0.

Firmware Dependencies:

None

Problems Fixed:

Addressed an issue where Innovation Engine (IE) may improperly reset every 24 hours. On some systems
this could result in a brief drop in CPU utilization or network traffic lasting less than a second.

Known Issues:

None

Online ROM Flash for Linux - Server Platform Services (SPS) Firmware for HPE Gen10 Servers

Version: 04.01.05.002 (Optional)

Important Note!

Important Notes:
This version of the Server Platform Services (SPS) Firmware contains updates aligned with the Intel

Product Update (IPU) version IPU.2023.3 guidance.

Deliverable Name HPE Gen10 Server Platform Services (SPS) Firmware

Release Version 04.01.05.002

Last Recommended or Critical Revision 04.01.04.423

Previous Revision 04.01.04.901

Firmware Dependencies None

Enhancements/New Features:

This version is in compliance with IPU.2023.3 guidance.
Problems Fixed:

None
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Known Issues:

None

Prerequisites
HPE Gen10 system ROM version 1.26 or later

HPE Gen10 Innovation Engine (IE) Firmware version 0.1.5.2 or later

The "iLO 5 Channel Interface Driver” (CHIF) for Linux which is integrated into the standard Linux kernel.

Enhancements
Important Notes:
This version of the Server Platform Services (SPS) Firmware contains updates aligned with the Intel
Product Update (IPU) version IPU.2023.3 guidance.
Firmware Dependencies:

None

Enhancements/New Features:

This version is in compliance with IPU.2023.3 guidance.
Known Issues:

None

Online ROM Flash for Windows x64 - HPE Gen10 Innovation Engine Firmware for HPE Gen10 Servers
Version: 0.2.3.0 (B) (Recommended)

Important Note!

Important Notes:
Ver. 0.2.3.0(B) contains updates to the firmware packaging and is functionally equivalent to ver. 0.2.3.0. It
is not necessary to upgrade with Revision B if a previous component revision was used to upgrade the

firmware to version 0.2.3.0.

Deliverable Name HPE Gen10 Innovation Engine (IE) Firmware

Release Version 0.2.3.0

Last Recommended or Critical Revision 0.2.3.0

Previous Revision 0.2.2.3

Firmware Dependencies: None

Enhancements/New Features:

None

Problems Fixed:

Addressed an issue where Innovation Engine (IE) may improperly reset every 24 hours. On some systems
this could result in a brief drop in CPU utilization or network traffic lasting less than a second.

Known Issues:

None
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Prerequisites
System ROM V1.26 or later
The "iLO 5 Channel Interface Driver” (CHIF) for Windows which is available from Service Pack for ProLiant

(SPP).

Fixes
Important Notes:
Ver. 0.2.3.0(B) contains updates to the firmware packaging and is functionally equivalent to ver. 0.2.3.0. It
is not necessary to upgrade with Revision B if a previous component revision was used to upgrade the
firmware to version 0.2.3.0.
Firmware Dependencies:
None
Problems Fixed:
Addressed an issue where Innovation Engine (IE) may improperly reset every 24 hours. On some systems
this could result in a brief drop in CPU utilization or network traffic lasting less than a second.
Known Issues:

None

ROM Flash Firmware Package - Innovation Engine Firmware for servers using Intel Xeon Scalable
4300/5300/6300/8300 series Processors
Version: 1.0.0.22 (B) (Recommended)

Prerequisites
System ROM V1.26 or later

iLO 5 v1.20 or later

Enhancements

Version 1.0.0.22 firmware

ROM Flash Firmware Package - Server Platform Services (SPS) Firmware for servers using Intel Xeon Scalable
3100/3200/4100/4200/5100/5200/6100/6200/8100/8200 series Processors
Version: 04.01.05.002 (Recommended)

Enhancements

Version 04.01.05.002 firmware

ROM Flash Firmware Package - Server Platform Services (SPS) Firmware for servers using Intel Xeon Scalable
4300/5300/6300/8300 series Processors
Version: 04.04.04.500 (Recommended)

Enhancements

Version 04.04.04.500 firmware
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HPE Lights-Out Online Configuration Utility for Linux (AMD64/EM64T)
Version: 6.0.0-0 (Optional)

Prerequisites

For Integrated Lights-Out 5, this utility requires minimum firmware revision 1.20 or later.

The management interface driver and management agents must be installed on the server.

For iLO 5 or later, openssl v1.0.x or later is required in addition to above packages. Customers who
manually compile and install openssl or intentionally relocate /usr/bin/openss|, need to set PATH

environment variable to direct HPONCFG to the right/intended openss|.

Enhancements

Introduced support for iLO6.

HPE Agentless Management Bundle Smart Component on ESXi for Gen10 and Gen10 Plus Servers
Version: 2023.07.01 (Recommended)

Fixes

Agentless Management Service

Fixed incorrect NVMe drive information displayed after hot plugging.

Fixed SSD wear status sudden peak value triggering SNMP trap false alarm.

Fixed incomplete uninstallation for amscli while upgrading Agentless Management Service.
Enhancements

Agentless Management Service
Extend network adapter speed support with 20,40, and 100G for CPQNIC MIB
cpgNiclfPhysAdapterConfSpeedDuplex OID.

HPE iLO Driver Bundle Smart Component for ESXi 7.0
Version: 2023.09.00 (Recommended)

Enhancements

Added support for vSphere 8.0U2.

Smart Storage Administrator (SSA) CLI Smart Component for ESXi 7.0 for Gen10/Gen10 Plus/Gen11
Controllers

Version: 2023.10.01 (Recommended)

Fixes
Fixed an issue in SSA CLI where failed drive details were shown twice in the show config output.
Fixed an issue in SSA CLI where an error message was not being generated while performing an invalid
modify command.
Fixed an issue in SSA CLI where the tool would display a Reboot required reason when modifying MRRS

value to same value.
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Fixed an issue in SSA CLI that would display an invalid error string in the show foreignmasterkeyidentifier

output with Managed SEDs.

Updated SSA CLI to not list drivetypes that do not have the correct number of drives to modify an array

with Managed SEDs.

Fixed an issue in SSA Scripting where a volume creation would fail when Remote SED mode was enabled

and waiting for reboot.

Enhancements

Added support for Remote Key Management of Managed SED.
Added the Authority Key Identification 'security show' command in the SSA CLI for SPDM.

Agentless Management Service (iLO 5) for Red Hat Enterprise Linux 7 Server

Version: 2.7.0 (Optional)

Prerequisites

amsd only supported on HPE Gen10/Gen10 Plus Servers.

amsd provides information to the iLO 5 service providing SNMP support.
Requirements:

Minimum iLO 5 Firmware Version = 1.1

Minimum supported OS Versions = Red Hat Enterprise Linux 7.3 Errata 3.10.0.514.6.1

Fixes
Fixed the following items:
Fix the disk location display mismatch due to ROM Specification changing on Gen10 Plus servers
(HPE Agentless Management - HPE Integrated Lights-Out 5 (iLO 5) Displays Mismatched Drive
Location Details on Certain Servers Running a Linux Operating System (a00126283en_us))
Smartpqi driver does not list in AHS log has been resolved

Enhancements

The following enhancements have been implemented:

Support added for the HPE SN1700Q 64Gb 2-port Fibre Channel Host Bus Adapter

The frequency for SNMP CPQ-HOST data has been updated from 240s to 15s to support OneView
display of information

Added Microchip as a supported partner to ensure proper identification of Microchip branded

controllers

Agentless Management Service for Microsoft Windows x64

Version: 2.51.4.1 (Optional)

Important Note!

About installation and enablement of SMA service:
- During AMS installation in interactive mode, there is pop up message to selectively install SMA.

- If Yes is selected, SMA service will be installed and set to running state.
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- If No is selected, SMA service will be installed but the service is not enabled.

+ During AMS installation in silent mode, SMA is installed but the service is not enabled.

- To enable SMA service at a later time, go to the following
folder: %ProgramFiles%¥OEMY¥AMS¥Service¥ (Typically c:¥Program Files¥OEM¥AMS¥Service) and
execute "EnableSma.bat /f"

+ IMPORTANT: The SNMP service community name and permission must also be setup. This is not done by
"EnableSma.bat".

+ To disable SMA after it has been enabled, go to the following
folder: %ProgramFiles%¥OEMY¥AMS¥Service¥ (Typically c:¥Program Files¥OEM¥AMS¥Service) and
execute "DisableSma.bat /f"

- After installing Windows operating system, make sure all the latest Microsoft Updates are downloaded
and installed (wuapp.exe can be launched to start the update process). If this is not done, a critical error
may be reported in Windows Event Log, "The Agentless Management Service terminated unexpectedly.".

AMS Control Panel Applet:

+ The AMS control panel applet Ul is best displayed on the system when screen resolution is 1280 x 1024
pixels or higher and text size 100%.

+ Test trap generated from AMS Control Panel Applet requires iLO5 firmware version 2.10 and newer.

+ When in iLO5 high security mode (e.g. FIPS mode), MD5 authentication protocol will not be shown.

Prerequisites

The Channel Interface Driver for Windows X64 must be installed prior to this component.

Microsoft SNMP Service must be enabled, if SMA (System Management Assistant) is enabled.

Fixes
* Fixed AMS crash during session communication error with iLO.
* Fixed IML missing when network status changed from disabled to enabled.
* Fixed sending unsupported identify command to ODD.

Enhancements

* Supported HPE Apollo 6500 Gen10 Plus.

Smart Storage Administrator (SSA) CLI for Linux 64-bit for Gen10/Gen10 Plus/Gen11 Controllers

Fixes

Version: 6.25.9.0 (Recommended)

Fixed an issue in SSA CLI where failed drive details were shown twice in the show config output.
Fixed an issue in SSA CLI where an error message was not being generated while performing an
invalid modify command.

Fixed an issue in SSA CLI where the tool would display a Reboot required reason when modifying
MRRS value to same value.

Fixed an issue in SSA CLI that would display an invalid error string in the show
foreignmasterkeyidentifier output with Managed SEDs.

Updated SSA CLI to not list drivetypes that do not have the correct number of drives to modify an
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array with Managed SEDs.
Fixed an issue in SSA Scripting where a volume creation would fail when Remote SED mode was

enabled and waiting for reboot.

Enhancements
Added support for Remote Key Management of Managed SED.
Added the Authority Key Identification 'security show' command in the SSA CLI for SPDM.

Smart Storage Administrator (SSA) CLI for Windows 64-bit for Gen10/Gen10 Plus/Gen11 Controllers
Version: 6.25.9.0 (Recommended)

Fixes
Fixed an issue in SSA CLI where failed drive details were shown twice in the show config output.
Fixed an issue in SSA CLI where an error message was not being generated while performing an
invalid modify command.
Fixed an issue in SSA CLI where the tool would display a Reboot required reason when modifying
MRRS value to same value.
Fixed an issue in SSA CLI that would display an invalid error string in the show
foreignmasterkeyidentifier output with Managed SEDs.
Updated SSA CLI to not list drivetypes that do not have the correct number of drives to modify an
array with Managed SEDs.
Fixed an issue in SSA Scripting where a volume creation would fail when Remote SED mode was
enabled and waiting for reboot.

Enhancements

Added support for Remote Key Management of Managed SED.
Added the Authority Key Identification 'security show' command in the SSA CLI for SPDM.

Smart Storage Administrator (SSA) for Linux 64-bit for Gen10/Gen10 Plus/Gen11 Controllers
Version: 6.25.9.0 (Recommended)

Prerequisites
The Smart Storage Administrator for Linux requires the System Management Homepage software to be

installed on the server. If the System Management Homepage software is not already installed on your
server, please download it from HPE.com and install it before installing the Smart Storage Administrator
for Linux.

IMPORTANT UPDATE: SSA (GUI) for Linux can now be run without requiring the System Management
Homepage. SSA now supports a Local Application Mode for Linux. The System Management

Homepage is still supported, but no longer required to run the SSA GUI.

To invoke, enter the following at the command prompt:

ssa -local

The command will start SSA in a new Firefox browser window. When the browser window is
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closed, SSA will automatically stop. This is only valid for the loopback interface, and not visible to

external network connections.

Fixes
Updated SSA GUI to show foreign volume status as SED data are locked.
Updated SSA GUI to allow modifying the controller cache settings when foreign volumes are present
with Managed SEDs.

Enhancements

Added support for Remote Key Management of Managed SED.

Smart Storage Administrator (SSA) for Windows 64-bit for Gen10/Gen10 Plus/Gen11 Controllers
Version: 6.25.9.0 (Recommended)

Fixes
+ Updated SSA GUI to show foreign volume status as SED data are locked.
+ Updated SSA GUI to allow modifying the controller cache settings when foreign volumes are present
with Managed SEDs.
Enhancements

* Added support for Remote Key Management of Managed SED.

Smart Storage Administrator Diagnostic Utility (SSADU) CLI for Linux 64-bit for Gen10/Gen10 Plus/Gen11
Controllers

Version: 6.25.9.0 (Recommended)

Fixes
Fixed an issue in SSA CLI where failed drive details were shown twice in the show config output.
Fixed an issue in SSA CLI where an error message was not being generated while performing an
invalid modify command.
Fixed an issue in SSA CLI where the tool would display a Reboot required reason when modifying
MRRS value to same value.
Fixed an issue in SSA CLI that would display an invalid error string in the show
foreignmasterkeyidentifier output with Managed SEDs.
Updated SSA CLI to not list drivetypes that do not have the correct number of drives to modify an
array with Managed SEDs.
Fixed an issue in SSA Scripting where a volume creation would fail when Remote SED mode was
enabled and waiting for reboot.

Enhancements

Added support for Remote Key Management of Managed SED.
Added the Authority Key Identification 'security show' command in the SSA CLI for SPDM.
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Smart Storage Administrator Diagnostic Utility (SSADU) CLI for Windows 64-bit for Gen10/Gen10 Plus/Gen11

Controllers

Version: 6.25.9.0 (Recommended)

Important Note!

This stand alone version of the Smart Storage Administrator's Diagnostic feature is available only in CLI

form. For the GUI version of Diagnostic reports, please use Smart Storage Administrator (SSA).

Fixes
- Fixed an issue in SSA CLI where failed drive details were shown twice in the show config output.
+ Fixed an issue in SSA CLI where an error message was not being generated while performing an invalid
modify command.
* Fixed an issue in SSA CLI where the tool would display a Reboot required reason when modifying MRRS
value to same value.
+ Fixed an issue in SSA CLI that would display an invalid error string in the show foreignmasterkeyidentifier
output with Managed SEDs.
+ Updated SSA CLI to not list drivetypes that do not have the correct number of drives to modify an array
with Managed SEDs.
+ Fixed an issue in SSA Scripting where a volume creation would fail when Remote SED mode was enabled
and waiting for reboot.
Enhancements

- Added support for Remote Key Management of Managed SED.
- Added the Authority Key Identification 'security show' command in the SSA CLI for SPDM.
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