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Active : True

EnablePreTimeoutNMI : True
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PS C:¥Users¥Administrator¥Desktop> .¥Get-AsrSettings.ps1

Get-CimInstance : #&5)7¢ 7 7 A T¥

FAHT C:¥Users¥Administrator¥Desktop¥Get-AsrTimeout.ps1:25 L1

+ Get-Cimlnstance -Namespace "root¥wmi" -ClassName "HP_iLO_ASR_Settings ...

+

eCommand

InstanceName : PCI¥VEN_103C&DEV_3306&SUBSYS_00E41590&REV_07¥4&154b2d14&0&00E4_0
TimeoutInMinutes :0
PSComputerName

+ Categorylnfo : MetadataError: (root¥wmi:HP_iLO_ASR_Settings:String) [Get-CimInstance], CimException

+ FullyQualifiedErrorld : HRESULT 0x80041010,Microsoft.Management.Infrastructure.CimCmdlets.GetCiminstanc
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(6) TAlt] + TF1) F—EIP TR L. VMware ESXi D Shell BEZRIE. root 1—H—TOJ1 >V LT,
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Reoa(IBR3)

Device

TJ-NJ[J-817745-B21

TJ-NJ[J-817738-B21

Ethernet 10Gb 2-port FLR-T X550-AT2
Adapter(Ethernet 10Gb 2 7R— |~
562FLR-T Ry D =D P TH)
Ethernet 10Gb 2-port BASE-T X550-AT2
Adapter(Ethernet 10Gb 2 7R— |~ 562T
Ry RD=DOPFTH)

HPE Ethernet 10Gb 2-port
562FLR-T Adapte

HPE Ethernet 10Gb 2-port
562T Adapter

TJ-N[1[J-727054-B21

TJ-N[J[J-727055-B21

Ethernet 10Gb 2-port FLR-SFP+ X710-DA2
Adapter(Ethernet 10Gb 2 7R— |~
562FLR-SFP+R Y D —DO P TH)
Ethernet 10Gb 2-port SFP+ X710-DA2
Adapter(Ethernet 10Gb 2 R— |~
562SFP+Rw RO —D P TH)

HPE Ethernet 10Gb 2-port
562FLR-SFP+ Adapter

HPE Ethernet 10Gb 2-port
562SFP+ Adapter

(*1) : OCIEBBRSEICIDER >LEEHFNADET,
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6. SPRBEZI>VTVY—8

SPR M iso 1 X—IICBSFINDESA/\, JP—ALDx7,

SPRICIE. BRTIEICKD NGO 2OV TYYZSATNET,

e0S Zv Py T%, REHBSTERICEREBEED
eSmart Update Manger(SUM)Z1{E > CBRATQEERED

Bg. ZN2N0IVFTIYVICDNTHRBLET,

6.1 RERICKIXVBEANKUEZRIVFTIY
RFRICHIT I 71 )UIE. SPRICESFEND SUM WY —)L CTOBAXTIR TIIH D FEE Av, Windows Server 0S D
RMeBYyPYITUA YA R=ILEY FEL)DBEIE. SPRBEAZICEY—ILERTL TR0,

A—FT«UT«(VI Dz P)EemlLET,

No. | W—JU 5% 88 iso NTSHNIZP m B
1 IT Report Utility Y—/\NOEEKIBEHR. DKV | ¥software¥Hitachi¥ITRU
(ITRU) [FEEDBREFEIMLUET
2 | 2PRxDursettings | (LI X FJERE)R W FD | ¥software¥Hitachi¥RegTool | Broadcom 2¢ 1Gb LAN
—DPHTHICEET D% P T IEEERD
EZEmRULET S UES
3 LargeRxRing (LYRXEUSRE)R Y BT | ¥software¥Hitachi¥RegTool
settings — DO PHTHICRET 255
EZEmRLUET

(Broadcom & 1Gb LAN 7745 5]

oHP Ethernet 1Gb 4-port 331FLR Adapter
oHP Ethernet 1Gb 4-port 331T Adapter
oHP Ethernet 1Gb 2-port 332T Adapter
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(1) IMTRU D1 >R =)L
ITRU Z+ V2 ~—)LIBICIE. Administrator #EFRIC T DOS 7OV T XKD REBDNYF I P ILEETL
T<ZE0\,

<CD RS54 T>:¥software¥Hitachi¥ITRU¥setup.bat

IBR. ITRU D VA —)UICEET DEFBIBHITIRD WEB KR—3
https://www.hitachi.co.jp/cgi-bin/soft/sjst/select open.cgi
(353 Windows hR ITRU EXIEZBAE D 3 E& CHEFRRALNE T,

2 Ry bD—=DOPHFTH UIREUREDER
Ry cD=DOPHFTH UIZFIBREZERT DCICIE Administrator #IRICT Dos OV T FXKDTED
DNy FI P )bEeRTUTIES0),

<CD RS- T>:¥software¥Hitachi¥RegTool¥2PRxDur.bat
< CD RS+ T>:¥software¥Hitachi¥RegTool¥LargeRxRing.bat

\y—}l/i'/fi?é\ (0N E@EE}] L/T< Eél/\o
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6.2 SUMY— )L CERIERD 71 )L

RICHIT ESAIN/TP—LDTP/A—FT 4T «(VI D7) E SUM Y —)LICKDBRTEERT 7 1
JVTY, SPREES> TP Y IT—MEEETSICIE. SPRADT—HEO—NIL RS TICIE—L. SUM
ZRITUTLIZEN), SUM D GUI E— RTEATDHE. 0SRIDETIDIVY FETRRICHRULET, (B
BEERTEIT LTS, )

Windows IRIE :
¥launch_sum.bat
Linux IRIE :

/launch_sum.sh

S8 SUM DFFAI7SIRIETI A https://www.hitachi.co.jp/rv3000/[CIBE SN TL VD [Smart Update Manager
A—Y—A0 k] &asiREa,

Category —&
e Application - System Management
e B|OS - System ROM

o Driver — Chipset
e Driver — Network

e Driver - Storage Controller

e Driver - System Management

e Driver — Video

e Firmware - Lights-Out Management

e Firmware — Network

e Firmware - Power Management

e Firmware - Storage Controller

e Firmware - System

e Software - Lights-Out Management

e Software - Management

e Software - Storage Controller

e Software - System Management
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6.2.1 Application - System Management

No. | Description Package filename Device Pack'age F|r'mware/v Update
Version Driver version
1 Integrated Smart Update Tools cp049609.zip - 2022.08.00 701.3.0.0.13-1 | EB¥f
3.0.0 for ESXi 7.0 OEM.701.0.0.
16850804
2 Integrated Smart Update Tools cp049604.exe - 3.0.0.0 3.0.0.0 BH
for Windows x64
6.22 BIOS - System ROM
No. | Description Package filename Device Pack.age F|r.mware/. Update
Version Driver version
3 Online ROM Flash Component cp052471.exe System BIOS - U34 | 2.68_07-14- | v2.68 B
for Windows x64 - System ROM 2022 (07/14/2022)
u3a
4 ROM Flash Firmware Package - | OEM.U34_2.68 07_14 | System BIOS- U34 | 2.68_07-14- | v2.68 EZ
System ROM U34 2022.fwpkg 2022 (07/14/2022)
6.2.3 Driver — Chipset
No. | Description Package filename Device Pack.age Flr.mware/. Update
Version Driver version
5 Identifiers for Intel Xeon cp052104.exe - 10.1.18807. | 10.1.18807.82 | BBH
Scalable Processors (First and 8279 (C) 79 (C)
Second Generation) for
Microsoft Windows
6.24 Driver — Network
No. | Description Package filename Device Pack.age Flr.mware/. Update
Version Driver version
6 HPE Broadcom NX1 1Gb Driver cp051378.exe HP Ethernet 1Gb 221.0.4.0 221.0.4.0 B
for Windows Server x64 2-port 332T
Editions Adapter
7 HPE Broadcom NX1 1Gb Driver cp051378.exe HP Ethernet 1Gb 221.0.4.0 221.0.4.0 T
for Windows Server x64 4-port 331FLR
Editions Adapter
8 HPE Broadcom NX1 1Gb Driver cp051378.exe HP Ethernet 1Gb 221.0.4.0 221.0.4.0 EH
for Windows Server x64 4-port 331T
Editions Adapter
9 HPE Intel E1R Driver for cp051857.exe HPE Ethernet 1Gb | 12.18.13.0 12.18.13.0 B
Windows Server 2019 2-port 361T
Adapter
10 HPE Intel E1R Driver for cp051857.exe HPE Ethernet 1Gb | 12.18.13.0 12.18.13.0 EH
Windows Server 2019 4-port 366FLR
Adapter
11 HPE Intel E1R Driver for cp051857.exe HPE Ethernet 1Gb | 12.18.13.0 12.18.13.0 B
Windows Server 2019 4-port 366T
Adapter
12 HPE Intel i40ea Driver for cp051852.exe HPE Ethernet 1.16.202.0 1.16.202.0 BH
Windows Server 2019 10Gb 2-port
562FLR-SFP+
Adapter
13 HPE Intel i40ea Driver for cp051852.exe HPE Ethernet 1.16.202.0 1.16.202.0 B
Windows Server 2019 10Gb 2-port
562SFP+ Adapter
14 HPE Intel i40en Driver for cp051854.zip HPE Ethernet 2022.09.01 2.2.7.0-10EM. | ¥
VMware vSphere 7.0 10Gb 2-port 700.1.0.15843
562FLR-SFP+ 807
Adapter
15 HPE Intel i40en Driver for cp051854.zip HPE Ethernet 2022.09.01 2.2.7.0-10EM. | ¥
VMware vSphere 7.0 10Gb 2-port 700.1.0.15843
562SFP+ Adapter 807
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16 HPE Intel iavf Driver for cp051868.exe - 1.13.8.0 1.13.8.0 BH
Windows Server 2019
17 HPE Intel igbn Driver for cp049913.zip HPE Ethernet 1Gb | 2022.09.01 1.9.1.0-10EM. | BFf
VMware vSphere 7.0 2-port 361T 700.1.0.15843
Adapter 807
18 HPE Intel igbn Driver for cp049913.zip HPE Ethernet 1Gb | 2022.09.01 1.9.1.0-10EM. | ¥
VMware vSphere 7.0 4-port 366FLR 700.1.0.15843
Adapter 807
19 HPE Intel igbn Driver for cp049913.zip HPE Ethernet 1Gb | 2022.09.01 1.9.1.0-10EM. | BFf
VMware vSphere 7.0 4-port 366T 700.1.0.15843
Adapter 807
20 HPE Intel ixgben Driver for cp051869.zip HPE Ethernet 2022.09.01 1.12.3.0-10E B
VMware vSphere 7.0 10Gb 2-port M.700.1.0.15
562FLR-T Adapter 843807
21 HPE Intel ixgben Driver for cp051869.zip HPE Ethernet 2022.09.01 1.12.3.0-10E B
VMware vSphere 7.0 10Gb 2-port 562T M.700.1.0.15
Adapter 843807
22 HPE Intel ixs Driver for cp051856.exe HPE Ethernet 4.1.246.0 4.1.246.0 B
Windows Server 2019 10Gb 2-port
562FLR-T Adapter
23 HPE Intel ixs Driver for cp051856.exe HPE Ethernet 4.1.246.0 4.1.246.0 B
Windows Server 2019 10Gb 2-port 562T
Adapter
6.25 Driver - Storage Controller
No. | Description Package filename Device Pack.age Flr.mware/. Update
Version Driver version
24 HPE ProLiant Gen10 Smart cp051258.zip HPE Smart Array 2022.10.01 70.4330.0.116 | ¥
Array and Gen10 Plus Smart E208i-p SR Gen10 -10EM.700.1.
RAID Controller Driver for Controller 0.15843807
VMware vSphere 7.0 (Driver
Component).
25 HPE Smart Array Gen10 and cp051257.exe HPE Smart Array 1010.42.0.1 1010.42.0.102 | 8BH
Gen10Plus Controller Driver for E208i-p SR Gen10 | 020 0
Windows Server 2016, Controller
Windows Server 2019 and
Windows Server 2022
6.2.6 Driver - System Management
No. | Description Package filename Device Pack'age Flrlmware/. Update
Version Driver version
26 iLO 5 Automatic Server cp050039.exe - 4.7.1.0 (C) 4.7.1.0 (C) B
Recovery Driver for Microsoft
Windows Server 2016 and 2019
27 iLO 5 Channel Interface Driver cp049819.exe - 4.7.1.0 (C) 4.7.1.0 (C) BH
for Microsoft Windows Server
2016 and 2019
6.2.7 Driver — Video
. . . Package Firmware/
No. | Description Package filename Device . . . Update
Version Driver version
28 Matrox G200eH3 Video cp050405.exe - 9.15.1.248 9.15.1.248 (B) | EB¥#1
Controller Driver for Microsoft (B)
Windows 64-bit
6.2.8 Firmware - Lights-Out Management
No. | Description Package filename Device Pack.age F|r.mware/. Update
Version Driver version
29 Language Pack - Japanese cp053545.exe Japanese 2.72 2.72.08 BH

Language Pack
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30 Online ROM Flash Component cp053609.exe iLO5 2.72 2.72 BH
for Windows x64 - iLO 5
31 Online ROM Flash Firmware ilo5_272.fwpkg iLO5 2.72 2.72 B
Package - iLO 5
6.29 Firmware — Network
No. | Description Package filename Device Pack'age Flr'mware/_ Update
Version Driver version
32 HPE Broadcom NX1 Online CP051380.zip HP Ethernet 1Gb 1.31.2 20.22.41 BH
Firmware Upgrade Utility for 2-port 332T
VMware Adapter
33 HPE Broadcom NX1 Online CP051380.zip HP Ethernet 1Gb 1.31.2 20.22.41 B
Firmware Upgrade Utility for 4-port 331FLR
VMware Adapter
34 HPE Broadcom NX1 Online CP051380.zip HP Ethernet 1Gb 1.31.2 20.22.41 B
Firmware Upgrade Utility for 4-port 331T
VMware Adapter
35 HPE Broadcom NX1 Online cp051381.exe HP Ethernet 1Gb 5.3.0.0 20.22.41 BH
Firmware Upgrade Utility for 2-port 332T
Windows Server x64 Editions Adapter
36 HPE Broadcom NX1 Online cp051381.exe HP Ethernet 1Gb 5.3.0.0 20.22.41 BEH
Firmware Upgrade Utility for 4-port 331FLR
Windows Server x64 Editions Adapter
37 HPE Broadcom NX1 Online cp051381.exe HP Ethernet 1Gb 5.3.0.0 20.22.41 B
Firmware Upgrade Utility for 4-port 331T
Windows Server x64 Editions Adapter
38 HPE Intel Online Firmware CP051601.zip HPE Ethernet 1Gb | 3.17.3 1.3227.0 B
Upgrade Utility for VMware 2-port 361T
Adapter
39 HPE Intel Online Firmware CP051601.zip HPE Ethernet 1Gb | 3.17.3 1.3227.0 EH
Upgrade Utility for VMware 4-port 366FLR
Adapter
40 HPE Intel Online Firmware CP051601.zip HPE Ethernet 1Gb | 3.17.3 1.3227.0 BH
Upgrade Utility for VMware 4-port 366T
Adapter
41 HPE Intel Online Firmware CP051601.zip HPE Ethernet 3.17.3 11.1.1 B
Upgrade Utility for VMware 10Gb 2-port
562FLR-SFP+
Adapter
42 HPE Intel Online Firmware CP051601.zip HPE Ethernet 3.17.3 10.55.3 EH
Upgrade Utility for VMware 10Gb 2-port
562FLR-T Adapter
43 HPE Intel Online Firmware CP051601.zip HPE Ethernet 3.17.3 11.1.1 B
Upgrade Utility for VMware 10Gb 2-port
562SFP+ Adapter
44 HPE Intel Online Firmware CP051601.zip HPE Ethernet 3.17.3 10.55.3 EH
Upgrade Utility for VMware 10Gb 2-port 562T
Adapter
45 HPE Intel Online Firmware cp051591.exe HPE Ethernet 1Gb | 5.2.8.0 1.3227.0 B
Upgrade Utility for Windows 2-port 361T
Server x64 Editions Adapter
46 HPE Intel Online Firmware cp051591.exe HPE Ethernet 1Gb | 5.2.8.0 1.3227.0 BH
Upgrade Utility for Windows 4-port 366FLR
Server x64 Editions Adapter
47 HPE Intel Online Firmware cp051591.exe HPE Ethernet 1Gb | 5.2.8.0 1.3227.0 B
Upgrade Utility for Windows 4-port 366T
Server x64 Editions Adapter
48 HPE Intel Online Firmware cp051591.exe HPE Ethernet 5.2.8.0 11.1.1 B
Upgrade Utility for Windows 10Gb 2-port
Server x64 Editions 562FLR-SFP+
Adapter
49 HPE Intel Online Firmware cp051591.exe HPE Ethernet 5.2.8.0 10.55.3 BH
Upgrade Utility for Windows 10Gb 2-port

Server x64 Editions

562FLR-T Adapter
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No. | Description Package filename Device Pack_age Flr_mware/_ Update
Version Driver version
32 HPE Broadcom NX1 Online CP051380.zip HP Ethernet 1Gb 1.31.2 20.22.41 B
Firmware Upgrade Utility for 2-port 332T
VMware Adapter
33 HPE Broadcom NX1 Online CP051380.zip HP Ethernet 1Gb 1.31.2 20.22.41 BH
Firmware Upgrade Utility for 4-port 331FLR
VMware Adapter
34 HPE Broadcom NX1 Online CP051380.zip HP Ethernet 1Gb 1.31.2 20.22.41 B
Firmware Upgrade Utility for 4-port 331T
VMware Adapter
35 HPE Broadcom NX1 Online cp051381.exe HP Ethernet 1Gb 5.3.0.0 20.22.41 B
Firmware Upgrade Utility for 2-port 332T
Windows Server x64 Editions Adapter
36 HPE Broadcom NX1 Online cp051381.exe HP Ethernet 1Gb 5.3.0.0 20.22.41 B
Firmware Upgrade Utility for 4-port 331FLR
Windows Server x64 Editions Adapter
37 HPE Broadcom NX1 Online cp051381.exe HP Ethernet 1Gb 5.3.0.0 20.22.41 B
Firmware Upgrade Utility for 4-port 331T
Windows Server x64 Editions Adapter
38 HPE Intel Online Firmware CP051601.zip HPE Ethernet 1Gb | 3.17.3 1.3227.0 B
Upgrade Utility for VMware 2-port 361T
Adapter
39 HPE Intel Online Firmware CP051601.zip HPE Ethernet 1Gb | 3.17.3 1.3227.0 B
Upgrade Utility for VMware 4-port 366FLR
Adapter
40 HPE Intel Online Firmware CP051601.zip HPE Ethernet 1Gb | 3.17.3 1.3227.0 B
Upgrade Utility for VMware 4-port 366T
Adapter
41 HPE Intel Online Firmware CP051601.zip HPE Ethernet 3.17.3 11.1.1 BH
Upgrade Utility for VMware 10Gb 2-port
562FLR-SFP+
Adapter
42 HPE Intel Online Firmware CP051601.zip HPE Ethernet 3.17.3 10.55.3 B
Upgrade Utility for VMware 10Gb 2-port
562FLR-T Adapter
43 HPE Intel Online Firmware CP051601.zip HPE Ethernet 3.17.3 11.1.1 BH
Upgrade Utility for VMware 10Gb 2-port
562SFP+ Adapter
44 HPE Intel Online Firmware CP051601.zip HPE Ethernet 3.17.3 10.55.3 B
Upgrade Utility for VMware 10Gb 2-port 562T
Adapter
50 HPE Intel Online Firmware cp051591.exe HPE Ethernet 5.2.8.0 11.1.1 B
Upgrade Utility for Windows 10Gb 2-port
Server x64 Editions 562SFP+ Adapter
51 HPE Intel Online Firmware cp051591.exe HPE Ethernet 5.2.8.0 10.55.3 B
Upgrade Utility for Windows 10Gb 2-port 562T
Server x64 Editions Adapter
6.2.10 Firmware - Power Management
No. | Description Package filename Device Pack‘age F|r‘mware/. Update
Version Driver version
52 Online Flash for Windows x64 - cp053969.exe Innovation Engine | 0.2.3.0 (B) 0.2.3.0 B

Innovation Engine Firmware for
servers using Intel Xeon
Scalable
3100/3200/4100/4200/5100/5
200/6100/6200/8100/8200
series Processors

(IE) Fimware
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53 Online ROM Flash for Windows | cp053975.exe Gen10 Plus Power | 1.0.8 (B) 1.0.8 BH
x64 - Advanced Power Capping Management
Microcontroller Firmware for Controller
servers using Intel Xeon Firmware
Scalable
3100/4100/5100/6100/8100
series Processors
54 ROM Flash Firmware Package - PICFW-1.0.8-1.fwpkg Gen10 Plus Power | 1.0.8 (B) 1.0.8 B
Advanced Power Capping Management
Microcontroller Firmware for Controller
servers using Intel Xeon Firmware
Scalable
3100/4100/5100/6100/8100
series Processors
6.2.11 Firmware - Storage Controller
No. | Description Package filename Device Pack'age F|r.mware/. Update
Version Driver version
55 Online ROM Flash Component CP053855.zip HPE Smart Array 5.32 (B) 5.32 B
for VMware ESXi - HPE Smart E208i-p SR Genl0
Array P408i-p, P408e-p, Controller
P408i-a, E208i-p, E208e-p,
E208i-a, P816i-a SR Gen10
56 Online ROM Flash Component cp053854.exe HPE Smart Array 5.32 (B) 5.32 B
for Windows (x64) - HPE Smart E208i-p SR Gen10
Array P408i-p, P408e-p, Controller
P408i-a, E208i-p, E208e-p,
E208i-a, P816i-a SR Gen10
6.2.12 Firmware - System
No. | Description Package filename Device Pack.age F|r.mware/. Update
Version Driver version
57 Online Flash for Windows x64 - cp052552.exe Server Platform 04.01.04.80 | 04.01.04.804 B
Server Platform Services (SPS) Services (SPS) 4
Firmware for servers using Intel Firmware
Xeon Scalable
3100/3200/4100/4200/5100/5
200/6100/6200/8100/8200
series Processors
58 ROM Flash Firmware Package - | OEM.IEGen10_0.2.3.0.f | Innovation Engine | 0.2.3.0 (B) 0.2.3.0 BH
Innovation Engine Firmware for | wpkg (IE) Universal
servers using Intel Xeon Image.
Scalable
3100/3200/4100/4200/5100/5
200/6100/6200/8100/8200
series Processors
59 ROM Flash Firmware Package - OEM.SPSGen10_04.01. Server Platform 04.01.04.80 | 04.01.04.804 T
Server Platform Services (SPS) 04.804.fwpkg Services (SPS) 4
Firmware for servers using Intel Firmware
Xeon Scalable
3100/3200/4100/4200/5100/5
200/6100/6200/8100/8200
series Processors
6.2.13 Software - Lights-Out Management
No. | Description Package filename Device Pack.age F|r.mware/. Update
Version Driver version
60 HPE Lights-Out Online cp052389.exe - 5.5.0.0 (D) 5.5.0.0 (D) BH

Configuration Utility for
Windows x64 Editions
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6.2.14 Software - Management

No. | Description Package filename Device Pack'age Flrmwafre/Dnv Update
Version er version
61 HPE Agentless Management cp050760.zip - 2022.09.01 701.11.8.5.22- | ¥
Bundle Smart Component on 10EM.701.0.0
ESXi for Gen10 and Gen10 Plus .16850804
Servers
62 HPE Fiber Channel and Storage cp050934.zip - 2022.09.01 2022.09.01 B
Enablement Bundle Smart
Component for ESXi 7.0
63 HPE iLO Driver Bundle Smart cp050763.zip - 2022.09.01 | 700.10.8.0.6-1 | 8%
Component for ESXi 7.0 OEM.700.1.0.
15843807
64 Smart Storage Administrator cp051278.zip - 2022.10.01 6.10.14.0-7.0. | F3RE10
(SSA) CLI Smart Component for 0.15525992.0
ESXi 7.0 for em
Gen9/Gen10/Gen10 Plus
Controllers
6.2.15 Software - Storage Controller
No. | Description Package filename Device Pack.age Flrmwa?re/Dnv Update
Version er version
65 HPE Smart Array SR Event cp053353.exe HPE Smart Array 1.2.1.67 (B) 1.2.1.67 (B) BH
Notification Service for E208i-p SR Gen10
Windows Server 64-bit Editions Controller
6.2.16 Software - System Management
No. | Description Package filename Device Pack.age F|r.mware/. Update
Version Driver version
66 Agentless Management Service cp053649.exe - 2.51.2.0 2.51.2.0 B
for Microsoft Windows x64
67 Smart Storage Administrator cp051276.exe - 6.10.14.0 6.10.14.0 B
(SSA) CLI for Windows 64-bit for
Gen9/Gen10/Gen10 Plus
Controllers
68 Smart Storage Administrator cp051275.exe - 6.10.14.0 6.10.14.0 B
(SSA) for Windows 64-bit for
Gen9/Gen10/Gen10 Plus
Controllers
69 Smart Storage Administrator cp051277.exe - 6.10.14.0 6.10.14.0 T

Diagnostic Utility (SSADU) CLI
for Windows 64-bit for
Gen9/Gen10/Gen10 Plus
Controllers
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63 Ny T—IDEBENE

Integrated Smart Update Tools 3.0.0 for ESXi 7.0
Version: 2022.08.00 (Recommended)

Fixes

See the iSUT Release Notes for information about the issues resolved in this release

Enhancements

See the iSUT Release Notes for information about the enhancements added in this release

Integrated Smart Update Tools for Windows x64

Version: 3.0.0.0 (Recommended)

Important Note!

Please note the following:

SUT requires a Service Pack for ProLiant-based ISO containing Smart Update Manager (SUM) 8.0.0 or later.
If an earlier version of SUM is used, SUT will notify the user that SUM 8.0.0 and later is required.

SUT uses the iLO RESTful Tool to communicate with iLO. iLO RESTful Tool is included with the SUT
component and is installed as part of the SUT installation process. If an earlier version of the iLO RESTful
Tool is already installed on a server, the iLO RESTful Tool provided with SUT will be upgraded on the server.
SUT will service HPE ProLiant Gen8 and later versions and requires iLO 4 firmware version 2.51 or later. For
Genl10 and above we need iLO 5 firmware version 1.11 or later

Smart Update Tools requires iLO Advanced Pack license.

Prerequisites
For prerequisite information, please see the SUT Release Notes.

Fixes

See the iSUT Release Notes for information about the issues resolved in this release

Enhancements

See the iSUT Release Notes for information about the issues resolved in this release

Online ROM Flash Component for Windows x64 - System ROM U34
Version: 2.68_07-14-2022 (Recommended)

Fixes
See the release document U34_2.68 05 26 2022 in Download Product Binaries page from Product
Summary of the firmware product.

Enhancements

Version 2.68_07-14-2022 firmware
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Online ROM Flash Component for Linux - System ROM U34

Important Note!

* This version of the System ROM contains updates aligned with the Intel Product Update (IPU) version
IPU.2022.2 guidance.

Problems Fixed:

* This revision of the System ROM includes the latest revision of openSSL which provides mitigation for
BIOS security vulnerability documented as CVE-2022-2068. This issue is not unique to Hitachi servers.

* This revision of the System ROM includes the latest revision of FreeType library which provides
mitigations for security vulnerabilities documented as CVE-2022-27404, CVE-2022-27405, and
CVE-2022-27406. This issue is not unique to Hitachi servers.

- Addressed an issue where the system will hang with Red Screen of Death (RSOD) in ROM Based Setup
Utility (RBSU) when user tries to switch [Image Description] choices for NVMe devices under the
Firmware Update Page.

* This revision of the System ROM includes the latest revision of openSSL and LibPng which provides
mitigation for BIOS security vulnerabilities documented as CVE-2022-1292 and CVE-2019-7317. This
security vulnerability is documented in the CVE report site. This issue is not unique to Hitachi servers.

- Addressed an issue of an incomplete mitigation for a BIOS advisory and security vulnerabilities
documented as CVE-2021-0159, CVE-2021-33123, and CVE-2021-33124. These security vulnerabilities
are documented in Intel Security Advisory INTEL-SA-00601. These issues are not unique to Hitachi
servers.

* This revision of the System ROM includes the latest revision of the Intel microcode which provides
mitigations for security vulnerability documented as CVE-2021-21131. These security vulnerabilities are
documented in Intel Security Advisory INTEL-SA-00616. These issues are not unique to Hitachi servers.

* This revision of the System ROM includes the latest revision of zlib library which provides mitigations for
security vulnerability documented as CVE-2018-25032. This issue is not unique to Hitachi servers.

- Addresses an issue where the system ROM does not display Storage controller product names when the
ROM Based Setup Utility (RBSU) language setting is non-English.

+ Addresses an issue where the system would loop in reboot once the watchdog timer times out.

- Addressed an issue where the Advanced Memory Protection (AMP) mode was incorrectly forced to
Advanced ECC from HPE Fast Fault Tolerant (ADDDC) mode after updating to BIOS 2.60_01-13-2022.
Please refer to the ADV-2022-0042 for more information.

* This revision of the System ROM includes Intel Platform Update 2021.2. It provides BIOS mitigations for
security vulnerabilities documented as INTEL-SA-00527 (2/8) for CVE-2021-0092, CVE-2021-0093,
CVE-2021-0144. These issues are not unique to Hitachi servers.

* This revision of the System ROM includes Intel Platform Update 2021.2. It provides Authenticated Code
Module (ACM) mitigations for security vulnerabilities documented as INTEL-SA-00527 (2/8) for
CVE-2021-0099, CVE-2021-0103, CVE-2021-0107, CVE-2021-0111, CVE-2021-0114, CVE-2021-0115,
CVE-2021-0116, CVE-2021-0117, CVE-2021-0118, CVE-2021-0125, CVE-2021-0124. These issues are not
unique to Hitachi servers.

- Addressed an issue where the system may not automatically restart due to a hang condition during the
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boot process after a cold boot when the IPMI Watchdog Timer feature is enabled in the ROM-Based
Setup Utility (RBSU).

+ Addressed an issue that can result in Corrected Memory Error Threshold Events being logged to the
Integrated Management Log (IML) incorrectly. The system monitors corrected memory errors and
notifies the user via a Corrected Memory Error Threshold Event when action is recommended due to an
increased risk of an uncorrected memory error. Previous versions of the System ROM may log a
Corrected Memory Error Threshold Event in cases where the system is not at an increased risk of an
uncorrected memory error. It is strongly recommended that the System ROM be updated to this version
or later before replacing DIMMs due to Corrected Memory Error Threshold Events.

* This revision of the System ROM includes the latest revision of the Intel microcode which provides
mitigations for security vulnerabilities documented as CVE-2021-0157. These security vulnerabilities are
documented in Intel Security Advisory INTEL-SA-0562. The Intel microcode patch included in this release
is version 0x05003208 (CPUID 50567). These issues impacts 2nd Generation Intel Xeon Scalable
Processors. They does NOT impact 1st Generation Intel Xeon Scalable Processors. These issues are not
unique to Hitachi servers.

+ Addressed an issue where servers with an HPE NS204i-p OS Boot Device may shutdown and log a

"System Overheating" error message in the Integrated Management Log (IML).

Identifiers for Intel Xeon Scalable Processors (First and Second Generation) for Microsoft Windows

Version: 10.1.18807.8279 (C) (Optional)

Enhancements

- Added support for HPE ProLiant €910/e910t Server Blade

HPE Broadcom NX1 1Gb Driver for Windows Server x64 Editions
Version: 221.0.4.0 (Recommended)

Important Note!

HPE recommends the firmware provided in HPE Broadcom NX1 Online Firmware Upgrade Utility for

Windows Server x64 Editions, version 5.3.0.0 or later, for use with this driver.

Fixes
* This product correct an issue which fixes the NDISTest 6.5 OffloadMisc OffloadChecksum OffloadLSO
tests failing on Win2019
- This product correct an issue which fixes the 5719 4-Port Performance Issue at 10 Mb/S link rate with

Auto-Negotiate mode as recommended.

Supported Devices and Features

This driver supports the following network adapters:
+ HPE Ethernet 1Gb 4-port 331FLR Adapter

+ HPE Ethernet 1Gb 4-port 331T Adapter

+ HPE Ethernet 1Gb 2-port 332T Adapter
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HPE Intel E1R Driver for Windows Server 2019
Version: 12.18.13.0 (Recommended)

Important Note!

HPE recommends the firmware provided in HPE Intel Online Firmware Upgrade Utility for Windows Server

x64 Editions, version 5.2.8.0 or later, for use with this driver.

Enhancements

This product is updated to maintain compatibility with updated Windows installation library elrmsg.dll.

Supported Devices and Features

This driver supports the following HPE Intel E1R network adapters:
* HPE Ethernet 1Gb 2-port 361T Adapter

* HPE Ethernet 1Gb 4-port 366FLR Adapter

* HPE Ethernet 1Gb 4-port 366T Adapter

HPE Intel i40ea Driver for Windows Server 2019
Version: 1.16.202.0 (Recommended)

Important Note!

HPE recommends the firmware provided in HPE Intel Online Firmware Upgrade Utility for Windows Server

x64 Editions, version 5.2.8.0 or later, for use with this driver.

Fixes

This product correct an issue which potentially drop during performance test.

Supported Devices and Features

This product supports the following network adapters:
* HPE Ethernet 10Gb 2-port 562FLR-SFP+ Adapter
+ HPE Ethernet 10Gb 2-port 562SFP+ Adapter

HPE Intel i40en Driver for VMware vSphere 7.0
Version: 2022.09.01 (Recommended)

Important Note!

This component is intended to be used by HPE applications. It is a zip file that contains the same driver
deliverable available from the vmware.com and the HPE vibsdepot.hpe.com webpages, plus an HPE

specific CPOxxxxx.xml file.

HPE recommends the firmware provided in HPE Intel Online Firmware Upgrade Utility for VMware, version

3.17.0 or later, for use with this driver.

Enhancements

This product enhances to Collect of FW debug data in different scenarios
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Supported Devices and Features

This product supports the following network adapters:
* HPE Ethernet 10Gb 2-port 562FLR-SFP+ Adapter
* HPE Ethernet 10Gb 2-port 562SFP+ Adapter

HPE Intel iavf Driver for Windows Server 2019

Version: 1.13.8.0 (Recommended)

Important Note!

HPE recommends the firmware provided in HPE Intel Online Firmware Upgrade Utility for Windows Server

x64 Editions, version 5.2.8.0 or later, for use with this driver.

Prerequisites

This driver requires host driver version 1.16.202.0 or later.

Enhancements

This product is updated to maintain compatibility with updated Windows installation library iavfmsg.dll.

Supported Devices and Features

This product supports the following HPE Intel i40ea network adapters:
* HPE Ethernet 10Gb 2-port 562FLR-SFP+ Adapter

+ HPE Ethernet 10Gb 2-port 562SFP+ Adapter

This product supports the following HPE Intel i40eb network adapters:

HPE Intel igbn Driver for VMware vSphere 7.0
Version: 2022.09.01 (Recommended)

Important Note!

This component is intended to be used by HPE applications. It is a zip file that contains the same driver
deliverable available from the vmware.com and the HPE vibsdepot.hpe.com webpages, plus an HPE
specific CPOxxxxx.xml file.

HPE recommends the firmware provided in HPE Intel Online Firmware Upgrade Utility for VMware, version

3.2.0 or later, for use with this driver.

Enhancements

This product now supports HPE ProLiant MicroServer Gen10 Plus v2

Supported Devices and Features

These drivers support the following network adapters:
* HPE Ethernet 1Gb 2-port 361T Adapter

+ HPE Ethernet 1Gb 4-port 366FLR Adapter

+ HPE Ethernet 1Gb 4-port 366T Adapter
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HPE Intel ixgben Driver for VMware vSphere 7.0
Version: 2022.09.01 (Recommended)

Important Note!

This component is intended to be used by HPE applications. It is a zip file that contains the same driver
deliverable available from the vmware.com and the HPE vibsdepot.hpe.com webpages, plus an HPE
specific CPOxxxxx.xml file.

HPE recommends the firmware provided in HPE Intel Online Firmware Upgrade Utility for VMware, version

3.2.0 or later, for use with this driver.

Enhancements

This product enhances to Collect of FW debug data in different scenarios

Supported Devices and Features

These drivers support the following network adapters:
* HPE Ethernet 10Gb 2-port 562T Adapter
* HPE Ethernet 10Gb 2-port 562FLR-T Adapter

HPE Intel ixs Driver for Windows Server 2019
Version: 4.1.246.0 (Recommended)

Important Note!

HPE recommends the firmware provided in HPE Intel Online Firmware Upgrade Utility for Windows Server

x64 Editions, version 5.2.8.0 or later, for use with this driver.

Enhancements

This product is updated to maintain compatibility with updated Windows installation library ixsmsg.dll.

Supported Devices and Features

This driver supports the following network adapters:
+ HPE Ethernet 10Gb 2-port 562FLR-T Adapter
- HPE Ethernet 10Gb 2-port 562T Adapter

Intel i40ea Driver for Windows Server 2019
Version: 1.16.202.0 (Recommended)

Important Note!

HPE recommends the firmware provided in Intel Online Firmware Upgrade Utility for Windows Server x64

Editions, version 5.2.8.0 or later, for use with this driver.

Fixes

This product correct an issue which potentially drop during performance test.

Enhancements

This product now supports the following new server.
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* HPE ProLiant MicroServer Gen10 Plus v2

Supported Devices and Features

This driver supports the following network adapters:
+ HPE Ethernet 10Gb 2-port 562FLR-T Adapter
- HPE Ethernet 10Gb 2-port 562T Adapter

Intel iavf Driver for Windows Server 2019
Version: 1.13.8.0 (Recommended)

Important Note!

HPE recommends the firmware provided in Intel Online Firmware Upgrade Utility for Windows Server x64

Editions, version 5.2.8.0 or later, for use with this driver.

Prerequisites

This driver requires host driver version the following:
* Intel i40ea Driver version 1.16.202.0 or later.

* Intel icea Driver version 1.11.44.0 or later.

HPE ProLiant Gen10 Smart Array and Gen10 Plus Smart RAID Controller Driver for VMware vSphere 7.0
(Driver Component).
Version: 2022.10.01 (Recommended)

Important Note!

This component is intended to be used by HPE applications. It is a zip that contains the same driver

deliverable available from the vmware.com, plus an HPE specific CPXXXX.xml file.

Fixes
* Fixed an issue where the SCSI READ BLOCK LIMITS (0x5) command is never completed by firmware and a
TMF ABORT is issued in ESXi.
* Fixed an issue where the driver reports an error when the unsupported SCSI Maintenance IN (0xA3)
command with service action  “report supported opcode”  (0xC) is sent to the logical drive.
Enhancements

- Added module parameter to disable managed interrupts (disable_managed_interrupts=1).

HPE Smart Array Gen10 and Gen10Plus Controller Driver for Windows Server 2016, Windows Server 2019
and Windows Server 2022
Version: 1010.42.0.1020 (Recommended)

Fixes

* Fixed a BSOD due to driver and controller hardware not supporting greater than 16 byte CDB.
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Enhancements

- Added module parameter to disable managed interrupts (disable_managed_interrupts=1).

iLO 5 Automatic Server Recovery Driver for Microsoft Windows Server 2016 and 2019
Version: 4.7.1.0 (C) (Optional)

Important Note!

Installing the iLO 5 Channel Interface Driver, version 4.1.0.0 or earlier, will overwrite this driver. To avoid

the overwrite, use version 4.1.0.0(B) or later of the iLO 5 Channel Interface Driver.

Enhancements
- Added SHA384 signature

iLO 5 Channel Interface Driver for Microsoft Windows Server 2016 and 2019
Version: 4.7.1.0 (C) (Optional)

Enhancements

+ Added SHA384 signature

Matrox G200eH3 Video Controller Driver for Microsoft Windows 64-bit
Version: 9.15.1.248 (B) (Optional)

Enhancements
- Added support for HPE ProLiant MicroServer Gen10 Plus v2
- Added SHA384 signature

Online ROM Flash Component for Windows x64 - iLO 5

Enhancements
- "SessionTimeout" property missing under "/redfish/v1/SessionService" URI.
+ GUI reporting configured drives as unconfigured.
* A router failover post iLO NIC link down and link up could cause iLO to be rendered unreachable over
router (default gateway).
* Incorrect SNMP Trap Data value for cpgSm2CntlrBadLoginAttempts (OID 1.3.6.1.4.1.232.9.2.2.14)
- Patch operation under redfish URI chassis/1/Thermal not working.
* When a storage controller is configured in Passthrough Mode in ESXi, iLO might take a bit longer to
discover Direct Attach NVMe Drive.
+ iLO hostname displays the previous host name after iLO reset.
+ NVMe Backplane Firmware Package 1.0 is not getting updated through iLO.
+ Issue with the JSON payload for Country property.
+ The following weak TLS 1.2 ciphers are disabled in High security state:
» 256-bit AES with RSA, ECDH, and a SHA384 MAC (ECDHE-RSA-AES256-SHA384)
» 256-bit AES with RSA, DH, and a SHA256 MAC (DHE-RSA-AES256-SHA256)
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» 128-bit AES with RSA, ECDH, and a SHA256 MAC (ECDHE-RSA-AES128-SHA256)
» 128-bit AES with RSA, DH, and a SHA256 MAC (DHE-RSA-AES128-SHA256
+ Fix for multiple security
issues(CVE-2022-28626,CVE-2022-28627,CVE-2022-28628,CVE-2022-28629,CVE-2022-28630,CVE-2022-
28631,CVE-2022-28632,CVE-2022-28633,CVE-2022-28634,CVE-2022-28635,CVE-2022-28636).
+ Port Status of 331i & 562FLR Network Adapter cards do not change from unknown to ok in rare
occasions.
+ "show swid" command displays HPE Smart Array P408i-a SR Gen10 card twice.
+ iLO responds with wrong Network port information during Ports collection and Network Device
Functions collection.
- Server boot gets stuck on POST while loading Encryption keys for secure boot.
- EID Table information is retained in AHS though MCTP discovery is disabled.
+ Front Display Port (DP) on Universal Media bay does not work in certain instances.

+ iLO unable to authenticate users intermittently when directory authentication is enabled.Japanese

Enhancements
+ PATCH support for Redfish Property "DateTimeLocalOffset".
+ Ability to disable/enable TLS 1.0 and/or TLS 1.1 in Production state.
+ The Temperature page now displays the temperature details of the available PCle subcomponents.
+ Link information of PCIDevices when getting /redfish/v1/systems/1 changed from object to array.This

may affect tools using the Restful API. See CRI-2022-0008 for information on tools provided by Hitachi.

Online ROM Flash Firmware Package - iLO 5

Enhancements
- "SessionTimeout" property missing under "/redfish/v1/SessionService" URI.
+ GUI reporting configured drives as unconfigured.
+ A router failover post iLO NIC link down and link up could cause iLO to be rendered unreachable over
router (default gateway).
* Incorrect SNMP Trap Data value for cpgSm2CntlrBadLoginAttempts (OID 1.3.6.1.4.1.232.9.2.2.14)
+ Patch operation under redfish URI chassis/1/Thermal not working.
* When a storage controller is configured in Passthrough Mode in ESXi, iLO might take a bit longer to
discover Direct Attach NVMe Drive.
+ iLO hostname displays the previous host name after iLO reset.
* NVMe Backplane Firmware Package 1.0 is not getting updated through iLO.
+ Issue with the JSON payload for Country property.
* The following weak TLS 1.2 ciphers are disabled in High security state:
» 256-bit AES with RSA, ECDH, and a SHA384 MAC (ECDHE-RSA-AES256-SHA384)
» 256-bit AES with RSA, DH, and a SHA256 MAC (DHE-RSA-AES256-SHA256)
» 128-bit AES with RSA, ECDH, and a SHA256 MAC (ECDHE-RSA-AES128-SHA256)

» 128-bit AES with RSA, DH, and a SHA256 MAC (DHE-RSA-AES128-SHA256
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+ Fix for multiple security

issues(CVE-2022-28626,CVE-2022-28627,CVE-2022-28628,CVE-2022-28629,CVE-2022-28630,CVE-2022-
28631,CVE-2022-28632,CVE-2022-28633,CVE-2022-28634,CVE-2022-28635,CVE-2022-28636).

+ Port Status of 331i & 562FLR Network Adapter cards do not change from unknown to ok in rare

occasions.

+ "show swid" command displays HPE Smart Array P408i-a SR Gen10 card twice.

- iLO responds with wrong Network port information during Ports collection and Network Device

Functions collection.

- Server boot gets stuck on POST while loading Encryption keys for secure boot.

- EID Table information is retained in AHS though MCTP discovery is disabled.

* Front Display Port (DP) on Universal Media bay does not work in certain instances.

+ iLO unable to authenticate users intermittently when directory authentication is enabled.Japanese

Enhancements

+ PATCH support for Redfish Property "DateTimelLocalOffset".
+ Ability to disable/enable TLS 1.0 and/or TLS 1.1 in Production state.

+ The Temperature page now displays the temperature details of the available PCle subcomponents.

+ Link information of PCIDevices when getting /redfish/v1/systems/1 changed from object to array.This

may affect tools using the Restful API. See CRI-2022-0008 for information on tools provided by Hitachi.

HPE Broadcom NX1 Online Firmware Upgrade Utility for VMware

Version: 1.31.2 (Recommended)

Important Note!

This software package contains combo image v20.22.41 with the following firmware versions:

NIC Boot Code | PXE NCSI UEFI CCMm
Version Version Version Version Version
BCM 5719 1GbE 4p BASE-T Adptr 1.46 21.6.2 1.5.35 21.6.36 222.0.137.0
BCM 5719 1GbE 2p BASE-T OCP3 Adptr | 1.46 21.6.2 1.5.35 21.6.36 222.0.137.0
BCM 5720 1GbE 2p BASE-T LOM Adptr 1.42 21.6.2 1.5.35 21.6.36 222.0.137.0

Prerequisites

This product requires the appropriate driver for your device and operating system be installed before

firmware is updated.

Enhancements

This product no longer supported of updating FW via Service Pack for Proliant on HPE Proliant Gen9

servers.

Supported Devices and Features

This product supports the following network adapters:

+ HPE Ethernet 1Gb 4-port 331FLR Adapter
+ HPE Ethernet 1Gb 4-port 331T Adapter
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* HPE Ethernet 1Gb 2-port 332T Adapter

HPE Broadcom NX1 Online Firmware Upgrade Utility for Windows Server x64 Editions

Version: 5.3.0.0 (Recommended)

Important Note!
HPE recommends HPE Broadcom NX1 1Gb Driver for Windows Server x64 Editions, version 221.0.4.0 or

later, for use with this firmware.

This software package contains combo image v20.22.41 with the following firmware versions:

NIC Boot Code | PXE NCSI UEFI CCM
Version Version Version Version Version
BCM 5719 1GbE 4p BASE-T Adptr 1.46 21.6.2 1.5.35 21.6.36 222.0.137.0
BCM 5719 1GbE 2p BASE-T OCP3 Adptr | 1.46 21.6.2 1.5.35 21.6.36 222.0.137.0
BCM 5720 1GbE 2p BASE-T LOM Adptr 1.42 21.6.2 1.5.35 21.6.36 222.0.137.0

Prerequisites

This product requires the appropriate driver for your device and operating system be installed before

firmware is updated.

Enhancements
This product no longer supported of updating FW via Service Pack for Proliant on HPE Proliant Gen9

servers.

Supported Devices and Features

This product supports the following network adapters:
* HPE Ethernet 1Gb 4-port 331FLR Adapter

* HPE Ethernet 1Gb 4-port 331T Adapter

* HPE Ethernet 1Gb 2-port 332T Adapter

HPE Intel Online Firmware Upgrade Utility for VMware

Version: 3.17.3 (Recommended)

Important Note!

This software package contains the following firmware versions for the below listed supported network

adapters:

NIC EEPROM/NVM OROM Single NVM
Version Version Version

HPE Ethernet 1Gb 2-port 361T Adapter 80001147 1.3227.0 N/A

HPE Ethernet 1Gb 4-port 366FLR Adapter 800011A1 1.3227.0 N/A

HPE Ethernet 1Gb 4-port 366T Adapter 80001146 1.3227.0 N/A

HPE Ethernet 10Gb 2-port 562FLR-SFP+ Adapter 8000C689 1.3227.0 11.11

HPE Ethernet 10Gb 2-port 562FLR-T Adapter 800016F1 1.3227.0 10.55.3
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HPE Ethernet 10Gb 2-port 562SFP+ Adapter 8000C688 1.3227.0 11.1.1
HPE Ethernet 10Gb 2-port 562T Adapter 800016EF 1.3227.0 10.55.3

The combo image v1.3227.0 includes: Boot Agent: 1GbE - v1.5.89, 10GbE - v2.4.45, 40GbE - v1.1.42 & UEFI
Drivers: 1GbE - v9.8.06, 10GbE - v8.1.02, 40GbE - v4.9.13

The combo image v1.1375.0 includes: Boot Agent: 1GbE - v1.5.72, 10GbE - v2.3.46, 40GbE - v1.0.21 & UEFI
Drivers: 1GbE - v6.9.13, 10GbE - v5.0.20, 40GbE - v1.5.14

Single NVM Version is new firmware format which represent an unified version in place of the previously
used EEPROM/NVM Version or OROM version.

Prerequisites

This product requires the appropriate driver for your device and operating system be installed before

firmware is updated.

Fixes

This product addresses a issue where Firmware version isn't displaed in NIC HIl menu

Supported Devices and Features

This package supports the following network adapters:
* HPE Ethernet 1Gb 2-port 361T Adapter

* HPE Ethernet 1Gb 4-port 366FLR Adapter

* HPE Ethernet 1Gb 4-port 366T Adapter

* HPE Ethernet 10Gb 2-port 562FLR-SFP+ Adapter

* HPE Ethernet 10Gb 2-port 562FLR-T Adapter

* HPE Ethernet 10Gb 2-port 562SFP+ Adapter

* HPE Ethernet 10Gb 2-port 562T Adapter

HPE Intel Online Firmware Upgrade Utility for Windows Server x64 Editions

Version: 5.2.8.0 (Recommended)

Important Note!

This software package contains the following firmware versions for the below listed supported network

adapters:

NIC EEPROM/NVM OROM Single NVM
Version Version Version

HPE Ethernet 1Gb 2-port 361T Adapter 80001147 1.3227.0 N/A

HPE Ethernet 1Gb 4-port 366FLR Adapter 800011A1 1.3227.0 N/A

HPE Ethernet 1Gb 4-port 366T Adapter 80001146 1.3227.0 N/A

HPE Ethernet 10Gb 2-port 562FLR-SFP+ Adapter 8000C689 1.3227.0 1111

HPE Ethernet 10Gb 2-port 562FLR-T Adapter 800016F1 1.3227.0 10.55.3

HPE Ethernet 10Gb 2-port 562SFP+ Adapter 8000C688 1.3227.0 11.1.1

HPE Ethernet 10Gb 2-port 562T Adapter 800016EF 1.3227.0 10.55.3

The combo image v1.3227.0 includes: Boot Agent: 1GbE - v1.5.89, 10GbE - v2.4.45, 40GbE - v1.1.42 & UEFI
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Drivers: 1GbE - v9.8.06, 10GbE - v8.1.02, 40GbE - v4.9.13

The combo image v1.1375.0 includes: Boot Agent: 1GbE - v1.5.72, 10GbE - v2.3.46, 40GbE - v1.0.21 & UEFI
Drivers: 1GbE - v6.9.13, 10GbE - v5.0.20, 40GbE - v1.5.14

Single NVM Version is new firmware format which represent an unified version in place of the previously

used EEPROM/NVM Version or OROM version.

Prerequisites
This product requires the appropriate driver for your device and operating system be installed before

firmware is updated.

Fixes

This product addresses a issue where Firmware version isn't displaed in NIC HIl menu

Supported Devices and Features

This package supports the following network adapters:
+ HPE Ethernet 1Gb 2-port 361T Adapter

+ HPE Ethernet 1Gb 4-port 366FLR Adapter

+ HPE Ethernet 1Gb 4-port 366T Adapter

* HPE Ethernet 10Gb 2-port 562FLR-SFP+ Adapter

* HPE Ethernet 10Gb 2-port 562FLR-T Adapter

+ HPE Ethernet 10Gb 2-port 562SFP+ Adapter

- HPE Ethernet 10Gb 2-port 562T Adapter

Online Flash for Windows x64 - Innovation Engine Firmware for servers using Intel Xeon Scalable
3100/3200/4100/4200/5100/5200/6100/6200/8100/8200 series Processors
Version: 0.2.3.0 (B) (Recommended)

Prerequisites
System ROM V1.26 or later

The "iLO 5 Channel Interface Driver” (CHIF) for Windows

Enhancements

Version 0.2.3.0 firmware

Online ROM Flash for Windows x64 - Advanced Power Capping Microcontroller Firmware for servers using
Intel Xeon Scalable 3100/4100/5100/6100/8100 series Processors
Version: 1.0.8 (B) (Recommended)

Enhancements

Version 1.0.8 firmware
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ROM Flash Firmware Package - Advanced Power Capping Microcontroller Firmware for servers using Intel
Xeon Scalable 3100/4100/5100/6100/8100 series Processors

Version: 1.0.8 (B) (Recommended)

Enhancements

Version 1.0.8 firmware

Online ROM Flash Component for VMware ESXi - HPE Smart Array P408i-p, P408e-p, P408i-a, E208i-p,
E208e-p, E208i-a, P816i-a SR Genl10

Version: 5.32 (B) (Recommended)

Fixes

* Fixed an issue where the encrypted data is not accessible for a RAID 50/60 volume when it was failed and
healed using “Heal Array” .

* Fixed an issue where pointers in PLDM commands were accessed before initialized.

* Fixed an issue where UBM3 backplanes fail to flash.

* Fixed a Predictive Failure drive LED blinking issue.

* Fixed an issue where a re-enabled encrypted single drive RAID 0 logical drive was reported with state
Offline after system reboot.

* Fixed long SATA SSD TRIM causing hang.

* Fixed an issue where the product ID of an enclosure was not showing correctly.

* Fixed an issue where the drive bay number for a failed drive is wrong.

* Fixed an issue where the Real Time Clock (RTC) timestamp was not sent to the SES based storage
enclosure SEPs attached to internal connectors of the controller.

* Fixed an issue where events are sent continuously if the host does not respond to
PlatformEventMessage.

* Fixed an issue where Redfish Volume Create fails when using 4Kn data drives.

+ Update Redfish Drive.ldentifiers.DurableName to conform to the standard.

* Update Redfish Volume.ldentifiers.DurableName to conform to the standard.

+ Updated Redfish to the 2021.4 schema bundle.

Enhancements

- Added UBM®6 backplane support.

- Added support for SED Local Key Management.

- Added a new HIl menu that will attempt to re-enable a previously failed volume whose physical drives
are back.

- Added an Unlock Controller option in the HIl menu when controller password is set for Controller Based
Encryption (CBE).

+ Added new HIl menu options to configure Controller Based Encryption (CBE).

- Added new HIl options to enable and configure SED Local Key Management.

- Added support for the following Redfish ACTION requests: - Drive.SecureErase - Drive.Reset -

Storage.ResetToDefaults
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- Added support for Redfish PATCH requests for the following properties: - Volume.DisplayName -
Volume.Links.DedicatedSpareDrives - Volume.|lOPerfModeEnabled - Volume.ReadCachePolicy -
Volume.WriteCachePolicy - Drive.LocationlIndicatorActive - Drive.WriteCacheEnabled -
StorageController.ControllerRates.ConsistencyCheckRatePercent -
StorageController.ControllerRates.RebuildRatePercent -
StorageController.ControllerRates.TransformationRatePercent

- Added the following Redfish alerts: - DriveOffline - DriveMissing - DriveOfflineCleared - VolumeOffline -
VolumeOfflineCleared - BatteryMissing - BatteryFailure - BatteryCharging - BatteryOK -
ControllerDegraded - ControllerFailure - ControllerPreviousFailure - ControllerPasswordRequired -
ControllerPasswordEntered (changing to ControllerPasswordAccepted in the future)

+ Added MaxMembers to Redfish VolumeCollection

- Added ‘Reverting’  to Redfish Drive.Operations.OperationName used for SED.

- Added  ‘NativeDriveEncryption’  (SED) to Redfish Volume.EncryptionTypes.

- Added support for Redfish Drive.EncryptionStatus for SED.

+ Redfish Drive.Status.State will be set to StandbyOffline in the following conditions: * SED is Foreign
SED is Locked (only for controller owned SEDs) < SED is controller owned and controller is waiting on
SED adapter password

+ Added support for Redfish Volume.Encrypted for SED.

Online ROM Flash Component for Windows (x64) - HPE Smart Array P408i-p, P408e-p, P408i-a, E208i-p,
E208e-p, E208i-a, P816i-a SR Gen10
Version: 5.32 (B) (Recommended)

Fixes

- Fixed an issue where the encrypted data is not accessible for a RAID 50/60 volume when it was failed and
healed using “Heal Array” .

* Fixed an issue where pointers in PLDM commands were accessed before initialized.

* Fixed an issue where UBM3 backplanes fail to flash.

* Fixed a Predictive Failure drive LED blinking issue.

* Fixed an issue where a re-enabled encrypted single drive RAID 0 logical drive was reported with state
Offline after system reboot.

* Fixed long SATA SSD TRIM causing hang.

* Fixed an issue where the product ID of an enclosure was not showing correctly.

* Fixed an issue where the drive bay number for a failed drive is wrong.

* Fixed an issue where the Real Time Clock (RTC) timestamp was not sent to the SES based storage
enclosure SEPs attached to internal connectors of the controller.

* Fixed an issue where events are sent continuously if the host does not respond to
PlatformEventMessage.

* Fixed an issue where Redfish Volume Create fails when using 4Kn data drives.

+ Update Redfish Drive.ldentifiers.DurableName to conform to the standard.

+ Update Redfish Volume.ldentifiers.DurableName to conform to the standard.
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+ Updated Redfish to the 2021.4 schema bundle.

Enhancements

- Added UBM®6 backplane support.

 Added support for SED Local Key Management.

+ Added a new HIl menu that will attempt to re-enable a previously failed volume whose physical drives
are back.

- Added an Unlock Controller option in the HIl menu when controller password is set for Controller Based
Encryption (CBE).

- Added new HIl menu options to configure Controller Based Encryption (CBE).

- Added new HIl options to enable and configure SED Local Key Management.

- Added support for the following Redfish ACTION requests: - Drive.SecureErase - Drive.Reset -
Storage.ResetToDefaults

- Added support for Redfish PATCH requests for the following properties: - Volume.DisplayName -
Volume.Links.DedicatedSpareDrives - Volume.lOPerfModeEnabled - Volume.ReadCachePolicy -
Volume.WriteCachePolicy - Drive.LocationIndicatorActive - Drive.WriteCacheEnabled -
StorageController.ControllerRates.ConsistencyCheckRatePercent -
StorageController.ControllerRates.RebuildRatePercent -
StorageController.ControllerRates.TransformationRatePercent

+ Added the following Redfish alerts: - DriveOffline - DriveMissing - DriveOfflineCleared - VolumeOffline -
VolumeOfflineCleared - BatteryMissing - BatteryFailure - BatteryCharging - BatteryOK -
ControllerDegraded - ControllerFailure - ControllerPreviousFailure - ControllerPasswordRequired -
ControllerPasswordEntered (changing to ControllerPasswordAccepted in the future)

+ Added MaxMembers to Redfish VolumeCollection

- Added ‘Reverting’ to Redfish Drive.Operations.OperationName used for SED.

- Added  ‘NativeDriveEncryption’  (SED) to Redfish Volume.EncryptionTypes.

+ Added support for Redfish Drive.EncryptionStatus for SED.

* Redfish Drive.Status.State will be set to StandbyOffline in the following conditions: ¢ SED is Foreign -«
SED is Locked (only for controller owned SEDs) * SED is controller owned and controller is waiting on
SED adapter password

- Added support for Redfish Volume.Encrypted for SED.

Online Flash for Windows x64 - Server Platform Services (SPS) Firmware for servers using Intel Xeon Scalable
3100/3200/4100/4200/5100/5200/6100/6200/8100/8200 series Processors
Version: 04.01.04.804 (Recommended)

Fixes
See the release document in Download Product Binaries page from Product Summary of the firmware
product.

Enhancements

Version 04.01.04.804 firmware
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ROM Flash Firmware Package - Innovation Engine Firmware for servers using Intel Xeon Scalable
3100/3200/4100/4200/5100/5200/6100/6200/8100/8200 series Processors
Version: 0.2.3.0 (B) (Recommended)

Prerequisites
System ROM V1.26 or later
iLO 5v1.20 or later

Enhancements

Version 0.2.3.0 firmware

ROM Flash Firmware Package - Server Platform Services (SPS) Firmware for servers using Intel Xeon Scalable
3100/3200/4100/4200/5100/5200/6100/6200/8100/8200 series Processors
Version: 04.01.04.804 (Recommended)

Fixes
See the release document in Download Product Binaries page from Product Summary of the firmware
product.

Enhancements

Version 04.01.04.804 firmware

HPE Lights-Out Online Configuration Utility for Windows x64 Editions
Version: 5.5.0.0 (D) (Optional)

Prerequisites

This utility requires the following minimum firmware revisions:
* Integrated Lights-Out 5 firmware v1.30 or later
The management interface driver must be installed on the server.

Microsoft .Net Framework 2.0 or later is required to launch HPONCFG GUI.

Fixes
* Fixed an issue where HPONCFG Windows smart component failing to upload to iLO repository when iLO

is in CNSA state.

HPE Agentless Management Bundle Smart Component on ESXi for Gen10 and Gen10 Plus Servers

Version: 2022.09.01 (Recommended)

Enhancements
Agentless Management Service
- Added feature to allow custom trap community name for SMA mode.

- Added support for cpgSasLogDrv MIB OID for the HPE Smart Array P824i-p MR Gen10 Controller.
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HPE Fiber Channel and Storage Enablement Bundle Smart Component for ESXi 7.0
Version: 2022.09.01 (Recommended)

Enhancements

* Supports VMware ESXi 7.0 U2 and ESXi 7.0 U3

HPE iLO Driver Bundle Smart Component for ESXi 7.0
Version: 2022.09.01 (Recommended)

Fixes
* Fixed issue where ilo driver is failing to acquire contiguous physical memory below 4GB causing
userworld apps like hponcfg to be unable to communicate with iLO.
Enhancements

+ Added support for vSphere 8.0

HPE Smart Array SR Event Notification Service for Windows Server 64-bit Editions
Version: 1.2.1.67 (B) (Recommended)

Enhancements

Support SHA384

Agentless Management Service for Microsoft Windows x64

Version: 2.51.2.0 (Optional)

Important Note!

About installation and enablement of SMA service:

- During AMS installation in interactive mode, there is pop up message to selectively install SMA.

- If Yes is selected, SMA service will be installed and set to running state.

- If No is selected, SMA service will be installed but the service is not enabled.

+ During AMS installation in silent mode, SMA is installed but the service is not enabled.

* To enable SMA service at a later time, go to the following
folder: %ProgramFiles%¥OEMY¥AMS¥Service¥ (Typically c:¥Program FilestOEM¥AMS¥Service) and
execute "EnableSma.bat /f"

* IMPORTANT: The SNMP service community name and permission must also be setup. This is not done by

“EnableSma.bat".
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