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v~ Py TIHERE T DD THRREERL. FEDT LI RNy T —IZREULTIIZE0N,
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1 Windows Server 2016 iLO 5 Automatic Server Recovery Driver for Microsoft Windows Server
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2 Windows Server 2019 2016 and Microsoft Windows Server 2019
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Get-AsrSettings.ps1
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Windows (D PowerShell &) Get-AsrSettings.ps1 ZE1T L C< /20, TimeoutinMinutes 720 X[, IV
FORGTHNIS—EROIEIHES ASR [FEMCZ>TUET,

E17H1%Z D 1(TimeoutInMinutes A 0 DiHFE)
PS C:¥Users¥Administrator¥Desktop> .¥Get-AsrSettings.ps1
Active : True

EnablePreTimeoutNMI : True

InstanceName : PCI¥VEN_103C&DEV_3306&SUBSYS_00E41590&REV_07¥4&154b2d14&0&00E4_0
TimeoutInMinutes :0
PSComputerName

ETHIED 2(3T Y FORTALS— L H5HE)

PS C:¥Users¥Administrator¥Desktop> .¥Get-AsrSettings.ps1

Get-CimlInstance : #5727 7 A T4

FALAT C:¥Users¥Administrator¥Desktop¥Get-AsrTimeout.ps1:25 L1

+ Get-Cimlnstance -Namespace "root¥wmi" -ClassName "HP_iLO_ASR_Settings ...

+

+ Categorylnfo : MetadataError: (root¥wmi:HP_iLO_ASR_Settings:String) [Get-CimInstance], CimException
+ FullyQualifiedErrorld : HRESULT 0x80041010,Microsoft.Management.Infrastructure.CimCmdlets.GetCiminstanc

eCommand

56.3 ASR OEMLE
Windows D PowerShell &) RE2DA T 3 2T Set-AsrTimeout.psl ZET L T X0,
Set-AsrTimeout.ps1 -Disable

=171
PS C:¥Users¥Administrator¥Desktop> .¥Set-AsrTimeout.ps1 -Disable

564 ASROBETE
Windows @D PowerShell &) N2 T3 3 2T Set-AsrTimeout.psl ZET LT,

Set-AsrTimeout.ps1 -Default
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PS C:¥Users¥Administrator¥Desktop> .¥Set-AsrTimeout.ps1 -Default
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[SUT] DR VR E—ILDIHE. [5.7.2iSUT DA VA =)Ll SeEDFIBICH >Tr VA F—ILLTL
JZ&E0\, ESXi R RCXTUTIE, FEEsREE P Y T7— MEERIICERE U TRE),
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(Q)EsXiRRAbZE/—FELUTEBNT DHEE. XWER/—RFELTIYRTAKED IO ZEN(/ — D IP
PRUZIZCIODIP P RURZEERE. /—RFY1TICIi0 ZER) LTSN,

(3) ITP—ALADTP/RSAINNDPy TT—EEWET DEHICIE VMware ESXi ODBFEINNIMETT,
Py ITF— EBEESNICHERISIEDHRSIE. BREA TYa VEFRLU TS0,

(FD021Y ERE—FZERIIHS
SPR M iso o X —IZ BN UICRIAZ Y —/NICID T, BAKXOT—NET - LET,

572 iSUT d+1 YR +=)U

VMware ¥ 25 AICXT LT, SPR/SUM ZER LI 7 —AD T P/ RS54 /\DP v TF— &7 DICIE ESXi
MARIZISUTZA YR E—=ILTDURENDHDFT, iSUT 1 VX ~—)LEIK. JE—FPC HSSUMD [
E-rAVSAVIBHE-—REERBUTEXIMA DI P—AD TP/ RSA/INDP Yy TF—+&ITDC
ENTEFT,

ESXi R RCiSUTEA VYA R—=)LIBDFIEERICHRLET, RDAVAL—=ILFIETIE, T—FX 7
B % [datastorel] LU CULNEKT, BRREICHNDEB THRAMZ TSN,

(1) iSUT [ SPR O packages T LD R UJICIERSNTNE T, FRICH T zip DI 77 ILEEBIL. isUT
DA IS4 )N F)U(sut-esxi*.*-bundle-*.* * *-** zip) ZERVD H LT 20\,

No. | VMware /N\—I 3 SPR package 7 7 1 )L A0SA4 VNI 71V
1 | VMware vSphere® ESXi™ 6.7 | cp046886.zip sut-esxi6.7-offline-bundle-2.9.0.0-22.zip
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(2) BROEB UTZ iSUT DA T S54 /N F)L%Z VMware ESXi D [datastorel ] B FAERE LTI EE0),
(3) VMware ESXi DIV —)VBIE T [F2] F—ZT & Login BENRITSNDDT, root 1—F—T

aJ+>YLET,
(4) TSystem Customization] BIEN'FRISINDD T, [Troubleshooting Options] Z &R L. lEnter] F—
ZHRNUZET,

(5) lEnable ESXi Shell] ZEIR U, [Enter] F—7Z N L C ESXi Shell Z& “Enable” [CEEULFT,
(6) TAlt) + TF1) F—EIPTR L. VMware ESXi D Shell BEZRIE. root 1—H—TOJ1 > LT,
(7) REeDVY RZEERTTUI VA R=I)LULET,
esxcli software vib install -d /vmfs/volumes/datastorel/<Hiik L7z/82 N7 7 A L4
(8) VMware ESXi ZBicE8 L CIZE0),
(9) BiCENE. BE VMware ESXi D Shell BEZRIE. root 11— —TOJ 1V ULZET,
(10) TREIVY FEZETTL. iSUT Z& AutoDeployReboot E— FICERE L X T,
sut -set mode=autodeployreboot
(11) {FZEH&T1&. OnDemand E— FICZEE LT, iSUT Z AutoDeployReboot £— FICERET DL, iSUT
NESURBRBREUKITE T, P v T — MEZERBINS isUT DIFEISARETI DT, BEHERIRT
DCEZHERELIET, iSUT & OnDemand E— FICERETDICIE, FEeIVY FaEITLUTIESUN,

sut —-set mode=ondemand

57.3 Management Bundle, Utilities Bundle IREZEY 2 —/)LD/N—I 3 VIZDUT
Management Bundle, Utilities Bundle [C[d. D VIB EY 2 —/ILHESFNTNET,
B2IAVR—RIFICEFNDVIBD/IN—I 3 VITRDEOD T,

(HPE Management Bundle Smart Component [CZ2&END VIB EY 2 —/)UARU/N\—=Y 3]

os/\—y3v VMware6.7
71 cp047522.zip

< amsd Agentless Management Service 670.11.8.0.15-1.7535516
oe)

>

Y

T—L fc-enablement | Fiber Channel Enablement Package 670.3.80.6-7535516

JU

(HPE Utilities Bundle Smart Component [CZEND VIB €Y a1 —)UARU/N—=I 3 V]

os/\—=Yy3v VMware6.7

D71 cp047397.zip

< conrep Conrep Utility 670.10.8.0.18-6.7.0.7535516
;;é testevent | Test Event Utility 6.7.0.02-01.00.12.7535516
2 ssacli Smart Storage Administrator CLI 5.20.8.0-6.7.0.7535516.0em
| bootcfg Boot Configuration Utility 6.7.0.02-06.00.14.7535516

v hponcfg Lights-Out Configuration Utility 6.7.0.5.5-0.18.7535516
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574 ILOBFaUT+BEE BEF2AUT 1 ICULKETISUT Z2EAI DHBEICDNT
Lo Z"BtzFa)T « "BEIC UZIRRET isUT ZEDZHICIFE. UTONITNHDERENNETT,

@ISUT /\O)mu\ul—uﬁﬁ&‘g
QiLo DEF U T 1 FIHFDZEFE(ILO FW v1.4.0 UFDHERTE JEE)

@ISUT NG)wwE%%&'EQﬁ
iSUT IC iLO MEREEIBERZRE LK T, JREEE. VMR R ETUTRZEIT UE T,

sut -set ilousername=<username>

Please provide the iLO password: <x***xxx>

QiLo DEF a2 )T 1 RHEOES
iLO TR RERSENMINE"E THR) | ICERELET,

iLO D Web BE C[EF 2T« - [PPOCREEEIEBEBEDERL L. L0 DIEBICHD MM FERESENME |
DERTEE EY) ICEHRELUTLIEE0,

575 UE—rZYVSTY RBEE—RZCEABOIEZEE
AE— RECHERADIRS. iLo D' Agentless Management Service(AMS)IZ 1 L CVNDUBHLH N E T, iLo HY

AMS [ L TORNSES, BRTRERIVIR—RY RCYDI RO TP/ RS /NNw/T —INENSNnE
Bh.

iLO & AMS DIEHUARRZIESR T DICIE. ILOWEB 1 VAT T —AD[V AT ABRI> BEBINXN—IZRIE,
BTV 2T ARKUT/ N1 XD Agentless Management Service D 27— A Z=iERLUTREL),

(iLo DY AMS [CHEfHR L CL\DBE

NI RFLABRUFT/IA R AT —H X

Agentless Management Service @ OK

(iLo AY AMS [CHERFE L CTULVRVIES

NMITSZAF LB RUFT/IAX AT—F A

Agentless Management Service ® FIAATTEE

iLO )Y AMS l:}ﬁ%ﬁ LCULRNEE. UM TDFIEZER L. BE L0 & AMS DEFIAREZER U TR0,
BEIR OFF(ESXi R A Y vy FFDY)
-KEEE/E’T—D)bd)}E%% L
o« EEBEER ON(ESXi 71 2 ~E2ED)
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SPRD IS0 1 A=Y Z L0 REXAT + PT/INARCVIY LT SUIM DA DTS4 VRBBE— FCERDIS
BUIODIRY FD—=DA V=D A AEBEI D HERY FD—OMR— ] BREZRO>TNDE. SUM
DERIMEPTIS—ICRDICENDDET,

LoD [Ry RD=DA V=T 2AEE] & [HERY FD—DOMR— k] BERTIERADIZS. 150 1
X—IBZEZTAALCEAZCARIELZE. AEE ULI3 USB D DVD RS54 T ZER LT SUM D
D54 VRBE—RFERBIL TS0,

59 Intel @Ry D —=DOPHFTHTRERIZDNT
Intel Ry FD—DPHTHZECEAICIRDHBE. FoDFIRSENHDFT,

591 Intel 8RRy cD—=DOPIFTIDIT P —ADxPPvITT—FCTDNT

Intel WRw FD—DPITIDITP—ADIPPvIT—rEGTIHBE JP—ADIPPyvIT—HE&
[CHEEBZT>TCE. YITERTEIET DMEEEENME URITTNDEH. Py IT7— AR RICERIRS
NZEL A,

Py IT—MEICERT —JILERNTERZ s WM LI LTS, ERT —JIL a2 UERLERZ
ANBRUTLIZE, ERT—TJIVEREELUIT DUBNHDCH. JE— FTIEIERTEIE A,

AHIPRBIEORFDINTM N EARBIXTR I THDBERICDONTIE. P RNAT THEDRY D
—DOPHTH—ICDNTIP—LD T PPy IT— FRICERT —TILDRESE UHDNBICIRD]
(ADV-2019-0019) &SRR LT EE),

592 Intel Ry rD—=DOPFTIDIT »—LADTPFIYTU—RICDNT
Intel R ED—DPHTHZEFERICIEDIHE. FROAK SPR ICIFSINTNDIT »—AD T T7/\—
Y3avid FOVITU—RIECREXIMUTREDEE A,

F&(*1) R JpP—MADTP/I\N\=I3Y
TJ-N1[1-817745-B21 Ethernet 10Gb 2 7N— I~ 562FLR-T
Ry RD—=DPHTH
10.54.4
TJ-N1[1-817738-B21 Ethernet 10Gb 2 7R— I 562T
Ry RD—=DOPHFTH
TI-NO[J-727054-B21 Ethernet 10Gb 2 7N— I~ 562FLR-SFP+
Ry kD —=DPITH
10.54.7
T)-NOO-727055-B21 Ethernet 10Gb 2 7R— |~ 562SFP+
Ry kD —=DPITH

(*1) : OCIIEBBRSEICIDER >EEHFNADET,
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6. SPRIBEZI>VTVY—8

SPR M iso 1 X—IICBSFINDESA/\, JP—ALDx7,

SPRICIE. BRTIEICKD NGO 2OV TYYZSATNET,

e0S Zv Py T%, REHBSTERICEREBEED
eSmart Update Manger(SUM)Z1{E > CBRATQEERED

Bg. ZN2N0IVFTIYVICDNTHRBLET,

6.1 RERICKIXVEBEANKEZRIVFTIY
RFRICHIT I 71 )UIE. SPRICESFEND SUM WY —)L CTOBAXTIR TIIH D FEE Av, Windows Server 0S D
RMeBYyPYITUA YA R=ILEY FEL)DBEIE. SPRBEAZICEY—ILERTL TR0,

A—FT«UT«(VI Dz P)EemlLET,

No. | W—JU 5% 88 iso NTSHNIZP m B
1 IT Report Utility Y—/\NOEEKIBEHR. DKV | ¥software¥Hitachi¥ITRU
(ITRU) [FEEDBREFEIMLUET
2 | 2PRxDursettings | (LI X FJERE)R W FD | ¥software¥Hitachi¥RegTool | Broadcom 2¢ 1Gb LAN
—DPHTHICEET D% P T IEEERD
EZEmRULET S UES
3 LargeRxRing (LYRXEUSRE)R Y BT | ¥software¥Hitachi¥RegTool
settings — DO PHTHICRET 255
EZEmRLUET

(Broadcom & 1Gb LAN 7745 5]

oHP Ethernet 1Gb 4-port 331FLR Adapter
oHP Ethernet 1Gb 4-port 331T Adapter
oHP Ethernet 1Gb 2-port 332T Adapter
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(1) IMTRU D1 >R =)L
ITRU Z+ V2 ~—)LIBICIE. Administrator #EFRIC T DOS 7OV T XKD REBDNYF I P ILEETL
T<ZE0\,

<CD RS54 T>:¥software¥Hitachi¥ITRU¥setup.bat

IBR. ITRU D VA —)UICEET DEFBIBHITIRD WEB KR—3
https://www.hitachi.co.jp/cgi-bin/soft/sjst/select open.cgi
(353 Windows hR ITRU EXIEZBAE D 3 E& CHEFRRALNE T,

2 Ry bD—=DOPHFTH UIREUREDER
Ry cD=DOPHFTH UIZFIBREZERT DCICIE Administrator #IRICT Dos OV T FXKDTED
DNy FI P )bEeRTUTIES0),

<CD RS- T>:¥software¥Hitachi¥RegTool¥2PRxDur.bat
< CD RS+ T>:¥software¥Hitachi¥RegTool¥LargeRxRing.bat

\y—}l/i'/fi?é\ (0N E@EE}] L/T< Eél/\o
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6.2 SUMY— )L CERIERD 71 )L

RICHIT ESAIN/TP—LDTP/A—FT 4T «(VI D7) E SUM Y —)LICKDBRTEERT 7 1
JVTY, SPREES> TP Y IT—MEEETSICIE. SPRADT—HEO—NIL RS TICIE—L. SUM
ZRITUTLIZEN), SUM D GUI E— RTEATDHE. 0SRIDETIDIVY FETRRICHRULET, (B
BEERTEIT LTS, )

Windows IRIE :
¥launch_sum.bat
Linux IRIE :

/launch_sum.sh

S8 SUM DFFAI7SIRIETI A https://www.hitachi.co.jp/rv3000/[CIBE SN TL D [Smart Update Manager
A—Y—A0 k] &asiREa,

Category —&
e Application - System Management
e B|OS - System ROM

o Driver — Chipset
e Driver — Network

e Driver - Storage Controller

e Driver - System
e Driver - System Management

e Driver — Video

e Firmware - Lights-Out Management

e Firmware — Network

e Firmware - Power Management

e Firmware - Storage Controller

e Firmware - System

e Software - Lights-Out Management

e Software - Management

e Software - Storage Controller

e Software - System Management

o Utility - Tools
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6.2.1 Application - System Management

No. | Description Package filename Device Pack'age F|r'mware/_ Update
Version Driver version
1 Integrated Smart Update Tools cp046886.zip - 2021.09.00 2021.09.00 B
2.9.0 for ESXi 6.7
2 Integrated Smart Update Tools cp046873.zip - 2021.09.00 | 701.2.9.0.44-1 | 8B
2.9.0 for ESXi 7.0 OEM.701.0.0.
16850804
3 Integrated Smart Update Tools sut-2.9.0-53.linux.x86_6 | - 2.9.0.0 2.9.0-53.linux B
for Linux x64 4.rpm
4 Integrated Smart Update Tools cp046870.exe - 2.9.0.0 2.9.0.0 B
for Windows x64
6.2.2 BIOS - System ROM
No. | Description Package filename Device Pack'age F|r'mware/_ Update
Version Driver version
5 Online ROM Flash Component firmware-system-oem-u | System BIOS - U34 | 2.54_09-03- | v2.54 B
for Linux - OEM System ROM 34-2.54 2021 09 _03-1. 2021 (09/03/2021)
u34 1.x86_64.rpm
6 Online ROM Flash Component cp049577.exe System BIOS - U34 | 2.54_09-03- | v2.54 BH
for Windows x64 - OEM System 2021 (09/03/2021)
ROM U34
7 ROM Flash Firmware Package - OEM.U34_2.54 09 _03_ | System BIOS-U34 | 2.54 _09-03- | v2.54 B
System ROM U34 2021.fwpkg 2021 (09/03/2021)
6.2.3 Driver — Chipset
No. | Description Package filename Device Pack'age F|r'mware/. Update
Version Driver version
8 Identifiers for Intel Xeon cp047794.exe - 10.1.18793. 10.1.18793.82 | 8BH
Scalable Processors (First and 8276 76
Second Generation) for
Microsoft Windows
6.24 Driver — Network
No. | Description Package filename Device Pack'age F|r.mware/. Update
Version Driver version
9 HPE Broadcom NX1 1Gb Driver cp045019.exe HP Ethernet 1Gb 214.0.0.6 214.0.0.6
for Windows Server x64 2-port 332T
Editions Adapter
10 HPE Broadcom NX1 1Gb Driver | cp045019.exe HP Ethernet 1Gb 214.0.0.6 214.0.0.6
for Windows Server x64 4-port 331FLR
Editions Adapter
11 HPE Broadcom NX1 1Gb Driver | cp045019.exe HP Ethernet 1Gb 214.0.0.6 214.0.0.6
for Windows Server x64 4-port 331T
Editions Adapter
12 HPE Broadcom tg3 Ethernet kmod-tg3-3.139b-1.rhel | HP Ethernet 1Gb 3.139b-1 3.139b-1.rhel | EB%
Drivers for Red Hat Enterprise 7u9.x86_64.rpm 2-port 332T 7u9
Linux 7 x86_64 Adapter
13 HPE Broadcom tg3 Ethernet kmod-tg3-3.139b-1.rhel | HP Ethernet 1Gb 3.139b-1 3.139b-1.rhel B
Drivers for Red Hat Enterprise 7u9.x86_64.rpm 4-port 331FLR 7u9
Linux 7 x86_64 Adapter
14 HPE Broadcom tg3 Ethernet kmod-tg3-3.139b-1.rhel | HP Ethernet 1Gb 3.139b-1 3.139b-1.rhel | ¥
Drivers for Red Hat Enterprise 7u9.x86_64.rpm 4-port 331T 7u9
Linux 7 x86_64 Adapter
15 HPE Intel E1R Driver for cp047043.exe HPE Ethernet 1Gb | 12.16.4.1 12.16.4.1 H3R:8100
Windows Server 2016 2-port 361T
Adapter
16 HPE Intel E1R Driver for cp047043.exe HPE Ethernet 1Gb | 12.16.4.1 12.16.4.1 R8N0
Windows Server 2016 4-port 366FLR
Adapter
17 HPE Intel E1R Driver for cp047043.exe HPE Ethernet 1Gb | 12.16.4.1 12.16.4.1 H3R:8100
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Windows Server 2016 4-port 366T
Adapter
18 HPE Intel E1R Driver for cp047044.exe HPE Ethernet 1Gb | 12.18.12.1 12.18.12.1 H38:8100
Windows Server 2019 2-port 361T
Adapter
19 HPE Intel E1R Driver for cp047044.exe HPE Ethernet 1Gb | 12.18.12.1 12.18.12.1 HFRIEBN
Windows Server 2019 4-port 366FLR
Adapter
20 HPE Intel E1R Driver for cp047044.exe HPE Ethernet 1Gb | 12.18.12.1 12.18.12.1 H3R:8100
Windows Server 2019 4-port 366T
Adapter
21 HPE Intel i40e Drivers for Red kmod-hp-i40e-2.14.13- HPE Ethernet 2.14.13-1 2.14.13-1.rhel | ¥
Hat Enterprise Linux 7 x86_64 1.rhel7u9.x86_64.rpm 10Gb 2-port (C) 7u9
562FLR-SFP+
Adapter
22 HPE Intel i40e Drivers for Red kmod-hp-i40e-2.14.13- HPE Ethernet 2.14.13-1 2.14.13-1.rhel | ¥
Hat Enterprise Linux 7 x86_64 1.rhel7u9.x86_64.rpm 10Gb 2-port (C) 7u9
562SFP+ Adapter
23 HPE Intel i40ea Driver for cp045125.exe HPE Ethernet 1.13.104.0 1.13.104.0
Windows Server 2016 10Gb 2-port
562FLR-SFP+
Adapter
24 HPE Intel i40ea Driver for cp045125.exe HPE Ethernet 1.13.104.0 1.13.104.0
Windows Server 2016 10Gb 2-port
562SFP+ Adapter
25 HPE Intel i40ea Driver for cp045126.exe HPE Ethernet 1.13.104.0 1.13.104.0
Windows Server 2019 10Gb 2-port
562FLR-SFP+
Adapter
26 HPE Intel i40ea Driver for cp045126.exe HPE Ethernet 1.13.104.0 1.13.104.0
Windows Server 2019 10Gb 2-port
562SFP+ Adapter
27 HPE Intel i40en Driver for cp049457.zip HPE Ethernet 2021.04.05 1.10.9.0-10E B
VMware vSphere 6.7 10Gb 2-port (B) M.670.0.0.81
562FLR-SFP+ 69922
Adapter
28 HPE Intel i40en Driver for cp049457.zip HPE Ethernet 2021.04.05 1.10.9.0-10E B
VMware vSphere 6.7 10Gb 2-port (B) M.670.0.0.81
562SFP+ Adapter 69922
29 HPE Intel i40en Driver for cp049458.zip HPE Ethernet 2020.05.29 1.10.9.0-10E B
VMware vSphere 7.0 10Gb 2-port (B) M.700.1.0.15
562FLR-SFP+ 525992
Adapter
30 HPE Intel i40en Driver for cp049458.zip HPE Ethernet 2020.05.29 1.10.9.0-10E T
VMware vSphere 7.0 10Gb 2-port (B) M.700.1.0.15
562SFP+ Adapter 525992
31 HPE Intel iavf Driver for cp045011.exe - 1.12.9.0 1.12.9.0
Windows Server 2016
32 HPE Intel iavf Driver for cp045010.exe - 1.12.9.0 1.12.9.0
Windows Server 2019
33 HPE Intel iavf Drivers for Red kmod-hp-iavf-4.2.7-1.rh | HPE Ethernet 4.2.7-1 4.2.7-1.rhel7u | 8837
Hat Enterprise Linux 7 x86_64 el7u9.x86_64.rpm 10Gb 2-port 9
562FLR-SFP+
Adapter
34 HPE Intel iavf Drivers for Red kmod-hp-iavf-4.2.7-1.rh | HPE Ethernet 4.2.7-1 4.2.7-1.rhel7u | 8837
Hat Enterprise Linux 7 x86_64 el7u9.x86_64.rpm 10Gb 2-port 9
562SFP+ Adapter
35 HPE Intel igb Drivers for Red kmod-hp-igh-6.7.2-2.rh | HPE Ethernet 1Gb | 6.7.2-2 6.7.2-2.rhel7u | EF3REBN0
Hat Enterprise Linux 7 x86_64 el7u9.x86_64.rpm 2-port 361T 9
Adapter
36 HPE Intel igb Drivers for Red kmod-hp-igh-6.7.2-2.rh | HPE Ethernet 1Gb | 6.7.2-2 6.7.2-2.rhel7u | HT3REB100
Hat Enterprise Linux 7 x86_64 el7u9.x86_64.rpm 4-port 366FLR 9
Adapter
37 HPE Intel igb Drivers for Red kmod-hp-igh-6.7.2-2.rh | HPE Ethernet 1Gb | 6.7.2-2 6.7.2-2.rhel7u | T3R80
Hat Enterprise Linux 7 x86_64 el7u9.x86_64.rpm 4-port 366T 9
Adapter
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38 HPE Intel igbn Driver for cp047110.zip HPE Ethernet 1Gb | 2021.09.04 1.5.2.0-10EM. | ¥i#881h0
VMware vSphere 6.7 2-port 361T 670.0.0.81699
Adapter 22
39 HPE Intel igbn Driver for cp047110.zip HPE Ethernet 1Gb | 2021.09.04 | 1.5.2.0-10EM. | ¥7#R:8h0
VMware vSphere 6.7 4-port 366FLR 670.0.0.81699
Adapter 22
40 HPE Intel igbn Driver for cp047110.zip HPE Ethernet 1Gb | 2021.09.04 1.5.2.0-10EM. | ¥1#5R8h0
VMware vSphere 6.7 4-port 366T 670.0.0.81699
Adapter 22
41 HPE Intel igbn Driver for cp047111.zip HPE Ethernet 1Gb | 2021.09.04 | 1.5.2.0-10EM. | ¥7#R:8h0
VMware vSphere 7.0 2-port 361T 700.1.0.15843
Adapter 807
42 HPE Intel igbn Driver for cp047111.zip HPE Ethernet 1Gb | 2021.09.04 1.5.2.0-10EM. | ¥1#5R8h0
VMware vSphere 7.0 4-port 366FLR 700.1.0.15843
Adapter 807
43 HPE Intel igbn Driver for cp047111.zip HPE Ethernet 1Gb | 2021.09.04 1.5.2.0-10EM. | ¥i#881h0
VMware vSphere 7.0 4-port 366T 700.1.0.15843
Adapter 807
44 HPE Intel ixgbe Drivers for Red kmod-hp-ixgbe-5.9.4-1. HPE Ethernet 5.9.4-1 5.9.4-1.rhel7u | ¥
Hat Enterprise Linux 7 x86_64 rhel7u9.x86_64.rpm 10Gb 2-port 9
562FLR-T Adapter
45 HPE Intel ixgbe Drivers for Red kmod-hp-ixgbe-5.9.4-1. | HPE Ethernet 5.9.4-1 5.9.4-1.rhel7u | &5
Hat Enterprise Linux 7 x86_64 rhel7u9.x86_64.rpm 10Gb 2-port 562T 9
Adapter
46 HPE Intel ixgben Driver for cp045250.zip HPE Ethernet 2021.04.05 1.9.12.0-10E BH
VMware vSphere 6.7 10Gb 2-port M.670.0.0.81
562FLR-T Adapter 69922
47 HPE Intel ixgben Driver for cp045250.zip HPE Ethernet 2021.04.05 1.9.12.0-10E B
VMware vSphere 6.7 10Gb 2-port 562T M.670.0.0.81
Adapter 69922
48 HPE Intel ixgben Driver for cp045248.zip HPE Ethernet 2021.04.05 1.9.12.0-10E B
VMware vSphere 7.0 10Gb 2-port M.700.1.0.15
562FLR-T Adapter 843807
49 HPE Intel ixgben Driver for cp045248.zip HPE Ethernet 2021.04.05 1.9.12.0-10E B
VMware vSphere 7.0 10Gb 2-port 562T M.700.1.0.15
Adapter 843807
50 HPE Intel ixgbevf Drivers for kmod-hp-ixgbevf-4.9.3- | HPE Ethernet 49.3-1 4.9.3-1.rhel7u | &
Red Hat Enterprise Linux 7 1.rhel7u9.x86_64.rpm 10Gb 2-port 9
x86_64 562FLR-T Adapter
51 HPE Intel ixgbevf Drivers for kmod-hp-ixgbevf-4.9.3- | HPE Ethernet 49.3-1 4.9.3-1.rhel7u | 8837
Red Hat Enterprise Linux 7 1.rhel7u9.x86_64.rpm 10Gb 2-port 562T 9
x86_64 Adapter
52 HPE Intel ixs Driver for cp046117.exe HPE Ethernet 4.1.219.0 4.1.219.0
Windows Server 2016 10Gb 2-port
562FLR-T Adapter
53 HPE Intel ixs Driver for cp046117.exe HPE Ethernet 4.1.219.0 4.1.219.0
Windows Server 2016 10Gb 2-port 562T
Adapter
54 HPE Intel ixs Driver for cp046118.exe HPE Ethernet 4.1.219.0 4.1.219.0
Windows Server 2019 10Gb 2-port
562FLR-T Adapter
55 HPE Intel ixs Driver for cp046118.exe HPE Ethernet 4.1.219.0 4.1.219.0
Windows Server 2019 10Gb 2-port 562T
Adapter
6.25 Driver - Storage Controller
No. | Description Package filename Device Pack‘age Flr‘mware/. Update
Version Driver version
56 HPE ProlLiant Gen10 and kmod-smartpqi-2.1.12- HPE Smart Array 2.1.12-055 2.1.12-055.rh B
Gen10Plus Smart Array 055.rhel7u9.x86_64.rp E208i-p SR Gen10 el7u9

Controller (64-bit) Driver for
Red Hat Enterprise Linux 7
(64-bit)

m

Controller
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57 HPE ProLiant Gen10 Smart cp047415.zip HPE Smart Array 2021.09.01 67.4150.0.119 | 738810
Array and Gen10 Plus Smart E208i-p SR Gen10 -10EM.670.0.
RAID Controller Driver for Controller 0.8169922
VMware vSphere 6.7 (Driver
Component).
58 HPE ProLiant Gen10 Smart cp047416.zip HPE Smart Array 2021.09.01 70.4150.0.119 | 738810
Array and Gen10 Plus Smart E208i-p SR Gen10 -10EM.700.1.
RAID Controller Driver for Controller 0.15843807
VMware vSphere 7.0 (Driver
Component).
59 HPE Smart Array Gen10 and cp047413.exe HPE Smart Array 1010.6.0.10 1010.6.0.1025 | 5%
Gen10Plus Controller Driver for E208i-p SR Gen10 | 25
Windows Server 2016, Controller
Windows Server 2019, and
Windows Server 2022
6.2.6 Driver - System
. . . Package Firmware/
No. | Description Package filename Device . . . Update
Version Driver version
60 HPE Non-Volatile Memory cp047945.exe - 3.0.2.0(B) 3.0.2.0(B) B
Drivers for Microsoft Windows
Server 2016
6.2. 7 Driver - System Management
No. | Description Package filename Device Pack'age F|r.mware/. Update
Version Driver version
61 iLO 5 Automatic Server cp047942.exe - 4.7.1.0 (B) 4.7.1.0 (B) EH
Recovery Driver for Microsoft
Windows Server 2016 and
Microsoft Windows Server
2019
62 iLO 5 Channel Interface Driver cp047941.exe - 4.7.1.0 (B) 4.7.1.0 (B) EH
for Microsoft Windows Server
2016 and Microsoft Windows
Server 2019
6.2.8 Driver — Video
No. | Description Package filename Device Pack'age F|r.mware/. Update
Version Driver version
63 Matrox G200eH3 Video cp048496.exe - 9.15.1.248 9.15.1.248 T
Controller Driver for Microsoft
Windows 64-bit
6.29 Firmware - Lights-Out Management
No. | Description Package filename Device Pack'age F|r.mware/. Update
Version Driver version
64 Language Pack - Japanese cp049331.exe Japanese 2.55 2.55.21 B
Language Pack
65 Language Pack - Japanese firmware-ilo5-lpk-ja-ril | Japanese 2.55 2.55.21 B
1-2.55-1.1.x86_64.rpm Language Pack
66 Online ROM Flash Component firmware-ilo5-2.55-1.1.x | iLO5 2.55 2.55 B
for Linux -iLO 5 86_64.rpm
67 Online ROM Flash Component cp049297.exe iLO5 2.55 2.55 B
for Windows x64 - iLO 5
68 Online ROM Flash Firmware ilo5_255.fwpkg iLO5 2.55 2.55 B

Package - iLO 5
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6.2.10 Firmware — Network

No. | Description Package filename Device Pack'age Flr'mware/_ Update
Version Driver version
69 HPE Broadcom NX1 Online firmware-nic-broadcom | HP Ethernet 1Gb 2.27.6 20.18.31
Firmware Upgrade Utility for -2.27.6-1.1.x86_64.rpm | 2-port 332T
Linux x86_64 Adapter
70 HPE Broadcom NX1 Online firmware-nic-broadcom | HP Ethernet 1Gb 2.27.6 20.18.31
Firmware Upgrade Utility for -2.27.6-1.1.x86_64.rpm | 4-port 331FLR
Linux x86_64 Adapter
71 HPE Broadcom NX1 Online firmware-nic-broadcom | HP Ethernet 1Gb 2.27.6 20.18.31
Firmware Upgrade Utility for -2.27.6-1.1.x86_64.rpm | 4-port 331T
Linux x86_64 Adapter
72 HPE Broadcom NX1 Online CP045013.zip HP Ethernet 1Gb 1.28.6 20.18.31
Firmware Upgrade Utility for 2-port 332T
VMware Adapter
73 HPE Broadcom NX1 Online CP045013.zip HP Ethernet 1Gb 1.28.6 20.18.31
Firmware Upgrade Utility for 4-port 331FLR
VMware Adapter
74 HPE Broadcom NX1 Online CP045013.zip HP Ethernet 1Gb 1.28.6 20.18.31
Firmware Upgrade Utility for 4-port 331T
VMware Adapter
75 HPE Broadcom NX1 Online cp045014.exe HP Ethernet 1Gb 5.24.0 20.18.31
Firmware Upgrade Utility for 2-port 332T
Windows Server x64 Editions Adapter
76 HPE Broadcom NX1 Online cp045014.exe HP Ethernet 1Gb 5.2.4.0 20.18.31
Firmware Upgrade Utility for 4-port 331FLR
Windows Server x64 Editions Adapter
77 HPE Broadcom NX1 Online cp045014.exe HP Ethernet 1Gb 5.24.0 20.18.31
Firmware Upgrade Utility for 4-port 331T
Windows Server x64 Editions Adapter
78 HPE Intel Online Firmware firmware-nic-intel-1.22. | HPE Ethernet 1Gb | 1.22.6 1.2836.0 HFRIEBN
Upgrade Utility for Linux 6-1.1.x86_64.rpm 2-port 361T
x86_64 Adapter
79 HPE Intel Online Firmware firmware-nic-intel-1.22. | HPE Ethernet 1Gb | 1.22.6 1.2836.0 R8N0
Upgrade Utility for Linux 6-1.1.x86_64.rpm 4-port 366FLR
x86_64 Adapter
80 HPE Intel Online Firmware firmware-nic-intel-1.22. | HPE Ethernet 1Gb | 1.22.6 1.2836.0 HFRIEBN
Upgrade Utility for Linux 6-1.1.x86_64.rpm 4-port 366T
x86_64 Adapter
81 HPE Intel Online Firmware firmware-nic-intel-1.22. | HPE Ethernet 1.22.6 10.54.7 T
Upgrade Utility for Linux 6-1.1.x86_64.rpm 10Gb 2-port
x86_64 562FLR-SFP+
Adapter
82 HPE Intel Online Firmware firmware-nic-intel-1.22. | HPE Ethernet 1.22.6 10.54.4 BE
Upgrade Utility for Linux 6-1.1.x86_64.rpm 10Gb 2-port
x86_64 562FLR-T Adapter
83 HPE Intel Online Firmware firmware-nic-intel-1.22. | HPE Ethernet 1.22.6 10.54.7 B
Upgrade Utility for Linux 6-1.1.x86_64.rpm 10Gb 2-port
x86_64 562SFP+ Adapter
84 HPE Intel Online Firmware firmware-nic-intel-1.22. | HPE Ethernet 1.22.6 10.54.4 T
Upgrade Utility for Linux 6-1.1.x86_64.rpm 10Gb 2-port 562T
x86_64 Adapter
85 HPE Intel Online Firmware CP047025.zip HPE Ethernet 1Gb | 3.15.5 1.2836.0 H3R:8100
Upgrade Utility for VMware 2-port 361T
Adapter
86 HPE Intel Online Firmware CP047025.zip HPE Ethernet 1Gb | 3.15.5 1.2836.0 H38:8100
Upgrade Utility for VMware 4-port 366FLR
Adapter
87 HPE Intel Online Firmware CP047025.zip HPE Ethernet 1Gb | 3.15.5 1.2836.0 R8N0
Upgrade Utility for VMware 4-port 366T
Adapter
88 HPE Intel Online Firmware CP047025.zip HPE Ethernet 3.15.5 10.54.7 B
Upgrade Utility for VMware 10Gb 2-port
562FLR-SFP+
Adapter
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No. | Description Package filename Device Pack_age Flr_mware/_ Update
Version Driver version
69 HPE Broadcom NX1 Online firmware-nic-broadcom | HP Ethernet 1Gb 2.27.6 20.18.31
Firmware Upgrade Utility for -2.27.6-1.1.x86_64.rpm | 2-port 332T
Linux x86_64 Adapter
70 HPE Broadcom NX1 Online firmware-nic-broadcom | HP Ethernet 1Gb 2.27.6 20.18.31
Firmware Upgrade Utility for -2.27.6-1.1.x86_64.rpm | 4-port 331FLR
Linux x86_64 Adapter
71 HPE Broadcom NX1 Online firmware-nic-broadcom | HP Ethernet 1Gb 2.27.6 20.18.31
Firmware Upgrade Utility for -2.27.6-1.1.x86_64.rpm | 4-port 331T
Linux x86_64 Adapter
72 HPE Broadcom NX1 Online CP045013.zip HP Ethernet 1Gb 1.28.6 20.18.31
Firmware Upgrade Utility for 2-port 332T
VMware Adapter
73 HPE Broadcom NX1 Online CP045013.zip HP Ethernet 1Gb 1.28.6 20.18.31
Firmware Upgrade Utility for 4-port 331FLR
VMware Adapter
74 HPE Broadcom NX1 Online CP045013.zip HP Ethernet 1Gb 1.28.6 20.18.31
Firmware Upgrade Utility for 4-port 331T
VMware Adapter
75 HPE Broadcom NX1 Online cp045014.exe HP Ethernet 1Gb 5.24.0 20.18.31
Firmware Upgrade Utility for 2-port 332T
Windows Server x64 Editions Adapter
76 HPE Broadcom NX1 Online cp045014.exe HP Ethernet 1Gb 5.2.4.0 20.18.31
Firmware Upgrade Utility for 4-port 331FLR
Windows Server x64 Editions Adapter
77 HPE Broadcom NX1 Online cp045014.exe HP Ethernet 1Gb 5.24.0 20.18.31
Firmware Upgrade Utility for 4-port 331T
Windows Server x64 Editions Adapter
78 HPE Intel Online Firmware firmware-nic-intel-1.22. | HPE Ethernet 1Gb | 1.22.6 1.2836.0 HFRIEBN
Upgrade Utility for Linux 6-1.1.x86_64.rpm 2-port 361T
x86_64 Adapter
79 HPE Intel Online Firmware firmware-nic-intel-1.22. | HPE Ethernet 1Gb | 1.22.6 1.2836.0 R8N0
Upgrade Utility for Linux 6-1.1.x86_64.rpm 4-port 366FLR
x86_64 Adapter
80 HPE Intel Online Firmware firmware-nic-intel-1.22. | HPE Ethernet 1Gb | 1.22.6 1.2836.0 HFRIEBN
Upgrade Utility for Linux 6-1.1.x86_64.rpm 4-port 366T
x86_64 Adapter
81 HPE Intel Online Firmware firmware-nic-intel-1.22. | HPE Ethernet 1.22.6 10.54.7 T
Upgrade Utility for Linux 6-1.1.x86_64.rpm 10Gb 2-port
x86_64 562FLR-SFP+
Adapter
89 HPE Intel Online Firmware CP047025.zip HPE Ethernet 3.15.5 10.54.4 B
Upgrade Utility for VMware 10Gb 2-port
562FLR-T Adapter
90 HPE Intel Online Firmware CP047025.zip HPE Ethernet 3.15.5 10.54.7 B
Upgrade Utility for VMware 10Gb 2-port
562SFP+ Adapter
91 HPE Intel Online Firmware CP047025.zip HPE Ethernet 3.15.5 10.54.4 T
Upgrade Utility for VMware 10Gb 2-port 562T
Adapter
92 HPE Intel Online Firmware cp047026.exe HPE Ethernet 1Gb | 5.2.5.0 1.2836.0 H3R:8100
Upgrade Utility for Windows 2-port 361T
Server x64 Editions Adapter
93 HPE Intel Online Firmware cp047026.exe HPE Ethernet 1Gb | 5.2.5.0 1.2836.0 H38:8100
Upgrade Utility for Windows 4-port 366FLR
Server x64 Editions Adapter
94 HPE Intel Online Firmware cp047026.exe HPE Ethernet 1Gb | 5.2.5.0 1.2836.0 R8N0
Upgrade Utility for Windows 4-port 366T
Server x64 Editions Adapter
95 HPE Intel Online Firmware cp047026.exe HPE Ethernet 5.2.5.0 10.54.7 B
Upgrade Utility for Windows 10Gb 2-port
Server x64 Editions 562FLR-SFP+
Adapter
96 HPE Intel Online Firmware cp047026.exe HPE Ethernet 5.2.5.0 10.54.4 BH
Upgrade Utility for Windows 10Gb 2-port
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No. | Description Package filename Device Pack_age Flr_mware/_ Update
Version Driver version
69 HPE Broadcom NX1 Online firmware-nic-broadcom | HP Ethernet 1Gb 2.27.6 20.18.31
Firmware Upgrade Utility for -2.27.6-1.1.x86_64.rpm | 2-port 332T
Linux x86_64 Adapter
70 HPE Broadcom NX1 Online firmware-nic-broadcom | HP Ethernet 1Gb 2.27.6 20.18.31
Firmware Upgrade Utility for -2.27.6-1.1.x86_64.rpm | 4-port 331FLR
Linux x86_64 Adapter
71 HPE Broadcom NX1 Online firmware-nic-broadcom | HP Ethernet 1Gb 2.27.6 20.18.31
Firmware Upgrade Utility for -2.27.6-1.1.x86_64.rpm | 4-port 331T
Linux x86_64 Adapter
72 HPE Broadcom NX1 Online CP045013.zip HP Ethernet 1Gb 1.28.6 20.18.31
Firmware Upgrade Utility for 2-port 332T
VMware Adapter
73 HPE Broadcom NX1 Online CP045013.zip HP Ethernet 1Gb 1.28.6 20.18.31
Firmware Upgrade Utility for 4-port 331FLR
VMware Adapter
74 HPE Broadcom NX1 Online CP045013.zip HP Ethernet 1Gb 1.28.6 20.18.31
Firmware Upgrade Utility for 4-port 331T
VMware Adapter
75 HPE Broadcom NX1 Online cp045014.exe HP Ethernet 1Gb 5.24.0 20.18.31
Firmware Upgrade Utility for 2-port 332T
Windows Server x64 Editions Adapter
76 HPE Broadcom NX1 Online cp045014.exe HP Ethernet 1Gb 5.2.4.0 20.18.31
Firmware Upgrade Utility for 4-port 331FLR
Windows Server x64 Editions Adapter
77 HPE Broadcom NX1 Online cp045014.exe HP Ethernet 1Gb 5.24.0 20.18.31
Firmware Upgrade Utility for 4-port 331T
Windows Server x64 Editions Adapter
78 HPE Intel Online Firmware firmware-nic-intel-1.22. | HPE Ethernet 1Gb | 1.22.6 1.2836.0 HFRIEBN
Upgrade Utility for Linux 6-1.1.x86_64.rpm 2-port 361T
x86_64 Adapter
79 HPE Intel Online Firmware firmware-nic-intel-1.22. | HPE Ethernet 1Gb | 1.22.6 1.2836.0 R8N0
Upgrade Utility for Linux 6-1.1.x86_64.rpm 4-port 366FLR
x86_64 Adapter
80 HPE Intel Online Firmware firmware-nic-intel-1.22. | HPE Ethernet 1Gb | 1.22.6 1.2836.0 HFRIEBN
Upgrade Utility for Linux 6-1.1.x86_64.rpm 4-port 366T
x86_64 Adapter
81 HPE Intel Online Firmware firmware-nic-intel-1.22. | HPE Ethernet 1.22.6 10.54.7 T
Upgrade Utility for Linux 6-1.1.x86_64.rpm 10Gb 2-port
x86_64 562FLR-SFP+
Adapter
Server x64 Editions 562FLR-T Adapter
97 HPE Intel Online Firmware cp047026.exe HPE Ethernet 5.2.5.0 10.54.7 T
Upgrade Utility for Windows 10Gb 2-port
Server x64 Editions 562SFP+ Adapter
98 HPE Intel Online Firmware cp047026.exe HPE Ethernet 5.2.5.0 10.54.4 B
Upgrade Utility for Windows 10Gb 2-port 562T
Server x64 Editions Adapter
6.2.11 Firmware - Power Management
No. | Description Package filename Device Pack‘age Flr‘mware/. Update
Version Driver version
99 Online Flash for Windows x64 - cp049374.exe Innovation Engine | 0.2.2.3 0.2.2.3 B

Innovation Engine Firmware for
servers using Intel Xeon
Scalable
3100/3200/4100/4200/5100/5
200/6100/6200/8100/8200
series Processors

(IE) Fimware
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100 | Online ROM Flash for Linux - firmware-powerpic-1.0. | Gen10 Plus Power | 1.0.8 1.0.8 BH
Advanced Power Capping 8-1.1.x86_64.rpm Management
Microcontroller Firmware for Controller
servers using Intel Xeon Firmware
Scalable
3100/4100/5100/6100/8100
series Processors
101 | Online ROM Flash for Windows | cp049686.exe Gen10 Plus Power | 1.0.8 1.0.8 B
x64 - Advanced Power Capping Management
Microcontroller Firmware for Controller
servers using Intel Xeon Firmware
Scalable
3100/4100/5100/6100/8100
series Processors
102 | ROM Flash Firmware Package - PICFW-1.0.8-1.fwpkg Gen10 Plus Power | 1.0.8 1.0.8 BH
Advanced Power Capping Management
Microcontroller Firmware for Controller
servers using Intel Xeon Firmware
Scalable
3100/4100/5100/6100/8100
series Processors
6.2.12 Firmware - Storage Controller
No. | Description Package filename Device Pack.age Flr.mware/. Update
Version Driver version
103 | Online ROM Flash Component CP047425.zip HPE Smart Array 4.11 411 BH
for VMware ESXi - HPE Smart E208i-p SR Gen10
Array P408i-p, P408e-p, Controller
P408i-a, P408i-c, E208i-p,
E208e-p, E208i-c, E208i-a,
P408i-sb, P408e-m, P204i-c,
P204i-b, P816i-a and P416ie-m
SR Genl10
104 | Online ROM Flash Component cp047424.exe HPE Smart Array 411 411 T
for Windows (x64) - HPE Smart E208i-p SR Gen10
Array P408i-p, P408e-p, Controller
P408i-a, P408i-c, E208i-p,
E208e-p, E208i-c, E208i-a,
P408i-sb, P408e-m, P204i-c,
P204i-b, P816i-a and P416ie-m
SR Genl10
105 | Supplemental Update / Online firmware-smartarray-f7 | HPE Smart Array 4.11 4.11 BE
ROM Flash Component for c07bdbbd-4.11-1.1.x86 | E208i-p SR Genl10
Linux (x64) - HPE Smart Array _64.rpm Controller
P408i-p, P408e-p, P408i-a,
E208i-p, E208e-p, E208i-a,
P816i-a SR Gen10
6.2.13 Firmware - System
No. | Description Package filename Device Pack‘age F|r‘mware/. Update
Version Driver version
106 | Online Flash for Linux - firmware-ie-0.2.2.3-1.1. | Innovation Engine | 0.2.2.3 0.2.2.3 B

Innovation Engine Firmware for
servers using Intel Xeon
Scalable
3100/3200/4100/4200/5100/5
200/6100/6200/8100/8200
series Processors

x86_64.rpm

(IE) Fimware
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107

Online Flash for Linux - Server
Platform Services (SPS)
Firmware for servers using Intel
Xeon Scalable
3100/3200/4100/4200/5100/5
200/6100/6200/8100/8200
series Processors

firmware-sps-04.01.04.
505-1.1.x86_64.rpm

Server Platform
Services (SPS)
Firmware

04.01.04.50
5

04.01.04.505

SBH

108

Online Flash for Windows x64 -
Server Platform Services (SPS)
Firmware for servers using Intel
Xeon Scalable
3100/3200/4100/4200/5100/5
200/6100/6200/8100/8200
series Processors

cp047811.exe

Server Platform
Services (SPS)
Firmware

04.01.04.50
5

04.01.04.505

b

109

ROM Flash Firmware Package -
Innovation Engine Firmware for
servers using Intel Xeon
Scalable
3100/3200/4100/4200/5100/5
200/6100/6200/8100/8200
series Processors

OEM.IEGen10_0.2.2.3.f
wpkg

Innovation Engine
(IE) Universal
Image.

0.2.2.3

0.2.2.3

SBH

110

ROM Flash Firmware Package -
Server Platform Services (SPS)
Firmware for servers using Intel
Xeon Scalable
3100/3200/4100/4200/5100/5
200/6100/6200/8100/8200
series Processors

OEM.SPSGen10_04.01.
04.505.fwpkg

Server Platform
Services (SPS)
Firmware

04.01.04.50
5

04.01.04.505

k)

6.2.14 Software - Lights-Out Management

No.

Description

Package filename

Device

Package
Version

Firmware/
Driver version

Update

111

HPE Lights-Out Online
Configuration Utility for Linux
(AMD64/EM64T)

hponcfg-5.6.0-0.x86_64
.rpm

5.6.0-0

5.6.0-0

112

HPE Lights-Out Online
Configuration Utility for
Windows x64 Editions

cp048230.exe

5.5.0.0 (C)

5.5.0.0 (C)

SBH

6.2.15 Software - Management

No.

Description

Package filename

Device

Package
Version

Firmware/Driv
er version

Update

113

HPE Agentless Management
Bundle Smart Component on
ESXi 7.0 for Gen10 and Gen10
Plus Servers

cp047520.zip

2021.10.01

701.11.8.0.15-
10EM.701.0.0
.16850804

SBH

114

HPE CRU Driver Bundle Smart
Component for ESXi 7.0

cp044598.zip

2020.04.01
(A)

700.10.16-10
EM.700.0.0.1
4828939

b

115

HPE Fiber Channel and Storage
Enablement Bundle Smart
Component for ESXi 7.0

cp047521.zip

2021.10.01

2021.10.01

Sk

116

HPE iLO Driver Bundle Smart
Component for ESXi 7.0

cp047518.zip

2021.09.01

700.10.7.5.2-1
OEM.700.1.0.
15843807

Sk

117

HPE Management Bundle
Smart Component for ESXi 6.7
for Gen10 and Gen10 Plus
Servers

cp047522.zip

2021.10.01

2021.10.01

SBH

118

Smart Storage Administrator
(SSA) CLI Smart Component for
ESXi 7.0

cp048323.zip

HPE Smart Array
E208i-p SR Gen10
Controller

2021.10.01

5.20.8.0-7.0.0.
15525992.0e
m

FTAFEND
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6.2.16 Software - Storage Controller

No. | Description Package filename Device Pack'age Flrmwafre/Dnv Update
Version er version
119 | HPE Smart Array SR Event cp049025.exe HPE Smart Array 1.2.1.66 1.2.1.66 B
Notification Service for E208i-p SR Gen10
Windows Server 64-bit Editions Controller
6.2.17 Software - System Management
No. | Description Package filename Device Pack'age Flr'mware/_ Update
Version Driver version
120 | Agentless Management Service | amsd-2.5.0-1675.24.rhe | - 2.5.0 2.5.0-1675.24. | B
(iLO 5) for Red Hat Enterprise 17.x86_64.rpm rhel7
Linux 7 Server
121 | Agentless Management Service | cp047403.exe - 2.50.0.0 2.50.0.0 B
for Microsoft Windows x64
122 | Smart Storage Administrator ssacli-5.20-8.0.x86_64.r | - 5.20.8.0 5.20-8.0 EH
(SSA) CLI for Linux 64-bit pm
123 | Smart Storage Administrator cp047063.exe - 5.20.8.0 5.20.8.0 B
(SSA) CLI for Windows 64-bit
124 | Smart Storage Administrator ssa-5.20-8.0.x86_64.rp - 5.20.8.0 5.20-8.0 BH
(SSA) for Linux 64-bit m
125 | Smart Storage Administrator cp047062.exe - 5.20.8.0 5.20.8.0 EH
(SSA) for Windows 64-bit
126 | Smart Storage Administrator ssaducli-5.20-8.0.x86_6 | - 5.20.8.0 5.20-8.0 BH
Diagnostic Utility (SSADU) CLI 4.rpm
for Linux 64-bit
127 | Smart Storage Administrator cp047064.exe - 5.20.8.0 5.20.8.0 &
Diagnostic Utility (SSADU) CLI
for Windows 64-bit
6.2.18 Ultility - Tools
No. | Description Package filename Device Pack'age Flrmwa.\re/Dnv Update
Version er version
128 HPE Utilities Bundle Smart cp047397.zip - 2021.10.01 2021.10.01 B
Component for ESXi 6.7
129 HPE Utilities Bundle Smart cp047396.zip - 2021.10.01 2021.10.01 BE

Component for ESXi 7.0
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63 Ny T—IDEBENE

Integrated Smart Update Tools 2.9.0 for ESXi 6.7
Version: 2021.09.00 (Recommended)

Prerequisites

For prerequisite information, please see the iSUT Release Notes.

Fixes

See the iSUT Release Notes for information about the issues resolved in this release

Enhancements

See the iSUT Release Notes for information about the issues resolved in this release

Integrated Smart Update Tools 2.9.0 for ESXi 7.0
Version: 2021.09.00 (Recommended)

Prerequisites
For prerequisite information, please see the iSUT Release Notes.

Fixes

See the iSUT Release Notes for information about the issues resolved in this release

Enhancements

See the iSUT Release Notes for information about the enhancements added in this release

Integrated Smart Update Tools for Linux x64

Version: 2.9.0.0 (Recommended)

Important Note!

Please note the following:

SUT requires a Service Pack for ProLiant-based I1SO containing Smart Update Manager (SUM) 8.0.0 or later.
If an earlier version of SUM is used, SUT will notify the user that SUM 8.0.0 and later is required.

SUT uses the iLO RESTful Tool to communicate with iLO. iLO RESTful Tool is included with the SUT
component and is installed as part of the SUT installation process. If an earlier version of the iLO RESTful
Tool is already installed on a server, the iLO RESTful Tool provided with SUT will be upgraded on the server.
SUT will service HPE ProlLiant Gen8 and later versions and requires iLO 4 firmware version 2.51 or later. For
Gen10 and above we need iLO 5 firmware version 1.11 or later

Smart Update Tools requires iLO Advanced Pack license.

Prerequisites

For prerequisite information, please see the iSUT Release Notes.

Fixes

See the iSUT Release Notes for information about the issues resolved in this release
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Enhancements

See the iSUT Release Notes for information about the issues resolved in this release

Integrated Smart Update Tools for Windows x64

Version: 2.9.0.0 (Recommended)

Important Note!

Please note the following:

SUT requires a Service Pack for ProLiant-based ISO containing Smart Update Manager (SUM) 8.0.0 or later.
If an earlier version of SUM is used, SUT will notify the user that SUM 8.0.0 and later is required.

SUT uses the iLO RESTful Tool to communicate with iLO. iLO RESTful Tool is included with the SUT
component and is installed as part of the SUT installation process. If an earlier version of the iLO RESTful
Tool is already installed on a server, the iLO RESTful Tool provided with SUT will be upgraded on the server.

SUT will service HPE ProLiant Gen8 and later versions and requires iLO 4 firmware version 2.51 or later. For

Gen10 and above we need iLO 5 firmware version 1.11 or later

Smart Update Tools requires iLO Advanced Pack license.

Prerequisites
For prerequisite information, please see the iSUT Release Notes.

Fixes

See the iSUT Release Notes for information about the issues resolved in this release

Enhancements

See the iSUT Release Notes for information about the issues resolved in this release

Online ROM Flash Component for Linux - OEM System ROM U34
Version: 2.54_09-03-2021 (Recommended)

Fixes
See the release document U34_2.54 09_03_2021 in Download Product Binaries page from Product
Summary of the firmware product.

Enhancements

Version 2.54_09-03-2021 firmware

Online ROM Flash Component for Windows x64 - OEM System ROM U34
Version: 2.54_09-03-2021 (Recommended)

Fixes
See the release document U34_2.54 09 03 2021 in Download Product Binaries page from Product

Summary of the firmware product.
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Enhancements

Version 2.54_09-03-2021 firmware

ROM Flash Firmware Package - System ROM U34
Version: 2.54_09-03-2021 (Recommended)

Fixes
See the release document U34_2.54 09 03 2021 in Download Product Binaries page from Product
Summary of the firmware product.

Enhancements

Version 2.54_09-03-2021 firmware

Identifiers for Intel Xeon Scalable Processors (First and Second Generation) for Microsoft Windows
Version: 10.1.18793.8276 (Optional)

Enhancements
o Removed support for Windows Server 2012 R2
o Added support for Windows Server 2022

o Shortened installation time

HPE Broadcom tg3 Ethernet Drivers for Red Hat Enterprise Linux 7 x86_64
Version: 3.139b-1 (Optional)

Important Note!

HPE recommends the firmware provided in HPE NX1 Broadcom Online Firmware Upgrade Utility for Linux

x86_64, version 2.27.0 or later, for use with these drivers.

Fixes
The products fixes an a race condition issue where driver will still try to access the PHY(physical layer)
although it was already brought down when the tg3 timer fires

Enhancements

This product now supports Red Hat Enterprise Linux 7 update 9

Supported Devices and Features

These drivers support the following network adapters:
o HPE Ethernet 1Gb 4-port 331FLR Adapter

o HPE Ethernet 1Gb 4-port 331T Adapter

o HPE Ethernet 1Gb 2-port 332T Adapter

HPE Intel i40e Drivers for Red Hat Enterprise Linux 7 x86_64
Version: 2.14.13-1 (C) (Recommended)
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Important Note!

o HPE recommends the firmware provided in HPE Intel Online Firmware Upgrade Utility for Linux x86_64,

version 1.21.0 or later, for use with these drivers.

o HPE recommends i40e driver v.2.14.13(or later) suggested by Intel TA-256(Technical Advisory).

Supported Devices and Features

This product supports the following network adapters:
o HPE Ethernet 10Gb 2-port 562FLR-SFP+ Adapter
o HPE Ethernet 10Gb 2-port 562SFP+ Adapter

HPE Intel i40en Driver for VMware vSphere 6.7
Version: 2021.04.05 (B) (Recommended)

Important Note!

This component is intended to be used by HPE applications. It is a zip file that contains the same driver

deliverable available from the vmware.com and the HPE vibsdepot.hpe.com webpages, plus an HPE

specific CPOxxxxx.xml file.

HPE recommends the firmware provided in HPE Intel Online Firmware Upgrade Utility for VMware, version

3.14.0 or later, for use with this driver.

Supported Devices and Features

This product supports the following network adapters:
o HPE Ethernet 10Gb 2-port 562FLR-SFP+ Adapter
o HPE Ethernet 10Gb 2-port 562SFP+ Adapter

HPE Intel i40en Driver for VMware vSphere 7.0
Version: 2020.05.29 (B) (Recommended)

Important Note!

This component is intended to be used by HPE applications. It is a zip file that contains the same driver

deliverable available from the vmware.com and the HPE vibsdepot.hpe.com webpages, plus an HPE

specific CPOxxxxx.xml file.

HPE recommends the firmware provided in HPE Intel Online Firmware Upgrade Utility for VMware, version

3.12.50 or later, for use with this driver.

Supported Devices and Features

This product supports the following network adapters:
o HPE Ethernet 10Gb 2-port 562FLR-SFP+ Adapter
o HPE Ethernet 10Gb 2-port 562SFP+ Adapter

HPE Intel iavf Drivers for Red Hat Enterprise Linux 7 x86_64

Version: 4.2.7-1 (Recommended)
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Important Note!

HPE recommends the firmware provided in HPE Intel Online Firmware Upgrade Utility for Linux x86_64,

version 1.22.0 or later, for use with these drivers.

Fixes
o This product addresses an issue where HyperV Ping is lost after change MTU on VF interface in a VM
linux
o This product addresses an issue which could lead to traffic interrupts and full traffic stop through the

bond when VFs were added to bonding-alb/tlb modes

Supported Devices and Features

This product supports the following network adapters:
o HPE Ethernet 10Gb 2-port 562FLR-SFP+ Adapter
o HPE Ethernet 10Gb 2-port 562SFP+ Adapter

HPE Intel ixgbe Drivers for Red Hat Enterprise Linux 7 x86_64
Version: 5.9.4-1 (Optional)

Important Note!

HPE recommends the firmware provided in HPE Intel Online Firmware Upgrade Utility for Linux x86_64,

version 1.21.0 or later, for use with these drivers.

Enhancements
o This product now supports Red Hat Enterprise Linux 7 update 9
o This product enhances reliability via adding support for new mailbox communication between
PF(Physical Function) and VF(Virtual Function) and remove its potential flaws that may lead to the
undefined or faulty behavior
o This product enhances compatibility where new mailbox api implementation is alo compatible with old

drivers

Supported Devices and Features

These drivers support the following network adapters:
o HPE Ethernet 10Gb 2-port 562FLR-T Adapter
o HPE Ethernet 10Gb 2-port 562T Adapter

HPE Intel ixgben Driver for VMware vSphere 6.7
Version: 2021.04.05 (Optional)

Important Note!

This component is intended to be used by HPE applications. It is a zip file that contains the same driver
deliverable available from the vmware.com and the HPE vibsdepot.hpe.com webpages, plus an HPE
specific CPOxxxxx.xml file.

HPE recommends the firmware provided in HPE Intel Online Firmware Upgrade Utility for VMware, version
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3.13.0 or later, for use with this driver.

Fixes

This product corrects the maximum supported number of virtual functions.

Supported Devices and Features

These drivers support the following network adapters:
o HPE Ethernet 10Gb 2-port 562T Adapter
o HPE Ethernet 10Gb 2-port 562FLR-T Adapter

HPE Intel ixgben Driver for VMware vSphere 7.0
Version: 2021.04.05 (Optional)

Important Note!

This component is intended to be used by HPE applications. It is a zip file that contains the same driver
deliverable available from the vmware.com and the HPE vibsdepot.hpe.com webpages, plus an HPE
specific CPOxxxxx.xml file.

HPE recommends the firmware provided in HPE Intel Online Firmware Upgrade Utility for VMware, version

3.14.0 or later, for use with this driver.

Fixes

This product corrects the maximum supported number of virtual functions.

Supported Devices and Features

These drivers support the following network adapters:
o HPE Ethernet 10Gb 2-port 562T Adapter
o HPE Ethernet 10Gb 2-port 562FLR-T Adapter

HPE Intel ixgbevf Drivers for Red Hat Enterprise Linux 7 x86_64
Version: 4.9.3-1 (Optional)

Important Note!

HPE recommends the firmware provided in HPE Intel Online Firmware Upgrade Utility for Linux x86_64,

version 1.21.0 or later, for use with these drivers.

Enhancements
o This product now supports Red Hat Enterprise Linux 7 update 9
o This product enhances reliability via adding support for new mailbox communication between
PF(Physical Function) and VF(Virtual Function) and remove its potential flaws that may lead to the
undefined or faulty behavior
o This product enhances compatibility where new mailbox api implementation is alo compatible with old

drivers

31/ 44



Supported Devices and Features

These drivers support the following network adapters:
o HPE Ethernet 10Gb 2-port 562FLR-T Adapter
o HPE Ethernet 10Gb 2-port 562T Adapter

HPE ProLiant Gen10 and Gen10Plus Smart Array Controller (64-bit) Driver for Red Hat Enterprise Linux 7
(64-bit)
Version: 2.1.12-055 (Recommended)

Fixes
o Fixed an issue where duplicate device nodes for Ultrium tape drive and medium changer are being
created.
o Fixed an issue where in some situations when the driver takes the controller offline, a kernel crash can
occur.
o Fixed an issue where OS boot may fail during logical volume rebuild.
o Fixed an issue where using sysfs to temporarily remove a device does not work.
o Fixed an issue where during system hibernation, driver frees all the irgs, disables MSIx interrupts and
requests legacy INTx interrupt. When driver invokes request_irg() , OS returns - EINVAL.
o Due to a change in the SCSI mid-layer, some Linux distributions may take a long time to come up if the
system is rebooted while a hard disk(s) is being sanitized.
o Fixed an issue with request leakage, performance drop, and system crash. The issue happens in a max

configuration where heavy 1/0 load is exercised with occasional LUN resets on the exposed devices.

Supported Devices and Features

SUPPORTED KERNELS: The kernels of Red Hat Enterprise Linux7 (64-bit) supported by this binary rpm are:

3.10.0-957.el7- Red Hat Enterprise Linux 7 Update 6 (64-bit) and future errata kernels for update 6.

HPE Smart Array Gen10 and Gen10Plus Controller Driver for Windows Server 2016, Windows Server 2019,
and Windows Server 2022
Version: 1010.6.0.1025 (Recommended)

Fixes
o A BSOD issue when running large transfer 1/0 traffic to SATA drives connected behind an expander.

o Fixed RAID1 incorrectly request when SmartPath is enabled.

HPE Non-Volatile Memory Drivers for Microsoft Windows Server 2016
Version: 3.0.2.0 (B) (Recommended)

Important Note!

This Smart Component version 3.0.2.0 contains the HPE NVM Bus Driver HpeNvmBus.sys version 3.0.2.0
and the HPE NVM Disk Driver HpeNvmDisk0101 version 3.0.2.0.
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Enhancements

o Removed support for Windows Server 2012 R2

iLO 5 Automatic Server Recovery Driver for Microsoft Windows Server 2016 and Microsoft Windows Server
2019
Version: 4.7.1.0 (B) (Optional)

Important Note!

Installing the iLO 5 Channel Interface Driver, version 4.1.0.0 or earlier, will overwrite this driver. To avoid

the overwrite, use version 4.1.0.0(B) or later of the iLO 5 Channel Interface Driver.

Enhancements

o Added support for Snap5 platforms

iLO 5 Channel Interface Driver for Microsoft Windows Server 2016 and Microsoft Windows Server 2019
Version: 4.7.1.0 (B) (Optional)

Enhancements

o Added support for Snap5 platforms

Matrox G200eH3 Video Controller Driver for Microsoft Windows 64-bit
Version: 9.15.1.248 (Optional)

Enhancements
o Added support for Microsoft Windows Server 2022
o Added support for Edgeline platforms

Language Pack - Japanese

Version: 2.55 (Optional)

Fixes

Translation fixes of previous version.

Enhancements

Japanese Language Pack to support iLO5 firmware v2.42

Online ROM Flash Component for Linux - iLO 5

Version: 2.55 (Recommended)

Fixes
o Fixed an issue where the Adapter Virtualization Mode was not persistent across reboots.
o During System boot/reboot, iLO will stall the complete storage controller discovery such that encryption
status query happens after PCleVDM interface is ready.
o Fixed an issue where none of the Controller were getting detected when Encryption was Enabled.
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o Fixed intermittent issue where none of the NVME drives were getting detected in OS when iLO is reset
multiple times.

o Fixed a configuration sync issue during IPv6 initialization when SLAAC Enable/Disable settings were
modified.

o Support added to increase the mapping limit of 32 to 64 physical drives to one logical drive.

o Fixed the long boot time issue when encryption is enabled on smart array controller.

o Fixed the NS204i-p unknown status issue after the windows reboot.

o Fixed the data source for HPE FlexFabric 20Gb 2-port 650FLB Adapter to report correctly when AMS is

not installed.

Enhancements
o Support for HPE ProLiant ML30 Gen10 Plus and HPE ProLiant DL20 Gen10 Plus Server.
o Support import of SSL certificate which is more than 20KB via iLO REST and GUI.
o Support for PCIE bifurcated slot for Intel E810 2CQDA2 100G NIC.
o Support for 64 Character length Password similar to how other vendors provide.
o Implemented workaround for health monitoring of NVME M.2 drives as these were partially compliant

to NVMe-Ml spec.

Online Flash for Windows x64 - Innovation Engine Firmware for servers using Intel Xeon Scalable
3100/3200/4100/4200/5100/5200/6100/6200/8100/8200 series Processors
Version: 0.2.2.3 (Optional)

Prerequisites
System ROM V1.26 or later

The "iLO 5 Channel Interface Driver” (CHIF) for Windows

Enhancements

Version 0.2.2.3 firmware

Online ROM Flash for Linux - Advanced Power Capping Microcontroller Firmware for servers using Intel Xeon
Scalable 3100/4100/5100/6100/8100 series Processors
Version: 1.0.8 (Optional)

Enhancements

Version 1.0.8 firmware

Online ROM Flash for Windows x64 - Advanced Power Capping Microcontroller Firmware for servers using
Intel Xeon Scalable 3100/4100/5100/6100/8100 series Processors
Version: 1.0.8 (Optional)

Enhancements

Version 1.0.8 firmware
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ROM Flash Firmware Package - Advanced Power Capping Microcontroller Firmware for servers using Intel
Xeon Scalable 3100/4100/5100/6100/8100 series Processors
Version: 1.0.8 (Optional)

Enhancements

Version 1.0.8 firmware

Online ROM Flash Component for VMware ESXi - HPE Smart Array P408i-p, P408e-p, P408i-a, P408i-c,
E208i-p, E208e-p, E208i-c, E208i-a, P408i-sb, P408e-m, P204i-c, P204i-b, P816i-a and P416ie-m SR Gen10

Version: 4.11 (Recommended)

Fixes

* Fixed an issue where SSD SmartPath is not enabled on logical drives created on the same array in certain
scenarios.

* Fixed a problem where WRITE and READ fails with URE on a RAID6 volume where it could have
completed successfully in certain error recovery scenarios.

* Fixed a problem where events were not getting logged in certain scenarios.

* Fixed an issue where a Windows memory dump process was taking longer than 30 minutes.

* Fixed a problem in Gen10 server where FAULT LED was not turning on for the drives failing during device
discovery.

* Fixed a problem where the critical event "Controller memory ECC error limit exceeded" was reported in
the AHS IML log after upgrading to 3.53 BO firmware build.

* Fixed a problem where the host WRITE /0O failed on the SmartCache logical drive with UREs present on
the primary logical drive.

* Fixed an issue where the controller may be non-responsive after drive failure with SSD SmartPath
enabled under a high queue depth workload.

* Fixed a performance issue when the host is submitting large sequential 10 streams at high queue depth.
* Fixed an issue where OS filesystem is not available after making configuration changes in Hll.

* Fixed an issue where error was observed while selecting edit SmartCache Logical drive option when
SmartCache logical drive is in Degraded mode.

* Fixed an issue where the serial output buffer could return an incorrect data size if the entire log has been
filled and wrapped around.

* Fixed an issue where firmware version is listed as null string in the UEFI firmware information page.

* Fixed an issue that after flashing JBOD firmware, “Redundant cabling problem detected” message is
displayed

Enhancements

* Host Key Management (HKM) using 3rd Party Applications
» Added support for reporting failed drives in HBA mode within SSA, CLI, HIl tools.
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Online ROM Flash Component for Windows (x64) - HPE Smart Array P408i-p, P408e-p, P408i-a, P408i-c,
E208i-p, E208e-p, E208i-c, E208i-a, P408i-sb, P408e-m, P204i-c, P204i-b, P816i-a and P416ie-m SR Gen10

Version: 4.11 (Recommended)

Fixes

* Fixed an issue where SSD SmartPath is not enabled on logical drives created on the same array in certain
scenarios.

* Fixed a problem where WRITE and READ fails with URE on a RAID6 volume where it could have
completed successfully in certain error recovery scenarios.

* Fixed a problem where events were not getting logged in certain scenarios.

* Fixed an issue where a Windows memory dump process was taking longer than 30 minutes.

* Fixed a problem in Gen10 server where FAULT LED was not turning on for the drives failing during device
discovery.

* Fixed a problem where the critical event "Controller memory ECC error limit exceeded" was reported in
the AHS IML log after upgrading to 3.53 BO firmware build.

* Fixed a problem where the host WRITE 1/0 failed on the SmartCache logical drive with UREs present on
the primary logical drive.

* Fixed an issue where the controller may be non-responsive after drive failure with SSD SmartPath
enabled under a high queue depth workload.

* Fixed a performance issue when the host is submitting large sequential |0 streams at high queue depth.
* Fixed an issue where OS filesystem is not available after making configuration changes in HIl.

* Fixed an issue where error was observed while selecting edit SmartCache Logical drive option when
SmartCache logical drive is in Degraded mode.

* Fixed an issue where the serial output buffer could return an incorrect data size if the entire log has been
filled and wrapped around.

* Fixed an issue where firmware version is listed as null string in the UEFI firmware information page.

* Fixed an issue that after flashing JBOD firmware, “Redundant cabling problem detected” message is
displayed

Enhancements

* Added OS support for Microsoft Windows Server 2022
* Host Key Management (HKM) using 3rd Party Applications
» Added support for reporting failed drives in HBA mode within SSA, CLI, HIl tools.

Online Flash for Linux - Innovation Engine Firmware for servers using Intel Xeon Scalable
3100/3200/4100/4200/5100/5200/6100/6200/8100/8200 series Processors
Version: 0.2.2.3 (Optional)

Prerequisites
System ROM V1.26 or later

The "iLO 5 Channel Interface Driver” (CHIF) for Linux which is integrated into the standard Linux kernel.
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Enhancements

Version 0.2.2.3 firmware

Online Flash for Linux - Server Platform Services (SPS) Firmware for servers using Intel Xeon Scalable
3100/3200/4100/4200/5100/5200/6100/6200/8100/8200 series Processors
Version: 04.01.04.505 (Recommended)

Fixes
See the release document in Download Product Binaries page from Product Summary of the firmware
product.

Enhancements

Version 04.01.04.505 firmware

Online Flash for Windows x64 - Server Platform Services (SPS) Firmware for servers using Intel Xeon Scalable
3100/3200/4100/4200/5100/5200/6100/6200/8100/8200 series Processors
Version: 04.01.04.505 (Recommended)

Fixes
See the release document in Download Product Binaries page from Product Summary of the firmware
product.

Enhancements

Version 04.01.04.505 firmware

ROM Flash Firmware Package - Innovation Engine Firmware for servers using Intel Xeon Scalable
3100/3200/4100/4200/5100/5200/6100/6200/8100/8200 series Processors
Version: 0.2.2.3 (Optional)

Prerequisites
System ROM V1.26 or later

iLO 5 v1.20 or later

Enhancements

Version 0.2.2.3 firmware

ROM Flash Firmware Package - Server Platform Services (SPS) Firmware for servers using Intel Xeon Scalable
3100/3200/4100/4200/5100/5200/6100/6200/8100/8200 series Processors
Version: 04.01.04.505 (Recommended)

Fixes
See the release document in Download Product Binaries page from Product Summary of the firmware

product.
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Enhancements

Version 04.01.04.505 firmware

HPE Lights-Out Online Configuration Utility for Windows x64 Editions
Version: 5.5.0.0 (C) (Optional)

Prerequisites

This utility requires the following minimum firmware revisions:
* Integrated Lights-Out 5 firmware v1.30 or later
The management interface driver must be installed on the server.

Microsoft .Net Framework 2.0 or later is required to launch HPONCFG GUI.

Enhancements

Introduced support for Microsoft Windows Server 2022.

HPE Agentless Management Bundle Smart Component on ESXi 7.0 for Gen10 and Gen10 Plus Servers
Version: 2021.10.01 (Recommended)

Fixes
Agentless Management Service
* Fix excessive poll failure logging on iLO reset
* Applied fixes to net-snmp open source code for CVE-2018-18065, CVE-2018-18066, CVE-2015-5621
Enhancements

Agentless Management Service
* Added support for new cpqgldeAtaDiskCapacityHighBytes and cpgldeAtaDiskCapacityLowBytes MIB OIDs
* Added support for hrSystemUptime MIB OID
* Added support for cpgldeAtaDiskSSDWearStatusChange trap
» Added support for Pensando NIC devices

HPE CRU Driver Bundle Smart Component for ESXi 7.0
Version: 2020.04.01 (A) (Recommended)

Enhancements

Add new supported servers

HPE Fiber Channel and Storage Enablement Bundle Smart Component for ESXi 7.0
Version: 2021.10.01 (Recommended)

Enhancements
Supports VMware ESXi 7.0 U2 and ESXi 7.0 U3
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HPE iLO Driver Bundle Smart Component for ESXi 7.0
Version: 2021.09.01 (Recommended)

Fixes
* Fixed driver unload function to allow controller to function properly on reload and when Quickboot is

enabled.

HPE Management Bundle Smart Component for ESXi 6.7 for Gen10 and Gen10 Plus Servers
Version: 2021.10.01 (Recommended)

Fixes
Agentless Management Service
* Fix excessive poll failure logging on iLO reset
* Applied fixes to net-snmp open source code for CVE-2018-18065, CVE-2018-18066, CVE-2015-5621
iLO Driver
* Fixed driver unload function to allow controller to function properly on reload and when Quickboot is
enabled
Enhancements

Agentless Management Service
* Added support for new cpgldeAtaDiskCapacityHighBytes and cpgldeAtaDiskCapacityLowBytes MIB OIDs
* Added support for hrSystemUptime MIB OID
* Added support for cpgldeAtaDiskSSDWearStatusChange trap
» Added support for Pensando NIC devices

HPE Smart Array SR Event Notification Service for Windows Server 64-bit Editions

Version: 1.2.1.66 (Recommended)

Enhancements

* Added support for Windows 2022.

Agentless Management Service (iLO 5) for Red Hat Enterprise Linux 7 Server

Version: 2.5.0 (Optional)

Prerequisites
* amsd only supported on HPE Gen10/Gen10 Plus Servers.

* amsd provides information to the iLO 5 service providing SNMP support.
* Requirements:
* Minimum iLO 5 Firmware Version = 1.1

* Minimum supported OS Versions = Red Hat Enterprise Linux 7.3 Errata 3.10.0.514.6.1

Fixes

Fixed the following items:
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* The incorrect cpqSePciSlotWidth data may display due to data source, PCl max link, which is only for
embedded devices. The fix uses the SMBIOS 9 for all the PCI devices as the priority.

* Users may see the 34464 Mbps NIC speed on the 100Gb NIC option because the data only shows the
lower bits of the speed variable. The fix conducts the upper bits of the speed variable to present correct
info.

* Users may see an empty entry for the SATA location due to leading space chars within SMBIOS. The fix
removes the redundant space in the data.

* Provide the cpqgScsi information (cpqSsci_rev.service) for the amsd reverse(agent) mode.

» Added protection to prevent the segfault under amsd reverse(agent) mode. This may happen when iLO
does a reset without responses to amsd.

* Addressed the display of an IPV6 address that is shown in cpgNic when IPV6 support is disabled in the
Os.

* Updated the driver vendor info in the AHS log.

Enhancements
New support added to amsd:
* Enhance the direct-attached SATA Drive Status - smart Error and failed.
* Enhance the direct-attached SATA Drive Status under hot-plug and hot-remove.
* Provide the new OID, cpgldeAtaDiskCapacityLowBytes and cpgldeAtaDiskCapacityHighBytes for SATA HD
capacity support:

* HPE DSP DSC-25/100 Ent/Cld 10/25/100Gb

Agentless Management Service for Microsoft Windows x64
Version: 2.50.0.0 (Optional)

Important Note!

About installation and enablement of SMA service:

* During AMS installation in interactive mode, there is pop up message to selectively install SMA.

* If Yes is selected, SMA service will be installed and set to running state.

* If No is selected, SMA service will be installed but the service is not enabled.

* During AMS installation in silent mode, SMA is installed but the service is not enabled.

* To enable SMA service at a later time, go to the following
folder: %ProgramFiles%¥OEMY¥AMS¥Service¥ (Typically c:¥Program Files¥OEM¥AMS¥Service) and execute
"EnableSma.bat /f"

* IMPORTANT: The SNMP service community name and permission must also be setup. This is not done by
“EnableSma.bat”.

* To disable SMA after it has been enabled, go to the following
folder: %ProgramFiles%¥OEMY¥AMS¥Service¥ (Typically c:¥Program Files¥OEM¥AMS¥Service) and execute
"DisableSma.bat /f"

* After installing Windows operating system, make sure all the latest Microsoft Updates are downloaded
and installed (wuapp.exe can be launched to start the update process). If this is not done, a critical error

may be reported in Windows Event Log, “The Agentless Management Service terminated unexpectedly.”.
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AMS Control Panel Applet:

* The AMS control panel applet Ul is best displayed on the system when screen resolution is 1280 x 1024
pixels or higher and text size 100%.

* Test trap generated from AMS Control Panel Applet requires iLO5 firmware version 2.10 and newer.

* When in iLO5 high security mode (e.g. FIPS mode), MD5 authentication protocol will not be shown.

Prerequisites
The Channel Interface Driver for Windows X64 must be installed prior to this component.

Microsoft SNMP Service must be enabled, if SMA (System Management Assistant) is enabled.

Fixes
* Handled more running exceptions when AMS is querying iSCSI information.
* Fixed a crash issue when AMS is querying network information.
* Fixed incorrect bridging NIC information.

Enhancements

* Added support Intel Virtual RAID (SATA).

* Added support for new 1/O cards.

* Removed hardware RAID NVMe devices in CpgSePCleDiskEntry.
* Added support OS uptime information.

* Removed Broadcom and QLogic DLL files.

* Shorten the stop time and uninstall time.

Smart Storage Administrator (SSA) CLI for Linux 64-bit
Version: 5.20.8.0 (Recommended)

Fixes
* Fixed an issue where the "Turn off" LED operation momentarily turns on all Identify LED.
* Fixed an issue where an NVME drive was failed after flashing drive firmware.
* Fixed an issue where an operation failure message was observed while deleting a volume with status
“Not Available”.
* Fixed an issue that SSAScripting reported incorrect size for some drives greater than 1TB. This did not
affect SSACLI.

Enhancements

* Added initial passive SED support.
* Added new "unchanged" Drive Write Cache (DWC) policy to the applications.

* Added support for discovering and reporting failed drives that are not part of a RAID volume.

Smart Storage Administrator (SSA) CLI for Windows 64-bit
Version: 5.20.8.0 (Recommended)
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Fixes
* Fixed an issue where the "Turn off" LED operation momentarily turns on all Identify LED.
* Fixed an issue where an NVME drive was failed after flashing drive firmware.
* Fixed an issue where an operation failure message was observed while deleting a volume with status
“Not Available”.
* Fixed an issue that SSAScripting reported incorrect size for some drives greater than 1TB. This did not

affect SSACLI.

Enhancements
* Added support for Windows Server 2022 for HPE ProLiant Gen10 and Gen10 Plus platforms only.
* Added initial passive SED support.
* Added new "unchanged" Drive Write Cache (DWC) policy to the applications.

* Added support for discovering and reporting failed drives that are not part of a RAID volume.

Smart Storage Administrator (SSA) for Linux 64-bit
Version: 5.20.8.0 (Recommended)

Prerequisites

The Smart Storage Administrator for Linux requires the System Management Homepage software to be
installed on the server. If the System Management Homepage software is not already installed on your
server, please download it from HPE.com and install it before installing the Smart Storage Administrator
for Linux.

IMPORTANT UPDATE: SSA (GUI) for Linux can now be run without requiring the System Management
Homepage. SSA now supports a Local Application Mode for Linux. The System Management Homepage is
still supported, but no longer required to run the SSA GUI.

To invoke, enter the following at the command prompt:

ssa -local The command will start SSA in a new Firefox browser window. When the browser window is
closed, SSA will automatically stop. This is only valid for the loopback interface, and not visible to external

network connections.

Fixes
* Fixed an issue where the "Turn off" LED operation momentarily turns on all Identify LED.
* Fixed an issue where an NVME drive was failed after flashing drive firmware.
* Fixed an issue where an operation failure message was observed while deleting a volume with status
“Not Available”.
* Fixed an issue that SSAScripting reported incorrect size for some drives greater than 1TB. This did not
affect SSACLI.

Enhancements

* Added initial passive SED support.
* Added new "unchanged" Drive Write Cache (DWC) policy to the applications.

* Added support for discovering and reporting failed drives that are not part of a RAID volume.
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Smart Storage Administrator (SSA) for Windows 64-bit
Version: 5.20.8.0 (Recommended)

Fixes
* Fixed an issue where the "Turn off" LED operation momentarily turns on all Identify LED.
* Fixed an issue where an NVME drive was failed after flashing drive firmware.
* Fixed an issue where an operation failure message was observed while deleting a volume with status
“Not Available”.
* Fixed an issue that SSAScripting reported incorrect size for some drives greater than 1TB. This did not
affect SSACLI.

Enhancements

* Added support for Windows Server 2022 for HPE ProLiant Gen10 and Gen10 Plus platforms only.
* Added initial passive SED support.
* Added new "unchanged" Drive Write Cache (DWC) policy to the applications.

* Added support for discovering and reporting failed drives that are not part of a RAID volume.

Smart Storage Administrator Diagnostic Utility (SSADU) CLI for Linux 64-bit
Version: 5.20.8.0 (Recommended)

Fixes
* Fixed an issue where the "Turn off" LED operation momentarily turns on all Identify LED.
* Fixed an issue where an NVME drive was failed after flashing drive firmware.
* Fixed an issue where an operation failure message was observed while deleting a volume with status
“Not Available”.
* Fixed an issue that SSAScripting reported incorrect size for some drives greater than 1TB. This did not
affect SSACLI.

Enhancements

* Added initial passive SED support.
* Added new "unchanged" Drive Write Cache (DWC) policy to the applications.

* Added support for discovering and reporting failed drives that are not part of a RAID volume.

Smart Storage Administrator Diagnostic Utility (SSADU) CLI for Windows 64-bit
Version: 5.20.8.0 (Recommended)

Important Note!

This stand alone version of the Smart Storage Administrator's Diagnostic feature is available only in CLI

form. For the GUI version of Diagnostic reports, please use Smart Storage Administrator (SSA).

Fixes
* Fixed an issue where the "Turn off" LED operation momentarily turns on all Identify LED.

* Fixed an issue where an NVME drive was failed after flashing drive firmware.

43 / 44



* Fixed an issue where an operation failure message was observed while deleting a volume with status
“Not Available”.
* Fixed an issue that SSAScripting reported incorrect size for some drives greater than 1TB. This did not

affect SSACLI.

Enhancements
* Added support for Windows Server 2022 for HPE ProLiant Gen10 and Gen10 Plus platforms only.
* Added initial passive SED support.
* Added new "unchanged" Drive Write Cache (DWC) policy to the applications.

» Added support for discovering and reporting failed drives that are not part of a RAID volume.

HPE Utilities Bundle Smart Component for ESXi 6.7
Version: 2021.10.01 (Recommended)

Important Note!

Refer to the HPE VMware Utilities Guide for VMware vSphere 6.7 U3 which is located at HPE VMware ESXi

Documentation

Fixes
hpessacli
* Fixed an issue where the "Turn off" LED operation momentarily turns on all Identify LED.
* Fixed an issue where an NVME drive was failed after flashing drive firmware.
* Fixed an issue where an operation failure message was observed while deleting a volume with status
“Not Available”.
* Fixed an issue that SSAScripting reported incorrect size for some drives greater than 1TB. This did not

affect SSACLI.

Enhancements
hpessacli
* Added initial passive SED support.
* Added new "unchanged" Drive Write Cache (DWC) policy to the applications.

* Added support for discovering and reporting failed drives that are not part of a RAID volume.

HPE Utilities Bundle Smart Component for ESXi 7.0
Version: 2021.10.01 (Recommended)

Important Note!
Refer to the HPE VMware Utilities Guide for VMware vSphere 7.0 which is located at HPE VMware ESXi

Documentation

Fixes

Includes an updated the Smart Storage Administrator CLI and CONREP
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