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1. XLHIC
COIZVIE. BiI)? RINYZ R —/\HA8000V V') —XZ=CRIABVEREEHICHO N ED CXVNET,
CIBRICIZBHEIIC. MWTFARNBSECHERIIES0),

1.1 WHPABEMICT T DR

Microsoft &3 ) Windows Server |3, KE Microsoft Corporation DXKER KX VZFDHDEICHRIT DEIRBIE
FIZIEBIETY,

Intel. 7> ). Xeon [F. PAIAERERIUZDMDEICHITD Intel Corporation DEEFIZTI,
Linux [3. Linus Torvalds RDBARBKIVOZDHODEICHITDEHRBIRKICIIBIECI,

Red Hat (&, KERKXUVZDMDET Red Hat, Inc. DEHZEIZE UL IIBIETT,

iLO [&. Hewlett Packard Enterprise Development LP DESIET I,

VMware (&, KERIUZDHDMIRICHITD VMware, Inc. DEREBIEXCIEIEIRTI,

12 I==E

(1) AEBEHRRDRYD, FERUICERIDCENDHDZFT,

(2) Service Pack for HA8000V (D C{ERAICHIZ D TIE. <CD B IJ>¥EULA [CI8fiSNE TTY -
—f{ERAFFEEENE] ZRHmHIZSU,
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EUBR<LBRBDCENDDEITDTHDICKEMIT TS0,

(6) REHRIL. Service Pack for HAS000V Il M ICAEZE D E X [F—EZRIR TR FMMDIERE “AHEDE.
BEXEEEICUTICZEITIMRNET DIHE. HNEABRUNRER] ORGIRUKEHEBE
BRAGNENEOMEREE LR ZER L. BIERFHRSEZTOUENHDFT,

HIHIDEE,

BIMKBHBEIES,

JEBEBNEHLU. XIIEASEIEES,

o LEICEDDEN. THERBRONEER L] XIEHEDHLEEERICEDDDHIDIES,

RKIPAIICEFNTND. WHRDT 71 ILORBOEEEZEZD—8Z. BEICHBHIICIIE—
IR EEBLELIET,

1.3 EEEE
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2. Service Pack for HASOOOV (SPH)ICDUT

Service Pack for HA8000V(IM SPH LITUET)E. 1 BFTIFEEE D HA8000V B —/N\DT » —AD T 77/
IRATAVI DI POEHFHEFRIEIDV)1—Y3UTY,

SPH ICIE. T—=/N/DY FO—3/ARU—=YDIT P —LADIP/RSAIN/DA—FT« UT 1)\ T —=INEX
NZEI., F/Z. SPH [CINERNNTL\D Smart Update Manager(Mf& SUM EIFOET)IE. BFIicSNZ T 7 —
AIDTIPRIOVATAVI FOxPE7J0O41 I DHEEY—)LTT,

SPH/SUM ZEDCET. JP7—AD I PREKUOVRTAVI DI POAYSA VPP Yy TTF— D TEE
BOFEY, PyTTF—FRIEZ SUM [CIRET D EICKD, BROD HA8000V B —/\XD7w TF7— LHd
RICIED. YRFTLAEEDTP v TT— ~SEERIET D ENTEZXT,

SPH (FREHABIIC U U —RXSNET . RHTRD SPH ZEB LU TEHIDCE2HELIT,

3. BRAMERUOS

3.1 EfRE
*HA8000V/DL360 Gen10
*HA8000V/DL380 Gen10
*HA8000V/DL580 Gen10
*HA8000V/ML350 Gen10

32 BAOS

® Microsoft® Windows Server® 2016

o Microsoft® Windows Server® 2012 R2
eRed Hat® Enterprise Linux® Server 7.5
eRed Hat® Enterprise Linux® Server 7.4
eRed Hat® Enterprise Linux® Server 6.9
eVMware vSphere® ESXi™ 6.5
eVMware vSphere® ESXi™ 6.0
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4. BENS
AZETCE SEDY ) -ADEEANSZEH L CUNET,

41 FRYN—-FRAB
eVMware® vSphere ESXi™ 6.0, 6.5 D RS /N e 1—F 1 JFT 1 D7 v TFT— X

42 BHANB
63 NNwT—IDEEARNB] &asRBRIIEE),
5 FREBE
AEBTII. SPHEZCEABICZD LT, FRE<ABZEH L TCUNET,
51 RSA4/NN A=+ U+ BEDBERAICDINT
BHORSA/IN e Dp—ADx P « A—FT 1T «18E%, B2 P F/\V X FH—/\N HA8000V V! ) —
X IR—=INRXR=Y | TRHEL TRV ZET,
BFPvIT—rTOTSLADOBRICDONTIEREBHREECTEREEUCVELEZEIN, YRTLAEES

ZELUCTHBANEESEDICEIIR—AR=ID] UMR—k |- FDr0-F ] [CEHENCFPOEIL
T EBRADOESAN e DP—ADx7 « A=T 1 UTAA\BH U CWEELZEZERBH LT,

52 OSD#F{ Bty Py ITNRENITEE

0S D - By P wTDIR. A SPHERATIE. 727 —AD T PIVIR—RY ZERHN L. BS
AN/ A—=FT 1 )T« DIYNR—RI DA VA S=)LEHRICEELTIZEN, CNICKD, TN ADE
BROD 7 —AD I POESAMHCEDRESA/N/A—T« T« DA YR —)lesnNEd, FS51/Y
A—FT 4T D1V AR—)LEIR. 0s ZHEiEEI L. BESUM ZE1TUTI 7 —AD T POEHZ1TD
TLIZEb,

SUM CTO 7 —AD T PIVR=—RY LZRH L. BSA/N/DA—FT 1 JT« DUR—RY EDHDA VR
F—ILEEEIDICIE. ROFIRICKDITNET,

GUI DIBE :
SUM =@ L. B8~ ') —(Deployment summary)] BIEG D[ 72 3 Y(Actions) ]-[ 7 R/\Y
2 7T 3 (Advanced Options) 105 7 R/NY 2 4T3 3 Y(Avanced Options) | BE B, “o
YR —=)UZ T 3 V(Installation Options) “DIEB TV D kD T 7MDJ7w T L — R(Upgrade
Software) “ZEIR L., “OK“/NIVZEBL TSN,

CLl DIBE :

“setattributes” C firmware=false Z:8FE L L2,

fBl) # ./smartupdate setattributes --nodes localhost firmware=false
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53 SUMICKDPvTT—EDFEEIE

Py IT—=FRRDT 7 —AD 1P/ RSANCIIKEBRERFDESNDD. —ED sum DETTIE
ETCEH CERNES @%@3? CDIEH, SUM Py TF— &, ETQEﬁﬂ%ﬁ7J77 =N
TN ZEER L TIIEE0N, Py IT=EESNTORNNY T —INDDIEE. BE sUM ZE1T
LeLeEan, TPy IT— I\éﬂfi?ﬁ)‘l&*\ ROFIEICKOERTEET,

GUI DIBE :
SUM =g L. (BB V') —(Deployment summary)] BEIC T, MHEEINLZIVR—RY ] #BEX
TN "0 EB O TCUNBCEEER LT IEE0,

CLDBE !
“Inventory” & CDFIBZEZETTE "getneededupdates” 21T L. "Component” 223 3 U HIRIZSINISH)
CezEmRLT<IEE0,

54 SUMTOS VT —=II\ywDON=Y 3 VRREBRICET DHIREIR

SUM(Smart Update Manager) C&RM 11D, BRADPDS VT —I /Ny DI D/IN—=I 3 YD IE USEKRRSNS
WBED DD FET, [EULLV/N—Y 3V ZETER T DITHICIE. iILOWEB 1 VD T —AD[EIR] > [S5EI/R—
IXDIREEAPDOEE/NYy VDIN—I 3 VTR TISU,

X2, LEREROBR. BRDO/N=I3 VDS VT—=I/\y IOHEBRAEH CTH > THE. SUM %Tﬂé@ I_E
RUYU—] BET. SV7—I/NyONEAXIRE UTBINICERSNTNDIEZEDDDFH T,
BE. DVT=INyDDBAISARETIDT, EREHFLUTCDSRENRY VZED ) v D ZELTL 7’:2’:’
bYo

CER]
ABPRDZH. 53 [CHIERFIECT. SVT—INYIDNEANRE U TEDIBEND DD ET,

55 ASR(Automatic Server Recovery) ICDU\T

ASR(Automatic Server Recovery)ld )L —X D) — >V EDH RS 0S DTS —HREE LIZESICEEMNIC
Y2AFADEIBET DN Y —/N—DBEEEZHT/RDMEEETTI ., IP(version 3.10 IMUE)EE S/ 0S D1
2 —)UXIZ SPH(version 3.00 L)(Bé)d)i@}% %@f@@ﬁiﬁl:oté ASR B2 /N\—=DA1 VA F—)UICKD ASR
NEINICENCZVET ., ASR D ARB/XIFED Alive Monitor, IPMI WDT DD 0S FEFEREF SIS
(& ASR ZEIDIE LT TEE0),

551 ASRIEBIEAR®D PowerShell 227 ~OAFICDNT
ASR DBEN/ENDOERLONCEIDE Z(F ASR RS0 /\N—D/\w T —I([CEMENTL)D PowerShell X727
)T R&EFE>TINET, FeZES8R LU T PowerShell 22V T REAF LTS,

(1) ASR RSA/N—D/\w T —VEREILETS
SPH (D packages T+ LD R TRICHDD 71 ILEEODNH S, RRECE DS 0S [CXTy LIZ Filename D
TPAIERTUCLIEEN, Ny —=Ity Py IHNESNT DO TEEREEERL, FROT 1 LU

DRUICNyT—IZEREULTIES,
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Description Version Filename

iLO 5 Automatic Server Recovery Driver for
4.2.0.0(B) cp034069.exe

Windows Server

iLO 5 Automatic Server Recovery Driver for
4.2.0.0(B) cp034068.exe

Windows Server 2012 R2

(2) PowerShell D) T ~Zi#ER LT IZE0)
BREALIZ/INY T —IDPRICREED 2 DD PowerShell 22 T EOSENTNDBZERD L CTIIZE),

HEICM U TERDT « LY FUICOE-LTLIZS0,
Get-AsrTimeout.ps1
Set-AsrTimeout.ps1

552 ASR DWERIE
Windows D PowerShell &) Get-AsrTimeout.ps1 ZZE17 L C 20\, TimeoutinMinutes V0 X[, IV
FORGHNIS—EROIZIHES ASR [FEMICZ>TUNET,

=4761% ® 1(TimeoutInMinutes A 0 DIHFE)
PS C:¥Users¥Administrator¥Desktop> .¥Get-AsrTimeout.ps1

Active InstanceName TimeoutinMinutes PSComputerName

True PCI¥VEN_103C&DEV_3306&SUBSYS_00E41590&REV_07¥48&154b2d14&0&00E4_0 0

ETHZD 2(3T Y FOEFTHAT S — LI L5HR)

PS C:¥Users¥Administrator¥Desktop> .¥Get-AsrTimeout.ps1
Get-Ciminstance : )72 7 7 AT

FESHT C¥Users¥Administrator¥Desktop¥Get-AsrTimeout.ps1:25 351

+ Get-CimlInstance -Namespace "root¥wmi" -ClassName "HP_iLO_ASR_Settings ...

+
+ Categorylnfo : MetadataError: (root¥wmi:HP_iLO_ASR_Settings:String) [Get-CimInstance], CimException
+ FullyQualifiedErrorld : HRESULT 0x80041010,Microsoft. Management.Infrastructure.CimCmdlets.GetCimInstanc

eCommand

553 ASR OEZNMETIE
Windows @D PowerShell &) RE2DA T 3 T Set-AsrTimeout.psl ZET LTI,

Set-AsrTimeout.ps1 -Disable

E1T44l
PS C:¥Users¥Administrator¥Desktop> .¥Set-AsrTimeout.ps1 -Disable
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554 ASROBEMEE
Windows D PowerShell &) RE2DA T 3 T Set-AsrTimeout.psl ZET LT TZE0),
Set-AsrTimeout.ps1 -Default

E1761
PS C:¥Users¥Administrator¥Desktop> .¥Set-AsrTimeout.ps1 -Default

56 RSAIN\PyIF—HEBOIRBERE
Ry RD=DPHITIRSANEPvIT—FUEHEE. FSANPyITT— & REEDREES
NJIBENDBDFT, FSAN\PyITT—FaIICEEBZZEZ. Py IT—FRICBHRELU TS,

57 LinuxIRIET TPM ZEMC L TN DBEEDIRER
Linux IRIZ T Trusted Platform Module(TPM)ZBAIC L CULBIEE. FscDIS—ERICS VT —=I/N\v D
DP Y ITF— R CEKBLUET,

ERROR: Conflicting command line options [--silent requires --tpmbypass option (Trusted Platform Module is

present on this system)]

ARBEZOE I BICIE. Linux TDOSVT—=INvDODP v TF—FICIFsum ZFBETF, PvITF—
RO P EBEERETLUET,

P IFT— kT 71 )UIZLSPH D packages T« L2 RUJI(C8HD “firmware-Ipk-ilo-1.30-1.1.x86_64.rom” C 9,
EITFIBERICTUET,

(1) rpm OV Y RTP Y IT—=rD P71V EZERLET,
# rpm -ivh firmware-Ipk-ilo-1.30-1.1.x86_64.rpm

(2)cd VY RTPYIT—ED 71 I)LDREBBEICHEELFET.
# cd /usr/lib/x86_64-linux-gnu/firmware-Ipk-ilo-1.30-1.1/

(3)setup VY R TP Y IFT—FERTLET,
# ./setup

CAUTION: A Trusted Platform Module (TPM) has been detected in this system.
Failure to perform proper OS encryption procedures will result in loss of

access to your data if recovery key is not available. Recommended procedure

for Microsoft Windows(R) BitLocker(TM) is to "suspend" BitLocker prior to

System ROM or Option ROM firmware flash. If you do not have your recovery key
or have not suspended BitLocker, exit this flash: Failure to follow these
instructions will result in loss of access to your data.

Continue (y/N)?y

FLASH_iLO5 v3.04 for Linux (Apr 11 2018)
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Firmware image: lang_ja_130_p10.Ipk
Language pack update:CP035841.xml reports language pack version 1.30

Server is in Production State;

This operation will update the language pack on the
iLO 5 in this server with version 1.30.

Continue (y/N)?y

Current firmware is  1.30 (May 31 2018 00:00:00)
Firmware image is 0x73afc(473852) bytes
Committing to flash part...

wwrneer DO NOT INTERRUPT! #*sssss

Flashing is underway... 100 percent programmed. —
Succeeded.

*****iLO 5 reboot in progress (may take more than 60 seconds.)
***** Please ignore console messages, if any.

iLO 5 reboot completed.

58 VMware ZCERAICHIZ> TOIERSE
581 DJ7—ADTPOBRAICDINT

YRATLAEBELZE U CCERUVEELEDICIE. CEAD VMware N=I 3 VICEDERID 7 —AD
T PaBRBIMBENHDXT,

(VMware vSphere® ESXi™ 6.0/6.5 &= _{FHEDBE

VMware IRIECD D 7 —AD T PDBRICHIZ D> TIE SUIMDUE— A1V EBREE—FRUOZD
51 REATE—FOFATEZET,

SUMD [JE—RZYS V] REE— RFECERADSBS. isUT DR VR ~—)LTHNIZE, [5.8.2iSUT
DA YA =)V BEDOFIRICH > T YA L—ILLTLIESL), EIC, ESXi A RCXILU T, RECERE
a7y T — MEERICERUTREU,

(V) ITP—=ADIP/RSANDP Y TT— MEEZITDOEIL ESXiTRAREXY T T Y RIE— RICERE
LTLIZE0N,

(Q)EXiRRAFZE/ —FEUTENT DRSS, XIR/ —RFEUTIYRTAEED L0 ZEN(/ — FD 1P
PRURICIODIP PRUREEE. /—RY1TICil0 ZBIR) LT IZE)N,

(3) TP —=ADTP/RSAINDP v TT—rEBMET DIEHICIE VMware ESXi DBRENDIMNE T,
Py IJT— ~MEBENICHERISEDIBSIE. BRIATY 3 VEFERAL TS,

(VMware vSphere® ESXi™ 6.7 Z _{ERADIHES

VMware IREBETO I 7 —AD T POBRAICHIZ D TII.SUMDA TS+ Y BEE—REZECEARALIZEL),
A SPH [E. VMware BEITDAYSA Y I P—AD T PPy IT—RCEXIMLUTRODEE A,
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BE. & VMware /N—I'3 V& sPH PIR— MMEROFEMIS. TBIIP7 RNV Z BT —/\VHA8000V V1) —
Z IN=LN=Y ] DI&R]—[0S. 15V IERICHD [VMware] [CIBHLTN\DEIBBEECSROL, H#
BRSA/)VN—Y3 Y ECHERBIIZEN,

582 ISUTD1YVAR—=IL

VMware ¥/ 25 AICXT U, SPH/SUM ZBR LD 7 —AD T P/ RS5A/NXDP Y TT— EZETDICIE. ESXi
IRZARICISUTEA VYR R—ILTDUBABHDZET, isUT 1 VX +—)L&IE. UE—FPC S suM®D [
E-FAVSAVIBRE—RFEFERLUTEXI MA DI P—LAD TP/ RSA/INDP Yy TTF—FETDC
ENTEFT,

ESXi RARICISUTZA VYA =)L BDFIBZERICHALET, ROV R—=)LFIETIE. T—FXA+P
B % [datastorel| & UTCUVNET, BRIREBICHNDE CGERARZTIESU)N,

(1) iSUT (& SPH @ packages T+ L' R JICIERSNTUNE T, FRICHT zip I 77 ILEEBI L. isUT
DA T SA I\ R)U(sut-esxi* . *-bundle-*.* * *-** zip) ZERD H LT 20N,

No. | VMware /\—I 3/ SPH package 7 71L& | ZO0S14 VN ERILD 71L&
1 | VMware vSphere® ESXi™ 6.0 cp034493.zip sut-esxi6.0-bundle-2.3.5.0-29.zip
2 | VMware vSphere® ESXi™ 6.5 cp034110.zip sut-esxi6.5-bundle-2.3.5.0-22.zip

(2) BRD B UTZ iSUT DA TS+ )\ R)U%E VMware ESXi D [datastorel] B RACERE L TLZE0),
(3) VMware ESXi DIV —)UBE T [F2] F—ZT & Login BENRIKSNDDT, root 1—H—T

o1 ULEd,
(4) TSystem Customization] BEDIRNISNDD T, [Troubleshooting Options] ZEIR L. [Enter] F—
ZHRNUET,

(5) TEnable ESXiShell] ZEIR U, [Enter] F—7Z N UL C ESXi Shell Z& “Enable” [CEE LT,
(6) TAIt] + TF1] F—ZBR L. VMware ESXi D Shell B@ZBIE. root 1—H—TOJ 1 Y ULFET,
(7) ROV Y FZERTT UM YA R=I)LUET,

esxcli software vib install -d /vmfs/volumes/datastore1/<#zi%k L7232 RV 7 7 A V4>
(8) VMware ESXi ZHiEgI L TS0,
(9) BicEn&. BE VMware ESXi O Shell BEZRE., root 1—H'—TOJ+1 Y LET,
(10) TEEDVY RZEZRE{TUL. iSUT & AutoDeployReboot E— RICERELZE T,

sut —set mode=autodeployreboot

583 Management Bundle, Utility Bundle O >~ X ~—)U

VMware vSphere® ESXi™ 6.0 Z C{EFAMDIHE. NsoFINBIC T Management Bundle, Utility Bundle D1 >/ X I~
—IWEITOTLIEEN, RDA VA —=)LFIETIE. T—HREPE% ldatastorel] & UTWNET, £
RELCHOE CEHERHRZTIIZSU),
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(1) Management Bundle/Utility Bundle [& SPH D packages 7 L2 R UJICINERSNTNE T, %Y zip I 7
<1 )LZEBR L. Management Bundle/Utility Bundle DA TS5+ V/\Y RILEERDHE LU TLEE0),

No. | &R SPH package 7 7 1 )L AISA4VINIRILD 71 ILE
1 | Management Bundle cp036328.zip esxi6.0uX-mgmt-bundle-3.3.0-11.zip
2 Utility Bundle cp036210.zip esxi6.0-util-bundle-3.3.0-8.zip

() BN B UIZF IS4 >IN RIL%E Hypervisor D [datastorel | B FAICEE L TLIEE0),
(3) VMware ESXi DIV —)VBE T [F2] F—ZT & Login BENRIKSNDDT, root 1—H—T

OJ14>YLUE9,
(4) Tsystem Customization | BENDRNISNDD T, [Troubleshooting Options] ZEIR LT, lEnter] F
— &R LET,

(5) TEnable ESXi Shell] ZEIRU.. lEnter] F—Z R~ LT ESXi Shell Z ”Enable” ICEELF T,
(6) TAIt] + TF1] F—Z TR L. VMware ESXi D Shell BEZRIE. root 1—H'—TOT1 Y LFET,
(7) FEeOVY FZERIT U1 Y A R—ILULET,

esxcli software vib install -d /vmfs/volumes/datastore1/esxi6.0uX-mgmt-bundle-3.3.0-11.zip

esxcli software vib install -d /vmfs/volumes/datastore1/esxi6.0-util-bundle-3.3.0-8.zip

(8) VMware ESXi ZEBiEgIL TS0,

584 Intel ®Rw ~D—DPITHIP—LADTPDAVAE—=)LICDNT

VMware vSphere® ESXi™ 6.0/6.5 Z= _{EADIFS. Intel ®Rvw kD —2D P THD VMware iFEIDDA
SAVIP—LADI PPy IT—HIERMUTRDFT LA, H5ZPY THZERDIBEE. SUM DA
51 BRRE—RFZECERIEEL),

CUEETT))

XIRELG

E&(*1) HEE

TQ-N[1-817745-B21 Ethernet 10Gb 2 7R— | 562FLR-T Rw RO —2DPHFTH—
TQ-N[J[J-817738-B21 Ethernet 10Gb 2 TR— |~ 562T Rw R —DOPHTH—
TQ-N[[-665240-B21 Ethernet 1Gb 4 TR— I~ 366FLR RY D —DOPHTH —
TQ-N[-652497-B21 Ethernet 1Gb 2 TR— I~ 361T Rw RO =D PH TH—
TQ-N[1[J-811546-B21 Ethernet 1Gb 4 TR— | 366T Rw RO —2D PS5 T5H—
TQ-NO[O-727054-B21 Ethernet 10Gb 2 7R— b 562FLR-SFP+ Rw KD —DOPAH TH —
TQ-NOO-727055-B21 Ethernet 10Gb 2 7R— | 562SFP+ Rw KD —DOPHTH —

(*1) : OCIEBBRSEICIDER >EEHRFNADET,

585 Qlogic & Fibre Channel HBA BS54 /XD/N\—Y 3 VIERKRUO1 VA F—)LICDNT

VMware vSphere® ESXi™ 6.0/6.5 & C{ERADIHE. @D Qlogic & Fibre Channel HBA 51/ \(qlnativefc)
DIN—I 3 U SUM(Smart Update Manager) CIE LS RNSNBENBENDHDZEI, IELLWVN—=I3VE
ERIDCHICIE. VMR DI VY —)LASREIVY FEERTLUTIES0,

esxcfg-module -i glnativefc | grep Version

(SR17H)
# esxcfg-module -i glnativefc | grep Version
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Version: 2.1.73.0-10EM.600.0.0.2768847

A SPH @AM Qlogic & Fibre Channel HBA 5 -7/ \(glnativefc)D/\—3) 3 /(3. [[6.2.7 Driver - Storage Fibre
Channel and Fibre Channel over Ethernet] ZZR LT 2E0),

Fz. LEEAREESDFEER. A SPH INERD Qlogic & Fibre Channel HBA RS+ \HREBICEHH NS T,
BAXTSRE U CEENIOEBIREINZIVNBENDDET., COIBEES. FNaeFIBICTT YA =ILEEEL T
<fEZEby,

(SUM GUI Z{EH T DIHE)
AIYNY RURGTED TEEYYU—] BEC. ZBRS1/\D IDVR—RY EEER] 5I1ED ) v
DU, ZERSANEBIRRRECUTHSEEMI VEIBLTLIEE0),

(VM R 2~ EOD cLl &{FERT IS

(1) Qlogic & Fibre Channel HBA 57/ \Id SPH (D packages 7« L' +J [CURERSNTUVNE T, % zip 7
71 )VZRBI L. Qlogic & Fibre Channel HBA F21/XDA IS+ VN F)LEZERD B LT EE0),

No. | VMware /N\—Y 3 SPH package 2 71 ILE | A0S VNI FILID 71 ILE
1 VMware vSphere® ESXi™ 6.0 | cp035928.zip VMW-ESX-6.0.0-glnativefc-2.1.73.0-8165290.zip
2 VMware vSphere® ESXi™ 6.5 | cp035929.zip VMW-ESX-6.0.0-glnativefc-2.1.73.0-8165290.zip

() RN B UIZZ IS4 >IN RIU%E Hypervisor D [datastorel | B FAICEE L TLIZE0),
(3) VMware ESXi DIV —)VBIE T [F2] F—ZBT & Login BENRTSNDDT, root 1—F—T

OJ—14>YLUE9,
(4) TSystem Customization] BENDRNISNDD T, [Troubleshooting Options] ZEIR U T, lEnter] F
—ZIBRUET,

(5) TEnable ESXi Shell] ZEIR U, [Enter] F—7Z K L C ESXi Shell Z ”"Enable” [CEE LT,
(6) TAlt] + TF1] F—ZBR L. VMware ESXi D Shell B@ZBE. root 1—H—TOJ 1V ULFET,
(7) ROV Y FZERTT UM YA R=I)LUET,

esxcli software vib install -d /vmfs/volumes/datastore1/VMW-ESX-6.0.0-glnativefc-2.1.73.0-8165290.zip
(8) VMware ESXi ZEBiEgIL TS0,

586 Emulex & Fibre Channel HBA RS /XD VX ~—=)LICDNT

SUM(Smart Update Manager) CRIS1D. FFITIEETR Emulex 2 Fibre Channel HBA FW D/ \— 3 VHE
ULSERRSNBNEED DD E T, COZH. BRDN—=I3 VDI 7 —AD T PHEREH CH>TE.
SUM 170D BTV —1 BE T. Emulex # Fibre Channel HBA FW ZDWERAXTR E L CBEIMISEIRS
NTNBHBENDDHDFT,

COBE. FEMDSR1 22y I UT IDVR=RY FO#) BBERE. PO0T71IN=I3Y
[CRISNDN=I3VDBHDN-Y 3V E-HIDINERLTIIZS. —HUTNBIYR—RY
BE BIRERRUCOSEBENRY VED v DZELUTLES, B8R REBRPDI »—LADT T PN

—I 3 PIOT4TIN—=Y3V)E. lOWEB 1 AT T —AD[ITP—LADTP&OSVYT DT PI>[D
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P—LADITPINR=INSERERIDCENTEFT,

K SPH @AM Emulex B Fibre Channel HBA D 7 — /A T 77/)\— 3 V[d. [[6.2.16 Firmware - Storage
Fibre Channell] ZZ8R< 20\,

CER)
AFIBRDIZED. 5.3 [CITEZRFIET. Emulex & Fibre Channel HBA FW DERXIZ E U THEDIBEDHD
X9,

587 FSANINDA=FHBEREICDOINT

A SPH ZBEA LT VMware RSANEP Y TT—EUIEHES. R1T17 RSAN\DBESNET, C
{ERAD VMware IRIET VMKLinux FS A NZECERADIBE. RFSA/N\DEEIN. BRESNTNDES /N
INSA=IDESNF T, CORBZL#TDTHIC. FSIA/NPyIF—EE&E FSA/NNSX—
NaBdERELTIIZEL,

(XIRHRNRU FS1/\E)
TRICEEH LU TCNBDXMERBUOICP v IT— IO RS\ REECHEROBENIREZDET,
XTREG RS /\i&
e wes PyIF— B | Py TT— R
g (VMKLinux) (RA T+ )
TQ-N[[1-817745-B21 Ethernet 10Gb 2 7R— I~ 562FLR-T
Ry ED=DOPHTH— .
TQ-NCIC1-817738-B21 | Ethernet 10Gb 2 7R— | 562T net-ixgbe Ixgben
Ry RD—=DOPHTH—
TQ-NO[J-665240-B21 Ethernet 1Gb 4 7RN— I~ 366FLR
Ry RD—=DOPHTH—
TQ-NCI[1-652497-B21 | Ethernet 1Gb 2 TR— |~ 361T _ .
Ry RD—DPHTH— 'gb igbn
TQ-NO[J-811546-B21 Ethernet 1Gb 4 7RN— I~ 366T
Ry ED=DOPHTH—
TQ-NCIC1-727054-B21 | Ethernet 10Gb 2 7R— |~ 562FLR-SFP+
Ry RD=DOPHTH— . .
TQ-N[J[-727055-B21 | Ethernet 10Gb 2 7R— |~ 562SFP+ 140e 140en
Ry RD—=DOPHTH—

(*1) : OCIBEBBRRECKIDER D IZRHBFHNADET,

(BEREFIE)
(1) BSANINSA-HDHERRUECHF
FSANDOPYyTF—RaIlC, MFIVY FERTU. RFSANINSA=FBEEZEZTIESH),
esxcfg-module -g <driver name>

<driver name> : 7w JF— R RS/ \f&

IURZETHEID loption ='yyyy' | D Tyyyy | [CHREBARTSNEZINDT, BERZTIIZS, BORT
SNRBNBEIR. FSA/NNNSA-FERFBETIDT, MUEDEREIARETT,
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(321711) net-ixgbe DIFS
# esxcfg-module -g net-ixgbe

net-ixgbe enabled = 1 options = ‘yyyy'

X2, TEDRTERDIBE. net-ixgbe FS1/NFKRFEATI DT, MEDEEIIAETT,
(217151) net-ixgbe DIBE
# esxcfg-module -g net-ixgbe

Unknown module name net-ixgbe

(2) BSANINSA—HDBEHE
FSANDP Yy TT—RaIIC. M RIVY FEETUBRAL RSANNSX S ZBHREL TR0,
esxcfg-module -s "yyyy” <driver name>
yyyy | BRERSANINSX =4
<driver name> : 7w J 7 — I RS /\i@

IMRZEITEID loption ="yyyy') [CEEZTEFSA/ININD A= ZEEELET,
(Z217151) ixgben DIFES
# esxcfg-module -s "yyyy” ixgben

(3) VMware ESXi OB
ZTEAEBN_CI DD, VMware ESXi ZBEREILTLEE0),

59 RHEL74 FZIERHEL7S BIZETO Intel Ry RO =D PSFTHTERICDNT

Intel R FD—=DPEFTHIDIT P—ADTPE BEN=I3aVUE IOV TL— R TERNEIR
DHNZET,

TROT 7 — A1 7/N— 3 V(SPH5.00 IR MIEDNEREN TN BDIRECH T, RHEL7.4 HEIE
RHEL7.5 CRY D —=DOPHFTHZEERICEDIHE. FROITP7—ADTP/N=I3VDFEX. (a)(b)lC
™I RS NOHEAEHETTERLEE),

(a)RHEL7.4 : SPH4.60 IR RS- /\
(b)RHEL7.5 : OS1Z2¥E S5 /X F/ZIE. SPH5.00 UXER =S5/ \(%)

¥ I RHEL7.5 BIECCEADIRSIE. SPH5.00 EE RS A /NPy TIF— ~EHELUFET,

8 (*1) BB DrP—NADTPI\N\=I3Y
TQ-N[J[-817745-B21 Ethernet 10Gb 2 7R— |~ 562FLR-T

Ry cD—=DPHTH— 1044
TQ-N[J[-817738-B21 Ethernet 10Gb 2 7R— I~ 562T

Ry cD—=DPHFTH—
TQ-N[-727054-B21 Ethernet 10Gb 2 7R— I~ 562FLR-SFP+ 10.4.3
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Ry cDO=DPHTH—
TQ-NJ[J-727055-B21 Ethernet 10Gb 2 7R— I~ 562SFP+
Ry RDO=DPHTH—

(*1) : OCIEBBRSEICIDER >LEEHFNADET,
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6. SPHIREZI>YFVY—&

SPH D iso 1 XA—=JICSFNDEST/N, JP—ADxT 7,

SPH ICI3. BADEICKID RO 2EDIVTYYZEZZSATNET,

ME, ZN2N0IVTYYICDNTEHRIBLET,

0SS Zv Py TH. REHKBSTERICERBED
eSmart Update Manager(SUM)Z1{E > CBRATQEERED

6.1 RERICKIXVBEANKUEZRIVFIY
RFRICHIT I 71 )UIE. SPHICSEND SUM Y —)L TOBBXIRTIID D FEE A, Windows Server 0S D
¥FiR-Bty Py TI(TUA YR E=ILty FRL)DBER. SPH BRRBICSY—ILERT LU TS0,

A-—F«4JUF1(VI Dz PV EemLET,

No. | W—JU 5% 68 iso NISHRIZPN m B
1 IT Report Utility Y—/\NOEKIBHR. KU | ¥software¥Hitachi¥ITRU
(ITRU) [EEDEREIRINLUET
2 2PRxDur settings | (LY X RUJERTE)R W D | ¥software¥Hitachi¥RegTool | Broadcom & 1Gb LAN
— DO P THICEET D% P T IEEERD
EZEmULET S UES
3 LargeRxRing (LY FUERE)RY BT | ¥software¥Hitachi¥RegTool
settings — DO PHTHICRET 255
EZEmLUET

(Broadcom & 1Gb LAN 775 5]
o 7F 7R — I LAN(Ethernet 1Gb 4-port 331i Adapter)
oHP Ethernet 1Gb 4-port 331FLR Adapter
oHP Ethernet 1Gb 4-port 331T Adapter
oHP Ethernet 1Gb 2-port 332T Adapter
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1) IMTRU D1 >R =)L
ITRU Z« V2 ~—)LI BICIF. Administrator #EFRIC T DOS 7OV T KD REED/N\NYF I 71 )L EET
LTLIEE0)N,

<CD RS54 >:¥software¥Hitachi¥ITRU¥setup.bat

BR. IMTRU D VA —)UICEET DEFBIBHITIRD WEB KR—
https://www.hitachi.co.jp/cgi-bin/soft/sjst/select open.cgi
([CIBEINTL\D Windows ki ITRU EXIRERBAZE D 3 & CHERDEELNE T,

2 Ry bD=DOPHFTH UIREIREDER
Ry RD=OPHFTH UIZFUREZBERT DCICIE Administrator #IRICT Dos OV T KO
DNy FIPAIIbERTUTIES),

<CD RS- T>:¥software¥Hitachi¥RegTool¥2PRxDur.bat
< CD RS+ T>:¥software¥Hitachi¥RegTool¥LargeRxRing.bat

\y—)bi?i?é\ (0N E@EE}] L/T< Eél/\o
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6.2 SUMY— )L CERIERD 71 )L

RICHI ESAIN/TP—LDTP/A—FT 4T« (VI D) E SUM Y —)LICK D BERTEER D »
1IVCTISPH &> TP v IT— MEEZETDICIESPHRDFT —HZ0—HIL S TICIE—L.SuM
ZEITUTLIZE, SUM D GUI E— R TEA T DIHE. 0S BINETIDIVY RETREICHULET. (B
BEERTERIT LTS, )

Windows IRIE :
¥launch_sum.bat
Linux IRIE :

JJlaunch_sum.sh

B0, SUM DFMITSIRIETTIEIZ. https://www.hitachi.co.jp/ha8000v/ICIBE SN TLVD [Smart Update
Manager 1—Y =771 Rl ZSRIES0),

Category —&
e Application - System Management

*BIOS - System ROM

eDriver — Chipset

eDriver — Network

eDriver — Storage
eDriver - Storage Controller

eDriver - Storage Fibre Channel and Fibre Channel over Ethernet

eDriver - System Management

eDriver — Video

eFirmware - Lights-Out Management

eFirmware — Network

eFirmware - Power Management

eFirmware - SAS Storage Disk

eFirmware - SATA Storage Disk

eFirmware - Storage Controller

eFirmware - Storage Fibre Channel

eFirmware — System

eSoftware - Lights-Out Management

eSoftware - Management

eSoftware - Network

eSoftware - Storage Controller

eSoftware - Storage Fibre Channel

eSoftware - Storage Fibre Channel HBA

eSoftware - System Management

o Utility - Tools
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6.2.1 Application - System Management

No. | Description Package filename Device Pack'age Flrmwafre/Dnv Update
Version er version
1 Integrated Smart Update Tools cp034493.zip - 2018.09.10 | 6.0.0.2.3.5.0-6 | FHRIEND
for ESXi 6.0 5
2 Integrated Smart Update Tools cp034110.zip - 2018.09.10 | 6.5.0.2.3.5-59 | ¥IREN0
for ESXi 6.5
3 Smart Update Tools for cp034225.exe - 2.3.0.0 2.3.0.0 H38:8100
Windows x64
622 BIOS - System ROM
No. | Description Package filename Device Pack.age Flrmwa.re/Dnv Update
Version er version
4 Online ROM Flash Component firmware-system-oem-u | System BIOS-U34 | 1.42_06-20- | v1.42 B
for Linux - OEM System ROM 34-1.42_2018_06_20-1. 2018 (06/20/2018)
u34 1.x86_64.rpm
5 Online ROM Flash Component firmware-system-oem-u | System BIOS - U30 | 1.42_06-20- | v1.42 B
for Linux - System ROM U30 30-1.42_2018_06_20-1. 2018 (06/20/2018)
1.x86_64.rpm
6 Online ROM Flash Component firmware-system-oem-u | System BIOS - U32 | 1.42_06-20- | v1.42 BH
for Linux - System ROM U32 32-1.42_2018_06_20-1. 2018 (06/20/2018)
1.x86_64.rpm
7 Online ROM Flash Component firmware-system-oem-u | System BIOS-U41 | 1.42_06-20- | v1.42 BEH
for Linux - System ROM U41 41-1.42_2018_06_20-1. 2018 (06/20/2018)
1.x86_64.rpm
8 Online ROM Flash Component cp036859.exe System BIOS - U34 | 1.42_06-20- | v1.42 B
for Windows x64 - OEM System 2018 (06/20/2018)
ROM U34
9 Online ROM Flash Component cp036843.exe System BIOS - U30 | 1.42_06-20- | v1.42 BH
for Windows x64 - System ROM 2018 (06/20/2018)
U30
10 Online ROM Flash Component cp036783.exe System BIOS - U32 | 1.42_06-20- | v1.42 B
for Windows x64 - System ROM 2018 (06/20/2018)
u32
11 Online ROM Flash Component cp036847.exe System BIOS - U41 | 1.42_06-20- | v1.42 B
for Windows x64 - System ROM 2018 (06/20/2018)
u41
6.2.3 Diriver - Chipset
No. | Description Package filename Device Pack.age Flrmwa?re/Drlv Update
Version er version
12 Identifiers for Intel Xeon cp034634.exe - 10.1.2.86 10.1.2.86 (B)
Processor Scalable Family for (B)
Windows Server 2012 R2 and
Server 2016
6.2.4 Diriver — Network
No. | Description Package filename Device Pack‘age Flrmwa?re/Dnv Update
Version er version
13 HPE Broadcom NX1 1Gb Driver | cp034731.exe HP Ethernet 1Gb 212.0.0.0 212.0.0.0
for Windows Server x64 2-port 332T
Editions Adapter
14 HPE Broadcom NX1 1Gb Driver | cp034731.exe HP Ethernet 1Gb 212.0.0.0 212.0.0.0
for Windows Server x64 4-port 331FLR
Editions Adapter
15 HPE Broadcom NX1 1Gb Driver cp034731.exe HP Ethernet 1Gb 212.0.0.0 212.0.0.0
for Windows Server x64 4-port 331i
Editions Adapter (22BE)
16 HPE Broadcom NX1 1Gb Driver | cp034731.exe HP Ethernet 1Gb 212.0.0.0 212.0.0.0
for Windows Server x64 4-port 331T
Editions Adapter
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No. | Description Package filename Device Pack_age Flrmwzfre/Dnv Update
Version er version
17 HPE Broadcom tg3 Ethernet kmod-tg3-3.137w-3.rhe | HP Ethernet 1Gb 3.137w-3 3.137w-3 B
Drivers for Red Hat Enterprise 16u9.x86_64.rpm 2-port 332T
Linux 6 x86_64 Adapter
18 HPE Broadcom tg3 Ethernet kmod-tg3-3.137w-3.rhe | HP Ethernet 1Gb 3.137w-3 3.137w-3 BH
Drivers for Red Hat Enterprise 16u9.x86_64.rpm 4-port 331FLR
Linux 6 x86_64 Adapter
19 HPE Broadcom tg3 Ethernet kmod-tg3-3.137w-3.rhe | HP Ethernet 1Gb 3.137w-3 3.137w-3 B
Drivers for Red Hat Enterprise 16u9.x86_64.rpm 4-port 331i
Linux 6 x86_64 Adapter (22BE)
20 HPE Broadcom tg3 Ethernet kmod-tg3-3.137w-3.rhe | HP Ethernet 1Gb 3.137w-3 3.137w-3 B
Drivers for Red Hat Enterprise 16u9.x86_64.rpm 4-port 331T
Linux 6 x86_64 Adapter
21 HPE Broadcom tg3 Ethernet kmod-tg3-3.137w-3.rhe | HP Ethernet 1Gb 3.137w-3 3.137w-3 B
Drivers for Red Hat Enterprise 17u4.x86_64.rpm 2-port 332T
Linux 7 x86_64 Adapter
22 HPE Broadcom tg3 Ethernet kmod-tg3-3.137w-3.rhe | HP Ethernet 1Gb 3.137w-3 3.137w-3 B
Drivers for Red Hat Enterprise 17u4.x86_64.rpm 4-port 331FLR
Linux 7 x86_64 Adapter
23 HPE Broadcom tg3 Ethernet kmod-tg3-3.137w-3.rhe | HP Ethernet 1Gb 3.137w-3 3.137w-3 B
Drivers for Red Hat Enterprise 17u4.x86_64.rpm 4-port 331i
Linux 7 x86_64 Adapter (22BE)
24 HPE Broadcom tg3 Ethernet kmod-tg3-3.137w-3.rhe | HP Ethernet 1Gb 3.137w-3 3.137w-3 B
Drivers for Red Hat Enterprise 17u4.x86_64.rpm 4-port 331T
Linux 7 x86_64 Adapter
25 HPE Broadcom tg3 Ethernet kmod-tg3-3.137w-3.rhe | HP Ethernet 1Gb 3.137w-3 3.137w-3 B
Drivers for Red Hat Enterprise |7u5.x86_64.rpm 2-port 332T
Linux 7 x86_64 Adapter
26 HPE Broadcom tg3 Ethernet kmod-tg3-3.137w-3.rhe | HP Ethernet 1Gb 3.137w-3 3.137w-3 BH
Drivers for Red Hat Enterprise |7u5.x86_64.rpm 4-port 331FLR
Linux 7 x86_64 Adapter
27 HPE Broadcom tg3 Ethernet kmod-tg3-3.137w-3.rhe | HP Ethernet 1Gb 3.137w-3 3.137w-3 B
Drivers for Red Hat Enterprise |7u5.x86_64.rpm 4-port 331i
Linux 7 x86_64 Adapter (22BE)
28 HPE Broadcom tg3 Ethernet kmod-tg3-3.137w-3.rhe | HP Ethernet 1Gb 3.137w-3 3.137w-3 B
Drivers for Red Hat Enterprise |7u5.x86_64.rpm 4-port 331T
Linux 7 x86_64 Adapter
29 HPE Broadcom tg3 Ethernet cp035307.zip HP Ethernet 1Gb 2018.09.00 | 3.1371.v60.1-1 | FRE\N0
Drivers for VMware vSphere 6.0 2-port 332T OEM.600.0.0.
Adapter 2494585
30 HPE Broadcom tg3 Ethernet cp035307.zip HP Ethernet 1Gb 2018.09.00 | 3.137I.v60.1-1 | FIREN0
Drivers for VMware vSphere 6.0 4-port 331T OEM.600.0.0.
Adapter 2494585
31 HPE Broadcom tg3 Ethernet cp035307.zip HP Ethernet 1Gb 2018.09.00 | 3.137Iv60.1-1 | FFRIEND
Drivers for VMware vSphere 6.0 4-port 331FLR OEM.600.0.0.
Adapter 2494585
32 HPE Broadcom tg3 Ethernet cp035307.zip HP Ethernet 1Gb 2018.09.00 3.1371.v60.1-1 | 1R8N0
Drivers for VMware vSphere 6.0 4-port 331i OEM.600.0.0.
Adapter (22BE) 2494585
33 HPE Intel E1R Driver for cp031179.exe HP Ethernet 1Gb 12.15.184.0 | 12.15.184.0
Windows Server 2016 2-port 361T (B) (B)
Adapter
34 HPE Intel E1R Driver for cp031179.exe HP Ethernet 1Gb 12.15.184.0 | 12.15.184.0
Windows Server 2016 4-port 366FLR (B) (B)
Adapter
35 HPE Intel E1R Driver for cp031179.exe HP Ethernet 1Gb 12.15.184.0 | 12.15.184.0
Windows Server 2016 4-port 366T (B) (B)
Adapter
36 HPE Intel i40e Drivers for Red kmod-hp-i40e-2.4.6.1-7 | HPE Ethernet 1Gb | 2.4.6.1-7 2.4.6.1-7 BH
Hat Enterprise Linux 6 x86_64 .rhel6u9.x86_64.rpm 4-port 369i
Adapter
37 HPE Intel i40e Drivers for Red kmod-hp-i40e-2.4.6.1-7 | HPE Ethernet 2.4.6.1-7 2.4.6.1-7 BH
Hat Enterprise Linux 6 x86_64 .rhel6u9.x86_64.rpm 10Gb 2-port
562FLR-SFP+
Adapter
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No. | Description Package filename Device Pack_age Flrmwzfre/Drlv Update
Version er version
38 HPE Intel i40e Drivers for Red kmod-hp-i40e-2.4.6.1-7 | HPE Ethernet 2.4.6.1-7 2.4.6.1-7 B
Hat Enterprise Linux 6 x86_64 .rhel6u9.x86_64.rpm 10Gb 2-port
562SFP+ Adapter
39 HPE Intel i40e Drivers for Red kmod-hp-i40e-2.4.6.1-7 | HPE Ethernet 1Gb | 2.4.6.1-7 2.4.6.1-7 BH
Hat Enterprise Linux 7 x86_64 .rhel7u4.x86_64.rpm 4-port 369i
Adapter
40 HPE Intel i40e Drivers for Red kmod-hp-i40e-2.4.6.1-7 | HPE Ethernet 2.4.6.1-7 2.4.6.1-7 B
Hat Enterprise Linux 7 x86_64 .rhel7u4.x86_64.rpm 10Gb 2-port
562FLR-SFP+
Adapter
41 HPE Intel i40e Drivers for Red kmod-hp-i40e-2.4.6.1-7 | HPE Ethernet 2.4.6.1-7 2.4.6.1-7 B
Hat Enterprise Linux 7 x86_64 .rhel7u4.x86_64.rpm 10Gb 2-port
562SFP+ Adapter
42 HPE Intel i40ea Driver for cp034517.exe HPE Ethernet 1.8.94.0 1.8.94.0
Windows Server 2012 R2 10Gb 2-port
562FLR-SFP+
Adapter
43 HPE Intel i40ea Driver for cp034517.exe HPE Ethernet 1.8.94.0 1.8.94.0
Windows Server 2012 R2 10Gb 2-port
562SFP+ Adapter
44 HPE Intel i40ea Driver for cp034518.exe HPE Ethernet 1.8.94.0 1.8.94.0
Windows Server 2016 10Gb 2-port
562FLR-SFP+
Adapter
45 HPE Intel i40ea Driver for cp034518.exe HPE Ethernet 1.8.94.0 1.8.94.0
Windows Server 2016 10Gb 2-port
562SFP+ Adapter
46 HPE Intel i40eb Driver for cp034519.exe HPE Ethernet 1Gb | 1.8.94.0 1.8.94.0
Windows Server 2012 R2 4-port 369i
Adapter
47 HPE Intel i40eb Driver for cp034520.exe HPE Ethernet 1Gb | 1.8.94.0 1.8.94.0
Windows Server 2016 4-port 369i
Adapter
48 HPE Intel i40en Driver for cp035292.zip HPE Ethernet 1Gb | 2018.09.00 1.5.8-10EM.6 | FT#REBN0
VMware vSphere 6.0 4-port 369i 00.0.0.276884
Adapter 7
49 HPE Intel i40en Driver for cp035292.zip HPE Ethernet 2018.09.00 1.5.8-10EM.6 | ¥#58h0
VMware vSphere 6.0 10Gb 2-port 00.0.0.276884
562FLR-SFP+ 7
Adapter
50 HPE Intel i40en Driver for cp035292.zip HPE Ethernet 2018.09.00 | 1.5.8-10EM.6 | (1R800
VMware vSphere 6.0 10Gb 2-port 00.0.0.276884
562SFP+ Adapter 7
51 HPE Intel i40en Driver for cp035293.zip HPE Ethernet 1Gb | 2018.09.00 | 1.5.8-10EM.6 | H7#R:BH0
VMware vSphere 6.5 4-port 369i 50.0.0.459867
Adapter 3
52 HPE Intel i40en Driver for cp035293.zip HPE Ethernet 2018.09.00 1.5.8-10EM.6 | ¥#58h0
VMware vSphere 6.5 10Gb 2-port 50.0.0.459867
562FLR-SFP+ 3
Adapter
53 HPE Intel i40en Driver for cp035293.zip HPE Ethernet 2018.09.00 | 1.5.8-10EM.6 | 1R800
VMware vSphere 6.5 10Gb 2-port 50.0.0.459867
562SFP+ Adapter 3
54 HPE Intel i40evf Drivers for Red | kmod-hp-i40evf-3.5.6.1 | HPE Ethernet 1Gb | 3.5.6.1-8 3.5.6.1-8 B
Hat Enterprise Linux 6 x86_64 -8.rhel6u9.x86_64.rpm 4-port 369i
Adapter
55 HPE Intel i40evf Drivers for Red kmod-hp-i40evf-3.5.6.1 | HPE Ethernet 3.5.6.1-8 3.5.6.1-8 BH
Hat Enterprise Linux 6 x86_64 -8.rhel6u9.x86_64.rpm 10Gb 2-port
562FLR-SFP+
Adapter
56 HPE Intel i40evf Drivers for Red | kmod-hp-i40evf-3.5.6.1 | HPE Ethernet 3.5.6.1-8 3.5.6.1-8 BH
Hat Enterprise Linux 6 x86_64 -8.rhel6u9.x86_64.rpm 10Gb 2-port
562SFP+ Adapter
57 HPE Intel i40evf Drivers for Red | kmod-hp-i40evf-3.5.6.1 | HPE Ethernet 1Gb | 3.5.6.1-8 3.5.6.1-8 B
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No. | Description Package filename Device Pack_age Flrmwzfre/Drlv Update
Version er version
Hat Enterprise Linux 7 x86_64 -8.rhel7u4.x86_64.rpm 4-port 369i
Adapter
58 HPE Intel i40evf Drivers for Red | kmod-hp-i40evf-3.5.6.1 | HPE Ethernet 3.5.6.1-8 3.5.6.1-8 B
Hat Enterprise Linux 7 x86_64 -8.rhel7u4.x86_64.rpm 10Gb 2-port
562FLR-SFP+
Adapter
59 HPE Intel i40evf Drivers for Red kmod-hp-i40evf-3.5.6.1 | HPE Ethernet 3.5.6.1-8 3.5.6.1-8 B
Hat Enterprise Linux 7 x86_64 -8.rhel7u4.x86_64.rpm 10Gb 2-port
562SFP+ Adapter
60 HPE Intel igb Drivers for Red kmod-hp-igh-5.3.5.15-7 | HP Ethernet 1Gb 5.3.5.15-7 5.3.5.15-7 B
Hat Enterprise Linux 6 x86_64 .rhel6u9.x86_64.rpm 2-port 361T
Adapter
61 HPE Intel igb Drivers for Red kmod-hp-igh-5.3.5.15-7 | HP Ethernet 1Gb 5.3.5.15-7 5.3.5.15-7 B
Hat Enterprise Linux 6 x86_64 .rhel6u9.x86_64.rpm 4-port 366FLR
Adapter
62 HPE Intel igb Drivers for Red kmod-hp-igh-5.3.5.15-7 | HP Ethernet 1Gb 5.3.5.15-7 5.3.5.15-7 B
Hat Enterprise Linux 6 x86_64 .rhel6u9.x86_64.rpm 4-port 366T
Adapter
63 HPE Intel igb Drivers for Red kmod-hp-igh-5.3.5.15-7 | HP Ethernet 1Gb 5.3.5.15-7 5.3.5.15-7 B
Hat Enterprise Linux 7 x86_64 .rhel7u4.x86_64.rpm 2-port 361T
Adapter
64 HPE Intel igb Drivers for Red kmod-hp-igh-5.3.5.15-7 | HP Ethernet 1Gb 5.3.5.15-7 5.3.5.15-7 B
Hat Enterprise Linux 7 x86_64 .rhel7u4.x86_64.rpm 4-port 366FLR
Adapter
65 HPE Intel igb Drivers for Red kmod-hp-igh-5.3.5.15-7 | HP Ethernet 1Gb 5.3.5.15-7 5.3.5.15-7 B
Hat Enterprise Linux 7 x86_64 .rhel7u4.x86_64.rpm 4-port 366T
Adapter
66 HPE Intel igbn Driver for cp035295.zip HP Ethernet 1Gb 2018.09.00 | 1.4.1-10EM.6 | FiiR:&N0
VMware vSphere 6.0 2-port 361T 00.0.0.276884
Adapter 7
67 HPE Intel igbn Driver for cp035295.zip HP Ethernet 1Gb 2018.09.00 1.4.1-10EM.6 | ¥THREND
VMware vSphere 6.0 4-port 366FLR 00.0.0.276884
Adapter 7
68 HPE Intel igbn Driver for cp035295.zip HP Ethernet 1Gb 2018.09.00 1.4.1-10EM.6 | FTFREN0
VMware vSphere 6.0 4-port 366T 00.0.0.276884
Adapter 7
69 HPE Intel igbn Driver for cp035305.zip HP Ethernet 1Gb 2018.09.00 1.4.1-10EM.6 | ¥#58h0
VMware vSphere 6.5 2-port 361T 00.0.0.276884
Adapter 7
70 HPE Intel igbn Driver for cp035305.zip HP Ethernet 1Gb 2018.09.00 | 1.4.1-10EM.6 | FiiR:8H0
VMware vSphere 6.5 4-port 366FLR 00.0.0.276884
Adapter 7
71 HPE Intel igbn Driver for cp035305.zip HP Ethernet 1Gb 2018.09.00 1.4.1-10EM.6 | FTFRIEND
VMware vSphere 6.5 4-port 366T 00.0.0.276884
Adapter 7
72 HPE Intel ixgbe Drivers for Red kmod-hp-ixgbe-5.3.5.1- | HPE Ethernet 5.3.5.1-8 5.3.5.1-8 &
Hat Enterprise Linux 6 x86_64 8.rhel6u9.x86_64.rpm 10Gb 2-port
562FLR-T Adapter
73 HPE Intel ixgbe Drivers for Red kmod-hp-ixgbe-5.3.5.1- | HPE Ethernet 5.3.5.1-8 5.3.5.1-8 B
Hat Enterprise Linux 6 x86_64 8.rhel6u9.x86_64.rpm 10Gb 2-port 562T
Adapter
74 HPE Intel ixgbe Drivers for Red kmod-hp-ixgbe-5.3.5.1- | HPE Ethernet 5.3.5.1-8 5.3.5.1-8 BH
Hat Enterprise Linux 7 x86_64 8.rhel7u4.x86_64.rpm 10Gb 2-port
562FLR-T Adapter
75 HPE Intel ixgbe Drivers for Red kmod-hp-ixgbe-5.3.5.1- | HPE Ethernet 5.3.5.1-8 5.3.5.1-8 B
Hat Enterprise Linux 7 x86_64 8.rhel7u4.x86_64.rpm 10Gb 2-port 562T
Adapter
76 HPE Intel ixgben Driver for cp035297.zip HPE Ethernet 2018.09.00 1.6.5-10EM.6 | ¥#581h0
VMware vSphere 6.0 10Gb 2-port 00.0.0.276884
562FLR-T Adapter 7
77 HPE Intel ixgben Driver for cp035297.zip HPE Ethernet 2018.09.00 | 1.6.5-10EM.6 | 1R800
VMware vSphere 6.0 10Gb 2-port 562T 00.0.0.276884
Adapter 7
78 HPE Intel ixgben Driver for cp035306.zip HPE Ethernet 2018.09.00 1.6.5-10EM.6 | ¥1#R8h0
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VMware vSphere 6.5 10Gb 2-port 00.0.0.276884
562FLR-T Adapter 7
79 HPE Intel ixgben Driver for cp035306.zip HPE Ethernet 2018.09.00 | 1.6.5-10EM.6 | #iiR:&00
VMware vSphere 6.5 10Gb 2-port 562T 00.0.0.276884
Adapter 7
80 HPE Intel ixgbevf Drivers for kmod-hp-ixgbevf-4.3.3. HPE Ethernet 433.1-8 433.1-8 B
Red Hat Enterprise Linux 6 1-8.rhel6u9.x86_64.rp 10Gb 2-port
x86_64 m 562FLR-T Adapter
81 HPE Intel ixgbevf Drivers for kmod-hp-ixgbevf-4.3.3. HPE Ethernet 433.1-8 433.1-8 BH
Red Hat Enterprise Linux 6 1-8.rhel6u9.x86_64.rp 10Gb 2-port 562T
x86_64 m Adapter
82 HPE Intel ixgbevf Drivers for kmod-hp-ixgbevf-4.3.3. HPE Ethernet 43.3.1-8 433.1-8 B
Red Hat Enterprise Linux 7 1-8.rhel7u4.x86_64.rp 10Gb 2-port
x86_64 m 562FLR-T Adapter
83 HPE Intel ixgbevf Drivers for kmod-hp-ixgbevf-4.3.3. HPE Ethernet 43.3.1-8 433.1-8 BH
Red Hat Enterprise Linux 7 1-8.rhel7u4.x86_64.rp 10Gb 2-port 562T
x86_64 m Adapter
84 HPE Intel ixs Driver for cp033709.exe HPE Ethernet 3.14.75.0 3.14.75.0
Windows Server 2012 R2 10Gb 2-port
562FLR-T Adapter
85 HPE Intel ixs Driver for cp033709.exe HPE Ethernet 3.14.75.0 3.14.75.0
Windows Server 2012 R2 10Gb 2-port 562T
Adapter
86 HPE Intel ixs Driver for cp033710.exe HPE Ethernet 4.1.74.0 4.1.74.0
Windows Server 2016 10Gb 2-port
562FLR-T Adapter
87 HPE Intel ixs Driver for cp033710.exe HPE Ethernet 4.1.74.0 4.1.74.0
Windows Server 2016 10Gb 2-port 562T
Adapter
88 HPE Mellanox CX4LX and CX5 cp034468.exe HPE InfiniBand 1.90.19216. 1.90.19216.0
Driver for Windows Server 2012 EDR/Ethernet 0
R2 100Gb 2-port
841QSFP28
Adapter
89 HPE Mellanox CX4LX and CX5 cp034468.exe HPE Ethernet 1.90.19216. | 1.90.19216.0
Driver for Windows Server 2012 25Gb 2-port 640 0
R2 FLR-SFP28
Adapter
90 HPE Mellanox CX4LX and CX5 cp034468.exe HPE Ethernet 1.90.19216. | 1.90.19216.0
Driver for Windows Server 2012 25Gb 2-port 0
R2 640SFP28
Adapter
91 HPE Mellanox CX4LX and CX5 cp034469.exe HPE InfiniBand 1.90.19216. 1.90.19216.0
Driver for Windows Server 2016 EDR/Ethernet 0
100Gb 2-port
841QSFP28
Adapter
92 HPE Mellanox CX4LX and CX5 cp034469.exe HPE Ethernet 1.90.19216. 1.90.19216.0
Driver for Windows Server 2016 25Gb 2-port 640 0
FLR-SFP28
Adapter
93 HPE Mellanox CX4LX and CX5 cp034469.exe HPE Ethernet 1.90.19216. 1.90.19216.0
Driver for Windows Server 2016 25Gb 2-port 0
640SFP28
Adapter
94 HPE Mellanox RoCE (RDMA kmod-minx-ofa_kernel- | HPE InfiniBand 4.3 4.3
over Converged Ethernet) 4.3-OFED.4.3.1.0.1.1.g8 | EDR/Ethernet
Driver for Red Hat Enterprise 509e41.rhel6u9.x86_64 | 100Gb 2-port
Linux 6 Update 9 (x86_64) .rpm 841QSFP28
Adapter
95 HPE Mellanox RoCE (RDMA kmod-minx-ofa_kernel- | HPE Ethernet 4.3 4.3

over Converged Ethernet)
Driver for Red Hat Enterprise
Linux 6 Update 9 (x86_64)

4.3-OFED.4.3.1.0.1.1.g8
509e41.rhel6u9.x86_64
.rpm

25Gb 2-port 640
FLR-SFP28
Adapter
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96 HPE Mellanox RoCE (RDMA kmod-mIinx-ofa_kernel- | HPE Ethernet 4.3 4.3
over Converged Ethernet) 4.3-OFED.4.3.1.0.1.1.g8 | 25Gb 2-port
Driver for Red Hat Enterprise 509e41.rhel6u9.x86_64 | 640SFP28
Linux 6 Update 9 (x86_64) .rpm Adapter

97 HPE Mellanox RoCE (RDMA kmod-minx-ofa_kernel- | HPE InfiniBand 4.3 4.3
over Converged Ethernet) 4.3-OFED.4.3.1.0.1.1.g8 | EDR/Ethernet
Driver for Red Hat Enterprise 509e41.rhel7u4.x86_64 | 100Gb 2-port
Linux 7 Update 4 (x86_64) .rpm 841QSFP28

Adapter

98 HPE Mellanox RoCE (RDMA kmod-minx-ofa_kernel- | HPE Ethernet 4.3 4.3
over Converged Ethernet) 4.3-OFED.4.3.1.0.1.1.g8 | 25Gb 2-port 640
Driver for Red Hat Enterprise 509e41.rhel7u4.x86_64 | FLR-SFP28
Linux 7 Update 4 (x86_64) .rpm Adapter

99 HPE Mellanox RoCE (RDMA kmod-minx-ofa_kernel- | HPE Ethernet 4.3 4.3
over Converged Ethernet) 4.3-OFED.4.3.1.0.1.1.g8 | 25Gb 2-port
Driver for Red Hat Enterprise 509e41.rhel7u4.x86_64 | 640SFP28
Linux 7 Update 4 (x86_64) .rpm Adapter

100 | HPE Qlogic NX2 10/20 GbE cp035304.zip HP Ethernet 10Gb | 2018.09.00 2.713.60.v60. R8N0
Multifunction Driver for 2-port 530SFP+ 2-10EM.600.0
VMware vSphere 6.0 Adapter .0.2494585

101 | HPE Qlogic NX2 10/20 GbE cp035304.zip HP Ethernet 10Gb | 2018.09.00 2.713.60.v60. HHREN
Multifunction Driver for 2-port 530T 2-10EM.600.0
VMware vSphere 6.0 Adapter .0.2494585

102 | HPE Qlogic NX2 10/20 GbE cp035304.zip HPE FlexFabric 2018.09.00 2.713.60.v60. R8N0
Multifunction Driver for 10Gb 2-port 2-10EM.600.0
VMware vSphere 6.0 533FLR-T Adapter .0.2494585

103 | HPE Qlogic NX2 10/20 GbE cp035302.zip HP Ethernet 10Gb | 2018.09.00 1.0.60.3-10E R8N0
Multifunction Driver for 2-port 530SFP+ M.650.0.0.45
VMware vSphere 6.5 Adapter 98673

104 | HPE QLogic NX2 10/20 GbE cp035302.zip HP Ethernet 10Gb | 2018.09.00 | 1.0.60.3-10E | #8810
Multifunction Driver for 2-port 530T M.650.0.0.45
VMware vSphere 6.5 Adapter 98673

105 | HPE Qlogic NX2 10/20 GbE cp035302.zip HPE FlexFabric 2018.09.00 1.0.60.3-10E R8N0
Multifunction Driver for 10Gb 2-port M.650.0.0.45
VMware vSphere 6.5 533FLR-T Adapter 98673

106 | HPE Qlogic NX2 10/20 GbE kmod-netxtreme2-7.14. | HP Ethernet 10Gb | 7.14.48-1 7.14.48-1 B
Multifunction Drivers for Red 48-1.rhel6u9.x86_64.rp | 2-port 530SFP+
Hat Enterprise Linux 6 x86_64 m Adapter

107 | HPE Qlogic NX2 10/20 GbE kmod-netxtreme2-7.14. | HP Ethernet 10Gb | 7.14.48-1 7.14.48-1 BH
Multifunction Drivers for Red 48-1.rhel6u9.x86_64.rp | 2-port 530T
Hat Enterprise Linux 6 x86_64 m Adapter

108 | HPE Qlogic NX2 10/20 GbE kmod-netxtreme2-7.14. | HPE FlexFabric 7.14.48-1 7.14.48-1 B
Multifunction Drivers for Red 48-1.rhel6u9.x86_64.rp | 10Gb 2-port
Hat Enterprise Linux 6 x86_64 m 533FLR-T Adapter

109 | HPE Qlogic NX2 10/20 GbE kmod-netxtreme2-7.14. | HP Ethernet 10Gb | 7.14.48-1 7.14.48-1 B
Multifunction Drivers for Red 48-1.rhel7u4.x86_64.rp | 2-port 530SFP+
Hat Enterprise Linux 7 x86_64 m Adapter

110 | HPE Qlogic NX2 10/20 GbE kmod-netxtreme2-7.14. | HP Ethernet 10Gb | 7.14.48-1 7.14.48-1 B
Multifunction Drivers for Red 48-1.rhel7u4.x86_64.rp | 2-port 530T
Hat Enterprise Linux 7 x86_64 m Adapter

111 | HPE Qlogic NX2 10/20 GbE kmod-netxtreme2-7.14. | HPE FlexFabric 7.14.48-1 7.14.48-1 BH
Multifunction Drivers for Red 48-1.rhel7u4.x86_64.rp | 10Gb 2-port
Hat Enterprise Linux 7 x86_64 m 533FLR-T Adapter

112 | HPE Qlogic NX2 10/20 GbE kmod-netxtreme2-7.14. | HP Ethernet 10Gb | 7.14.48-1 7.14.48-1 B
Multifunction Drivers for Red 48-1.rhel7u5.x86_64.rp | 2-port 530SFP+
Hat Enterprise Linux 7 x86_64 m Adapter

113 | HPE Qlogic NX2 10/20 GbE kmod-netxtreme2-7.14. | HP Ethernet 10Gb | 7.14.48-1 7.14.48-1 BH
Multifunction Drivers for Red 48-1.rhel7u5.x86_64.rp | 2-port 530T
Hat Enterprise Linux 7 x86_64 m Adapter

114 | HPE Qlogic NX2 10/20 GbE kmod-netxtreme2-7.14. | HPE FlexFabric 7.14.48-1 7.14.48-1 BH
Multifunction Drivers for Red 48-1.rhel7u5.x86_64.rp | 10Gb 2-port
Hat Enterprise Linux 7 x86_64 m 533FLR-T Adapter

115 | HPE Qlogic NX2 10/20 GbE cp034362.exe HP Ethernet 10Gb | 7.13.145.0 7.13.145.0

Multifunction Drivers for

2-port 530SFP+
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Windows Server x64 Editions Adapter
116 | HPE Qlogic NX2 10/20 GbE cp034362.exe HP Ethernet 10Gb | 7.13.145.0 7.13.145.0
Multifunction Drivers for 2-port 530T
Windows Server x64 Editions Adapter
117 HPE QLogic NX2 10/20 GbE cp034362.exe HPE FlexFabric 7.13.145.0 7.13.145.0
Multifunction Drivers for 10Gb 2-port
Windows Server x64 Editions 533FLR-T Adapter
6.25 Driver — Storage
No. Description Package filename Device Pack.age Flrmwa.re/Dnv Update
Version er version
118 | HPE Smart Array S100i SR cp036395.exe - 100.8.0.0 100.8.0.0 B
Gen10 SW RAID Driver for
Windows Server 2012 R2 and
Windows Server 2016
6.26 Driver - Storage Controller
No. Description Package filename Device Pack.age Flrmwa'\re/Dnv Update
Version er version
119 | HPE ProLiant Gen10 Smart kmod-smartpqi-1.1.4-1 HPE Smart Array 1.1.4-133 1.1.4-133 (A) B
Array Controller (64-bit) Driver 33.rhel6u9.x86_64.rpm | P408i-a SR Genl10 | (A)
for Red Hat Enterprise Linux 6 Controller
(64-bit)
120 | HPE ProLiant Gen10 Smart kmod-smartpqi-1.1.4-1 HPE Smart Array 1.1.4-133 1.1.4-133 (A) B
Array Controller (64-bit) Driver 33.rhel7u4.x86_64.rpm | P408i-p SR Genl10 | (A)
for Red Hat Enterprise Linux 7 Controller
(64-bit)
121 | HPE ProLiant Gen10 Smart kmod-smartpqi-1.1.4-1 HPE Smart Array 1.1.4-133 1.1.4-133 (A) BH
Array Controller (64-bit) Driver 33.rhel7u4.x86_64.rpm | P816i-a SR Gen10 | (A)
for Red Hat Enterprise Linux 7 Controller
(64-bit)
122 | HPE ProlLiant Gen10 Smart kmod-smartpqi-1.1.4-1 HPE Smart Array 1.1.4-133 1.1.4-133 (A) BE
Array Controller (64-bit) Driver 33.rhel7u4.x86_64.rpm | E208e-p SR Genl10 | (A)
for Red Hat Enterprise Linux 7 Controller
(64-bit)
123 | HPE ProLiant Gen10 Smart kmod-smartpqi-1.1.4-1 HPE Smart Array 1.1.4-133 1.1.4-133 (A) &
Array Controller (64-bit) Driver 33.rhel7u4.x86_64.rpm | E208i-a SR Gen10 | (A)
for Red Hat Enterprise Linux 7 Controller
(64-bit)
124 | HPE ProLiant Gen10 Smart kmod-smartpqi-1.1.4-1 HPE Smart Array 1.1.4-133 1.1.4-133 (A) &
Array Controller (64-bit) Driver 33.rhel7u4.x86_64.rpm | E208i-p SR Gen10 | (A)
for Red Hat Enterprise Linux 7 Controller
(64-bit)
125 | HPE ProLiant Gen10 Smart kmod-smartpqi-1.1.4-1 HPE Smart Array 1.1.4-133 1.1.4-133 (A) B
Array Controller (64-bit) Driver 33.rhel7u5.x86_64.rpm | P408i-a SR Gen10 | (A)
for Red Hat Enterprise Linux 7 Controller
(64-bit)
126 | HPE ProLiant Gen10 Smart kmod-smartpqi-1.1.4-1 HPE Smart Array 1.1.4-133 1.1.4-133 (A) B
Array Controller (64-bit) Driver 33.rhel7u5.x86_64.rpm | P408i-p SR Gen10 | (A)
for Red Hat Enterprise Linux 7 Controller
(64-bit)
127 | HPE ProLiant Gen10 Smart kmod-smartpqi-1.1.4-1 HPE Smart Array 1.1.4-133 1.1.4-133 (A) BH
Array Controller (64-bit) Driver 33.rhel7u5.x86_64.rpm | P816i-a SR Genl10 | (A)
for Red Hat Enterprise Linux 7 Controller
(64-bit)
128 | HPE ProLiant Gen10 Smart kmod-smartpqi-1.1.4-1 | HPE Smart Array 1.1.4-133 1.1.4-133 (A) BH
Array Controller (64-bit) Driver 33.rhel7u5.x86_64.rpm | E208e-p SR Gen10 | (A)
for Red Hat Enterprise Linux 7 Controller
(64-bit)
129 | HPE ProLiant Gen10 Smart kmod-smartpqi-1.1.4-1 | HPE Smart Array 1.1.4-133 1.1.4-133 (A) BH
Array Controller (64-bit) Driver 33.rhel7u5.x86_64.rpm | E208i-a SR Gen10 | (A)
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for Red Hat Enterprise Linux 7 Controller
(64-bit)
130 | HPE ProLiant Gen10 Smart kmod-smartpqi-1.1.4-1 HPE Smart Array 1.1.4-133 1.1.4-133 (A) B
Array Controller (64-bit) Driver 33.rhel7u5.x86_64.rpm | E208i-p SR Gen10 | (A)
for Red Hat Enterprise Linux 7 Controller
(64-bit)
131 | HPE ProLiant Gen10 Smart cp036830.zip HPE Smart Array 2018.07.18 1.0.2.1038-10 | ¥#5R8h0
Array Controller Driver for P408i-a SR Gen10 EM.600.0.0.2
VMware vSphere 6.0 (Driver Controller 768847
Component).
132 | HPE ProLiant Gen10 Smart cp036830.zip HPE Smart Array 2018.07.18 1.0.2.1038-10 | ¥#5R8h0
Array Controller Driver for P408i-p SR Gen10 EM.600.0.0.2
VMware vSphere 6.0 (Driver Controller 768847
Component).
133 | HPE ProLiant Gen10 Smart cp036830.zip HPE Smart Array 2018.07.18 1.0.2.1038-10 | ¥#5R8h0
Array Controller Driver for P816i-a SR Gen10 EM.600.0.0.2
VMware vSphere 6.0 (Driver Controller 768847
Component).
134 | HPE ProlLiant Gen10 Smart cp036830.zip HPE Smart Array 2018.07.18 1.0.2.1038-10 | H#RBh0
Array Controller Driver for E208e-p SR Gen10 EM.600.0.0.2
VMware vSphere 6.0 (Driver Controller 768847
Component).
135 | HPE ProlLiant Gen10 Smart cp036830.zip HPE Smart Array 2018.07.18 1.0.2.1038-10 | H#RBh0
Array Controller Driver for E208i-a SR Gen10 EM.600.0.0.2
VMware vSphere 6.0 (Driver Controller 768847
Component).
136 | HPE ProlLiant Gen10 Smart cp036830.zip HPE Smart Array 2018.07.18 1.0.2.1038-10 | H#RBh0
Array Controller Driver for E208i-p SR Gen10 EM.600.0.0.2
VMware vSphere 6.0 (Driver Controller 768847
Component).
137 HPE ProLiant Gen10 Smart cp036831.zip HPE Smart Array 2018.07.18 1.0.2.1038-10 | ¥i#5H8h0
Array Controller Driver for P408i-a SR Gen10 EM.650.0.0.4
VMware vSphere 6.5 (Driver Controller 598673
Component).
138 | HPE Proliant Gen10 Smart cp036831.zip HPE Smart Array 2018.07.18 | 1.0.2.1038-10 | (1R800
Array Controller Driver for P408i-p SR Gen10 EM.650.0.0.4
VMware vSphere 6.5 (Driver Controller 598673
Component).
139 | HPE ProLiant Gen10 Smart cp036831.zip HPE Smart Array 2018.07.18 | 1.0.2.1038-10 | (IR:EMN0
Array Controller Driver for P816i-a SR Gen10 EM.650.0.0.4
VMware vSphere 6.5 (Driver Controller 598673
Component).
140 HPE ProLiant Gen10 Smart cp036831.zip HPE Smart Array 2018.07.18 1.0.2.1038-10 | FFREND
Array Controller Driver for E208e-p SR Gen10 EM.650.0.0.4
VMware vSphere 6.5 (Driver Controller 598673
Component).
141 HPE ProLiant Gen10 Smart cp036831.zip HPE Smart Array 2018.07.18 1.0.2.1038-10 | FFREND
Array Controller Driver for E208i-a SR Gen10 EM.650.0.0.4
VMware vSphere 6.5 (Driver Controller 598673
Component).
142 HPE ProLiant Gen10 Smart cp036831.zip HPE Smart Array 2018.07.18 1.0.2.1038-10 | ¥i#R8h0
Array Controller Driver for E208i-p SR Gen10 EM.650.0.0.4
VMware vSphere 6.5 (Driver Controller 598673
Component).
143 | HPE Smart Array Gen10 cp034601.exe HPE Smart Array 100.62.0.64 | 100.62.0.64
Controller Driver for Windows P408i-a SR Gen10
Server 2012 R2 and Windows Controller
Server 2016
144 | HPE Smart Array Gen10 cp034601.exe HPE Smart Array 100.62.0.64 | 100.62.0.64
Controller Driver for Windows P408i-p SR Gen10
Server 2012 R2 and Windows Controller
Server 2016
145 | HPE Smart Array Gen10 cp034601.exe HPE Smart Array 100.62.0.64 | 100.62.0.64

Controller Driver for Windows

P816i-a SR Gen10
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Server 2012 R2 and Windows Controller
Server 2016
146 | HPE Smart Array Gen10 cp034601.exe HPE Smart Array 100.62.0.64 | 100.62.0.64
Controller Driver for Windows E208e-p SR Genl10
Server 2012 R2 and Windows Controller
Server 2016
147 | HPE Smart Array Gen10 cp034601.exe HPE Smart Array 100.62.0.64 | 100.62.0.64
Controller Driver for Windows E208i-a SR Gen10
Server 2012 R2 and Windows Controller
Server 2016
148 | HPE Smart Array Gen10 cp034601.exe HPE Smart Array 100.62.0.64 | 100.62.0.64
Controller Driver for Windows E208i-p SR Gen10
Server 2012 R2 and Windows Controller
Server 2016
6.2. 7 Driver - Storage Fibre Channel and Fibre Channel over Ethernet
No. | Description Package filename Device Pack.age Flrmwa?re/Dnv Update
Version er version
149 | HPE Storage Fibre Channel cp034221.exe HPE StoreFabric 11.4.334.7 11.4.334.7
Adapter Kit for the x64 Emulex SN1200E 16Gb
Storport Driver for Windows Dual Port Fibre
2012, Windows 2012R2 and Channel Host Bus
Windows 2016 Adapter
150 | HPE Storage Fibre Channel cp034221.exe HPE StoreFabric 11.4.334.7 11.4.334.7
Adapter Kit for the x64 Emulex SN1200E 16Gb
Storport Driver for Windows Single Port Fibre
2012, Windows 2012R2 and Channel Host Bus
Windows 2016 Adapter
151 | HPE Storage Fibre Channel cp034221.exe HPE StoreFabric 11.4.334.7 11.4.334.7
Adapter Kit for the x64 Emulex SN1600E 32Gb
Storport Driver for Windows Dual Port Fibre
2012, Windows 2012R2 and Channel Host Bus
Windows 2016 Adapter
152 | HPE Storage Fibre Channel cp034221.exe HPE StoreFabric 11.4.334.7 11.4.334.7
Adapter Kit for the x64 Emulex SN1600E 32Gb
Storport Driver for Windows Single Port Fibre
2012, Windows 2012R2 and Channel Host Bus
Windows 2016 Adapter
153 | HPE Storage Fibre Channel cp034232.exe HPE StoreFabric 9.2.8.20 9.2.8.20
Adapter Kit for the x64 Qlogic SN1100Q 16Gb
Storport Driver for Windows Dual Port Fibre
Server 2012 and 2012 R2 Channel Host Bus
Adapter
154 | HPE Storage Fibre Channel cp034232.exe HPE StoreFabric 9.2.8.20 9.2.8.20
Adapter Kit for the x64 Qlogic SN1100Q 16Gb
Storport Driver for Windows Single Port Fibre
Server 2012 and 2012 R2 Channel Host Bus
Adapter
155 | HPE Storage Fibre Channel cp034232.exe HPE StoreFabric 9.2.8.20 9.2.8.20
Adapter Kit for the x64 QLogic SN1600Q 32Gb
Storport Driver for Windows Dual Port Fibre
Server 2012 and 2012 R2 Channel Host Bus
Adapter
156 | HPE Storage Fibre Channel cp034232.exe HPE StoreFabric 9.2.8.20 9.2.8.20
Adapter Kit for the x64 QLogic SN1600Q 32Gb
Storport Driver for Windows Single Port Fibre
Server 2012 and 2012 R2 Channel Host Bus
Adapter
157 | HPE Storage Fibre Channel cp034233.exe HPE StoreFabric 9.2.8.20 9.2.8.20
Adapter Kit for the x64 QLogic SN1100Q 16Gb

Storport Driver for Windows
Server 2016

Dual Port Fibre
Channel Host Bus
Adapter
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158 | HPE Storage Fibre Channel cp034233.exe HPE StoreFabric 9.2.8.20 9.2.8.20
Adapter Kit for the x64 QLogic SN1100Q 16Gb
Storport Driver for Windows Single Port Fibre
Server 2016 Channel Host Bus
Adapter
159 | HPE Storage Fibre Channel cp034233.exe HPE StoreFabric 9.2.8.20 9.2.8.20
Adapter Kit for the x64 QLogic SN1600Q 32Gb
Storport Driver for Windows Dual Port Fibre
Server 2016 Channel Host Bus
Adapter
160 | HPE Storage Fibre Channel cp034233.exe HPE StoreFabric 9.2.8.20 9.2.8.20
Adapter Kit for the x64 QLogic SN1600Q 32Gb
Storport Driver for Windows Single Port Fibre
Server 2016 Channel Host Bus
Adapter
161 | Red Hat Enterprise Linux 6 kmod-glgc-gla2xxx-8.08 | HPE StoreFabric 8.08.00.08.0 | 8.08.00.08.06. | EB¥f
Server (x86-64) FC Driver Kit for | .00.08.06.0_k1-1.rhel6u | SN1100Q 16Gb 6.0-k1 0-k1
HPE Qlogic and mezzanine Host | 9.x86_64.rpm Dual Port Fibre
Bus Adapters Channel Host Bus
Adapter
162 | Red Hat Enterprise Linux 6 kmod-glgc-gla2xxx-8.08 | HPE StoreFabric 8.08.00.08.0 | 8.08.00.08.06. | EE¥f
Server (x86-64) FC Driver Kit for | .00.08.06.0_k1-1.rhel6u | SN1100Q 16Gb 6.0-k1 0-k1
HPE Qlogic and mezzanine Host | 9.x86_64.rpm Single Port Fibre
Bus Adapters Channel Host Bus
Adapter
163 | Red Hat Enterprise Linux 6 kmod-glgc-gla2xxx-8.08 | HPE StoreFabric 8.08.00.08.0 | 8.08.00.08.06. | EE¥f
Server (x86-64) FC Driver Kit for | .00.08.06.0_k1-1.rhel6u | SN1600Q 32Gb 6.0-k1 0-k1
HPE Qlogic and mezzanine Host | 9.x86_64.rpm Dual Port Fibre
Bus Adapters Channel Host Bus
Adapter
164 | Red Hat Enterprise Linux 6 kmod-glgc-gla2xxx-8.08 | HPE StoreFabric 8.08.00.08.0 | 8.08.00.08.06. | EE¥f
Server (x86-64) FC Driver Kit for | .00.08.06.0_k1-1.rhel6u | SN1600Q 32Gb 6.0-k1 0-k1
HPE Qlogic and mezzanine Host | 9.x86_64.rpm Single Port Fibre
Bus Adapters Channel Host Bus
Adapter
165 | Red Hat Enterprise Linux 6 kmod-elx-Ipfc-11.4.334. | HPE StoreFabric 11.4.334.26 | 11.4.334.26 B
Server (x86-64) Fibre Channel 26-1.rhel6u9.x86_64.rp | SN1200E 16Gb
Driver Kit for HPE Emulex Host m Dual Port Fibre
Bus Adapters and mezzanine Channel Host Bus
Host Bus Adapters Adapter
166 | Red Hat Enterprise Linux 6 kmod-elx-Ipfc-11.4.334. | HPE StoreFabric 11.4.334.26 | 11.4.334.26 B
Server (x86-64) Fibre Channel 26-1.rhel6u9.x86_64.rp | SN1200E 16Gb
Driver Kit for HPE Emulex Host m Single Port Fibre
Bus Adapters and mezzanine Channel Host Bus
Host Bus Adapters Adapter
167 | Red Hat Enterprise Linux 6 kmod-elx-Ipfc-11.4.334. | HPE StoreFabric 11.4.334.26 | 11.4.334.26 B
Server (x86-64) Fibre Channel 26-1.rhel6u9.x86_64.rp | SN1600E 32Gb
Driver Kit for HPE Emulex Host m Dual Port Fibre
Bus Adapters and mezzanine Channel Host Bus
Host Bus Adapters Adapter
168 | Red Hat Enterprise Linux 6 kmod-elx-Ipfc-11.4.334. | HPE StoreFabric 11.4.334.26 | 11.4.334.26 B
Server (x86-64) Fibre Channel 26-1.rhel6u9.x86_64.rp | SN1600E 32Gb
Driver Kit for HPE Emulex Host m Single Port Fibre
Bus Adapters and mezzanine Channel Host Bus
Host Bus Adapters Adapter
169 | Red Hat Enterprise Linux 7 kmod-qlgc-qla2xxx-8.08 | HPE StoreFabric 8.08.00.08.0 | 8.08.00.08.07. | 8%
Server FC Driver Kit for HPE .00.08.07.0_k1-1.rhel7u | SN1100Q 16Gb 7.5-k1 5-k1
Qlogic and mezzanine Host Bus | 4.x86_64.rpm Dual Port Fibre
Adapters Channel Host Bus
Adapter
170 | Red Hat Enterprise Linux 7 kmod-qlgc-qla2xxx-8.08 | HPE StoreFabric 8.08.00.08.0 | 8.08.00.08.07. | 8%
Server FC Driver Kit for HPE .00.08.07.0_k1-1.rhel7u | SN1100Q 16Gb 7.5-k1 5-k1

Qlogic and mezzanine Host Bus
Adapters

4.x86_64.rpm

Single Port Fibre
Channel Host Bus

27 [/ 137



No. | Description Package filename Device Pack_age Flrmwzfre/Drlv Update
Version er version
Adapter
171 | Red Hat Enterprise Linux 7 kmod-glgc-gla2xxx-8.08 | HPE StoreFabric 8.08.00.08.0 | 8.08.00.08.07. | E¥f
Server FC Driver Kit for HPE .00.08.07.0_k1-1.rhel7u | SN1600Q 32Gb 7.5-k1 5-k1
Qlogic and mezzanine Host Bus | 4.x86_64.rpm Dual Port Fibre
Adapters Channel Host Bus
Adapter
172 | Red Hat Enterprise Linux 7 kmod-glgc-gla2xxx-8.08 | HPE StoreFabric 8.08.00.08.0 | 8.08.00.08.07. | E¥f
Server FC Driver Kit for HPE .00.08.07.0_k1-1.rhel7u | SN1600Q 32Gb 7.5-k1 5-k1
Qlogic and mezzanine Host Bus | 4.x86_64.rpm Single Port Fibre
Adapters Channel Host Bus
Adapter
173 | Red Hat Enterprise Linux 7 kmod-glgc-gla2xxx-8.08 | HPE StoreFabric 8.08.00.08.0 | 8.08.00.08.07. | E¥f
Server FC Driver Kit for HPE .00.08.07.5_k1-1.rhel7u | SN1100Q 16Gb 7.5-k1 5-k1
Qlogic and mezzanine Host Bus | 5.x86_64.rpm Dual Port Fibre
Adapters Channel Host Bus
Adapter
174 | Red Hat Enterprise Linux 7 kmod-glgc-gla2xxx-8.08 | HPE StoreFabric 8.08.00.08.0 | 8.08.00.08.07. | ¥
Server FC Driver Kit for HPE .00.08.07.5_k1-1.rhel7u | SN1100Q 16Gb 7.5-k1 5-k1
Qlogic and mezzanine Host Bus | 5.x86_64.rpm Single Port Fibre
Adapters Channel Host Bus
Adapter
175 | Red Hat Enterprise Linux 7 kmod-glgc-gla2xxx-8.08 | HPE StoreFabric 8.08.00.08.0 | 8.08.00.08.07. | EE¥f
Server FC Driver Kit for HPE .00.08.07.5_k1-1.rhel7u | SN1600Q 32Gb 7.5-k1 5-k1
Qlogic and mezzanine Host Bus | 5.x86_64.rpm Dual Port Fibre
Adapters Channel Host Bus
Adapter
176 | Red Hat Enterprise Linux 7 kmod-glgc-gla2xxx-8.08 | HPE StoreFabric 8.08.00.08.0 | 8.08.00.08.07. | EE¥f
Server FC Driver Kit for HPE .00.08.07.5_k1-1.rhel7u | SN1600Q 32Gb 7.5-k1 5-k1
Qlogic and mezzanine Host Bus | 5.x86_64.rpm Single Port Fibre
Adapters Channel Host Bus
Adapter
177 | Red Hat Enterprise Linux 7 kmod-elx-Ipfc-11.4.334. | HPE StoreFabric 11.4.334.26 | 11.4.334.26 BH
Server Fibre Channel Driver Kit 26-1.rhel7u4.x86_64.rp | SN1200E 16Gb
for HPE Emulex Host Bus m Dual Port Fibre
Adapters and mezzanine Host Channel Host Bus
Bus Adapters Adapter
178 | Red Hat Enterprise Linux 7 kmod-elx-Ipfc-11.4.334. | HPE StoreFabric 11.4.334.26 | 11.4.334.26 B
Server Fibre Channel Driver Kit 26-1.rhel7u4.x86_64.rp | SN1200E 16Gb
for HPE Emulex Host Bus m Single Port Fibre
Adapters and mezzanine Host Channel Host Bus
Bus Adapters Adapter
179 | Red Hat Enterprise Linux 7 kmod-elx-Ipfc-11.4.334. | HPE StoreFabric 11.4.334.26 | 11.4.334.26 B
Server Fibre Channel Driver Kit 26-1.rhel7u4.x86_64.rp | SN1600E 32Gb
for HPE Emulex Host Bus m Dual Port Fibre
Adapters and mezzanine Host Channel Host Bus
Bus Adapters Adapter
180 | Red Hat Enterprise Linux 7 kmod-elx-Ipfc-11.4.334. | HPE StoreFabric 11.4.334.26 | 11.4.334.26 B
Server Fibre Channel Driver Kit 26-1.rhel7u4.x86_64.rp | SN1600E 32Gb
for HPE Emulex Host Bus m Single Port Fibre
Adapters and mezzanine Host Channel Host Bus
Bus Adapters Adapter
181 | Red Hat Enterprise Linux 7 kmod-elx-Ipfc-11.4.334. | HPE StoreFabric 11.4.334.26 | 11.4.334.26 B
Server Fibre Channel Driver Kit 26-1.rhel7u5.x86_64.rp | SN1200E 16Gb
for HPE Emulex Host Bus m Dual Port Fibre
Adapters and mezzanine Host Channel Host Bus
Bus Adapters Adapter
182 | Red Hat Enterprise Linux 7 kmod-elx-lpfc-11.4.334. | HPE StoreFabric 11.4.334.26 | 11.4.334.26 B
Server Fibre Channel Driver Kit 26-1.rhel7u5.x86_64.rp | SN1200E 16Gb
for HPE Emulex Host Bus m Single Port Fibre
Adapters and mezzanine Host Channel Host Bus
Bus Adapters Adapter
183 | Red Hat Enterprise Linux 7 kmod-elx-lpfc-11.4.334. | HPE StoreFabric 11.4.334.26 | 11.4.334.26 B

Server Fibre Channel Driver Kit
for HPE Emulex Host Bus

26-1.rhel7u5.x86_64.rp
m

SN1600E 32Gb
Dual Port Fibre
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Adapters and mezzanine Host Channel Host Bus
Bus Adapters Adapter
184 | Red Hat Enterprise Linux 7 kmod-elx-Ipfc-11.4.334. | HPE StoreFabric 11.4.334.26 | 11.4.334.26 B
Server Fibre Channel Driver Kit 26-1.rhel7u5.x86_64.rp | SN1600E 32Gb
for HPE Emulex Host Bus m Single Port Fibre
Adapters and mezzanine Host Channel Host Bus
Bus Adapters Adapter
6.2.8 Driver - System Management
No. Description Package filename Device Pack'age Flrmwa're/Dnv Update
Version er version
185 | iLO 5 Automatic Server cp034068.exe - 4.2.0.0 (B) 4.2.0.0 (B)
Recovery Driver for Windows
Server 2012 R2
186 | iLO 5 Automatic Server cp034069.exe - 4.2.0.0 (B) 4.2.0.0 (B)
Recovery Driver for Windows
Server 2016
187 | iLO 5 Channel Interface Driver cp034070.exe - 4.3.0.0 4.3.0.0
for Windows Server 2012 R2
188 | iLO 5 Channel Interface Driver cp034071.exe - 4.3.0.0 4.3.0.0
for Windows Server 2016
6.29 Driver - Video
No. | Description Package filename Device Pack.age Flrmwa?re/Dnv Update
Version er version
189 | Matrox G200eH3 Video cp033123.exe - 9.15.1.184 9.15.1.184 (B)
Controller Driver for Windows (B)
Server 2012 R2
190 Matrox G200eH3 Video cp033124.exe - 9.15.1.184 9.15.1.184 (B)
Controller Driver for Windows (B)
Server 2016
6.2.10 Firmware - Lights-Out Management
No. Description Package filename Device Pack.age Flrmwa?re/Drlv Update
Version er version
191 | Language Pack - Japanese cp035842.exe Integrated 1.30 1.30
Lights-Out 5
Language Pack
192 | Language Pack - Japanese firmware-lpk-ilo-1.30-1. | Integrated 1.30 1.30
1.x86_64.rpm Lights-Out 5
Language Pack
193 | Online ROM Flash Component firmware-ilo5-1.35-1.1.x | Integrated 1.35 1.35 B
for Linux -iLO 5 86_64.rpm Lights-Out 5
Firmware
194 | Online ROM Flash Component cp037219.exe Integrated 1.35 1.35 B
for Windows x64 - iLO 5 Lights-Out 5
Firmware
6.2.11 Firmware — Network
No. | Description Package filename Device Pack.age Flrmwa?re/Dnv Update
Version er version
195 | HPE Broadcom NX1 Online firmware-nic-broadcom | HP Ethernet 1Gb 2.21.58 20.12.41 BH
Firmware Upgrade Utility for -2.21.58-1.1.x86_64.rp 2-port 332T
Linux x86_64 m Adapter
196 | HPE Broadcom NX1 Online firmware-nic-broadcom | HP Ethernet 1Gb 2.21.58 20.12.41 B
Firmware Upgrade Utility for -2.21.58-1.1.x86_64.rp 4-port 331FLR
Linux x86_64 m Adapter
197 | HPE Broadcom NX1 Online firmware-nic-broadcom | HP Ethernet 1Gb 2.21.58 20.12.41 BH
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Firmware Upgrade Utility for -2.21.58-1.1.x86_64.rp 4-port 331i
Linux x86_64 m Adapter (22BE)
198 | HPE Broadcom NX1 Online firmware-nic-broadcom | HP Ethernet 1Gb 2.21.58 20.12.41 B
Firmware Upgrade Utility for -2.21.58-1.1.x86_64.rp 4-port 331T
Linux x86_64 m Adapter
199 HPE Broadcom NX1 Online CP035378.zip HP Ethernet 1Gb 1.22.1 20.12.41 HREN
Firmware Upgrade Utility for 2-port 332T
VMware Adapter
200 | HPE Broadcom NX1 Online CP035378.zip HP Ethernet 1Gb 1.22.1 20.12.41 HFRIEBN
Firmware Upgrade Utility for 4-port 331FLR
VMware Adapter
201 | HPE Broadcom NX1 Online CP035378.zip HP Ethernet 1Gb 1.22.1 20.12.41 H38:8100
Firmware Upgrade Utility for 4-port 331i
VMware Adapter (22BE)
202 HPE Broadcom NX1 Online CP035378.zip HP Ethernet 1Gb 1.22.1 20.12.41 HFRIEBN
Firmware Upgrade Utility for 4-port 331T
VMware Adapter
203 | HPE Broadcom NX1 Online cp034766.exe HP Ethernet 1Gb 5.1.3.0 20.12.41
Firmware Upgrade Utility for 2-port 332T
Windows Server x64 Editions Adapter
204 | HPE Broadcom NX1 Online cp034766.exe HP Ethernet 1Gb 5.1.3.0 20.12.41
Firmware Upgrade Utility for 4-port 331FLR
Windows Server x64 Editions Adapter
205 | HPE Broadcom NX1 Online cp034766.exe HP Ethernet 1Gb 5.1.3.0 20.12.41
Firmware Upgrade Utility for 4-port 331i
Windows Server x64 Editions Adapter (22BE)
206 | HPE Broadcom NX1 Online cp034766.exe HP Ethernet 1Gb 5.1.3.0 20.12.41
Firmware Upgrade Utility for 4-port 331T
Windows Server x64 Editions Adapter
207 | HPE Intel Online Firmware firmware-nic-intel-1.15. | HPE Ethernet 1Gb | 1.15.56 1.1904.0 BH
Upgrade Utility for Linux 56-1.1.x86_64.rpm 4-port 369i
x86_64 Adapter
208 | HPE Intel Online Firmware firmware-nic-intel-1.15. | HP Ethernet 1Gb 1.15.56 1.1904.0 B
Upgrade Utility for Linux 56-1.1.x86_64.rpm 2-port 361T
x86_64 Adapter
209 | HPE Intel Online Firmware firmware-nic-intel-1.15. | HP Ethernet 1Gb 1.15.56 1.1904.0 B
Upgrade Utility for Linux 56-1.1.x86_64.rpm 4-port 366FLR
x86_64 Adapter
210 | HPE Intel Online Firmware firmware-nic-intel-1.15. | HP Ethernet 1Gb 1.15.56 1.1904.0 B
Upgrade Utility for Linux 56-1.1.x86_64.rpm 4-port 366T
x86_64 Adapter
211 | HPE Intel Online Firmware firmware-nic-intel-1.15. | HPE Ethernet 1.15.56 10.3.5 B
Upgrade Utility for Linux 56-1.1.x86_64.rpm 10Gb 2-port
x86_64 562FLR-SFP+
Adapter
212 | HPE Intel Online Firmware firmware-nic-intel-1.15. | HPE Ethernet 1.15.56 10.3.5 &
Upgrade Utility for Linux 56-1.1.x86_64.rpm 10Gb 2-port
x86_64 562FLR-T Adapter
213 | HPE Intel Online Firmware firmware-nic-intel-1.15. | HPE Ethernet 1.15.56 10.3.5 B
Upgrade Utility for Linux 56-1.1.x86_64.rpm 10Gb 2-port
x86_64 562SFP+ Adapter
214 | HPE Intel Online Firmware firmware-nic-intel-1.15. | HPE Ethernet 1.15.56 10.3.5 B
Upgrade Utility for Linux 56-1.1.x86_64.rpm 10Gb 2-port 562T
x86_64 Adapter
215 | HPE Intel Online Firmware CP035380.zip HPE Ethernet 1Gb | 3.8.0 1.1904.0 H3R:8100
Upgrade Utility for VMware 4-port 369i
Adapter
216 | HPE Intel Online Firmware CP035380.zip HP Ethernet 1Gb 3.8.0 1.1904.0 H38:8100
Upgrade Utility for VMware 2-port 361T
Adapter
217 | HPE Intel Online Firmware CP035380.zip HP Ethernet 1Gb 3.8.0 1.1904.0 R8N0
Upgrade Utility for VMware 4-port 366FLR
Adapter
218 | HPE Intel Online Firmware CP035380.zip HP Ethernet 1Gb 3.8.0 1.1904.0 H3R:8100
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Upgrade Utility for VMware 4-port 366T
Adapter
219 | HPE Intel Online Firmware CP035380.zip HPE Ethernet 3.8.0 10.3.5 R8N0
Upgrade Utility for VMware 10Gb 2-port
562FLR-SFP+
Adapter
220 | HPE Intel Online Firmware CP035380.zip HPE Ethernet 3.8.0 10.3.5 H38:8100
Upgrade Utility for VMware 10Gb 2-port
562FLR-T Adapter
221 | HPE Intel Online Firmware CP035380.zip HPE Ethernet 3.8.0 10.3.5 H38:8100
Upgrade Utility for VMware 10Gb 2-port
562SFP+ Adapter
222 | HPE Intel Online Firmware CP035380.zip HPE Ethernet 3.8.0 10.3.5 R8N0
Upgrade Utility for VMware 10Gb 2-port 562T
Adapter
223 | HPE Intel Online Firmware cp034074.exe HPE Ethernet 1Gb | 5.1.3.0 1.1904.0
Upgrade Utility for Windows 4-port 369i
Server x64 Editions Adapter
224 | HPE Intel Online Firmware cp034074.exe HP Ethernet 1Gb 5.1.3.0 1.1904.0
Upgrade Utility for Windows 2-port 361T
Server x64 Editions Adapter
225 | HPE Intel Online Firmware cp034074.exe HP Ethernet 1Gb 5.1.3.0 1.1904.0
Upgrade Utility for Windows 4-port 366FLR
Server x64 Editions Adapter
226 | HPE Intel Online Firmware cp034074.exe HP Ethernet 1Gb 5.1.3.0 1.1904.0
Upgrade Utility for Windows 4-port 366T
Server x64 Editions Adapter
227 | HPE Intel Online Firmware cp034074.exe HPE Ethernet 5.1.3.0 10.3.5
Upgrade Utility for Windows 10Gb 2-port
Server x64 Editions 562FLR-SFP+
Adapter
228 | HPE Intel Online Firmware cp034074.exe HPE Ethernet 5.1.3.0 10.3.5
Upgrade Utility for Windows 10Gb 2-port
Server x64 Editions 562FLR-T Adapter
229 | HPE Intel Online Firmware cp034074.exe HPE Ethernet 5.1.3.0 10.3.5
Upgrade Utility for Windows 10Gb 2-port
Server x64 Editions 562SFP+ Adapter
230 | HPE Intel Online Firmware cp034074.exe HPE Ethernet 5.1.3.0 10.3.5
Upgrade Utility for Windows 10Gb 2-port 562T
Server x64 Editions Adapter
231 | HPE Qlogic NX2 Online firmware-nic-glogic-nx2 | HP Ethernet 10Gb | 2.22.56 7.17.19 &
Firmware Upgrade Utility for -2.22.56-1.1.x86_64.rp 2-port 530SFP+
Linux x86_64 m Adapter
232 | HPE Qlogic NX2 Online firmware-nic-qlogic-nx2 | HP Ethernet 10Gb | 2.22.56 7.17.19 B
Firmware Upgrade Utility for -2.22.56-1.1.x86_64.rp 2-port 530T
Linux x86_64 m Adapter
233 | HPE Qlogic NX2 Online firmware-nic-qlogic-nx2 | HPE FlexFabric 2.22.56 7.17.19 B
Firmware Upgrade Utility for -2.22.56-1.1.x86_64.rp 10Gb 2-port
Linux x86_64 m 533FLR-T Adapter
234 | HPE Qlogic NX2 Online CP035389.zip HP Ethernet 10Gb | 1.22.2 7.17.19 HIREN
Firmware Upgrade Utility for 2-port 530SFP+
VMware Adapter
235 | HPE Qlogic NX2 Online CP035389.zip HP Ethernet 10Gb | 1.22.2 7.17.19 R8N0
Firmware Upgrade Utility for 2-port 530T
VMware Adapter
236 | HPE Qlogic NX2 Online CP035389.zip HPE FlexFabric 1.22.2 7.17.19 R8N0
Firmware Upgrade Utility for 10Gb 2-port
VMware 533FLR-T Adapter
237 | HPE QLogic NX2 Online cp034083.exe HP Ethernet 10Gb | 5.1.3.0 7.17.19
Firmware Upgrade Utility for 2-port 530SFP+
Windows Server x64 Editions Adapter
238 | HPE Qlogic NX2 Online cp034083.exe HP Ethernet 10Gb | 5.1.3.0 7.17.19
Firmware Upgrade Utility for 2-port 530T
Windows Server x64 Editions Adapter
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239 | HPE Qlogic NX2 Online cp034083.exe HPE FlexFabric 5.1.3.0 7.17.19
Firmware Upgrade Utility for 10Gb 2-port
Windows Server x64 Editions 533FLR-T Adapter
240 | Online Firmware Upgrade firmware-nic-mellanox- | HPE Ethernet 1.0.8 (A) 14.22.1414
Utility (Linux x86_64) for HPE ethernet-only-1.0.8-2.1. | 25Gb 2-port 640
Mellanox Ethernet only x86_64.rpm FLR-SFP28
adapters Adapter
241 | Online Firmware Upgrade firmware-nic-mellanox- | HPE Ethernet 1.0.8 (A) 14.22.1414
Utility (Linux x86_64) for HPE ethernet-only-1.0.8-2.1. | 25Gb 2-port
Mellanox Ethernet only x86_64.rpm 640SFP28
adapters Adapter
242 | Online Firmware Upgrade firmware-hca-mellanox- | HPE InfiniBand 1.04 16.22.4030
Utility (Linux x86_64) for HPE vpi-connectx4-1.0.4-1.1 | EDR/Ethernet
Mellanox VPI (Ethernet and .x86_64.rpm 100Gb 2-port
Infiniband mode) ConnectX4 841QSFP28
and ConnectX5 devices on Adapter
Linux x86_64 platform
243 | Online Firmware Upgrade cp037168.exe HPE Ethernet 1.0.0.8 (B) 14.22.1414 BH
Utility (Windows x64) for HPE 25Gb 2-port 640
Mellanox Ethernet only FLR-SFP28
adapters Adapter
244 | Online Firmware Upgrade cp037168.exe HPE Ethernet 1.0.0.8 (B) 14.22.1414 BH
Utility (Windows x64) for HPE 25Gb 2-port
Mellanox Ethernet only 640SFP28
adapters Adapter
245 | Online Firmware Upgrade cp037170.exe HPE InfiniBand 1.0.0.4 (A) 16.22.4030 BEH
Utility (Windows x64) for HPE EDR/Ethernet
Mellanox VPI (Ethernet and 100Gb 2-port
Infiniband mode) ConnectX4 841QSFP28
and ConnectX5 devices on Adapter
Windows x86_64 platform
6.2.12 Firmware - Power Management
No. | Description Package filename Device Pack.age Flrmwa.\re/Dnv Update
Version er version
246 | Online ROM Flash for Linux - firmware-powerpic-1.0. | Advanced Power 1.04 1.04
Advanced Power Capping 4-1.1.x86_64.rpm Capping
Microcontroller Firmware for Microcontroller
servers using Intel Xeon Firmware
Scalable
3100/4100/5100/6100/8100
series Processors
247 | Online ROM Flash for Windows | cp033359.exe Advanced Power 1.04 1.04
x64 - Advanced Power Capping Capping
Microcontroller Firmware for Microcontroller
servers using Intel Xeon Firmware
Scalable
3100/4100/5100/6100/8100
series Processors
6.2.13 Firmware - SAS Storage Disk
No. | Description Package filename Device Pack.age Flrmwa?re/Dnv Update
Version er version
248 | Online ROM Flash Component CP036115.zip EGO00600JWEBH | HPD3 (C) HPD3 H3EBN0
for VMware ESXi -
EGO00600JWEBH and
EGO00300JWEBF Drives
249 | Online ROM Flash Component CP036115.zip EGO00300JWEBF HPD3 (C) HPD3 HIREN

for VMware ESXi -
EGO00600JWEBH and
EGOO0300JWEBF Drives
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250

Online ROM Flash Component
for VMware ESXi -
EG001800JWIJNR and
EG002400JWINT Drives

CP036119.zip

EG002400JWINT

HPD1 (A)

HPD1

FTARHEND

251

Online ROM Flash Component
for VMware ESXi -
EGO300JFCKA, EGO600JEMCYV,
EGO900JFCKB, and
EG1200JEMDA Drives

CP036122.zip

EG1200JEMDA

HPD6 (C)

HPD6

FTAHEND

252

Online ROM Flash Component
for VMware ESXi -
EG1800JEMDB Drives

CP036125.zip

EG1800JEMDB

HPDS5 (A)

HPD5

FTAHEND

253

Online ROM Flash Component
for VMware ESXi -
EHO00300JWCPK,
EHO00600JWCPL, and
EHOO0900JWCPN Drives

CP036128.zip

EHO00300JWCPK

HPD3 (C)

HPD3

BN

254

Online ROM Flash Component
for VMware ESXi -
EHO00300JWCPK,
EHO00600JWCPL, and
EHOO0900JWCPN Drives

CP036128.zip

EHO00600JWCPL

HPD3 (C)

HPD3

FRREN0

255

Online ROM Flash Component
for VMware ESXi -
EHO00300JWCPK,
EHO00600JWCPL, and
EHO00900JWCPN Drives

CP036128.zip

EHO00900JWCPN

HPD3 (C)

HPD3

FRREN0

256

Online ROM Flash Component
for VMware ESXi -
EO000400JWDKP,EO000800JW
DKQ,EO0001600JWDKR,M0O0004
00JWDKU,M0O000800JWDKV,M
0001600JWDLA and
MOO003200JWDLB Drives

CP036132.zip

EO000400JWDKP

HPD1 (C)

HPD1

FRREN0

257

Online ROM Flash Component
for VMware ESXi -
EO000400JWDKP,EO000800JW
DKQ,EO0001600JWDKR,M0O0004
00JWDKU,MO000800JWDKV,M
0001600JWDLA and
MOO003200JWDLB Drives

CP036132.zip

EO000800JWDKQ

HPD1 (C)

HPD1

FTAREND

258

Online ROM Flash Component
for VMware ESXi -
EO000400JWDKP,EO000800JW
DKQ,EO0001600JWDKR,M0O0004
00JWDKU,M0O000800JWDKV,M
0001600JWDLA and
MOO003200JWDLB Drives

CP036132.zip

EO001600JWDKR

HPD1 (C)

HPD1

FRREN0

259

Online ROM Flash Component
for VMware ESXi -
EO000400JWDKP,EO000800JW
DKQ,EO001600JWDKR,M0O0004
00JWDKU,M0O000800JWDKV,M
0001600JWDLA and
MOO003200JWDLB Drives

CP036132.zip

MO000400JWDK
u

HPD1 (C)

HPD1

FTAREND

260

Online ROM Flash Component
for VMware ESXi -
EO000400JWDKP,EO000800JW
DKQ,EO0001600JWDKR,M0O0004
00JWDKU,M0O000800JWDKV,M
0001600JWDLA and
MOO003200JWDLB Drives

CP036132.zip

MO000800JWDK
\

HPD1 (C)

HPD1

FTARHEND

261

Online ROM Flash Component
for VMware ESXi -

CP036132.zip

MOO001600JWDLA

HPD1 (C)

HPD1

B0
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EO000400JWDKP,EO000800JW
DKQ,E0001600JWDKR,M00004
00JWDKU,MO000800JWDKV,M
0001600JWDLA and
MO003200JWDLB Drives

262

Online ROM Flash Component
for VMware ESXi -
EO000400JWDKP,EO000800JW
DKQ,EO001600JWDKR,M0O0004
00JWDKU,MO000800JWDKV,M
0001600JWDLA and
MOO003200JWDLB Drives

CP036132.zip

MO0003200JWDLB

HPD1 (C)

HPD1

FTAHEND

263

Online ROM Flash Component
for VMware ESXi -
MB1000JVYZL, MB2000JVYZN,
MB3000JVYZP, and
MB4000JVYZQ Drives

CP036142.zip

MB1000JVYZL

HPD2 (C)

HPD2

B0

264

Online ROM Flash Component
for VMware ESXi -
MB1000JVYZL, MB2000JVYZN,
MB3000JVYZP, and
MB4000JVYZQ Drives

CP036142.zip

MB2000JVYZN

HPD2 (C)

HPD2

FAREN0

265

Online ROM Flash Component
for VMware ESXi -
MB1000JVYZL, MB2000JVYZN,
MB3000JVYZP, and
MB4000JVYZQ Drives

CP036142.zip

MB4000JVYZQ

HPD2 (C)

HPD2

FRREN0

266

Online ROM Flash Component
for VMware ESXi -
MB6000JVYYV Drives

CP036159.zip

MB6000JVYYV

HPD2 (C)

HPD2

FRREN0

267

Online ROM Flash Component
for VMware ESXi -
MB8000JFECQ Drives

CP036162.zip

MBS8000JFECQ

HPD7 (A)

HPD7

FTAREND

268

Online ROM Flash Component
for VMware ESXi -
MM1000JEFRB and
MM2000JEFRC Drives

CP036167.zip

MM2000JEFRC

HPDS (A)

HPD8

FTAREND

269

Online ROM Flash Component
for VMware ESXi -
MM1000JFJTH Drives

CP036168.zip

MM1000JFTH

HPD3 (A)

HPD3

FRREN0

270

Online ROM Flash Component
for Windows (x64) -
EGO00600JWEBH and
EGO00300JWEBF Drives

cp034292.exe

EGO00600JWEBH

HPD3 (B)

HPD3

271

Online ROM Flash Component
for Windows (x64) -
EGO00600JWEBH and
EGO00300JWEBF Drives

cp034292.exe

EGOO0300JWEBF

HPD3 (B)

HPD3

272

Online ROM Flash Component
for Windows (x64) -
EGO01800JWJNR and
EG002400JWJNT Drives

cp035599.exe

EG002400JWINT

HPD1

HPD1

273

Online ROM Flash Component
for Windows (x64) -
EG0300JFCKA, EGO600JEMCYV,
EG0900JFCKB, and
EG1200JEMDA Drives

cp034298.exe

EG1200JEMDA

HPD6 (B)

HPD6

274

Online ROM Flash Component
for Windows (x64) -
EG1800JEMDB Drives

cp035863.exe

EG1800JEMDB

HPD5

HPD5

275

Online ROM Flash Component
for Windows (x64) -
EHO00300JWCPK,
EHO00600JWCPL, and

cp034310.exe

EHO00300JWCPK

HPD3 (B)

HPD3
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EHOO0900JWCPN Drives

276

Online ROM Flash Component
for Windows (x64) -
EHO00300JWCPK,
EHO00600JWCPL, and
EHOO0900JWCPN Drives

cp034310.exe

EHO00600JWCPL

HPD3 (B)

HPD3

277

Online ROM Flash Component
for Windows (x64) -
EHO00300JWCPK,
EHO00600JWCPL, and
EHOO0900JWCPN Drives

cp034310.exe

EHO00900JWCPN

HPD3 (B)

HPD3

278

Online ROM Flash Component
for Windows (x64) -
EO000400JWDKP,EO000800JW
DKQ,EO001600JWDKR,M0O0004
00JWDKU,MO000800JWDKV,M
0001600JWDLA and
MO003200JWDLB Drives

cp035545.exe

EO000400JWDKP

HPD1 (B)

HPD1

279

Online ROM Flash Component
for Windows (x64) -
EO000400JWDKP,EO000800JW
DKQ,EO0001600JWDKR,M0O0004
00JWDKU,M0O000800JWDKV,M
0001600JWDLA and
MOO003200JWDLB Drives

cp035545.exe

EO000800JWDKQ

HPD1 (B)

HPD1

280

Online ROM Flash Component
for Windows (x64) -
EO000400JWDKP,EO000800JW
DKQ,E0001600JWDKR,M0O0004
00JWDKU,MO000800JWDKV,M
0001600JWDLA and
MOO003200JWDLB Drives

cp035545.exe

EO001600JWDKR

HPD1 (B)

HPD1

281

Online ROM Flash Component
for Windows (x64) -
EO000400JWDKP,EO000800JW
DKQ,EO001600JWDKR,M0O0004
00JWDKU,M0O000800JWDKV,M
0001600JWDLA and
MOO003200JWDLB Drives

cp035545.exe

MOO000400JWDK
u

HPD1 (B)

HPD1

282

Online ROM Flash Component
for Windows (x64) -
EO000400JWDKP,EO000800JW
DKQ,E0001600JWDKR,M0O0004
00JWDKU,MO000800JWDKV,M
0001600JWDLA and
MOO003200JWDLB Drives

cp035545.exe

MO000800JWDK
\

HPD1 (B)

HPD1

283

Online ROM Flash Component
for Windows (x64) -
EO000400JWDKP,EO000800JW
DKQ,EO001600JWDKR,M0O0004
00JWDKU,M0O000800JWDKV,M
0001600JWDLA and
MOO003200JWDLB Drives

cp035545.exe

MO001600JWDLA

HPD1 (B)

HPD1

284

Online ROM Flash Component
for Windows (x64) -
EO000400JWDKP,EO000800JW
DKQ,EO0001600JWDKR,M0O0004
00JWDKU,MO000800JWDKV,M
0001600JWDLA and
MOO003200JWDLB Drives

cp035545.exe

M0003200JWDLB

HPD1 (B)

HPD1

285

Online ROM Flash Component
for Windows (x64) -
MB1000JVYZL, MB2000JVYZN,
MB3000JVYZP, and

cp035654.exe

MB1000JVYZL

HPD2 (B)

HPD2
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MB4000JVYZQ Drives

286 | Online ROM Flash Component cp035654.exe MB2000JVYZN HPD2 (B) HPD2
for Windows (x64) -
MB1000JVYZL, MB2000JVYZN,
MB3000JVYZP, and
MB4000JVYZQ Drives

287 | Online ROM Flash Component cp035654.exe MB4000JVYZQ HPD2 (B) HPD2
for Windows (x64) -
MB1000JVYZL, MB2000JVYZN,
MB3000JVYZP, and
MB4000JVYZQ Drives

288 | Online ROM Flash Component cp035655.exe MB6000JVYYV HPD2 (B) HPD2
for Windows (x64) -
MB6000JVYYV Drives

289 | Online ROM Flash Component cp035652.exe MB8000JFECQ HPD7 HPD7
for Windows (x64) -
MBB8000JFECQ Drives

290 | Online ROM Flash Component cp034562.exe MM2000JEFRC HPD8 HPD8
for Windows (x64) -
MM1000JEFRB and
MM?2000JEFRC Drives

291 | Online ROM Flash Component cp034509.exe MM1000JFJTH HPD3 HPD3
for Windows (x64) -
MM1000JFJTH Drives

292 | Supplemental Update / Online firmware-hdd-aa9e289 EG000600JWEBH HPD3 (B) HPD3
ROM Flash Component for 524-HPD3-2.1.x86_64.r
Linux (x64) - EGO00600JWEBH | pm
and EGO00300JWEBF Drives

293 | Supplemental Update / Online firmware-hdd-aa9e289 EGO00300JWEBF HPD3 (B) HPD3
ROM Flash Component for 524-HPD3-2.1.x86_64.r
Linux (x64) - EGO00600JWEBH | pm
and EGO00300JWEBF Drives

294 | Supplemental Update / Online firmware-hdd-b1c9eaf7 | EG002400JWINT HPD1 HPD1
ROM Flash Component for 4c-HPD1-1.1.x86_64.rp
Linux (x64) - EGO01800JWJNR m
and EG002400JWINT Drives

295 | Supplemental Update / Online firmware-hdd-ac3fda26 | EG1200JEMDA HPD6 (C) HPD6
ROM Flash Component for eb-HPD6-3.1.x86_64.rp
Linux (x64) - EGO300JFCKA, m
EGO600JEMCV, EGO900JFCKB,
and EG1200JEMDA Drives

296 | Supplemental Update / Online firmware-hdd-0a38b25 | EG1800JEMDB HPD5 (B) HPD5
ROM Flash Component for 661-HPD5-2.1.x86_64.r
Linux (x64) - EG1800JEMDB pm
Drives

297 | Supplemental Update / Online firmware-hdd-3d97759 | EHO00900JWCPN HPD3 (B) HPD3
ROM Flash Component for 111-HPD3-2.1.x86_64.r
Linux (x64) - EHO00300JWCPK, | pm
EHO00600JWCPL, and
EHOO0900JWCPN Drives

298 | Supplemental Update / Online firmware-hdd-3d97759 | EHO00600JWCPL HPD3 (B) HPD3
ROM Flash Component for 111-HPD3-2.1.x86_64.r
Linux (x64) - EHO00300JWCPK, pm
EHO00600JWCPL, and
EHOO0900JWCPN Drives

299 | Supplemental Update / Online firmware-hdd-3d97759 | EHO00300JWCPK HPD3 (B) HPD3
ROM Flash Component for 111-HPD3-2.1.x86_64.r
Linux (x64) - EHO00300JWCPK, pm
EHO00600JWCPL, and
EHOO0900JWCPN Drives

300 | Supplemental Update / Online firmware-hdd-5dcf26fa EO000400JWDKP | HPD1 (B) HPD1

ROM Flash Component for
Linux (x64) -
EO000400JWDKP,EO000800JW

42-HPD1-2.1.x86_64.rp
m
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DKQ,E0001600JWDKR,M00004
00JWDKU,MO000800JWDKV,M
0001600JWDLA and
MOO003200JWDLB Drives

301

Supplemental Update / Online
ROM Flash Component for
Linux (x64) -
EO000400JWDKP,EO000800JW
DKQ,EO001600JWDKR,M0O0004
00JWDKU,M0O000800JWDKV,M
0001600JWDLA and
MOO003200JWDLB Drives

firmware-hdd-5dcf26fa
42-HPD1-2.1.x86_64.rp
m

EO000800JWDKQ

HPD1 (B)

HPD1

302

Supplemental Update / Online
ROM Flash Component for
Linux (x64) -
EO000400JWDKP,EO000800JW
DKQ,E0001600JWDKR,M00004
00JWDKU,MO000800JWDKV,M
0001600JWDLA and
MO003200JWDLB Drives

firmware-hdd-5dcf26fa
42-HPD1-2.1.x86_64.rp
m

EO001600JWDKR

HPD1 (B)

HPD1

303

Supplemental Update / Online
ROM Flash Component for
Linux (x64) -
EO000400JWDKP,EO000800JW
DKQ,EO001600JWDKR,M0O0004
00JWDKU,MO000800JWDKV,M
0001600JWDLA and
MO003200JWDLB Drives

firmware-hdd-5dcf26fa
42-HPD1-2.1.x86_64.rp
m

MO000400JWDK
u

HPD1 (B)

HPD1

304

Supplemental Update / Online
ROM Flash Component for
Linux (x64) -
EO000400JWDKP,EO000800JW
DKQ,EO0001600JWDKR,MO0004
00JWDKU,MO000800JWDKV,M
0001600JWDLA and
MOO003200JWDLB Drives

firmware-hdd-5dcf26fa
42-HPD1-2.1.x86_64.rp
m

MOO000800JWDK
\

HPD1 (B)

HPD1

305

Supplemental Update / Online
ROM Flash Component for
Linux (x64) -
EO000400JWDKP,EO000800JW
DKQ,EO0001600JWDKR,M0O0004
00JWDKU,MO000800JWDKV,M
0001600JWDLA and
MOO003200JWDLB Drives

firmware-hdd-5dcf26fa
42-HPD1-2.1.x86_64.rp
m

MO001600JWDLA

HPD1 (B)

HPD1

306

Supplemental Update / Online
ROM Flash Component for
Linux (x64) -
EO000400JWDKP,EO000800JW
DKQ,EO0001600JWDKR,M0O0004
00JWDKU,MO000800JWDKV,M
0001600JWDLA and
MOO003200JWDLB Drives

firmware-hdd-5dcf26fa
42-HPD1-2.1.x86_64.rp
m

M0003200JWDLB

HPD1 (B)

HPD1

307

Supplemental Update / Online
ROM Flash Component for
Linux (x64) - MB1000JVYZL,
MB2000JVYZN, MB3000JVYZP,
and MB4000JVYZQ Drives

firmware-hdd-b85516¢
7d2-HPD2-2.1.x86_64.r
pm

MB1000JVYZL

HPD2 (B)

HPD2

308

Supplemental Update / Online
ROM Flash Component for
Linux (x64) - MB1000JVYZL,
MB2000JVYZN, MB3000JVYZP,
and MB4000JVYZQ Drives

firmware-hdd-b85516¢
7d2-HPD2-2.1.x86_64.r
pm

MB2000JVYZN

HPD2 (B)

HPD2

309

Supplemental Update / Online
ROM Flash Component for

firmware-hdd-b85516¢
7d2-HPD2-2.1.x86_64.r

MB4000JVYZQ

HPD2 (B)

HPD2
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Linux (x64) - MB1000JVYZL,
MB2000JVYZN, MB3000JVYZP,
and MB4000JVYZQ Drives

pm

310

Supplemental Update / Online
ROM Flash Component for
Linux (x64) - MB6000JVYYV
Drives

firmware-hdd-0595c2a8
87-HPD2-2.1.x86_64.rp

m

MB6000JVYYV

HPD2 (B)

HPD2

311

Supplemental Update / Online
ROM Flash Component for
Linux (x64) - MB8000JFECQ
Drives

firmware-hdd-252770c
dda-HPD7-1.1.x86_64.r

pm

MBS8000JFECQ

HPD7

HPD7

312

Supplemental Update / Online
ROM Flash Component for
Linux (x64) - MM1000JEFRB
and MM2000JEFRC Drives

firmware-hdd-b04257b
77b-HPD8-1.1.x86_64.r

pm

MM2000JEFRC

HPD8

HPD8

313

Supplemental Update / Online
ROM Flash Component for
Linux (x64) - MM1000JFJTH
Drives

firmware-hdd-fa46c607
d6-HPD3-1.1.x86_64.rp

m

MM1000JFTH

HPD3

HPD3

6.2.14 Firmware - SATA Storage Disk

No.

Description

Package filename

Device

Package
Version

Firmware/Driv
er version

Update

314

Online ROM Flash Component
for VMware ESXi -
MB002000GWFGH and
MBO001000GWFGF Drives

CP036135.zip

MB001000GWFG
F

HPG3 (A)

HPG3

FTARHEND

315

Online ROM Flash Component
for VMware ESXi -
MB006000GWBXQ and
MBO08000GWBYL Drives

CP036136.zip

MBO006000GWBX
Q

HPGS5 (D)

HPG5

FTAREND

316

Online ROM Flash Component
for VMware ESXi -
MB1000GVYZE, MB2000GVYZF,
MB3000GVYZH, and
MB4000GVYZK Drives

CP036141.zip

MB4000GVYZK

HPG4 (C)

HPG4

FTAREND

317

Online ROM Flash Component
for VMware ESXi -
MM1000GEFQV and
MM2000GEFRA Drives

CP036165.zip

MM2000GEFRA

HPGS5 (D)

HPG5

FTAREND

318

Online ROM Flash Component
for Windows (x64) -
MB001000GWCBC and
MB002000GWCBD Drives

cp036260.exe

MB001000GWCB
C

HPG4 (D)

HPG4

SBH

319

Online ROM Flash Component
for Windows (x64) -
MB001000GWFWK and
MBO002000GWFWL Drives

cp036261.exe

MB002000GWFW
L

HPG4 (D)

HPG4

SBH

320

Online ROM Flash Component
for Windows (x64) -
MBO002000GWFGH and
MBO001000GWFGF Drives

cp036262.exe

MB001000GWFG
F

HPG3 (B)

HPG3

SBH

321

Online ROM Flash Component
for Windows (x64) -
MB006000GWBXQ and
MBO08000GWBYL Drives

cp036838.exe

MB006000GWBX
Q

HPG6 (B)

HPG6

SBH

322

Online ROM Flash Component
for Windows (x64) -
MB1000GVYZE, MB2000GVYZF,
MB3000GVYZH, and
MB4000GVYZK Drives

cp036268.exe

MB4000GVYZK

HPG4 (D)

HPG4

SBH

323

Online ROM Flash Component
for Windows (x64) -

cp036278.exe

MB800OGFECR

HPGS5 (C)

HPG5

SBH
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MB800OGFECR Drives

324 | Online ROM Flash Component cp036834.exe MM2000GEFRA HPGS8 (B) HPG8 B
for Windows (x64) -
MM1000GEFQV and
MM2000GEFRA Drives

325 | Supplemental Update / Online CP036133.zip MB001000GWCB HPG4 (C) HPG4 HREN
ROM Flash Component for ESXi C
- MB001000GWCBC and
MB002000GWCBD Drives

326 | Supplemental Update / Online CP036134.zip MBO002000GWFW | HPG4 (C) HPG4 HREN
ROM Flash Component for ESXi L
- MB001000GWFWK and
MB002000GWFWL Drives

327 | Supplemental Update / Online CP036161.zip MB8000GFECR HPG5 (A) HPG5 HFRIEBN
ROM Flash Component for ESXi
- MB800OOGFECR Drives

328 | Supplemental Update / Online firmware-hdd-68b12e5 MB001000GWCB HPG4 (D) HPG4 B
ROM Flash Component for 4d2-HPG4-4.1.x86_64.r | C
Linux (x64) - MBOO1000GWCBC | pm
and MB002000GWCBD Drives

329 | Supplemental Update / Online firmware-hdd-bfc4af69 | MB002000GWFW | HPG4 (D) HPG4 B
ROM Flash Component for 7b-HPG4-4.1.x86_64.rp | L
Linux (x64) - m
MB001000GWFWK and
MB002000GWFWL Drives

330 | Supplemental Update / Online firmware-hdd-Ob575b5 | MBO01000GWFG HPG3 (B) HPG3 B
ROM Flash Component for 895-HPG3-2.1.x86_64.r | F
Linux (x64) - MBOO2000GWFGH | pm
and MB001000GWFGF Drives

331 | Supplemental Update / Online firmware-hdd-a1fd19f9 | MBO06000GWBX | HPG6 (B) HPG6 B
ROM Flash Component for ca-HPG6-2.1.x86_64.rp Q
Linux (x64) - MBO06000GWBXQ | m
and MB0O08000OGWBYL Drives

332 | Supplemental Update / Online firmware-hdd-0a70109 | MB4000GVYZK HPG4 (D) HPG4 BH
ROM Flash Component for 18e-HPG4-4.1.x86_64.r
Linux (x64) - MB1000GVYZE, pm
MB2000GVYZF, MB3000GVYZH,
and MB4000GVYZK Drives

333 | Supplemental Update / Online firmware-hdd-6d922fc9 | MB80OOGFECR HPG5 (C) HPG5 BH
ROM Flash Component for a8-HPG5-3.1.x86_64.rp
Linux (x64) - MB800OOGFECR m
Drives

334 | Supplemental Update / Online firmware-hdd-ec908c36 | MM2000GEFRA HPGS8 (B) HPGS8 B
ROM Flash Component for 50-HPG8-2.1.x86_64.rp
Linux (x64) - MM1000GEFQV m
and MM2000GEFRA Drives

6.2.15 Firmware - Storage Controller

No. | Description Package filename Device Pack‘age Flrmwa?re/Dnv Update

Version er version

335 | Online ROM Flash Component CP037352.zip HPE Smart Array 1.65 1.65 H3R:8100
for VMware ESXi - HPE Smart P816i-a SR Gen10
Array P408i-p, P408e-p, Controller
P408i-a, P408i-c, E208i-p,
E208e-p, E208i-c, E208i-a,
P408e-m, P204i-c, P204i-b,
P816i-a and P416ie-m SR
Genl0

336 | Online ROM Flash Component CP037352.zip HPE Smart Array 1.65 1.65 H3R8100

for VMware ESXi - HPE Smart
Array P408i-p, P408e-p,
P408i-a, P408i-c, E208i-p,
E208e-p, E208i-c, E208i-a,

P408i-a SR Gen10
Controller
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P408e-m, P204i-c, P204i-b,
P816i-a and P416ie-m SR
Genl0

337

Online ROM Flash Component
for VMware ESXi - HPE Smart
Array P408i-p, P408e-p,
P408i-a, P408i-c, E208i-p,
E208e-p, E208i-c, E208i-a,
P408e-m, P204i-c, P204i-b,
P816i-a and P416ie-m SR
Genl0

CP037352.zip

HPE Smart Array
P408i-p SR Gen10
Controller

1.65

1.65

FAREN0

338

Online ROM Flash Component
for VMware ESXi - HPE Smart
Array P408i-p, P408e-p,
P408i-a, P408i-c, E208i-p,
E208e-p, E208i-c, E208i-a,
P408e-m, P204i-c, P204i-b,
P816i-a and P416ie-m SR
Genl0

CP037352.zip

HPE Smart Array
E208e-p SR Genl0
Controller

1.65

1.65

FAREN0

339

Online ROM Flash Component
for VMware ESXi - HPE Smart
Array P408i-p, P408e-p,
P408i-a, P408i-c, E208i-p,
E208e-p, E208i-c, E208i-a,
P408e-m, P204i-c, P204i-b,
P816i-a and P416ie-m SR
Genl0

CP037352.zip

HPE Smart Array
E208i-p SR Gen10
Controller

1.65

1.65

FTARHEND

340

Online ROM Flash Component
for VMware ESXi - HPE Smart
Array P408i-p, P408e-p,
P408i-a, P408i-c, E208i-p,
E208e-p, E208i-c, E208i-a,
P408e-m, P204i-c, P204i-b,
P816i-a and P416ie-m SR
Genl0

CP037352.zip

HPE Smart Array
E208i-a SR Gen10
Controller

1.65

1.65

FRREN0

341

Online ROM Flash Component
for VMware ESXi E « HPE
12Gb/s SAS Expander Firmware
for HPE Smart Array Controllers
and HPE HBA Controllers

CP033904.zip

HPE 12Gb SAS
Expander Card

4.02

4.02

FRREN0

342

Online ROM Flash Component
for Windows (x64) - HPE
12Gb/s SAS Expander Firmware
for HPE Smart Array Controllers
and HPE HBA Controllers

cp034755.exe

HPE 12Gb SAS
Expander Card

4.02 (B)

4.02

343

Online ROM Flash Component
for Windows (x64) - HPE Smart
Array P408i-p, P408e-p,
P408i-a, P408i-c, E208i-p,
E208e-p, E208i-c, E208i-a,
P408e-m, P204i-c, P204i-b,
P816i-a and P416ie-m SR
Genl0

cp037353.exe

HPE Smart Array
P816i-a SR Gen10
Controller

1.65

1.65

SBH

344

Online ROM Flash Component
for Windows (x64) - HPE Smart
Array P408i-p, P408e-p,
P408i-a, P408i-c, E208i-p,
E208e-p, E208i-c, E208i-a,
P408e-m, P204i-c, P204i-b,
P816i-a and P416ie-m SR
Genl0

cp037353.exe

HPE Smart Array
P408i-a SR Gen10
Controller

1.65

1.65

Sk

345

Online ROM Flash Component
for Windows (x64) - HPE Smart
Array P408i-p, P408e-p,

cp037353.exe

HPE Smart Array
P408i-p SR Gen10
Controller

1.65

1.65

SBH
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No.

Description

Package filename

Device

Package
Version

Firmware/Driv
er version

Update

P408i-a, P408i-c, E208i-p,
E208e-p, E208i-c, E208i-a,
P408e-m, P204i-c, P204i-b,
P816i-a and P416ie-m SR
Genl0

346

Online ROM Flash Component
for Windows (x64) - HPE Smart
Array P408i-p, P408e-p,
P408i-a, P408i-c, E208i-p,
E208e-p, E208i-c, E208i-a,
P408e-m, P204i-c, P204i-b,
P816i-a and P416ie-m SR
Genl0

cp037353.exe

HPE Smart Array
E208e-p SR Genl10
Controller

1.65

1.65

S

347

Online ROM Flash Component
for Windows (x64) - HPE Smart
Array P408i-p, P408e-p,
P408i-a, P408i-c, E208i-p,
E208e-p, E208i-c, E208i-a,
P408e-m, P204i-c, P204i-b,
P816i-a and P416ie-m SR
Genl0

cp037353.exe

HPE Smart Array
E208i-p SR Gen10
Controller

1.65

1.65

S

348

Online ROM Flash Component
for Windows (x64) - HPE Smart
Array P408i-p, P408e-p,
P408i-a, P408i-c, E208i-p,
E208e-p, E208i-c, E208i-a,
P408e-m, P204i-c, P204i-b,
P816i-a and P416ie-m SR
Genl0

cp037353.exe

HPE Smart Array
E208i-a SR Gen10
Controller

1.65

1.65

ko

349

Supplemental Update / Online
ROM Flash Component for
Linux (x64) - HPE Smart Array
P408i-p, P408e-p, P408i-a,
P408i-c, E208i-p, E208e-p,
E208i-c, E208i-a, P408e-m,
P204i-c, P204i-b, P816i-a and
P416ie-m SR Gen10

firmware-smartarray-f7
c07bdbbd-1.65-1.1.x86
_64.rpm

HPE Smart Array
P816i-a SR Gen10
Controller

1.65

1.65

b

350

Supplemental Update / Online
ROM Flash Component for
Linux (x64) - HPE Smart Array
P408i-p, P408e-p, P408i-a,
P408i-c, E208i-p, E208e-p,
E208i-c, E208i-a, P408e-m,
P204i-c, P204i-b, P816i-a and
P416ie-m SR Gen10

firmware-smartarray-f7
c07bdbbd-1.65-1.1.x86
_64.rpm

HPE Smart Array
P408i-a SR Gen10
Controller

1.65

1.65

b

351

Supplemental Update / Online
ROM Flash Component for
Linux (x64) - HPE Smart Array
P408i-p, P408e-p, P408i-a,
P408i-c, E208i-p, E208e-p,
E208i-c, E208i-a, P408e-m,
P204i-c, P204i-b, P816i-a and
P416ie-m SR Genl0

firmware-smartarray-f7
c07bdbbd-1.65-1.1.x86
_64.rpm

HPE Smart Array
P408i-p SR Gen10
Controller

1.65

1.65

SBH

352

Supplemental Update / Online
ROM Flash Component for
Linux (x64) - HPE Smart Array
P408i-p, P408e-p, P408i-a,
P408i-c, E208i-p, E208e-p,
E208i-c, E208i-a, P408e-m,
P204i-c, P204i-b, P816i-a and
P416ie-m SR Gen10

firmware-smartarray-f7
c07bdbbd-1.65-1.1.x86
_64.rpm

HPE Smart Array
E208e-p SR Genl0
Controller

1.65

1.65

Sk

353

Supplemental Update / Online
ROM Flash Component for
Linux (x64) - HPE Smart Array

firmware-smartarray-f7
c07bdbbd-1.65-1.1.x86
_64.rpm

HPE Smart Array
E208i-p SR Gen10
Controller

1.65

1.65

SBH
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No. | Description Package filename Device Pack_age Flrmwzfre/Dnv Update
Version er version
P408i-p, P408e-p, P408i-a,
P408i-c, E208i-p, E208e-p,
E208i-c, E208i-a, P408e-m,
P204i-c, P204i-b, P816i-a and
P416ie-m SR Genl0
354 | Supplemental Update / Online firmware-smartarray-f7 | HPE Smart Array 1.65 1.65 B
ROM Flash Component for c07bdbbd-1.65-1.1.x86 E208i-a SR Gen10
Linux (x64) - HPE Smart Array _64.rpm Controller
P408i-p, P408e-p, P408i-a,
P408i-c, E208i-p, E208e-p,
E208i-c, E208i-a, P408e-m,
P204i-c, P204i-b, P816i-a and
P416ie-m SR Genl0
355 | Supplemental Update / Online firmware-smartarray-2d | HPE 12Gb SAS 4.02 4.02
ROM Flash Component for e15b6882-4.02-1.1.x86 Expander Card
Linux (x64) EZ+HPE 12Gb/s SAS | _64.rpm
Expander Firmware for HPE
Smart Array Controllers and
HPE HBA Controllers
6.2.16 Firmware - Storage Fibre Channel
No. | Description Package filename Device Pack.age Flrmwa.\re/Dnv Update
Version er version
356 | HPE Firmware Flash for Emulex | firmware-fc-emulex-201 | HPE StoreFabric 2018.09.02 11.4.334.10 BH
Fibre Channel Host Bus 8.09.02-1.3.x86_64.rpm | SN1600E 32Gb
Adapters for Linux (x64) Dual Port Fibre
Channel Host Bus
Adapter
357 | HPE Firmware Flash for Emulex | firmware-fc-emulex-201 | HPE StoreFabric 2018.09.02 11.4.334.10 BH
Fibre Channel Host Bus 8.09.02-1.3.x86_64.rpm | SN1600E 32Gb
Adapters for Linux (x64) Single Port Fibre
Channel Host Bus
Adapter
358 | HPE Firmware Flash for Emulex | firmware-fc-emulex-201 | HPE StoreFabric 2018.09.02 11.4.334.10 B
Fibre Channel Host Bus 8.09.02-1.3.x86_64.rpm | SN1200E 16Gb
Adapters for Linux (x64) Dual Port Fibre
Channel Host Bus
Adapter
359 | HPE Firmware Flash for Emulex | firmware-fc-emulex-201 | HPE StoreFabric 2018.09.02 11.4.334.10 BH
Fibre Channel Host Bus 8.09.02-1.3.x86_64.rpm | SN1200E 16Gb
Adapters for Linux (x64) Single Port Fibre
Channel Host Bus
Adapter
360 | HPE Firmware Flash for Emulex | CP037461.zip HPE StoreFabric 2018.09.02 11.4.334.10 HFRIEBN
Fibre Channel Host Bus SN1200E 16Gb
Adapters for VMware vSphere Dual Port Fibre
6.0 Channel Host Bus
Adapter
361 | HPE Firmware Flash for Emulex | CP037461.zip HPE StoreFabric 2018.09.02 11.4.334.10 H3R:8100
Fibre Channel Host Bus SN1200E 16Gb
Adapters for VMware vSphere Single Port Fibre
6.0 Channel Host Bus
Adapter
362 | HPE Firmware Flash for Emulex | CP037461.zip HPE StoreFabric 2018.09.02 11.4.334.10 H3R:8100
Fibre Channel Host Bus SN1600E 32Gb
Adapters for VMware vSphere Dual Port Fibre
6.0 Channel Host Bus
Adapter
363 | HPE Firmware Flash for Emulex | CP037461.zip HPE StoreFabric 2018.09.02 11.4.334.10 H3R8100

Fibre Channel Host Bus
Adapters for VMware vSphere
6.0

SN1600E 32Gb
Single Port Fibre
Channel Host Bus
Adapter
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No. | Description Package filename Device Pack_age Flrmwzfre/Dnv Update
Version er version
364 | HPE Firmware Flash for Emulex | CP037460.zip HPE StoreFabric 2018.09.02 11.4.334.10 H38:8100
Fibre Channel Host Bus SN1200E 16Gb
Adapters for VMware vSphere Dual Port Fibre
6.5 Channel Host Bus
Adapter
365 | HPE Firmware Flash for Emulex | CP037460.zip HPE StoreFabric 2018.09.02 11.4.334.10 H38:8100
Fibre Channel Host Bus SN1200E 16Gb
Adapters for VMware vSphere Single Port Fibre
6.5 Channel Host Bus
Adapter
366 | HPE Firmware Flash for Emulex | CP037460.zip HPE StoreFabric 2018.09.02 11.4.334.10 H38:8100
Fibre Channel Host Bus SN1600E 32Gb
Adapters for VMware vSphere Dual Port Fibre
6.5 Channel Host Bus
Adapter
367 | HPE Firmware Flash for Emulex | CP037460.zip HPE StoreFabric 2018.09.02 11.4.334.10 H38:8100
Fibre Channel Host Bus SN1600E 32Gb
Adapters for VMware vSphere Single Port Fibre
6.5 Channel Host Bus
Adapter
368 | HPE Firmware Flash for Emulex cp037458.exe HPE StoreFabric 2018.09.02 11.4.334.10 B
Fibre Channel Host Bus SN1200E 16Gb
Adapters for Windows Dual Port Fibre
2012/2012 R2/2016 x64 Channel Host Bus
Adapter
369 | HPE Firmware Flash for Emulex cp037458.exe HPE StoreFabric 2018.09.02 11.4.334.10 B
Fibre Channel Host Bus SN1200E 16Gb
Adapters for Windows Single Port Fibre
2012/2012 R2/2016 x64 Channel Host Bus
Adapter
370 | HPE Firmware Flash for Emulex cp037458.exe HPE StoreFabric 2018.09.02 11.4.334.10 B
Fibre Channel Host Bus SN1600E 32Gb
Adapters for Windows Dual Port Fibre
2012/2012 R2/2016 x64 Channel Host Bus
Adapter
371 | HPE Firmware Flash for Emulex cp037458.exe HPE StoreFabric 2018.09.02 11.4.334.10 B
Fibre Channel Host Bus SN1600E 32Gb
Adapters for Windows Single Port Fibre
2012/2012 R2/2016 x64 Channel Host Bus
Adapter
372 | HPE Firmware Flash for Qlogic firmware-fc-qlogic-2018 | HPE StoreFabric 2018.09.01 01.70.85 B
Fibre Channel Host Bus .09.01-1.1.x86_64.rpm SN1100Q 16Gb
Adapters - Linux (x86_64) Dual Port Fibre
Channel Host Bus
Adapter
373 | HPE Firmware Flash for Qlogic firmware-fc-qlogic-2018 | HPE StoreFabric 2018.09.01 01.70.85 B
Fibre Channel Host Bus .09.01-1.1.x86_64.rpm SN1100Q 16Gb
Adapters - Linux (x86_64) Single Port Fibre
Channel Host Bus
Adapter
374 | HPE Firmware Flash for Qlogic firmware-fc-qlogic-2018 | HPE StoreFabric 2018.09.01 01.70.85 B
Fibre Channel Host Bus .09.01-1.1.x86_64.rpm SN1600Q 32Gb
Adapters - Linux (x86_64) Dual Port Fibre
Channel Host Bus
Adapter
375 | HPE Firmware Flash for QlLogic firmware-fc-qlogic-2018 | HPE StoreFabric 2018.09.01 01.70.85 B
Fibre Channel Host Bus .09.01-1.1.x86_64.rpm SN1600Q 32Gb
Adapters - Linux (x86_64) Single Port Fibre
Channel Host Bus
Adapter
376 | HPE Firmware Flash for QLogic CP035931.zip HPE StoreFabric 2018.09.01 | 01.70.85 H3R:8100
Fibre Channel Host Bus SN1100Q 16Gb

Adapters for VMware vSphere
6.0

Dual Port Fibre
Channel Host Bus
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Adapter
377 | HPE Firmware Flash for QLogic CP035931.zip HPE StoreFabric 2018.09.01 | 01.70.85 H38:8100
Fibre Channel Host Bus SN1100Q 16Gb
Adapters for VMware vSphere Single Port Fibre
6.0 Channel Host Bus
Adapter
378 | HPE Firmware Flash for QLogic CP035931.zip HPE StoreFabric 2018.09.01 | 01.70.85 H38:8100
Fibre Channel Host Bus SN1600Q 32Gb
Adapters for VMware vSphere Dual Port Fibre
6.0 Channel Host Bus
Adapter
379 | HPE Firmware Flash for QLogic CP035931.zip HPE StoreFabric 2018.09.01 | 01.70.85 H38:8100
Fibre Channel Host Bus SN1600Q 32Gb
Adapters for VMware vSphere Single Port Fibre
6.0 Channel Host Bus
Adapter
380 | HPE Firmware Flash for QLogic CP035932.zip HPE StoreFabric 2018.09.01 | 01.70.85 R8N0
Fibre Channel Host Bus SN1100Q 16Gb
Adapters for VMware vSphere Dual Port Fibre
6.5 Channel Host Bus
Adapter
381 | HPE Firmware Flash for QLogic CP035932.zip HPE StoreFabric 2018.09.01 | 01.70.85 HFRIEBN
Fibre Channel Host Bus SN1100Q 16Gb
Adapters for VMware vSphere Single Port Fibre
6.5 Channel Host Bus
Adapter
382 | HPE Firmware Flash for QLogic CP035932.zip HPE StoreFabric 2018.09.01 | 01.70.85 HFRIEBN
Fibre Channel Host Bus SN1600Q 32Gb
Adapters for VMware vSphere Dual Port Fibre
6.5 Channel Host Bus
Adapter
383 | HPE Firmware Flash for QLogic CP035932.zip HPE StoreFabric 2018.09.01 | 01.70.85 HFRIEBN
Fibre Channel Host Bus SN1600Q 32Gb
Adapters for VMware vSphere Single Port Fibre
6.5 Channel Host Bus
Adapter
384 | HPE Firmware Online Flash for cp034231.exe HPE StoreFabric 2018.06.01 01.70.85
QLlogic Fibre Channel Host Bus SN1100Q 16Gb
Adapters - Windows Dual Port Fibre
2012/2012R2/2016 (x86_64) Channel Host Bus
Adapter
385 | HPE Firmware Online Flash for cp034231.exe HPE StoreFabric 2018.06.01 01.70.85
QLlogic Fibre Channel Host Bus SN1100Q 16Gb
Adapters - Windows Single Port Fibre
2012/2012R2/2016 (x86_64) Channel Host Bus
Adapter
386 | HPE Firmware Online Flash for cp034231.exe HPE StoreFabric 2018.06.01 01.70.85
QLlogic Fibre Channel Host Bus SN1600Q 32Gb
Adapters - Windows Dual Port Fibre
2012/2012R2/2016 (x86_64) Channel Host Bus
Adapter
387 | HPE Firmware Online Flash for cp034231.exe HPE StoreFabric 2018.06.01 01.70.85
Qlogic Fibre Channel Host Bus SN1600Q 32Gb
Adapters - Windows Single Port Fibre
2012/2012R2/2016 (x86_64) Channel Host Bus
Adapter
6.217 Firmware — System
No. | Description Package filename Device Pack.age Flrmwa?re/Dnv Update
Version er version
388 | Online Flash Component for firmware-nvmebackpla NVMe Backplane 1.20 (D) 1.20

Linux - Gen10 NVMe Backplane
PIC Firmware

ne-gen10-1.20-4.1.x86_

64.rpm

PIC
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No. Description Package filename Device Pack_age Flrmwzfre/Dnv Update
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389 | Online Flash Component for cp036570.exe NVMe Backplane 1.20(C) 1.20
Windows x64 - Gen10 NVMe PIC
Backplane PIC Firmware
6.2.18 Software - Lights-Out Management
No. | Description Package filename Device Pack'age Flrmwafre/DrW Update
Version er version
390 HP Lights-Out Online hponcfg-5.3.0-0.x86_64 | - 5.3.0-0 (A) 5.3.0-0 (A) B
Configuration Utility for Linux .rpm
(AMDG64/EM64T)
391 | HP Lights-Out Online cp033351.exe - 5.2.0.0 5.2.0.0
Configuration Utility for
Windows x64 Editions
6.2.19 Software - Management
. ) . Package Firmware/Driv
No. | Description Package filename Device . . Update
Version er version
392 | HPE Management Bundle cp036328.zip - 2018.09.01 | 2018.09.01 R8N0
Smart Component for ESXi 6.0
393 | HPE Management Bundle cp036329.zip - 2018.09.01 2018.09.01 R8N0
Smart Component for ESXi 6.5
6.2.20 Software - Network
No. | Description Package filename Device Pack.age Flrmwa?re/Dnv Update
Version er version
394 | HPE Intel esx-provider for cp035296.zip HP Ethernet 1Gb 2018.09.00 | 0.6-4.3 R8N0
VMware 2-port 361T
Adapter
395 | HPE Intel esx-provider for cp035296.zip HP Ethernet 1Gb 2018.09.00 | 0.6-4.3 HEREN0
VMware 4-port 366FLR
Adapter
396 | HPE Intel esx-provider for cp035296.zip HP Ethernet 1Gb 2018.09.00 | 0.6-4.3 R8N0
VMware 4-port 366T
Adapter
397 | HPE Intel esx-provider for cp035296.zip HPE Ethernet 2018.09.00 | 0.6-4.3 H38:8100
VMware 10Gb 2-port
562FLR-SFP+
Adapter
398 | HPE Intel esx-provider for cp035296.zip HPE Ethernet 2018.09.00 | 0.6-4.3 R8N0
VMware 10Gb 2-port
562SFP+ Adapter
6.2.21 Software - Storage Controller
No. Description Package filename Device Pack.age Flrmwa?re/Dnv Update
Version er version
399 | HPE Smart Array SR Event cp034018.exe HPE Smart Array 1.0.0.64 (B) | 1.0.0.64 (B)
Notification Service for P408i-a SR Gen10
Windows Server 64-bit Editions Controller
400 | HPE Smart Array SR Event cp034018.exe HPE Smart Array 1.0.0.64 (B) 1.0.0.64 (B)
Notification Service for P408i-p SR Gen10
Windows Server 64-bit Editions Controller
401 | HPE Smart Array SR Event cp034018.exe HPE Smart Array 1.0.0.64 (B) | 1.0.0.64 (B)
Notification Service for P816i-a SR Gen10
Windows Server 64-bit Editions Controller
402 | HPE Smart Array SR Event cp034018.exe HPE Smart Array 1.0.0.64 (B) | 1.0.0.64 (B)
Notification Service for E208e-p SR Genl10
Windows Server 64-bit Editions Controller
403 | HPE Smart Array SR Event cp034018.exe HPE Smart Array 1.0.0.64 (B) 1.0.0.64 (B)
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No. | Description Package filename Device Pack_age Flrmwzfre/Dnv Update
Version er version
Notification Service for E208i-p SR Gen10
Windows Server 64-bit Editions Controller
404 | HPE Smart Array SR Event cp034018.exe HPE Smart Array 1.0.0.64 (B) 1.0.0.64 (B)
Notification Service for E208i-a SR Gen10
Windows Server 64-bit Editions Controller
6.2.22 Software - Storage Fibre Channel
No. | Description Package filename Device Pack.age F|rmwa?re/Dr|v Update
Version er version
405 | Emulex Fibre Channel driver cp035925.zip HPE StoreFabric 2018.09.01 | 11.4.329.0-10 | #iiR:EN0
component for VMware SN1200E 16Gb EM.600.0.0.2
vSphere 6.0 Dual Port Fibre 768847
Channel Host Bus
Adapter
406 | Emulex Fibre Channel driver cp035925.zip HPE StoreFabric 2018.09.01 | 11.4.329.0-10 | #iiR:EN0
component for VMware SN1200E 16Gb EM.600.0.0.2
vSphere 6.0 Single Port Fibre 768847
Channel Host Bus
Adapter
407 | Emulex Fibre Channel driver cp035925.zip HPE StoreFabric 2018.09.01 11.4.329.0-10 | FFREND
component for VMware SN1600E 32Gb EM.600.0.0.2
vSphere 6.0 Dual Port Fibre 768847
Channel Host Bus
Adapter
408 | Emulex Fibre Channel driver cp035925.zip HPE StoreFabric 2018.09.01 11.4.329.0-10 | FFREND
component for VMware SN1600E 32Gb EM.600.0.0.2
vSphere 6.0 Single Port Fibre 768847
Channel Host Bus
Adapter
409 | Emulex Fibre Channel driver cp035926.zip HPE StoreFabric 2018.09.01 11.4.329.0-10 | FFREN0
component for VMware SN1200E 16Gb EM.650.0.0.4
vSphere 6.5 Dual Port Fibre 598673
Channel Host Bus
Adapter
410 | Emulex Fibre Channel driver cp035926.zip HPE StoreFabric 2018.09.01 11.4.329.0-10 | FFREND
component for VMware SN1200E 16Gb EM.650.0.0.4
vSphere 6.5 Single Port Fibre 598673
Channel Host Bus
Adapter
411 | Emulex Fibre Channel driver cp035926.zip HPE StoreFabric 2018.09.01 11.4.329.0-10 | FFREND
component for VMware SN1600E 32Gb EM.650.0.0.4
vSphere 6.5 Dual Port Fibre 598673
Channel Host Bus
Adapter
412 | Emulex Fibre Channel driver cp035926.zip HPE StoreFabric 2018.09.01 11.4.329.0-10 | FFREND
component for VMware SN1600E 32Gb EM.650.0.0.4
vSphere 6.5 Single Port Fibre 598673
Channel Host Bus
Adapter
413 | Qlogic Fibre Channel driver cp035928.zip HPE StoreFabric 2018.09.01 2.1.73.0-10E H3R:8100
component for VMware SN1100Q 16Gb M.600.0.0.27
vSphere 6.0 Dual Port Fibre 68847
Channel Host Bus
Adapter
414 | Qlogic Fibre Channel driver cp035928.zip HPE StoreFabric 2018.09.01 2.1.73.0-10E H3R:8100
component for VMware SN1100Q 16Gb M.600.0.0.27
vSphere 6.0 Single Port Fibre 68847
Channel Host Bus
Adapter
415 | Qlogic Fibre Channel driver cp035928.zip HPE StoreFabric 2018.09.01 2.1.73.0-10E H3R:8100
component for VMware SN1600Q 32Gb M.600.0.0.27
vSphere 6.0 Dual Port Fibre 68847

Channel Host Bus
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Version er version
Adapter
416 | Qlogic Fibre Channel driver cp035928.zip HPE StoreFabric 2018.09.01 2.1.73.0-10E H38:8100
component for VMware SN1600Q 32Gb M.600.0.0.27
vSphere 6.0 Single Port Fibre 68847
Channel Host Bus
Adapter
417 | Qlogic Fibre Channel driver cp035929.zip HPE StoreFabric 2018.09.01 2.1.73.0-10E H38:8100
component for VMware SN1100Q 16Gb M.600.0.0.27
vSphere 6.5 Dual Port Fibre 68847
Channel Host Bus
Adapter
418 | Qlogic Fibre Channel driver cp035929.zip HPE StoreFabric 2018.09.01 2.1.73.0-10E H38:8100
component for VMware SN1100Q 16Gb M.600.0.0.27
vSphere 6.5 Single Port Fibre 68847
Channel Host Bus
Adapter
419 | Qlogic Fibre Channel driver cp035929.zip HPE StoreFabric 2018.09.01 | 2.1.73.0-10E R8N0
component for VMware SN1600Q 32Gb M.600.0.0.27
vSphere 6.5 Dual Port Fibre 68847
Channel Host Bus
Adapter
420 | Qlogic Fibre Channel driver cp035929.zip HPE StoreFabric 2018.09.01 | 2.1.73.0-10E R8N0
component for VMware SN1600Q 32Gb M.600.0.0.27
vSphere 6.5 Single Port Fibre 68847
Channel Host Bus
Adapter
6.2.23 Software - Storage Fibre Channel HBA
No. | Description Package filename Device Pack.age Flrmwa.\re/Dnv Update
Version er version
421 | Fibreutils for HPE Storage Fibre | fibreutils-3.3-5.x86_64.r | HPE StoreFabric 3.3-5 (b) 3.3-5 (b) BH
Channel Host Bus Adapters for pm SN1100Q 16Gb
Linux (x86_64) Dual Port Fibre
Channel Host Bus
Adapter
422 | Fibreutils for HPE Storage Fibre | fibreutils-3.3-5.x86_64.r | HPE StoreFabric 3.3-5 (b) 3.3-5 (b) BH
Channel Host Bus Adapters for pm SN1100Q 16Gb
Linux (x86_64) Single Port Fibre
Channel Host Bus
Adapter
423 | Fibreutils for HPE Storage Fibre | fibreutils-3.3-5.x86_64.r | HPE StoreFabric 3.3-5 (b) 3.3-5 (b) BH
Channel Host Bus Adapters for pm SN1600Q 32Gb
Linux (x86_64) Dual Port Fibre
Channel Host Bus
Adapter
424 | Fibreutils for HPE Storage Fibre | fibreutils-3.3-5.x86_64.r | HPE StoreFabric 3.3-5 (b) 3.3-5 (b) BH
Channel Host Bus Adapters for pm SN1600Q 32Gb
Linux (x86_64) Single Port Fibre
Channel Host Bus
Adapter
425 | Fibreutils for HPE Storage Fibre | fibreutils-3.3-5.x86_64.r | HPE StoreFabric 3.3-5 (b) 3.3-5(b) B
Channel Host Bus Adapters for pm SN1200E 16Gb
Linux (x86_64) Dual Port Fibre
Channel Host Bus
Adapter
426 | Fibreutils for HPE Storage Fibre | fibreutils-3.3-5.x86_64.r | HPE StoreFabric 3.3-5 (b) 3.3-5(b) B
Channel Host Bus Adapters for pm SN1200E 16Gb
Linux (x86_64) Single Port Fibre
Channel Host Bus
Adapter
427 | Fibreutils for HPE Storage Fibre | fibreutils-3.3-5.x86_64.r | HPE StoreFabric 3.3-5 (b) 3.3-5(b) B

Channel Host Bus Adapters for
Linux (x86_64)

pm

SN1600E 32Gb
Dual Port Fibre
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Channel Host Bus
Adapter
428 | Fibreutils for HPE Storage Fibre | fibreutils-3.3-5.x86_64.r | HPE StoreFabric 3.3-5(b) 3.3-5 (b) B
Channel Host Bus Adapters for pm SN1600E 32Gb
Linux (x86_64) Single Port Fibre
Channel Host Bus
Adapter
429 | HPE Emulex Fibre Channel HP-CNA-FC-Emulex-Ena | HPE StoreFabric 11.4.334.2 11.4.334.2
Enablement Kit for Red Hat blement-Kit-11.4.334.2- | SN1200E 16Gb
Enterprise Linux 6 Server 1.rhel6.x86_64.rpm Dual Port Fibre
Channel Host Bus
Adapter
430 | HPE Emulex Fibre Channel HP-CNA-FC-Emulex-Ena | HPE StoreFabric 11.4.334.2 11.4.334.2
Enablement Kit for Red Hat blement-Kit-11.4.334.2- | SN1200E 16Gb
Enterprise Linux 6 Server 1.rhel6.x86_64.rpm Single Port Fibre
Channel Host Bus
Adapter
431 | HPE Emulex Fibre Channel HP-CNA-FC-Emulex-Ena | HPE StoreFabric 11.4.334.2 11.4.334.2
Enablement Kit for Red Hat blement-Kit-11.4.334.2- | SN1600E 32Gb
Enterprise Linux 6 Server 1.rhel6.x86_64.rpm Dual Port Fibre
Channel Host Bus
Adapter
432 | HPE Emulex Fibre Channel HP-CNA-FC-Emulex-Ena | HPE StoreFabric 11.4.334.2 11.4.334.2
Enablement Kit for Red Hat blement-Kit-11.4.334.2- | SN1600E 32Gb
Enterprise Linux 6 Server 1.rhel6.x86_64.rpm Single Port Fibre
Channel Host Bus
Adapter
433 | HPE Emulex Fibre Channel HP-CNA-FC-Emulex-Ena | HPE StoreFabric 11.4.334.2 11.4.334.2
Enablement Kit for Red Hat blement-Kit-11.4.334.2- | SN1200E 16Gb
Enterprise Linux 7 Server 1.rhel7.x86_64.rpm Dual Port Fibre
Channel Host Bus
Adapter
434 | HPE Emulex Fibre Channel HP-CNA-FC-Emulex-Ena | HPE StoreFabric 11.4.334.2 11.4.334.2
Enablement Kit for Red Hat blement-Kit-11.4.334.2- | SN1200E 16Gb
Enterprise Linux 7 Server 1.rhel7.x86_64.rpm Single Port Fibre
Channel Host Bus
Adapter
435 | HPE Emulex Fibre Channel HP-CNA-FC-Emulex-Ena | HPE StoreFabric 11.4.334.2 11.4.334.2
Enablement Kit for Red Hat blement-Kit-11.4.334.2- | SN1600E 32Gb
Enterprise Linux 7 Server 1.rhel7.x86_64.rpm Dual Port Fibre
Channel Host Bus
Adapter
436 | HPE Emulex Fibre Channel HP-CNA-FC-Emulex-Ena HPE StoreFabric 11.4.334.2 11.4.334.2
Enablement Kit for Red Hat blement-Kit-11.4.334.2- | SN1600E 32Gb
Enterprise Linux 7 Server 1.rhel7.x86_64.rpm Single Port Fibre
Channel Host Bus
Adapter
437 | HPE Emulex Smart SAN hpe-emulex-smartsan-e | HPE StoreFabric 1.0.0.0-4 (b) | 1.0.0.0-4 (b)
Enablement Kit for Linux nablement-kit-1.0.0.0-4 | SN1200E 16Gb
.X86_64.rom Dual Port Fibre
Channel Host Bus
Adapter
438 | HPE Emulex Smart SAN hpe-emulex-smartsan-e | HPE StoreFabric 1.0.0.0-4 (b) | 1.0.0.0-4 (b)
Enablement Kit for Linux nablement-kit-1.0.0.0-4 | SN1200E 16Gb
.X86_64.rom Single Port Fibre
Channel Host Bus
Adapter
439 | HPE Emulex Smart SAN hpe-emulex-smartsan-e | HPE StoreFabric 1.0.0.0-4 (b) | 1.0.0.0-4 (b)
Enablement Kit for Linux nablement-kit-1.0.0.0-4 | SN1600E 32Gb
.X86_64.rom Dual Port Fibre
Channel Host Bus
Adapter
440 | HPE Emulex Smart SAN hpe-emulex-smartsan-e | HPE StoreFabric 1.0.0.0-4 (b) | 1.0.0.0-4 (b)

Enablement Kit for Linux

nablement-kit-1.0.0.0-4

SN1600E 32Gb
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.x86_64.rpm Single Port Fibre
Channel Host Bus
Adapter
441 | HPE Emulex Smart SAN cp033240.exe HPE StoreFabric 1.0.0.1 (f) 1.0.0.1 (f)
Enablement Kit for Windows 64 SN1200E 16Gb
bit operating systems Dual Port Fibre
Channel Host Bus
Adapter
442 | HPE Emulex Smart SAN cp033240.exe HPE StoreFabric 1.0.0.1 (f) 1.0.0.1 (f)
Enablement Kit for Windows 64 SN1200E 16Gb
bit operating systems Single Port Fibre
Channel Host Bus
Adapter
443 | HPE Emulex Smart SAN cp033240.exe HPE StoreFabric 1.0.0.1 (f) 1.0.0.1 (f)
Enablement Kit for Windows 64 SN1600E 32Gb
bit operating systems Dual Port Fibre
Channel Host Bus
Adapter
444 | HPE Emulex Smart SAN cp033240.exe HPE StoreFabric 1.0.0.1 (f) 1.0.0.1 (f)
Enablement Kit for Windows 64 SN1600E 32Gb
bit operating systems Single Port Fibre
Channel Host Bus
Adapter
445 | HPE Qlogic Fibre Channel HP-CNA-FC-hpglgc-Enab | HPE StoreFabric 6.0.0.0-4 (e) | 6.0.0.0-4 (e)
Enablement Kit for Linux lement-Kit-6.0.0.0-4.n0 | SN1600Q 32Gb
arch.rpm Dual Port Fibre
Channel Host Bus
Adapter
446 | HPE Qlogic Fibre Channel HP-CNA-FC-hpglgc-Enab | HPE StoreFabric 6.0.0.0-4 (e) | 6.0.0.0-4 (e)
Enablement Kit for Linux lement-Kit-6.0.0.0-4.no | SN1600Q 32Gb
arch.rpm Single Port Fibre
Channel Host Bus
Adapter
447 | HPE Qlogic Fibre Channel HP-CNA-FC-hpqlgc-Enab | HPE StoreFabric 6.0.0.0-4 (e) | 6.0.0.0-4 (e)
Enablement Kit for Linux lement-Kit-6.0.0.0-4.no | SN1100Q 16Gb
arch.rpm Dual Port Fibre
Channel Host Bus
Adapter
448 | HPE Qlogic Fibre Channel HP-CNA-FC-hpqlgc-Enab | HPE StoreFabric 6.0.0.0-4 (e) | 6.0.0.0-4 (e)
Enablement Kit for Linux lement-Kit-6.0.0.0-4.no | SN1100Q 16Gb
arch.rpm Single Port Fibre
Channel Host Bus
Adapter
449 | HPE Qlogic Smart SAN hpe-glogic-smartsan-en | HPE StoreFabric 3.3-3 (b) 3.3-3 (b)
enablement kit for Linux ablement-kit-3.3-3.x86_ | SN1100Q 16Gb
64.rpm Dual Port Fibre
Channel Host Bus
Adapter
450 | HPE Qlogic Smart SAN hpe-glogic-smartsan-en | HPE StoreFabric 3.3-3 (b) 3.3-3 (b)
enablement kit for Linux ablement-kit-3.3-3.x86_ | SN1100Q 16Gb
64.rpm Single Port Fibre
Channel Host Bus
Adapter
451 | HPE Qlogic Smart SAN hpe-glogic-smartsan-en | HPE StoreFabric 3.3-3 (b) 3.3-3 (b)
enablement kit for Linux ablement-kit-3.3-3.x86_ | SN1600Q 32Gb
64.rpm Dual Port Fibre
Channel Host Bus
Adapter
452 | HPE Qlogic Smart SAN hpe-glogic-smartsan-en | HPE StoreFabric 3.3-3 (b) 3.3-3 (b)
enablement kit for Linux ablement-kit-3.3-3.x86_ | SN1600Q 32Gb
64.rpm Single Port Fibre
Channel Host Bus
Adapter
453 | HPE Qlogic Smart SAN cp033239.exe HPE StoreFabric 1.0.0.1 (e) 1.0.0.1 (e)
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Enablement Kit for Windows 64 SN1100Q 16Gb
bit operating systems Dual Port Fibre
Channel Host Bus
Adapter
454 | HPE Qlogic Smart SAN cp033239.exe HPE StoreFabric 1.0.0.1 (e) 1.0.0.1 (e)
Enablement Kit for Windows 64 SN1100Q 16Gb
bit operating systems Single Port Fibre
Channel Host Bus
Adapter
455 | HPE Qlogic Smart SAN cp033239.exe HPE StoreFabric 1.0.0.1 (e) 1.0.0.1 (e)
Enablement Kit for Windows 64 SN1600Q 32Gb
bit operating systems Dual Port Fibre
Channel Host Bus
Adapter
456 | HPE Qlogic Smart SAN cp033239.exe HPE StoreFabric 1.0.0.1 (e) 1.0.0.1 (e)
Enablement Kit for Windows 64 SN1600Q 32Gb
bit operating systems Single Port Fibre
Channel Host Bus
Adapter
6.2.24 Software - System Management
No. | Description Package filename Device Pack.age F|rmwa?re/Dr|v Update
Version er version
457 | Agentless Management Service | amsd-1.3.1-2954.17.rhe | - 1.3.1 1.3.1 B
(iLO 5) for Red Hat Enterprise 16.x86_64.rpm
Linux 6 Server
458 | Agentless Management Service | amsd-1.3.1-2954.23.rhe | - 1.3.1 1.3.1 B
(iLO 5) for Red Hat Enterprise 17.x86_64.rpm
Linux 7 Server
459 | Agentless Management Service | cp034101.exe - 1.30.0.0 1.30.0.0
for Windows X64
460 | NVMe Drive Eject NMI Fix for cp033116.exe - 1.1.0.0 (B) 1.1.0.0 (B)
Intel Xeon Processor Scalable
Family for Windows
461 | Smart Storage Administrator cp034625.exe - 3.30.14.0 3.30.14.0
(SSA) CLI for Windows 64-bit
462 | Smart Storage Administrator cp034624.exe - 3.30.14.0 3.30.14.0
(SSA) for Windows 64-bit
463 | Smart Storage Administrator cp034626.exe - 3.30.14.0 3.30.14.0
Diagnostic Utility (SSADU) CLI
for Windows 64-bit
6.2.25 Utility - Tools
No. | Description Package filename Device Pack.age Flrmwa?re/Dnv Update
Version er version
464 | HPE Utilities Bundle Smart cp036210.zip - 2018.09.01 2018.09.01 R8N0
Component for ESXi 6.0
465 HPE Utilities Bundle Smart cp036188.zip - 2018.09.01 2018.09.01 HIREN

Component for ESXi 6.5
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Online ROM Flash Component for Linux - OEM System ROM U34
Version: 1.42_06-20-2018(Critical)

Important Notes:

This revision of the System ROM includes the latest revision of the Intel microcode which, in combination
with operating system and hypervisor updates, provides mitigation for the L1 Terminal Fault — OS/SMM
(CVE-2018-3620) and L1 Terminal Fault — VMM (CVE-2018-3646) security vulnerabilities. These
vulnerabilities may allow unauthorized disclosure of information residing in the L1 data cache to an
attacker with local user access via a side-channel analysis. These security vulnerabilities are not unique
to HPE servers and impact any servers utilizing impacted processors. Note that this server is NOT
vulnerable to L1 Terminal Fault — SGX (CVE-2018-3615), also known as Foreshadow, because this server

does NOT support SGX.

This revision of the System ROM includes the latest revision of the Intel microcode which, in combination
with operating system updates, provides mitigation for the Speculative Store Bypass (also known as
Variant 4) security vulnerability. A Medium level CVE has been assigned to this issue with ID
CVE-2018-3639. Systems with microprocessors utilizing speculative execution and speculative execution of
memory reads before the addresses of all prior memory writes are known may allow unauthorized
disclosure of information to an attacker with local user access via a side-channel analysis. This security

vulnerability is not unique to HPE servers and impacts any systems utilizing impacted processors.

This revision of the System ROM includes the latest revision of the Intel microcode which provides
mitigation for the Rogue Register Read (also known as Variant 3a) security vulnerability. A Medium level
CVE has been assigned to this issue with ID CVE-2018-3640. Systems with microprocessors utilizing
speculative execution and that perform speculative reads of system registers may allow unauthorized
disclosure of system parameters to an attacker with local user access via a side-channel analysis. This

security vulnerability is not unique to HPE servers and impacts any systems utilizing impacted processors.

Firmware Dependencies:

None

Problems Fixed:

This revision of the System ROM includes the latest revision of the Intel microcode which, in combination
with operating system and hypervisor updates, provides mitigation for the L1 Terminal Fault — OS/SMM
(CVE-2018-3620) and L1 Terminal Fault — VMM (CVE-2018-3646) security vulnerabilities. These
vulnerabilities may allow unauthorized disclosure of information residing in the L1 data cache to an
attacker with local user access via a side-channel analysis. These security vulnerabilities are not unique
to HPE servers and impact any servers utilizing impacted processors. Note that this server is NOT
vulnerable to L1 Terminal Fault — SGX (CVE-2018-3615), also known as Foreshadow, because this server

does NOT support SGX.
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This revision of the System ROM includes the latest revision of the Intel microcode which, in combination
with operating system updates, provides mitigation for the Speculative Store Bypass (also known as
Variant 4) security vulnerability. A Medium level CVE has been assigned to this issue with ID
CVE-2018-3639. Systems with microprocessors utilizing speculative execution and speculative execution of
memory reads before the addresses of all prior memory writes are known may allow unauthorized
disclosure of information to an attacker with local user access via a side-channel analysis. This security

vulnerability is not unique to HPE servers and impacts any systems utilizing impacted processors.

This revision of the System ROM includes the latest revision of the Intel microcode which provides
mitigation for the Rogue Register Read (also known as Variant 3a) security vulnerability. A Medium level
CVE has been assigned to this issue with ID CVE-2018-3640. Systems with microprocessors utilizing
speculative execution and that perform speculative reads of system registers may allow unauthorized
disclosure of system parameters to an attacker with local user access via a side-channel analysis. This

security vulnerability is not unique to HPE servers and impacts any systems utilizing impacted processors.

This firmware version includes additional fixes (since version 1.40) for an issue where systems may
experience a 389-Unexpected Shutdown and Restart, logged in the iLO Integrated Management Log (IML).

This issue is not unique to HPE servers.

Addressed an issue where systems may log an erroneous Bank 4 Machine Check to the iLO Integrated
Management Log (IML) on a system reset event. In most cases, this error can safely be ignored. This issue

is not unique to HPE servers.

Addressed an issue where systems configured with NVDIMM-N Memory may experience a loss of
persistent data during a system crash event that would cause a fatal processor error condition (IERR). This

issue is not unique to HPE servers.

Known Issues:

None

Enhancements

None

Online ROM Flash Component for Linux - System ROM U30

Version: 1.42_06-20-2018(Critical)

Important Notes:

This revision of the System ROM includes the latest revision of the Intel microcode which, in combination
with operating system and hypervisor updates, provides mitigation for the L1 Terminal Fault — OS/SMM
(CVE-2018-3620) and L1 Terminal Fault — VMM (CVE-2018-3646) security vulnerabilities. These

vulnerabilities may allow unauthorized disclosure of information residing in the L1 data cache to an
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attacker with local user access via a side-channel analysis. These security vulnerabilities are not unique
to HPE servers and impact any servers utilizing impacted processors. Note that this server is NOT
vulnerable to L1 Terminal Fault — SGX (CVE-2018-3615), also known as Foreshadow, because this server

does NOT support SGX.

This revision of the System ROM includes the latest revision of the Intel microcode which, in combination
with operating system updates, provides mitigation for the Speculative Store Bypass (also known as
Variant 4) security vulnerability. A Medium level CVE has been assigned to this issue with ID
CVE-2018-3639. Systems with microprocessors utilizing speculative execution and speculative execution of
memory reads before the addresses of all prior memory writes are known may allow unauthorized
disclosure of information to an attacker with local user access via a side-channel analysis. This security

vulnerability is not unique to HPE servers and impacts any systems utilizing impacted processors.

This revision of the System ROM includes the latest revision of the Intel microcode which provides
mitigation for the Rogue Register Read (also known as Variant 3a) security vulnerability. A Medium level
CVE has been assigned to this issue with ID CVE-2018-3640. Systems with microprocessors utilizing
speculative execution and that perform speculative reads of system registers may allow unauthorized
disclosure of system parameters to an attacker with local user access via a side-channel analysis. This

security vulnerability is not unique to HPE servers and impacts any systems utilizing impacted processors.

Firmware Dependencies:

None

Problems Fixed:

This revision of the System ROM includes the latest revision of the Intel microcode which, in combination
with operating system and hypervisor updates, provides mitigation for the L1 Terminal Fault — OS/SMM
(CVE-2018-3620) and L1 Terminal Fault — VMM (CVE-2018-3646) security vulnerabilities. These
vulnerabilities may allow unauthorized disclosure of information residing in the L1 data cache to an
attacker with local user access via a side-channel analysis. These security vulnerabilities are not unique
to HPE servers and impact any servers utilizing impacted processors. Note that this server is NOT
vulnerable to L1 Terminal Fault — SGX (CVE-2018-3615), also known as Foreshadow, because this server

does NOT support SGX.

This revision of the System ROM includes the latest revision of the Intel microcode which, in combination
with operating system updates, provides mitigation for the Speculative Store Bypass (also known as
Variant 4) security vulnerability. A Medium level CVE has been assigned to this issue with ID
CVE-2018-3639. Systems with microprocessors utilizing speculative execution and speculative execution of
memory reads before the addresses of all prior memory writes are known may allow unauthorized
disclosure of information to an attacker with local user access via a side-channel analysis. This security

vulnerability is not unique to HPE servers and impacts any systems utilizing impacted processors.

This revision of the System ROM includes the latest revision of the Intel microcode which provides
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mitigation for the Rogue Register Read (also known as Variant 3a) security vulnerability. A Medium level
CVE has been assigned to this issue with ID CVE-2018-3640. Systems with microprocessors utilizing
speculative execution and that perform speculative reads of system registers may allow unauthorized
disclosure of system parameters to an attacker with local user access via a side-channel analysis. This

security vulnerability is not unique to HPE servers and impacts any systems utilizing impacted processors.

This firmware version includes additional fixes (since version 1.40) for an issue where systems may
experience a 389-Unexpected Shutdown and Restart, logged in the iLO Integrated Management Log (IML).

This issue is not unique to HPE servers.

Addressed an issue where systems may log an erroneous Bank 4 Machine Check to the iLO Integrated
Management Log (IML) on a system reset event. In most cases, this error can safely be ignored. This issue

is not unique to HPE servers.

Addressed an issue where systems configured with NVDIMM-N Memory or Scalable Persistent Memory
may experience a loss of persistent data during a system crash event that would cause a fatal processor

error condition (IERR). This issue is not unique to HPE servers.

Known Issues:

None

Online ROM Flash Component for Linux - System ROM U32
Version: 1.42_06-20-2018(Critical)

Important Notes:

This revision of the System ROM includes the latest revision of the Intel microcode which, in combination
with operating system and hypervisor updates, provides mitigation for the L1 Terminal Fault — OS/SMM
(CVE-2018-3620) and L1 Terminal Fault — VMM (CVE-2018-3646) security vulnerabilities. These
vulnerabilities may allow unauthorized disclosure of information residing in the L1 data cache to an
attacker with local user access via a side-channel analysis. These security vulnerabilities are not unique
to HPE servers and impact any servers utilizing impacted processors. Note that this server is NOT
vulnerable to L1 Terminal Fault — SGX (CVE-2018-3615), also known as Foreshadow, because this server

does NOT support SGX.

This revision of the System ROM includes the latest revision of the Intel microcode which, in combination
with operating system updates, provides mitigation for the Speculative Store Bypass (also known as
Variant 4) security vulnerability. A Medium level CVE has been assigned to this issue with ID
CVE-2018-3639. Systems with microprocessors utilizing speculative execution and speculative execution of
memory reads before the addresses of all prior memory writes are known may allow unauthorized
disclosure of information to an attacker with local user access via a side-channel analysis. This security

vulnerability is not unique to HPE servers and impacts any systems utilizing impacted processors.
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This revision of the System ROM includes the latest revision of the Intel microcode which provides
mitigation for the Rogue Register Read (also known as Variant 3a) security vulnerability. A Medium level
CVE has been assigned to this issue with ID CVE-2018-3640. Systems with microprocessors utilizing
speculative execution and that perform speculative reads of system registers may allow unauthorized
disclosure of system parameters to an attacker with local user access via a side-channel analysis. This

security vulnerability is not unique to HPE servers and impacts any systems utilizing impacted processors.

Firmware Dependencies:

None

Problems Fixed:

This revision of the System ROM includes the latest revision of the Intel microcode which, in combination
with operating system and hypervisor updates, provides mitigation for the L1 Terminal Fault — OS/SMM
(CVE-2018-3620) and L1 Terminal Fault — VMM (CVE-2018-3646) security vulnerabilities. These
vulnerabilities may allow unauthorized disclosure of information residing in the L1 data cache to an
attacker with local user access via a side-channel analysis. These security vulnerabilities are not unique
to HPE servers and impact any servers utilizing impacted processors. Note that this server is NOT
vulnerable to L1 Terminal Fault — SGX (CVE-2018-3615), also known as Foreshadow, because this server

does NOT support SGX.

This revision of the System ROM includes the latest revision of the Intel microcode which, in combination
with operating system updates, provides mitigation for the Speculative Store Bypass (also known as
Variant 4) security vulnerability. A Medium level CVE has been assigned to this issue with ID
CVE-2018-3639. Systems with microprocessors utilizing speculative execution and speculative execution of
memory reads before the addresses of all prior memory writes are known may allow unauthorized
disclosure of information to an attacker with local user access via a side-channel analysis. This security

vulnerability is not unique to HPE servers and impacts any systems utilizing impacted processors.

This revision of the System ROM includes the latest revision of the Intel microcode which provides
mitigation for the Rogue Register Read (also known as Variant 3a) security vulnerability. A Medium level
CVE has been assigned to this issue with ID CVE-2018-3640. Systems with microprocessors utilizing
speculative execution and that perform speculative reads of system registers may allow unauthorized
disclosure of system parameters to an attacker with local user access via a side-channel analysis. This

security vulnerability is not unique to HPE servers and impacts any systems utilizing impacted processors.

This firmware version includes additional fixes (since version 1.40) for an issue where systems may
experience a 389-Unexpected Shutdown and Restart, logged in the iLO Integrated Management Log (IML).

This issue is not unique to HPE servers.

Addressed an issue where systems may log an erroneous Bank 4 Machine Check to the iLO Integrated
Management Log (IML) on a system reset event. In most cases, this error can safely be ignored. This issue

is not unique to HPE servers.
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Addressed an issue where systems configured with NVDIMM-N Memory may experience a loss of
persistent data during a system crash event that would cause a fatal processor error condition (IERR). This

issue is not unique to HPE servers.

Known Issues:

None

Online ROM Flash Component for Linux - System ROM U41
Version: 1.42_06-20-2018(Critical)

Important Notes:

This revision of the System ROM includes the latest revision of the Intel microcode which, in combination
with operating system and hypervisor updates, provides mitigation for the L1 Terminal Fault — OS/SMM
(CVE-2018-3620) and L1 Terminal Fault — VMM (CVE-2018-3646) security vulnerabilities. These
vulnerabilities may allow unauthorized disclosure of information residing in the L1 data cache to an
attacker with local user access via a side-channel analysis. These security vulnerabilities are not unique
to HPE servers and impact any servers utilizing impacted processors. Note that this server is NOT
vulnerable to L1 Terminal Fault — SGX (CVE-2018-3615), also known as Foreshadow, because this server

does NOT support SGX.

This revision of the System ROM includes the latest revision of the Intel microcode which, in combination
with operating system updates, provides mitigation for the Speculative Store Bypass (also known as
Variant 4) security vulnerability. A Medium level CVE has been assigned to this issue with ID
CVE-2018-3639. Systems with microprocessors utilizing speculative execution and speculative execution of
memory reads before the addresses of all prior memory writes are known may allow unauthorized
disclosure of information to an attacker with local user access via a side-channel analysis. This security

vulnerability is not unique to HPE servers and impacts any systems utilizing impacted processors.

This revision of the System ROM includes the latest revision of the Intel microcode which provides
mitigation for the Rogue Register Read (also known as Variant 3a) security vulnerability. A Medium level
CVE has been assigned to this issue with ID CVE-2018-3640. Systems with microprocessors utilizing
speculative execution and that perform speculative reads of system registers may allow unauthorized
disclosure of system parameters to an attacker with local user access via a side-channel analysis. This

security vulnerability is not unique to HPE servers and impacts any systems utilizing impacted processors.

Firmware Dependencies:

None

Problems Fixed:

This revision of the System ROM includes the latest revision of the Intel microcode which, in combination
with operating system and hypervisor updates, provides mitigation for the L1 Terminal Fault — OS/SMM

(CVE-2018-3620) and L1 Terminal Fault — VMM (CVE-2018-3646) security vulnerabilities. These
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vulnerabilities may allow unauthorized disclosure of information residing in the L1 data cache to an
attacker with local user access via a side-channel analysis. These security vulnerabilities are not unique
to HPE servers and impact any servers utilizing impacted processors. Note that this server is NOT
vulnerable to L1 Terminal Fault — SGX (CVE-2018-3615), also known as Foreshadow, because this server

does NOT support SGX.

This revision of the System ROM includes the latest revision of the Intel microcode which, in combination
with operating system updates, provides mitigation for the Speculative Store Bypass (also known as
Variant 4) security vulnerability. A Medium level CVE has been assigned to this issue with ID
CVE-2018-3639. Systems with microprocessors utilizing speculative execution and speculative execution of
memory reads before the addresses of all prior memory writes are known may allow unauthorized
disclosure of information to an attacker with local user access via a side-channel analysis. This security

vulnerability is not unique to HPE servers and impacts any systems utilizing impacted processors.

This revision of the System ROM includes the latest revision of the Intel microcode which provides
mitigation for the Rogue Register Read (also known as Variant 3a) security vulnerability. A Medium level
CVE has been assigned to this issue with ID CVE-2018-3640. Systems with microprocessors utilizing
speculative execution and that perform speculative reads of system registers may allow unauthorized
disclosure of system parameters to an attacker with local user access via a side-channel analysis. This

security vulnerability is not unique to HPE servers and impacts any systems utilizing impacted processors.

This firmware version includes additional fixes (since version 1.40) for an issue where systems may
experience a 389-Unexpected Shutdown and Restart, logged in the iLO Integrated Management Log (IML).

This issue is not unique to HPE servers.

Addressed an issue where systems may log an erroneous Bank 4 Machine Check to the iLO Integrated
Management Log (IML) on a system reset event. In most cases, this error can safely be ignored. This issue

is not unique to HPE servers.

Known Issues:

None

Online ROM Flash Component for Windows x64 - OEM System ROM U34
Version: 1.42_06-20-2018(Critical)

Important Notes:

This revision of the System ROM includes the latest revision of the Intel microcode which, in combination
with operating system and hypervisor updates, provides mitigation for the L1 Terminal Fault — OS/SMM
(CVE-2018-3620) and L1 Terminal Fault — VMM (CVE-2018-3646) security vulnerabilities. These
vulnerabilities may allow unauthorized disclosure of information residing in the L1 data cache to an
attacker with local user access via a side-channel analysis. These security vulnerabilities are not unique

to HPE servers and impact any servers utilizing impacted processors. Note that this server is NOT
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vulnerable to L1 Terminal Fault — SGX (CVE-2018-3615), also known as Foreshadow, because this server

does NOT support SGX.

This revision of the System ROM includes the latest revision of the Intel microcode which, in combination
with operating system updates, provides mitigation for the Speculative Store Bypass (also known as
Variant 4) security vulnerability. A Medium level CVE has been assigned to this issue with ID
CVE-2018-3639. Systems with microprocessors utilizing speculative execution and speculative execution of
memory reads before the addresses of all prior memory writes are known may allow unauthorized
disclosure of information to an attacker with local user access via a side-channel analysis. This security

vulnerability is not unique to HPE servers and impacts any systems utilizing impacted processors.

This revision of the System ROM includes the latest revision of the Intel microcode which provides
mitigation for the Rogue Register Read (also known as Variant 3a) security vulnerability. A Medium level
CVE has been assigned to this issue with ID CVE-2018-3640. Systems with microprocessors utilizing
speculative execution and that perform speculative reads of system registers may allow unauthorized
disclosure of system parameters to an attacker with local user access via a side-channel analysis. This

security vulnerability is not unique to HPE servers and impacts any systems utilizing impacted processors.

Firmware Dependencies:

None

Problems Fixed:

This revision of the System ROM includes the latest revision of the Intel microcode which, in combination
with operating system and hypervisor updates, provides mitigation for the L1 Terminal Fault — OS/SMM
(CVE-2018-3620) and L1 Terminal Fault — VMM (CVE-2018-3646) security vulnerabilities. These
vulnerabilities may allow unauthorized disclosure of information residing in the L1 data cache to an
attacker with local user access via a side-channel analysis. These security vulnerabilities are not unique
to HPE servers and impact any servers utilizing impacted processors. Note that this server is NOT
vulnerable to L1 Terminal Fault — SGX (CVE-2018-3615), also known as Foreshadow, because this server

does NOT support SGX.

This revision of the System ROM includes the latest revision of the Intel microcode which, in combination
with operating system updates, provides mitigation for the Speculative Store Bypass (also known as
Variant 4) security vulnerability. A Medium level CVE has been assigned to this issue with ID
CVE-2018-3639. Systems with microprocessors utilizing speculative execution and speculative execution of
memory reads before the addresses of all prior memory writes are known may allow unauthorized
disclosure of information to an attacker with local user access via a side-channel analysis. This security

vulnerability is not unique to HPE servers and impacts any systems utilizing impacted processors.

This revision of the System ROM includes the latest revision of the Intel microcode which provides
mitigation for the Rogue Register Read (also known as Variant 3a) security vulnerability. A Medium level

CVE has been assigned to this issue with ID CVE-2018-3640. Systems with microprocessors utilizing
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speculative execution and that perform speculative reads of system registers may allow unauthorized
disclosure of system parameters to an attacker with local user access via a side-channel analysis. This

security vulnerability is not unique to HPE servers and impacts any systems utilizing impacted processors.

This firmware version includes additional fixes (since version 1.40) for an issue where systems may
experience a 389-Unexpected Shutdown and Restart, logged in the iLO Integrated Management Log (IML).

This issue is not unique to HPE servers.

Addressed an issue where systems may log an erroneous Bank 4 Machine Check to the iLO Integrated
Management Log (IML) on a system reset event. In most cases, this error can safely be ignored. This issue

is not unique to HPE servers.

Addressed an issue where systems configured with NVDIMM-N Memory may experience a loss of
persistent data during a system crash event that would cause a fatal processor error condition (IERR). This

issue is not unique to HPE servers.

Known Issues:

None

Enhancements

None

Online ROM Flash Component for Windows x64 - System ROM U30

Version: 1.42_06-20-2018(Critical)

Important Notes:

This revision of the System ROM includes the latest revision of the Intel microcode which, in combination
with operating system and hypervisor updates, provides mitigation for the L1 Terminal Fault — OS/SMM
(CVE-2018-3620) and L1 Terminal Fault — VMM (CVE-2018-3646) security vulnerabilities. These
vulnerabilities may allow unauthorized disclosure of information residing in the L1 data cache to an
attacker with local user access via a side-channel analysis. These security vulnerabilities are not unique
to HPE servers and impact any servers utilizing impacted processors. Note that this server is NOT
vulnerable to L1 Terminal Fault — SGX (CVE-2018-3615), also known as Foreshadow, because this server

does NOT support SGX.

This revision of the System ROM includes the latest revision of the Intel microcode which, in combination
with operating system updates, provides mitigation for the Speculative Store Bypass (also known as
Variant 4) security vulnerability. A Medium level CVE has been assigned to this issue with ID
CVE-2018-3639. Systems with microprocessors utilizing speculative execution and speculative execution of
memory reads before the addresses of all prior memory writes are known may allow unauthorized

disclosure of information to an attacker with local user access via a side-channel analysis. This security
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vulnerability is not unique to HPE servers and impacts any systems utilizing impacted processors.

This revision of the System ROM includes the latest revision of the Intel microcode which provides
mitigation for the Rogue Register Read (also known as Variant 3a) security vulnerability. A Medium level
CVE has been assigned to this issue with ID CVE-2018-3640. Systems with microprocessors utilizing
speculative execution and that perform speculative reads of system registers may allow unauthorized
disclosure of system parameters to an attacker with local user access via a side-channel analysis. This

security vulnerability is not unique to HPE servers and impacts any systems utilizing impacted processors.

Firmware Dependencies:

None

Problems Fixed:

This revision of the System ROM includes the latest revision of the Intel microcode which, in combination
with operating system and hypervisor updates, provides mitigation for the L1 Terminal Fault — OS/SMM
(CVE-2018-3620) and L1 Terminal Fault — VMM (CVE-2018-3646) security vulnerabilities. These
vulnerabilities may allow unauthorized disclosure of information residing in the L1 data cache to an
attacker with local user access via a side-channel analysis. These security vulnerabilities are not unique
to HPE servers and impact any servers utilizing impacted processors. Note that this server is NOT
vulnerable to L1 Terminal Fault — SGX (CVE-2018-3615), also known as Foreshadow, because this server

does NOT support SGX.

This revision of the System ROM includes the latest revision of the Intel microcode which, in combination
with operating system updates, provides mitigation for the Speculative Store Bypass (also known as
Variant 4) security vulnerability. A Medium level CVE has been assigned to this issue with ID
CVE-2018-3639. Systems with microprocessors utilizing speculative execution and speculative execution of
memory reads before the addresses of all prior memory writes are known may allow unauthorized
disclosure of information to an attacker with local user access via a side-channel analysis. This security

vulnerability is not unique to HPE servers and impacts any systems utilizing impacted processors.

This revision of the System ROM includes the latest revision of the Intel microcode which provides
mitigation for the Rogue Register Read (also known as Variant 3a) security vulnerability. A Medium level
CVE has been assigned to this issue with ID CVE-2018-3640. Systems with microprocessors utilizing
speculative execution and that perform speculative reads of system registers may allow unauthorized
disclosure of system parameters to an attacker with local user access via a side-channel analysis. This

security vulnerability is not unique to HPE servers and impacts any systems utilizing impacted processors.

This firmware version includes additional fixes (since version 1.40) for an issue where systems may
experience a 389-Unexpected Shutdown and Restart, logged in the iLO Integrated Management Log (IML).

This issue is not unique to HPE servers.

Addressed an issue where systems may log an erroneous Bank 4 Machine Check to the iLO Integrated
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Management Log (IML) on a system reset event. In most cases, this error can safely be ignored. This issue

is not unique to HPE servers.

Addressed an issue where systems configured with NVDIMM-N Memory or Scalable Persistent Memory
may experience a loss of persistent data during a system crash event that would cause a fatal processor

error condition (IERR). This issue is not unique to HPE servers.

Known Issues:

None

Online ROM Flash Component for Windows x64 - System ROM U32
Version: 1.42_06-20-2018(Critical)

Important Notes:

This revision of the System ROM includes the latest revision of the Intel microcode which, in combination
with operating system and hypervisor updates, provides mitigation for the L1 Terminal Fault — OS/SMM
(CVE-2018-3620) and L1 Terminal Fault — VMM (CVE-2018-3646) security vulnerabilities. These
vulnerabilities may allow unauthorized disclosure of information residing in the L1 data cache to an
attacker with local user access via a side-channel analysis. These security vulnerabilities are not unique
to HPE servers and impact any servers utilizing impacted processors. Note that this server is NOT
vulnerable to L1 Terminal Fault — SGX (CVE-2018-3615), also known as Foreshadow, because this server

does NOT support SGX.

This revision of the System ROM includes the latest revision of the Intel microcode which, in combination
with operating system updates, provides mitigation for the Speculative Store Bypass (also known as
Variant 4) security vulnerability. A Medium level CVE has been assigned to this issue with ID
CVE-2018-3639. Systems with microprocessors utilizing speculative execution and speculative execution of
memory reads before the addresses of all prior memory writes are known may allow unauthorized
disclosure of information to an attacker with local user access via a side-channel analysis. This security

vulnerability is not unique to HPE servers and impacts any systems utilizing impacted processors.

This revision of the System ROM includes the latest revision of the Intel microcode which provides
mitigation for the Rogue Register Read (also known as Variant 3a) security vulnerability. A Medium level
CVE has been assigned to this issue with ID CVE-2018-3640. Systems with microprocessors utilizing
speculative execution and that perform speculative reads of system registers may allow unauthorized
disclosure of system parameters to an attacker with local user access via a side-channel analysis. This

security vulnerability is not unique to HPE servers and impacts any systems utilizing impacted processors.

Firmware Dependencies:

None
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Problems Fixed:

This revision of the System ROM includes the latest revision of the Intel microcode which, in combination
with operating system and hypervisor updates, provides mitigation for the L1 Terminal Fault — OS/SMM
(CVE-2018-3620) and L1 Terminal Fault — VMM (CVE-2018-3646) security vulnerabilities. These
vulnerabilities may allow unauthorized disclosure of information residing in the L1 data cache to an
attacker with local user access via a side-channel analysis. These security vulnerabilities are not unique
to HPE servers and impact any servers utilizing impacted processors. Note that this server is NOT
vulnerable to L1 Terminal Fault — SGX (CVE-2018-3615), also known as Foreshadow, because this server

does NOT support SGX.

This revision of the System ROM includes the latest revision of the Intel microcode which, in combination
with operating system updates, provides mitigation for the Speculative Store Bypass (also known as
Variant 4) security vulnerability. A Medium level CVE has been assigned to this issue with ID
CVE-2018-3639. Systems with microprocessors utilizing speculative execution and speculative execution of
memory reads before the addresses of all prior memory writes are known may allow unauthorized
disclosure of information to an attacker with local user access via a side-channel analysis. This security

vulnerability is not unique to HPE servers and impacts any systems utilizing impacted processors.

This revision of the System ROM includes the latest revision of the Intel microcode which provides
mitigation for the Rogue Register Read (also known as Variant 3a) security vulnerability. A Medium level
CVE has been assigned to this issue with ID CVE-2018-3640. Systems with microprocessors utilizing
speculative execution and that perform speculative reads of system registers may allow unauthorized
disclosure of system parameters to an attacker with local user access via a side-channel analysis. This

security vulnerability is not unique to HPE servers and impacts any systems utilizing impacted processors.

This firmware version includes additional fixes (since version 1.40) for an issue where systems may
experience a 389-Unexpected Shutdown and Restart, logged in the iLO Integrated Management Log (IML).

This issue is not unique to HPE servers.

Addressed an issue where systems may log an erroneous Bank 4 Machine Check to the iLO Integrated
Management Log (IML) on a system reset event. In most cases, this error can safely be ignored. This issue

is not unique to HPE servers.

Addressed an issue where systems configured with NVDIMM-N Memory may experience a loss of
persistent data during a system crash event that would cause a fatal processor error condition (IERR). This

issue is not unique to HPE servers.

Known Issues:

None
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Online ROM Flash Component for Windows x64 - System ROM U41
Version: 1.42_06-20-2018(Critical)

Important Notes:

This revision of the System ROM includes the latest revision of the Intel microcode which, in combination
with operating system and hypervisor updates, provides mitigation for the L1 Terminal Fault — OS/SMM
(CVE-2018-3620) and L1 Terminal Fault — VMM (CVE-2018-3646) security vulnerabilities. These
vulnerabilities may allow unauthorized disclosure of information residing in the L1 data cache to an
attacker with local user access via a side-channel analysis. These security vulnerabilities are not unique
to HPE servers and impact any servers utilizing impacted processors. Note that this server is NOT
vulnerable to L1 Terminal Fault — SGX (CVE-2018-3615), also known as Foreshadow, because this server

does NOT support SGX.

This revision of the System ROM includes the latest revision of the Intel microcode which, in combination
with operating system updates, provides mitigation for the Speculative Store Bypass (also known as
Variant 4) security vulnerability. A Medium level CVE has been assigned to this issue with ID
CVE-2018-3639. Systems with microprocessors utilizing speculative execution and speculative execution of
memory reads before the addresses of all prior memory writes are known may allow unauthorized
disclosure of information to an attacker with local user access via a side-channel analysis. This security

vulnerability is not unique to HPE servers and impacts any systems utilizing impacted processors.

This revision of the System ROM includes the latest revision of the Intel microcode which provides
mitigation for the Rogue Register Read (also known as Variant 3a) security vulnerability. A Medium level
CVE has been assigned to this issue with ID CVE-2018-3640. Systems with microprocessors utilizing
speculative execution and that perform speculative reads of system registers may allow unauthorized
disclosure of system parameters to an attacker with local user access via a side-channel analysis. This

security vulnerability is not unique to HPE servers and impacts any systems utilizing impacted processors.

Firmware Dependencies:

None

Problems Fixed:

This revision of the System ROM includes the latest revision of the Intel microcode which, in combination
with operating system and hypervisor updates, provides mitigation for the L1 Terminal Fault — OS/SMM
(CVE-2018-3620) and L1 Terminal Fault — VMM (CVE-2018-3646) security vulnerabilities. These
vulnerabilities may allow unauthorized disclosure of information residing in the L1 data cache to an
attacker with local user access via a side-channel analysis. These security vulnerabilities are not unique
to HPE servers and impact any servers utilizing impacted processors. Note that this server is NOT
vulnerable to L1 Terminal Fault — SGX (CVE-2018-3615), also known as Foreshadow, because this server

does NOT support SGX.

This revision of the System ROM includes the latest revision of the Intel microcode which, in combination
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with operating system updates, provides mitigation for the Speculative Store Bypass (also known as
Variant 4) security vulnerability. A Medium level CVE has been assigned to this issue with ID
CVE-2018-3639. Systems with microprocessors utilizing speculative execution and speculative execution of
memory reads before the addresses of all prior memory writes are known may allow unauthorized
disclosure of information to an attacker with local user access via a side-channel analysis. This security

vulnerability is not unique to HPE servers and impacts any systems utilizing impacted processors.

This revision of the System ROM includes the latest revision of the Intel microcode which provides
mitigation for the Rogue Register Read (also known as Variant 3a) security vulnerability. A Medium level
CVE has been assigned to this issue with ID CVE-2018-3640. Systems with microprocessors utilizing
speculative execution and that perform speculative reads of system registers may allow unauthorized
disclosure of system parameters to an attacker with local user access via a side-channel analysis. This

security vulnerability is not unique to HPE servers and impacts any systems utilizing impacted processors.

This firmware version includes additional fixes (since version 1.40) for an issue where systems may
experience a 389-Unexpected Shutdown and Restart, logged in the iLO Integrated Management Log (IML).

This issue is not unique to HPE servers.

Addressed an issue where systems may log an erroneous Bank 4 Machine Check to the iLO Integrated
Management Log (IML) on a system reset event. In most cases, this error can safely be ignored. This issue

is not unique to HPE servers.

Known Issues:

None

Identifiers for Intel Xeon Processor Scalable Family for Windows Server 2012 R2 and Server 2016

Fixes

Version: 10.1.2.86 (B)(Optional)

Corrected a potential installation failure that could occur when Windows Device Guard is enabled.

HPE Broadcom NX1 1Gb Driver for Windows Server x64 Editions

Version: 212.0.0.0(Optional)

Important Note!

Fixes

HPE recommends the firmware provided inHPE Broadcom NX1 Online Firmware Upgrade Utility for

Windows Server x64 Editions, version5.1.3.00r later, for use with this driver.

This driver corrects an issue which results in a Windows Stop Error (0x133) when the system is operating

in a heavily stressed environment.
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Enhancements

The component installer for this package is now digitally signed.

Supported Devices and Features

This driver supports the following network adapters:
HP Ethernet 1Gb 4-port 331i Adapter (22BE)

HPE Ethernet 1Gb 4-port 331FLR Adapter

HPE Ethernet 1Gb 4-port 331T Adapter

HPE Ethernet 1Gb 2-port 332T Adapter

HPE Broadcom tg3 Ethernet Drivers for Red Hat Enterprise Linux 6 x86_64
Version: 3.137w-3(Optional)

Important Note!

HPE recommends the firmware provided inHPE NX1 Broadcom Online Firmware Upgrade Utility for Linux

x86_64,version2.21.580r later, for use with these drivers.

Fixes

This product provides the Retpoline fix for the Spectre and Meltdown issues.

Supported Devices and Features

These drivers support the following network adapters:
HP Ethernet 1Gb 4-port 331i Adapter (22BE)

HP Ethernet 1Gb 4-port 331FLR Adapter

HP Ethernet 1Gb 4-port 331T Adapter

HP Ethernet 1Gb 2-port 332T Adapter

HPE Broadcom tg3 Ethernet Drivers for Red Hat Enterprise Linux 7 x86_64
Version: 3.137w-3(Optional)

Important Note!

HPE recommends the firmware provided inHPE NX1 Broadcom Online Firmware Upgrade Utility for Linux

x86_64,version2.21.580r later, for use with these drivers.

Fixes

This product provides the Retpoline fix for the Spectre and Meltdown issues.

Supported Devices and Features

These drivers support the following network adapters:
HP Ethernet 1Gb 4-port 331i Adapter (22BE)

HP Ethernet 1Gb 4-port 331FLR Adapter

HP Ethernet 1Gb 4-port 331T Adapter

HP Ethernet 1Gb 2-port 332T Adapter
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HPE Intel E1R Driver for Windows Server 2016
Version: 12.15.184.0 (B)(Optional)

Important Note!

HPE recommends the firmware provided inHPE Intel Online Firmware Upgrade Utility for Windows Server

x64 Editions, version5.1.0.4 or later, for use with this driver.

Enhancements

Some of the devices supported by this product have been rebranded.

Supported Devices and Features

This driver supports the following HPE Intel E1R network adapters:
HPE Ethernet 1Gb 2-port 361T Adapter

HPE Ethernet 1Gb 4-port 366i Communication Board

HPE Ethernet 1Gb 4-port 366FLR Adapter

HPE Ethernet 1Gb 4-port 366T Adapter

HPE Intel i40e Drivers for Red Hat Enterprise Linux 6 x86_64
Version: 2.4.6.1-7(Recommended)

Important Note!

HPE recommends the firmware provided inHPE Intel Online Firmware Upgrade Utility for Linux x86_64,

version 1.15.560r later, for use with these drivers.

Fixes

This product provides the Retpoline fix for the Spectre and Meltdown issues.

Supported Devices and Features

This product supports the following network adapters:
HPE Ethernet 1Gb 4-port 369i Adapter

HPE Ethernet 10Gb 2-port 562FLR-SFP+ Adapter

HPE Ethernet 10Gb 2-port 562SFP+ Adapter

HPE Intel i40e Drivers for Red Hat Enterprise Linux 7 x86_64
Version: 2.4.6.1-7(Recommended)

Important Note!

HPE recommends the firmware provided inHPE Intel Online Firmware Upgrade Utility for Linux x86_64,

version 1.15.560r later, for use with these drivers.

Fixes

This product provides the Retpoline fix for the Spectre and Meltdown issues.

Supported Devices and Features

This product supports the following network adapters:
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HPE Ethernet 1Gb 4-port 369i Adapter
HPE Ethernet 10Gb 2-port 562FLR-SFP+ Adapter
HPE Ethernet 10Gb 2-port 562SFP+ Adapter

HPE Intel i40ea Driver for Windows Server 2012 R2
Version: 1.8.94.0(Optional)

Important Note!

HPE recommends the firmware provided inHPE Intel Online Firmware Upgrade Utility for Windows Server

x64 Editions, version5.1.3.0or later, for use with this driver.

Fixes
This driver corrects an issue which results in a Windows Stop Error (BSOD) when the system is operating in

a heavily stressed iSCSI environment.

Supported Devices and Features

This product supports the following network adapters:
HPE Ethernet 10Gb 2-port 562FLR-SFP+ Adapter
HPE Ethernet 10Gb 2-port 562SFP+ Adapter

HPE Intel i40ea Driver for Windows Server 2016
Version: 1.8.94.0(Optional)

Important Note!

HPE recommends the firmware provided inHPE Intel Online Firmware Upgrade Utility for Windows Server

x64 Editions, version5.1.3.00r later, for use with this driver.

Fixes
This driver corrects an issue which results in a Windows Stop Error (BSOD) when the system is operating in

a heavily stressed iSCSI environment.

Supported Devices and Features

This product supports the following network adapters:
HPE Ethernet 10Gb 2-port 562FLR-SFP+ Adapter
HPE Ethernet 10Gb 2-port 562SFP+ Adapter

HPE Intel i40eb Driver for Windows Server 2012 R2
Version: 1.8.94.0(Optional)

Important Note!

HPE recommends the firmware provided inHPE Intel Online Firmware Upgrade Utility for Windows Server

x64 Editions, version5.1.3.00r later, for use with this driver.
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Fixes
This driver corrects an issue which results in a Stop Error (0x133) when the system is operating in a heavily

stressed environment.

Supported Devices and Features

This product supports the following network adapters:

HPE Ethernet 1Gb 4-port 369i Adapter

HPE Intel i40eb Driver for Windows Server 2016
Version: 1.8.94.0(Optional)

Important Note!

HPE recommends the firmware provided inHPE Intel Online Firmware Upgrade Utility for Windows Server

x64 Editions, version5.1.3.0or later, for use with this driver.

Fixes
This driver corrects an issue which results in a Stop Error (0x133) when the system is operating in a heavily

stressed environment.

Supported Devices and Features

This product supports the following network adapters:
HPE Ethernet 1Gb 4-port 369i Adapter

HPE Intel i40evf Drivers for Red Hat Enterprise Linux 6 x86_64

Version: 3.5.6.1-8(Recommended)

Important Note!

HPE recommends the firmware provided inHPE Intel Online Firmware Upgrade Utility for Linux x86_64,

version 1.15.560r later, for use with these drivers.

Fixes

This product provides the Retpoline fix for the Spectre and Meltdown issues.

Supported Devices and Features

This product supports the following network adapters:
HPE Ethernet 1Gb 4-port 369i Adapter

HPE Ethernet 10Gb 2-port 562FLR-SFP+ Adapter

HPE Ethernet 10Gb 2-port 562SFP+ Adapter

HPE Intel i40evf Drivers for Red Hat Enterprise Linux 7 x86_64
Version: 3.5.6.1-8(Recommended)

Important Note!

HPE recommends the firmware provided inHPE Intel Online Firmware Upgrade Utility for Linux x86_64,
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version 1.15.560r later, for use with these drivers.

Fixes

This product provides the Retpoline fix for the Spectre and Meltdown issues.

Supported Devices and Features

This product supports the following network adapters:
HPE Ethernet 1Gb 4-port 369i Adapter

HPE Ethernet 10Gb 2-port 562FLR-SFP+ Adapter

HPE Ethernet 10Gb 2-port 562SFP+ Adapter

HPE Intel igb Drivers for Red Hat Enterprise Linux 6 x86_64
Version: 5.3.5.15-7(Recommended)

Important Note!

HPE recommends the firmware provided inHPE Intel Online Firmware Upgrade Utility for Linux x86_64,

version 1.15.560r later, for use with these drivers.

Fixes

This product provides the Retpoline fix for the Spectre and Meltdown issues.

Supported Devices and Features

These drivers support the following Intel network adapters:
HP Ethernet 1Gb 2-port 361T Adapter

HP Ethernet 1Gb 4-port 366FLR Adapter

HPE Ethernet 1Gb 4-port 366i Communication Board

HP Ethernet 1Gb 4-port 366T Adapter

HPE Intel igb Drivers for Red Hat Enterprise Linux 7 x86_64
Version: 5.3.5.15-7(Recommended)

Important Note!

HPE recommends the firmware provided inHPE Intel Online Firmware Upgrade Utility for Linux x86_64,

version 1.15.560r later, for use with these drivers.

Fixes

This product provides the Retpoline fix for the Spectre and Meltdown issues.

Supported Devices and Features

These drivers support the following Intel network adapters:
HP Ethernet 1Gb 2-port 361T Adapter

HP Ethernet 1Gb 4-port 366FLR Adapter

HPE Ethernet 1Gb 4-port 366i Communication Board

HP Ethernet 1Gb 4-port 366T Adapter
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HPE Intel ixgbe Drivers for Red Hat Enterprise Linux 6 x86_64

Version: 5.3.5.1-8(Recommended)

Important Note!

HPE recommends the firmware provided inHPE Intel Online Firmware Upgrade Utility for Linux x86_64,

version 1.15.560r later, for use with these drivers.

Fixes

This product provides the Retpoline fix for the Spectre and Meltdown issues.

Supported Devices and Features

These drivers support the following network adapters:
HPE Ethernet 10Gb 2-port 562FLR-T Adapter
HPE Ethernet 10Gb 2-port 562T Adapter

HPE Intel ixgbe Drivers for Red Hat Enterprise Linux 7 x86_64
Version: 5.3.5.1-8(Recommended)

Important Note!

HPE recommends the firmware provided inHPE Intel Online Firmware Upgrade Utility for Linux x86_64,

version 1.15.560r later, for use with these drivers.

Fixes

This product provides the Retpoline fix for the Spectre and Meltdown issues.

Supported Devices and Features

These drivers support the following network adapters:
HPE Ethernet 10Gb 2-port 562FLR-T Adapter
HPE Ethernet 10Gb 2-port 562T Adapter

HPE Intel ixgbevf Drivers for Red Hat Enterprise Linux 6 x86_64
Version: 4.3.3.1-8(Recommended)

Important Note!

HPE recommends the firmware provided inHPE Intel Online Firmware Upgrade Utility for Linux x86_64,

version 1.15.560r later, for use with these drivers.

Fixes

This product provides the Retpoline fix for the Spectre and Meltdown issues.

Supported Devices and Features

These drivers support the following network adapters:
HPE Ethernet 10Gb 2-port 562FLR-T Adapter
HPE Ethernet 10Gb 2-port 562T Adapter
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HPE Intel ixgbevf Drivers for Red Hat Enterprise Linux 7 x86_64
Version: 4.3.3.1-8(Recommended)

Important Note!

HPE recommends the firmware provided inHPE Intel Online Firmware Upgrade Utility for Linux x86_64,

version 1.15.560r later, for use with these drivers.

Fixes

This product provides the Retpoline fix for the Spectre and Meltdown issues.

Supported Devices and Features

These drivers support the following network adapters:
HPE Ethernet 10Gb 2-port 562FLR-T Adapter
HPE Ethernet 10Gb 2-port 562T Adapter

HPE Intel ixs Driver for Windows Server 2012 R2
Version: 3.14.75.0(Optional)

Important Note!

HPE recommends the firmware provided inHPE Intel Online Firmware Upgrade Utility for Windows Server

x64 Editions, version5.1.2.2or later, for use with this driver.

Enhancements

This driver is updated to maintain compatibility with latest NDIS drivers.

Supported Devices and Features

This driver supports the following network adapters:
HPE Ethernet 10Gb 2-port 562FLR-T Adapter
HPE Ethernet 10Gb 2-port 562T Adapter

HPE Intel ixs Driver for Windows Server 2016
Version: 4.1.74.0(Optional)

Important Note!

HPE recommends the firmware provided inHPE Intel Online Firmware Upgrade Utility for Windows Server

x64 Editions, version5.1.2.20r later, for use with this driver.

Enhancements

This driver is updated to maintain compatibility with latest NDIS drivers.

Supported Devices and Features

This driver supports the following network adapters:
HPE Ethernet 10Gb 2-port 562FLR-T Adapter
HPE Ethernet 10Gb 2-port 562T Adapter
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HPE Mellanox CX4LX and CX5 Driver for Windows Server 2012 R2

Fixes

Version: 1.90.19216.0(Optional)

This driver corrects an issue that results in a firmware hang during virtual machine migration in SR-IOV
mode or upon host driver restart.

This driver addresses certification issues that occurr when running ConnectX-4 Lx at 25Gb/s link speed.
This driver corrects an issue which results in a system crash (BSOD) when network traffic is switched from
a single receive queue (RQ) to RSS.

This driver corrects an issue which results in system crash (BSOD) when using iSCSI boot with IPolB under
Windows Server 2016.

This driver corrects an issue which results in system crash (BSOD) when sending packets with the
*TransmitBuffers" parameter set to a value that is not a power of 2.

This driver corrects an issue which results in IP configuration being reset after uninstalling the driver.
This driver corrects an issue which results in the device reporting more than the supported number of
schedule queues.

This driver addresses an issue which results in loss of a connectivity when the firmware is upgraded to a

version newer than 12/14/16.21.2010 without the driver being upgraded first.

Enhancements

This driver now supports the following network adapters:
HPE Infiniband EDR/Ethernet 100Gb 2-port 841QSFP28 Adapter

Supported Devices and Features

This driver supports the following network adapters:
HPE Ethernet 25Gb 2-port 640SFP28 Adapter
HPE Infiniband EDR/Ethernet 100Gb 2-port 841QSFP28 Adapter

HPE Mellanox CX4LX and CX5 Driver for Windows Server 2016

Fixes

Version: 1.90.19216.0(Optional)

This driver corrects an issue that results in a firmware hang during virtual machine migration in SR-IOV
mode or upon host driver restart.

This driver addresses certification issues that occurr when running ConnectX-4 Lx at 25Gb/s link speed.
This driver corrects an issue which results in a system crash (BSOD) when network traffic is switched from
a single receive queue (RQ) to RSS.

This driver corrects an issue which results in system crash (BSOD) when using iSCSI boot with IPolB under
Windows Server 2016.

This driver corrects an issue which results in system crash (BSOD) when sending packets with the
*TransmitBuffers" parameter set to a value that is not a power of 2.

This driver corrects an issue which results in IP configuration being reset after uninstalling the driver.

72 / 137



This driver corrects an issue which results in the device reporting more than the supported number of
schedule queues.
This driver addresses an issue which results in loss of a connectivity when the firmware is upgraded to a

version newer than 12/14/16.21.2010 without the driver being upgraded first.

Enhancements
This driver now supports the following network adapters:
HPE Infiniband EDR/Ethernet 100Gb 2-port 841QSFP28 Adapter

Supported Devices and Features

This driver supports the following network adapters:
HPE Ethernet 25Gb 2-port 640SFP28 Adapter
HPE Infiniband EDR/Ethernet 100Gb 2-port 841QSFP28 Adapter

HPE Mellanox RoCE (RDMA over Converged Ethernet) Driver for Red Hat Enterprise Linux 6 Update 9
(x86_64)

Version: 4.3(Recommended)

Important Note!

Mellanox Ethernet + RoCE Linux driver (mInx-ofa_kernel RPMs) supports only Ethernet mode of operation
for HPE Mellanox adapters. For customers requiring complete InfiniBand functionality or "InfiniBand +
Ethernet" modes of operation on the same node,install MLNX-OFED drivers from "Mellanox OFED VPI
Drivers and Utilities" Linux Software Delivery Repository

(https://downloads.linux.hpe.com/SDR/project/minx_ofed/).

Fixes
The following issues have been fixed in version 4.3:
Sending Work Requests (WRs) with multiple entries where the first entry was less than 18 bytes used to
fail.
When the interface was down, ethtool counters ceased to increase. As a result, RoCE traffic counters were
not always incremented.
Compilation errors of MLNX_OFED over kernel when CONFIG_PTP_1588 CLOCK parameter was not set.
System used to hang when trying to allocate multiple device memory buffers from different processes
simultaneously.

Enhancements

Changes and new features in HPE Mellanox RoCE driverversion 4.3:

For ConnectX-5 adapters, added support for the following multi-packet Work Requests related verbs for
control path:

ibv_exp_query_device

ibv_exp_create_srq

Added support for the following new features:

RDMA atomic commands offload so that when an RDMA write operation is issued, the payload indicates
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which atomic operation to perform, instead of being written to the Memory Region (MR).

Out of box RoCE LAG support for Red Hat Enterprise Linux 7 Update 2 and Red Hat Enterprise Linux 6
Update 9.

A new counter rx_steer_missed_packets which provides the number of packets that were received by the
NIC, yet were discarded/dropped since they did not match any flow in the NIC steering flow table.

Ability for SR-IOV counter rx_dropped to count the number of packets that were dropped while vport was
down.

RSYNC feature to ensure correct ordering of memory operations between the GPU and HCA.

Triggering software reset for firmware/driver recovery. When fatal errors occur, firmware can be reset and
driver reloaded.

Option to retrieve the Hardware timestamp when polling for completions from a completion queue that is
attached to a multi-packet RQ (Striding RQ).

The following advanced burst control parameters:

max_burst_sz - for indicating the maximal burst size of packets

typical_pkt_sz - for improving the accuracy of the rate limiter

Removed support for Virtual MAC feature.

Supported Devices and Features

SUPPORTED KERNELS:
The kernels of Red Hat Enterprise Linux 6 Update 9 (x86_64) supported by this binary rpm are:
2.6.32-696.¢l6 - (x86_64) and future update kernels.

HPE Mellanox RoCE (RDMA over Converged Ethernet) Driver for Red Hat Enterprise Linux 7 Update 4

(x86_64)

Version: 4.3(Recommended)

Important Note!

Fixes

Mellanox Ethernet + RoCE Linux driver (mInx-ofa_kernel RPMs) supports only Ethernet mode of operation
for HPE Mellanox adapters. For customers requiring complete InfiniBand functionality or "InfiniBand +
Ethernet" modes of operation on the same node,install MLNX-OFED drivers from "Mellanox OFED VPI
Drivers and Utilities" Linux Software Delivery Repository

(https://downloads.linux.hpe.com/SDR/project/minx_ofed/).

The following issues have been fixed in version 4.3:

Sending Work Requests (WRs) with multiple entries where the first entry was less than 18 bytes used to
fail.

When the interface was down, ethtool counters ceased to increase. As a result, RoCE traffic counters were
not always incremented.

Compilation errors of MLNX_OFED over kernel when CONFIG_PTP_1588_CLOCK parameter was not set.
System used to hang when trying to allocate multiple device memory buffers from different processes

simultaneously.
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Enhancements
Changes and new features in HPE Mellanox RoCE driverversion 4.3:
For ConnectX-5 adapters, added support for the following multi-packet Work Requests related verbs for
control path:
ibv_exp_query_device
ibv_exp_create_srq
Added support for the following new features:
RDMA atomic commands offload so that when an RDMA write operation is issued, the payload indicates
which atomic operation to perform, instead of being written to the Memory Region (MR).
Out of box RoCE LAG support for Red Hat Enterprise Linux 7 Update 2 and Red Hat Enterprise Linux 6
Update 9.
A new counter rx_steer_missed_packets which provides the number of packets that were received by the
NIC, yet were discarded/dropped since they did not match any flow in the NIC steering flow table.
Ability for SR-IOV counter rx_dropped to count the number of packets that were dropped while vport was
down.
RSYNC feature to ensure correct ordering of memory operations between the GPU and HCA.
Triggering software reset for firmware/driver recovery. When fatal errors occur, firmware can be reset and
driver reloaded.
Option to retrieve the Hardware timestamp when polling for completions from a completion queue that is
attached to a multi-packet RQ (Striding RQ).
The following advanced burst control parameters:
max_burst_sz - for indicating the maximal burst size of packets
typical_pkt_sz - for improving the accuracy of the rate limiter

Removed support for Virtual MAC feature.

Supported Devices and Features

SUPPORTED KERNELS:

The kernels of Red Hat Enterprise Linux 7 Update 4 (x86_64) supported by this binary rpm are:
3.10.0-693.el7- (x86_64) and future update kernels.

HPE QLogic NX2 10/20 GbE Multifunction Drivers for Red Hat Enterprise Linux 6 x86_64
Version: 7.14.48-1(Optional)

Important Note!

HPE recommends the firmware provided inHPEQLogic NX20nline Firmware Upgrade Utility for Linux

x86_64,version2.22.560r later, for use with these drivers.

Fixes

This product provides the Retpoline fix for the Spectre and Meltdown issues.

Supported Devices and Features

These drivers support the following network adapters:

HP Ethernet 10Gb 2-port 530SFP+ Adapter
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HP Ethernet 10Gb 2-port 530T Adapter
HP Ethernet 10Gb 2-port 533FLR-T Adapter

HPE QLogic NX2 10/20 GbE Multifunction Drivers for Red Hat Enterprise Linux 7 x86_64
Version: 7.14.48-1(Optional)

Important Note!

HPE recommends the firmware provided inHPEQLogic NX20nline Firmware Upgrade Utility for Linux

x86_64,version2.22.560r later, for use with these drivers.

Fixes

This product provides the Retpoline fix for the Spectre and Meltdown issues.

Supported Devices and Features

These drivers support the following network adapters:
HP Ethernet 10Gb 2-port 530SFP+ Adapter

HP Ethernet 10Gb 2-port 530T Adapter

HP Ethernet 10Gb 2-port 533FLR-T Adapter

HPE QLogic NX2 10/20 GbE Multifunction Drivers for Windows Server x64 Editions
Version: 7.13.145.0(Optional)

Important Note!

HP recommends the firmware provided inHPEQLogic NX20nline Firmware Upgrade Utility for Windows

Server x64 Editions, version5.1.3.00or later, for use with these drivers.

Fixes
This driver corrects an issue which results in a "MissingPFDriver" message appearingin

Get-NetAdapterSriov command output.

Supported Devices and Features

This driver supports the following network adapters:
HP Ethernet 10Gb 2-port 530SFP+ Adapter

HP Ethernet 10Gb 2-port 530T Adapter

HP Ethernet 10Gb 2-port 533FLR-T Adapter

HPE Smart Array S100i SR Gen10 SW RAID Driver for Windows Server 2012 R2 and Windows Server 2016
Version: 100.8.0.0(Recommended)

Fixes
After a Media Exchange Event, such as drive replacement, when a system reboot occurred and an

uninitialized variable existed in the RAID stack code, a stable RAID volume might fail. This issue is resolved

with Windows SmartDQ driver version 100.8.0.0.
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HPE ProLiant Gen10 Smart Array Controller (64-bit) Driver for Red Hat Enterprise Linux 6 (64-bit)
Version: 1.1.4-133 (A)(Recommended)

Fixes

Address the Linux Spectre Variant 2 Vulnerability Issue

Supported Devices and Features
SUPPORTED KERNELS:
The kernels of Red Hat Enterprise Linux 6 (64-bit) supported by this driver rpm are:

2.6.32-696.€el6 - Red Hat Enterprise Linux 6 Update 9(64-bit) and future errata kernels for update 9.
2.6.32-754 - Red Hat Enterprise Linux 6 Update 10(64-bit) and future errata kernels for update 10.

HPE ProLiant Gen10 Smart Array Controller (64-bit) Driver for Red Hat Enterprise Linux 7 (64-bit)
Version: 1.1.4-133 (A)(Recommended)

Fixes

Address the Linux Spectre Variant 2 Vulnerability Issue

Supported Devices and Features
SUPPORTED KERNELS:
The kernels of Red Hat Enterprise Linux7 (64-bit) supported by this binary rpmare:

3.10.0-693.el7- Red Hat Enterprise Linux 7 Update 4 (64-bit) and future errata kernels for update 4.
3.10.0-862.el7- Red Hat Enterprise Linux 7 Update 5 (64-bit) and future errata kernels for update 5.

HPE Smart Array Gen10 Controller Driver for Windows Server 2012 R2 and Windows Server 2016
Version: 100.62.0.64(Recommended)

Fixes
Windows 2016 fails cluster validation test.

Windows “Removal Policy” incorrectly set to TRUE.

HPE Storage Fibre Channel Adapter Kit for the x64 Emulex Storport Driver for Windows 2012, Windows
2012R2 and Windows 2016
Version: 11.4.334.7(Recommended)

Important Note!

Release Notes:

HPE StoreFabric Emulex Adapters Release Notes

Beginning with software release 11.2, Fibre Channel (LightPulse) adapters and Converged Network
adapters (OneConnect) have independent software kits.

It is highly recommended that you review the Broadcom Software Kit Migration User Guide for more
detailed information regarding this change.

To obtain the guide:
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1. Go tohttp://www.hpe.com/support/manuals

2. Using the HPE model number as your guide, enter the adapter model number in the Search products
box, and then click >>.

This document provides special instructions and considerations for using the driver kits for FC and CNA

adapters.

Special cases include those in which pre-11.2 (original) drivers and applications are replaced by the new
11.2 drivers and applications, and cases in which inbox drivers are replaced by the new 11.2 out-of-box

(OOB) drivers.

Prerequisites
Please consult SPOCK for a list of supported configurations available at the following link:

http://www.hpe.com/storage/spock/

Enhancements

Updated to driver version11.4.334.7

Removed the raw driver file folder. The raw driver files can be obtained by extracting the Smart

Component and then extracting the Emulex installer. Use this command:
elxdrvr-fc-version.exe /g2 extract=2

The extracted files are located:
C:¥Users¥Administrator¥Documents¥Emulex¥Drivers¥FC-version

Each kit folder has subsequent architecture folders with subsequent OS folders. For example,

C:¥Users¥Administrator¥Documents¥Emulex¥Drivers¥FC-version¥x64¥win2012

Supported Devices and Features

This component is supported on following Emulex Fibre Channel Host Bus adapters:
HPE StoreFabric SN1200E 16Gb 2P FC HBA
HPE StoreFabric SN1200E 16Gb 1P FC HBA
HPE StoreFabric SN1600E 32Gb 2p FC HBA
HPE StoreFabric SN1600E 32Gb 1p FC HBA

HPE Storage Fibre Channel Adapter Kit for the x64 QLogic Storport Driver for Windows Server 2012 and 2012
R2
Version: 9.2.8.20(Recommended)

Important Note!

Release Notes:

HPE StoreFabric QLogic Adapters Release Notes

Prerequisites

Please consult SPOCK for a list of supported configurations available at the following link:

http://www.hpe.com/storage/spock/

Fixes

This driver version resolves the following :
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Switch name server entry, Port Symbols are displayed with dots at the end

Non-descriptive Device name in Windows

Request_Driver_Plogi(Port Login) Retry Delay

Unexpected behavior of FC(Fibre Channel) speed - When transfer sizes above 8MB(MegaByte) are
attempted, performance drops to almost zero by making mixed mode (I/O Control Block type 6 and 7)

default and used IOCB (I/0 Control Block) type 6 when 10(Input Output) size > 128K (> 0x20 segments)

Enhancements
Updated the driver to version9.2.8.20
Added support for the following:
Added ABTS (Abort Sequence) handling for passthru (pass through) ELS (Extended Link Services) to
prevent FW (firmware) resource leak
Updated RISC(Reduced Instruction Set Computer) FW (Firmware) to version 8.07.00 for 8G Adapters
Driver always responds to RDP (Read Diagnostic Parameter) with full payload (new version of FW
(firmware) will split it into multiple frames if there is no login session)
Added new DPORT (Destination Port) diagnostic APl (Application Program Interface) interface to return
detailed codes
Removed Echo only restriction for ELS (Extended Link Services) pass through
Added GFO (Get Fabric Object) and LUN (Logical Unit) level QoS (Quality of Service) support
Added ELS (Extended Link Services) passthru (pass through) interface

Supported Devices and Features

Thisdriver supports the following HPE adapters:

HP StoreFabric SN1100Q 16GB 2-port PCle Fibre Channel Host Bus Adapter
HP StoreFabric SN1100Q 16GB 1-port PCle Fibre Channel Host Bus Adapter
HPE StoreFabric SN1600Q 32Gb Single PortFibre Channel Host Bus Adapter
HPE StoreFabric SN1600Q 32Gb Dual PortFibre Channel Host Bus Adapter

HPE Storage Fibre Channel Adapter Kit for the x64 QLogic Storport Driver for Windows Server 2016
Version: 9.2.8.20(Recommended)

Important Note!

Release Notes:

HPE StoreFabric QLogic Adapters Release Notes

Prerequisites

Please consult SPOCK for a list of supported configurations available at the following link:

http://www.hpe.com/storage/spock/

Fixes
This driver version resolves the following :
Switch name server entry, Port Symbols are displayed with dots at the end

Non-descriptive Device name in Windows
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Request_Driver_Plogi(Port Login) Retry Delay
Unexpected behavior of FC(Fibre Channel) speed - When transfer sizes above 8MB(MegaByte) are
attempted, performance drops to almost zero by making mixed mode (I/O Control Block type 6 and 7)

default and used IOCB (I/0 Control Block) type 6 when 10(Input Output) size > 128K (> 0x20 segments)

Enhancements
Updated the driver to version9.2.8.20
Added support for the following:
Added ABTS (Abort Sequence) handling for passthru (pass through) ELS (Extended Link Services) to
prevent FW (firmware) resource leak
Updated RISC(Reduced Instruction Set Computer) FW (Firmware) to version 8.07.00 for 8G Adapters
Driver always responds to RDP (Read Diagnostic Parameter) with full payload (new version of FW
(firmware) will split it into multiple frames if there is no login session)
Added new DPORT (Destination Port) diagnostic APl (Application Program Interface) interface to return
detailed codes
Removed Echo only restriction for ELS (Extended Link Services) pass through
Added GFO (Get Fabric Object) and LUN (Logical Unit) level QoS (Quality of Service) support
Added ELS (Extended Link Services) passthru (pass through) interface

Supported Devices and Features

Thisdriver supports the following HPE adapters:

HP StoreFabric SN1100Q 16GB 2-port PCle Fibre Channel Host Bus Adapter
HP StoreFabric SN1100Q 16GB 1-port PCle Fibre Channel Host Bus Adapter
HPE StoreFabric SN1600Q 32Gb Single PortFibre Channel Host Bus Adapter
HPE StoreFabric SN1600Q 32Gb Dual PortFibre Channel Host Bus Adapter

Red Hat Enterprise Linux 6 Server (x86-64) FC Driver Kit for HPE Qlogic and mezzanine Host Bus Adapters
Version: 8.08.00.08.06.0-k1(Recommended)

Important Note!

Release Notes
HPE StoreFabric QLogic Adapters Release Notes
Note: The rpm base-name for the QLogic driver has been changed to "qglgc". Upgrades from the earlier

"hpglgc" driver are supported.

Prerequisites

Please consult SPOCK for a list of supported configurations available at the following link:

http://www.hpe.com/storage/spock/

Fixes
This driver version resolves the following:

Spectra Meltdown warning messages during driver update/installation.
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Enhancements

Updated to version 8.08.00.08.06.0-k1

Supported Devices and Features

Thisdriver supports the following HPE adapters:

HP StoreFabric SN1100Q 16GB 2-port PCle Fibre Channel Host Bus Adapter
HP StoreFabric SN1100Q 16GB 1-port PCle Fibre Channel Host Bus Adapter
HPE StoreFabric SN1600Q 32Gb Single PortFibre Channel Host Bus Adapter
HPE StoreFabric SN1600Q 32Gb Dual PortFibre Channel Host Bus Adapter

Red Hat Enterprise Linux 6 Server (x86-64) Fibre Channel Driver Kit for HPE Emulex Host Bus Adapters and
mezzanine Host Bus Adapters
Version: 11.4.334.26(Recommended)

Important Note!

Release Notes:

HPE StoreFabric Emulex Adapters Release Notes

Beginning with software release 11.2, Fibre Channel (LightPulse) adapters and Converged Network
adapters (OneConnect) have independent software kits.

It is highly recommended that you review the Broadcom Software Kit Migration User Guide for more
detailed information regarding this change.

To obtain the guide:

1. Go tohttp://www.hpe.com/support/manuals

2. Using the HPE model number as your guide, enter the adapter model number in the Search products
box, and then click >>.

This document provides special instructions and considerations for using the driver kits for FC and CNA
adapters.

Special cases include those in which pre-11.2 (original) drivers and applications are replaced by the new
11.2 drivers and applications, and cases in which inbox drivers are replaced by the new 11.2 out-of-box

(OOB) drivers.

Prerequisites

Please consult SPOCK for a list of supported configurations available at the following link:
http://www.hpe.com/storage/spock/

Beginning with software release 11.2, Fibre Channel (LightPulse) adapters and Converged Network
adapters (OneConnect) have independent software kits.

It is highly recommended that you review the Broadcom Software Kit Migration User Guide for more
detailed information regarding this change.

To obtain the guide:

1. Go tohttp://www.hpe.com/support/manuals

2. Using the HPE model number as your guide, enter the adapter model number in the Search products

box, and then click >>.
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This document provides special instructions and considerations for using the driver kits for FC and CNA

adapters.

Special cases include those in which pre-11.2 (original) drivers and applications are replaced by the new
11.2 drivers and applications, and cases in which inbox drivers are replaced by the new 11.2 out-of-box

(OOB) drivers.

Fixes

This driver version resolves the following:

Spectra Meltdown warning messages during driver update/installation.
Enhancements

Updated to driver version 11.4.334.26

Supported Devices and Features

This component is supported on following Emulex Fibre Channel Host Bus adapters:
HPE StoreFabric SN1200E 16Gb 2P FC HBA
HPE StoreFabric SN1200E 16Gb 1P FC HBA
HPE StoreFabric SN1600E 32Gb 2p FC HBA
HPE StoreFabric SN1600E 32Gb 1p FC HBA

Red Hat Enterprise Linux 7 Server FC Driver Kit for HPE QLogic and mezzanine Host Bus Adapters
Version: 8.08.00.08.07.5-k1(Recommended)

Important Note!

Release Notes:
HPE StoreFabric QLogic Adapters Release Notes
Note: The rpm base-name for the QLogic driver has been changed to "qglgc". Upgrades from the earlier

"hpglgc" driver are supported.

Prerequisites
Please consult SPOCK for a list of supported configurations available at the following link:

http://www.hpe.com/storage/spock/

Fixes

This driver version resolves the following:

Spectra Meltdown warning messages during driver update/installation.
Enhancements

Updated driver to version8.08.00.08.07.5-k1

Supported Devices and Features

Thisdriver supports the following HPE adapters:
HP StoreFabric SN1100Q 16GB 2-port PCle Fibre Channel Host Bus Adapter
HP StoreFabric SN1100Q 16GB 1-port PCle Fibre Channel Host Bus Adapter

HPE StoreFabric SN1600Q 32Gb Single PortFibre Channel Host Bus Adapter
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HPE StoreFabric SN1600Q 32Gb Dual PortFibre Channel Host Bus Adapter

Red Hat Enterprise Linux 7 Server Fibre Channel Driver Kit for HPE Emulex Host Bus Adapters and mezzanine

Host Bus Adapters

Version: 11.4.334.26(Recommended)

Important Note!

Release Notes:

HPE StoreFabric Emulex Adapters Release Notes

Beginning with software release 11.2, Fibre Channel (LightPulse) adapters and Converged Network
adapters (OneConnect) have independent software kits.

It is highly recommended that you review the Broadcom Software Kit Migration User Guide for more
detailed information regarding this change.

To obtain the guide:

1. Go tohttp://www.hpe.com/support/manuals

2. Using the HPE model number as your guide, enter the adapter model number in the Search products
box, and then click >>.

This document provides special instructions and considerations for using the driver kits for FC and CNA
adapters.

Special cases include those in which pre-11.2 (original) drivers and applications are replaced by the new
11.2 drivers and applications, and cases in which inbox drivers are replaced by the new 11.2 out-of-box

(OOB) drivers.

Prerequisites

Fixes

Please consult SPOCK for a list of supported configurations available at the following link:
http://www.hpe.com/storage/spock/

Beginning with software release 11.2, Fibre Channel (LightPulse) adapters and Converged Network
adapters (OneConnect) have independent software kits.

It is highly recommended that you review the Broadcom Software Kit Migration User Guide for more
detailed information regarding this change.

To obtain the guide:

1. Go tohttp://www.hpe.com/support/manuals

2. Using the HPE model number as your guide, enter the adapter model number in the Search products
box, and then click >>.

This document provides special instructions and considerations for using the driver kits for FC and CNA
adapters.

Special cases include those in which pre-11.2 (original) drivers and applications are replaced by the new
11.2 drivers and applications, and cases in which inbox drivers are replaced by the new 11.2 out-of-box

(OOB) drivers.

This driver version resolves the following:
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Spectra Meltdown warning messages during driver update/installation.

Enhancements

Updated to driver version 11.4.334.26

Supported Devices and Features

This component is supported on following Emulex Fibre Channel Host Bus adapters:
HPE StoreFabric SN1200E 16Gb 2P FC HBA
HPE StoreFabric SN1200E 16Gb 1P FC HBA
HPE StoreFabric SN1600E 32Gb 2p FC HBA
HPE StoreFabric SN1600E 32Gb 1p FC HBA

iLO 5 Automatic Server Recovery Driver for Windows Server 2012 R2

Version: 4.2.0.0 (B)(Optional)

Important Note!

Installing the iLO 5 Channel Interface Driver, version 4.1.0.0 or earlier, will overwrite this driver. To avoid

the overwrite, use version 4.1.0.0(B) or later of the iLO 5 Channel Interface Driver.

Enhancements

Added support for the HPE ProLiant DL325 Gen10.

iLO 5 Automatic Server Recovery Driver for Windows Server 2016
Version: 4.2.0.0 (B)(Optional)

Important Note!

Installing the iLO 5 Channel Interface Driver, version 4.1.0.0 or earlier, will overwrite this driver. To avoid

the overwrite, use version 4.1.0.0(B) or later of the iLO 5 Channel Interface Driver.

Enhancements

Added support for the HPE ProLiant DL325 Gen10.

iLO 5 Channel Interface Driver for Windows Server 2012 R2
Version: 4.3.0.0(Optional)

Enhancements

Enabled message-signaled interrupts to avoid interrupt sharing with the Universal Serial Bus controller in
iLO 5.
Added support for the HPE ProLiant DL325 Gen10.

iLO 5 Channel Interface Driver for Windows Server 2016
Version: 4.3.0.0(Optional)
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Enhancements

Enabled message-signaled interrupts to avoid interrupt sharing with the Universal Serial Bus controller in

iLO 5.

Added support for the HPE ProLiant DL325 Gen10.

Matrox G200eH3 Video Controller Driver for Windows Server 2012 R2

Version: 9.15.1.184 (B)(Optional)

Enhancements

Added support for the HPE ProLiant DL325 Gen10.

Matrox G200eH3 Video Controller Driver for Windows Server 2016

Version: 9.15.1.184 (B)(Optional)

Enhancements

Added support for the HPE ProLiant DL325 Gen10.

Language Pack - Japanese

Version: 1.30(Recommended)

Enhancements
N/A

Language Pack - Japanese
Version: 1.30(Optional)

Prerequisites

Requires iLO 5firmware version 1.10 or higher

Enhancements
N/A

Online ROM Flash Component for Linux - iLO 5

Version: 1.35(Recommended)

Fixes

iLO 5 v1.35release

Online ROM Flash Component for Windows x64 - iLO 5

Version: 1.35(Recommended)

Fixes

iLO 5 v1.35release
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HPE Broadcom NX1 Online Firmware Upgrade Utility for Linux x86_64
Version: 2.21.58(Optional)

Important Note!

HPE recommendsHPE Broadcom tg3 Ethernet Drivers, versions 3.137w-3or later, for use with this

firmware.

Prerequisites

This package requires the appropriate driver for your network adapterbe installed and all Ethernet ports

brought up (ifup ethXorifconfig ethX up) before firmware can be updated.

Fixes

N/A

Enhancements

This product now supportsSUSE Linux Enterprise Server 15.

Supported Devices and Features

This productsupports the following network adapters:
HP Ethernet 1Gb 4-port 331i Adapter (22BE)

HPE Ethernet 1Gb 4-port 331FLR Adapter

HPE Ethernet 1Gb 4-port 331T Adapter

HPE Ethernet 1Gb 2-port 332T Adapter

HPE Broadcom NX1 Online Firmware Upgrade Utility for Windows Server x64 Editions
Version: 5.1.3.0(Optional)

Important Note!

HPE recommendsHPE Broadcom 1Gb Driver for Windows Server x64 Editions, version 212.0.0.0or later, for

use with this firmware.

Prerequisites
This product requires the appropriate driver for your device and operating system be installed before

firmwareis updated.

Fixes
This product addresses an issue where the NIC Serial Number for the HPE Ethernet 1Gb 4-port 331FLR
Adapter is not displayed in AHS.
The firmware in this product addresses an issue where the "Reboot Required" icon is not highlighted after

a NIC firmware update (via System Utilities->Embedded Application->Firmware Update) completes.

Supported Devices and Features

This productsupports the following network adapters:
HP Ethernet 1Gb 4-port 331i Adapter (22BE)
HPE Ethernet 1Gb 4-port 331FLR Adapter
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HPE Ethernet 1Gb 4-port 331T Adapter
HPE Ethernet 1Gb 2-port 332T Adapter

HPE Intel Online Firmware Upgrade Utility for Linux x86_64
Version: 1.15.56(Optional)

Important Note!

HPE recommends at least one of the following drivers, as appropriate for your device, for use with this
firmware:

HPE Intel igb Drivers for Linux, versions 5.3.5.150r later

HPE Intel ixgbe Drivers for Linux, versions 5.3.5.1 or later

HPE Intel i40e Drivers for Linux, versions 2.4.6.1 or later

Prerequisites
This product requires the appropriate driver for your device and operating system be installed before

firmwareis updated.

Fixes

N/A

Enhancements

This product now supportsSUSE Linux Enterprise Server 15.

Supported Devices and Features

This package supports the following network adapters:
HP Ethernet 1Gb 2-port 361T Adapter

HP Ethernet 1Gb 4-port 366FLR Adapter

HPE Ethernet 1Gb 4-port 366i Communication Board
HP Ethernet 1Gb 4-port 366T Adapter

HPE Ethernet 1Gb 4-port 369i Adapter

HPE Ethernet 10Gb 2-port 562FLR-SFP+ Adapter

HPE Ethernet 10Gb 2-port 562SFP+ Adapter

HPE Ethernet 10Gb 2-port 562T Adapter

HPE Intel Online Firmware Upgrade Utility for Windows Server x64 Editions
Version: 5.1.3.0(Optional)

Important Note!

HPE recommends at least one of the following, as appropriate for your device,for use with this firmware:
HPE Intel E1R Driver for Windows Server 2012, versions 12.14.8.0 or later

HPE Intel E1R Driver for Windows Server 2016, version 12.15.184.0(B) or later

HPE Intel ixn Driver for Windows Server 2012, versions 3.14.76.0or later

HPE Intel ixn Driver for Windows Server 2016, version 4.1.74.0 or later
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HPE Intel ixs Driver for Windows Server 2012 R2, version 3.14.75.0 or later
HPE Intel ixs Driver for Windows Server 2016, version 4.1.74.0 or later
HPE Intel ixt Driver for Windows Server 2012, versions 3.14.76.0or later
HPE Intel ixt Driver for Windows Server 2016, version 4.1.74.0or later

HPE Intel i40ea Driver for Windows, versions 1.8.94.0 or later

HPE Intel i40eb Driver for Windows, versions 1.8.94.0or later

Prerequisites
This product requires the appropriate driver for your device and operating system be installed before

firmwareis updated.

Fixes
This product addresses a NIC VLAN ID issue seen in the NIC Human Interface Infrastructure (HIl) menu
when operating in UEFI mode.
This product addresses a teaming issue where the HPE Ethernet 10Gb 2-port 561T Adapter still shows
connected on the switch after the NIC has been disabled.
This product addresses a link issue and a PXE issue seen with the HPE Ethernet 10Gb 2-port 560FLB
Adapter.
This product addresses a WOL issue seen with the HPE Ethernet 1Gb 4-port 366T Adapter.

Supported Devices and Features

This package supports the following network adapters:
HP Ethernet 1Gb 2-port 361T Adapter

HP Ethernet 1Gb 4-port 366FLR Adapter

HPE Ethernet 1Gb 4-port 366i Communication Board
HP Ethernet 1Gb 4-port 366T Adapter

HPE Ethernet 1Gb 4-port 369i Adapter

HPE Ethernet 10Gb 2-port 562FLR-SFP+ Adapter

HPE Ethernet 10Gb 2-port 562SFP+ Adapter

HPE Ethernet 10Gb 2-port 562T Adapter

HPE QLogic NX2 Online Firmware Upgrade Utility for Linux x86_64
Version: 2.22.56(Optional)

Important Note!

HPE recommendsHPE QLogic NX2 10/20GbE Multifunction Drivers for Linux, versions 7.14.48-2or later, for

use with the firmware in this package.

Prerequisites

This package requires the appropriate driver for your network adapterbe installed and all Ethernet ports

brought up (ifup ethXorifconfig ethX up) before firmware can be updated.

Enhancements

This product now supportsSUSE Linux Enterprise Server 15.
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Supported Devices and Features

This productsupports the following network adapters:
HP Ethernet 10Gb 2-port 530SFP+ Adapter

HP Ethernet 10Gb 2-port 530T Adapter

HP Ethernet 10Gb 2-port 533FLR-T Adapter

HPE QLogic NX2 Online Firmware Upgrade Utility for Windows Server x64 Editions

Version: 5.1.3.0(Optional)

Important Note!

HPE recommendsHPEQLogic NX210/20GbE Multifunction Drivers for Windows Server x64 Editions, version

7.13.145.0 or later, for use with this firmware.

Prerequisites

Fixes

This product requires the appropriate driver for your device and operating system be installed before

firmwareis updated.

This product corrects an issue where users may see an error message when they attempt to restore the
adapter's configuration settings to defaults by pressing F7 under the ‘System Utilities->System

Configuration’ menu.

Supported Devices and Features

This productsupports the following network adapters:
HP Ethernet 10Gb 2-port 530SFP+ Adapter

HP Ethernet 10Gb 2-port 530T Adapter

HP Ethernet 10Gb 2-port 533FLR-T Adapter

Online Firmware Upgrade Utility (Linux x86_64) for HPE Mellanox Ethernet only adapters

Version: 1.0.8 (A)(Recommended)

Important Note!

Known Issues for FW version 2.42.5000 :

Enabling/disabling cq_timestamp using mlixconfig is not supported.

In a card with 2 separate LEDs scheme (a Phy LED and a logic LED) only the Phy LED will lit. Meaning, the
orange LES will not be active while the ETH link is in an idle mode.

In SR-I0V setup, using mixconfig when the PF is passed through to a VM requires a reboot of the
Hypervisor.

Downgrade to previous GA requires server reboot.Downgrading from v2.30.8000 or later to an earlier
version than 2.30.8000 requires server reboot. Reboot the server.

On ConnectX-3 Ethernet adapter cards, there is a mismatch between the GUID value returned by firmware
management tools and that returned by fabric/driver utilities that read the GUID via device firmware (e.g.,

using ibstat). Mixburn/flint return Oxffff as GUID while the utilities return a value derived from the MAC
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address. For all driver/firmware/software purposes, the lattervalue should be used.

SBR should be asserted for a minimum of 50 milliseconds for the ConnectX®-3 adapters

On Pilot1 SL230, PCle link occasionally does not come up at Gen3 speed

RH6.3 Inbox driver causes kernel panic when SR-IOV is enabled on VPI cards due to driver compatibility
issue.

In advanced steering mode, side band management connectivity may be lost when having more than 8 QP
per mcg.

When SR-10V is disabled in the system BIOS, a PCl issue is noticed in Ubuntu v12.04.3 with Linux kernel
v3.8 which affects NICs of several manufacturers including Mellanox's, preventing them from operating.
MFT tools might leave the flash semaphore locked if the tool operation is forced stopped. The locked
semaphore prevents the firmware from accessing the flash and causes firmware hang.

Cable Info MAD reports a wrong cable info when usingthe MC2210411-SR4 module

Gen?2 failure at temperature sweep up to 10C/min (for MT27518A1-FDIR-BV only).

PCle Gen2 link unstable at temperature sweep of 10C/min for MT27518A1-FDIR-BV

Bloom filter is currently not supported.

Firmware downgrade message When downgrading from firmware v2.11.0000 and using MFT 3.0.0-3
RM#DMEFS should not be enabled when working with InfiniBand on MLNX_OFED-2.0.3

RM#VPD read-only fields are writable.

Increasing SymbolErrorCounter When working in VPI mode with portl FDR and port2 40G, error counters
misbehave and increase rapidly

Setting the device to 128Byte CQ/EQ stride will cause misbehavior of sideband management resulting in
communication loss.

CQ and EQ cannot be configured to different stride sizes.

ConnectX-3 Pro VF device ID is presented the same as ConnectX-3 VF device ID due to driver limitations.
RSOD while running PXE (legacy) on G9 servers. This occurs only when PXE boot fails and BIOS boots from
HDD. Currently it is pending BIOS fix.

Changing port protocol from ETH to IB on port with NCSI/IPMI enabled while the port is connected to ETH
switch is not supported.

RDP over IPv6 is currently not functional.

Sniffer QP cannot be removed from the regular rule after adding the QP with insertion scheme equals to
“push to that rule”

Since only a single Boot Entry Vector (BEV) per PCI Physical Function is supported, disabling the first port
causes the second port to disappear as well.

The NIC does not notify the driver of a link-down incident when a cable is unplugged from a NIC port with
56GbE port link.

56GDbE link is not raised when using 100GbE optic cables.

When working with MLNX_OFED v3.3-1.0.0.0, server reboot could get stuck due to a kernel panic in
mix-4_en_get_drvinfo() that is called from asynchronous event handler.

832298:When running ibdump, loopback traffic is mirroring into the kernel driver.

AHS reports wrong MTU size

RM#846523: MAC address that are set from the OS using ifconfig are not reflected in the OCBB buffer.
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Known Issues for FW version14.22.1414 :

Setting a negative temperature with the hook results in a wrong sensor state report when running the
PLDM sensor reading command.

Health counter increases every 50ms instead of 10ms.

mlixconfig tool presents all possible expansion ROM images instead of presenting only the existing images.
An ethernet multicas loopback packet is not counted (even if it is not local loopback packets)when running
the nic_receive_steering_discard command.

When a dual-port VHCA sends RoCE packets on its non-native port, and the packet arrives to its affiliated
vport FDB, a mismatch might happen on the rules that match the packet source vport.

Known Issues for FW version12.22.1414 :

Setting a negative temperature with the hook results in a wrong sensor state report when running the
PLDM sensor reading command.

On rare occasions, retransmissions/packet loss under signature can cause error reporting and terminate
the connection.

Health counter increases every 50ms instead of 10ms.

mlixconfig tool presents all possible expansion ROM images, instead of presenting only the existing images.
An Ethernet multicast loopback packet is not counted (even if it is not a local loopback packet) when
running the nic_receive_steering_discard command.

When a dual-port VHCA sends a RoCE packet on its non-native port. and the packet arrives to its affiliated
vport FDB, a mismatch might happen on the rules that match the packet source vport.

During DC CNAK stress tests, DC CNAK timeout (CNAK drops) might occur.

Known Issues for FW version16.22.1414 :

Setting a negative temperature with the hook results in a wrong sensor state report when running the
PLDM sensor reading command.

Health counter increases every 50ms instead of 10ms.

Prerequisites

Fixes

HPE Synergy 6410C 25/50Gb Ethernet Adapter (868779-B21) must first be upgraded to prerequisite
firmware version 12.21.2808 before updating to 12.22.0148 or 12.22.0194.
12.22.0194 is the first secure firmware for HPE Synergy 6410C 25/50Gb Ethernet Adapter (868779-B21).

Once this device is upgraded to firmware 12.22.0194, downgrade is not allowed.

Fixes submitted in version 2.42.5000 :

ThePortRcvPkts counter was prevented from being cleared afterresetting it..

SystemTime Out on the configuration cycle ofthe VFs when more than 10 Virtual Functionsperformed FLR
and the completion Time Outvalue was configured to a range of less than16 msec.

The server hung and resulted in NMI (Non-maskable interrupt) when run-ning “mixfwtop —d
mt4103_pci_cr0” while restarting the driver in parallel (from a differ-ent thread). In this case, the
downstream bridge over the device reported completion timeout error.

In flow_steering, BMC could not receive a ping over IPV6 after running bmc_reboot.
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While closing the HCA (Host Channel Adapters), RX packet caused bad access to resources that did not
exist, and consequently caused the QPCGW or the irisc to get stuck.

The master SMLID and the LID was either 0 or OXFFFF when the port was neither active nor armed.
ibdump could not captureall MADs packets.

Link could notgo up after reboot.

A rare issue caused the PCle configuration cycle that arrived during the time of sw_reset to generate 2
completions.

NC-SI (Network Controller Sideband Interface)did notwork when adding the disable_stat-ic_steering_ini

field in the ini file, due to memory allocation issue for this field in the scratchpad.

Fixes submitted in version 14.22.1414 :

A temperature normalization function calculation issue. Now the cable gain that is not pure integer is
taken into account was fixed.

An issue related to the parser of object 0x8 in ASN that caused different structure in response was fixed.
Added the option to avoid unintentionally powering off the backplane port cage upon reboot when in
standby mode.

An issue that caused the driver to return a wrong logical OR of the 2 physical ports, when querying the
vport state when the LAG was enabled wre fixed.

Increased the Full Wire Speed (FWS) threshold value to improve EDR link results.

An issue that resulted in “Destroy LAG” command failure if a VFs received an FLR while its affinity QPs
were open.

When RoCE Dual Port mode is enabled, tcpdump is not functional on the 2nd port.

Enhancements
Firmware for the following devicesare updated to 2.42.5000:
779799-B21 (HPEthernet 10G 2-port 546FLR-SFP+ Adapter)
779793-B21 (HPEthernet 10G 2-port 546SFP+ Adapter)
New features and changes in version 2.42.5000:
Added support for the following features:
TLV: CX3_GLOBAL_CONF to enable/disable timestamp on incoming packets through mixconfig
configuration.
User MAC configuration.
Automatically collecting mstdump before driver reset.
to detect DEAD_IRISC (plastic) from TPT (iron) and raise an assert.
Enhanced the debug ability for command timeout cases.
Added a new field to "set port" command which notifies the firmware what is the user_mtu size.
Firmware for the following devices are updated to 14.22.1414:
817749-B21 (HPE Ethernet 25Gb 2-port 640FLR-SFP28 Adapter)
817753-B21 (HPE Ethernet 25Gb 2-port 640SFP28 Adapter)
New features and changes in version 14.22.1414:
Transition from 4MB to 7M Firmware Image Banks.

Software Reset Flow:Software detection of a fatal error, automatic creations of an mstdump file for future
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debug by the software, and resetting of the device.

Steering Discard Packet Counters:The following counters were added to count the discard packets (per
vport)

nic_receive_steering_discard

receive_discard_vport_down

transmit_discard_vport_down

Virtual Functions (VF):Increased the number of VFs that can work with full VMQoS (8 TC) per PFs as follow
in dual port devices to 20 VFs

in single port devices to 58 VFs

Increased the Pause Frame Duration and the XOFF Resend Time to the maximum value defined by the
specification.

PCI Relax Ordering:mixconfig configuration can now enable or disable forced PCl relaxed ordering in
mkey_context.

vport Mirroring:Packets are mirrored based on certain mirroring policy. The policy is set using the “set FTE
command” that supports forward action in the ACL tables (ingress/egress).

Resiliency: Special Error Event:Added support for 10GBaseT modules connected to a QSFP cage.
Accelerated QP’s creation time.

SR-I0V default routing mode is now LID based. The configuration change is available via mixconfig tool.
Added PXE and UEFI to additional ConnectX-4 Lx adapter cards. ConnectX-4 Lx now holds PXE, x86-UEFI
and Arm-UEFI.

Firmware for the following device isupdated to 12.22.1414:

868779-B21 (HPE Synergy 6410C 25/50Gb Ethernet Adapter)

New features and changes in version 12.22.1414:

Transition from 4MB to 7M Firmware Image Banks.

Software Reset Flow:Software detection of a fatal error, automatic creations of an mstdump file for future
debug by the software, and resetting of the device.

Steering Discard Packet Counters:The following counters were added to count the discard packets (per
vport)

nic_receive_steering_discard

receive_discard_vport_down

transmit_discard_vport_down

Virtual Functions (VF):Increased the number of VFs that can work with full VMQoS (8 TC) per PFs as follow
in dual port devices to 20 VFs

in single port devices to 58 VFs

Increased the Pause Frame Duration and the XOFF Resend Time to the maximum value defined by the
specification.

PCI Relax Ordering:mlxconfig configuration can now enable or disable forced PCl relaxed ordering in
mkey_context.

vport Mirroring:Packets are mirrored based on certain mirroring policy. The policy is set using the “set FTE
command” that supports forward action in the ACL tables (ingress/egress).

Resiliency: Special Error Event:Added support for 10GBaseT modules connected to a QSFP cage.
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Accelerated QP’s creation time.

SR-10V default routing mode is now LID based. The configuration change is available via mixconfig tool.
Added PXE and UEFI to additional ConnectX-4 Lx adapter cards. ConnectX-4 Lx now holds PXE, x86-UEFI
and Arm-UEFI.

Firmware for the following device is updated to 16.22.1414:

874253-B21 (HPE Ethernet 100Gb 1-port 842QSFP28 Adapter)

New features and changes in version 16.22.1414:

Transition from 4MB to 7M Firmware Image Banks.

Software Reset Flow:Software detection of a fatal error, automatic creations of an mstdump file for future
debug by the software, and resetting of the device.

Steering Discard Packet Counters:The following counters were added to count the discard packets (per
vport)

nic_receive_steering_discard

receive_discard_vport_down

transmit_discard_vport_down

Increased the Pause Frame Duration and the XOFF Resend Time to the maximum value defined by the
specification.

PCI Relax Ordering:mlixconfig configuration can now enable or disable forced PCl relaxed ordering in
mkey_context.

Added support for Push/Pop VLAN, new FLOW TABLE ENTRY actions. These new actions are used by the
driver to implement Q-in-Q functionality.

Packet Pacing in ConnectX-5 adapter cards.

vport Mirroring:Packets are mirrored based on certain mirroring policy. The policy is set using the “set FTE
command” that supports forward action in the ACL tables (ingress/egress).

Resiliency: Special Error Event:Added support for 10GBaseT modules connected to a QSFP cage.
Accelerated QP’s creation time.

SR-I0V default routing mode is now LID based. The configuration change is available via mixconfig tool.
Added PXE and UEFI to additional ConnectX-4 Lx adapter cards. ConnectX-4 Lx now holds PXE, x86-UEFI
and Arm-UEFI.

Supported Devices and Features
HPE Part Number
779793-B21
779799-B21
817749-B21
817753-B21
868779-B21
874253-B21
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Online Firmware Upgrade Utility (Linux x86_64) for HPE Mellanox VPI (Ethernet and Infiniband mode)

ConnectX4 and ConnectX5 devices on Linux x86_64 platform

Version: 1.0.4(Recommended)

Important Note!

Known Issues in firmware version 12.22.4030and 16.22.4030:

The maximum “read” size of MTRC_STDB is limited by 272 Bytes.

Using vl_arb_high or vl_arb_low simultaneously might cause unexpected behavior in QoS functionality.

Prerequisites

Fixes

Due to significant firmwarechanges, the devices mentioned in the table below must be upgraded to
theprerequisite version first, then programmed toversion 16.22.0194 and onwards.

16.22.0194 is the first secure firmware for HPE InfiniBand FDR/Ethernet 40/50Gb 2-port 547FLR-QSFP
Adapter (879482-B21). Once this device is upgraded to firmware 16.22.0194, downgrade is not allowed.
InfiniBand Card Type

Fixes in firmware version 12.22.4030 and16.22.4030:

In rare cases, where the width of the receiver's electrical eye is narrow, the link might raise with BER lower
than 107-12.

LRO timeout configuration is now taken from the TLV configuration instead of the static defined values.
Added afilter to ignore module temperature reads below -40C and above 125C.

Closed the vport as part of the fast teardown flow, to prevent Ack to be sent without been scatter to
memory.

A rare scenario where the PERST# de-assertion arrived at a specific critical time period was handled.
Temperature normalization function calculation issue. Now the cable gain that is not pure integer is taken
into account.

The parser of object 0x8 in ASN that caused different structure in response.

An issue that caused MSIX interrupt lost while the HCA performed an FLR was handled.

An issue that caused a race condition between the firmware boot process and the MSIX access from the

PCle, which resulted in lost writes into the MSIX vector was fixed.

Enhancements

Firmware for the following devices are updated to 12.22.4030:

825110-B21 (HPE InfiniBand EDR/Ethernet 100Gb 1-port 840QSFP28 Adapter)

825111-B21 (HPE InfiniBand EDR/Ethernet 100Gb 2-port 840QSFP28 Adapter)

New features and changes in version12.22.4030:

AS Notify:AS Notify enables IBM’s Power CPU architecture to boost performance by allowing the hardware
to issue light weight “interrupts” to replace the traditional MSI interrupts.

Dump Me Now (DMN):Dump Me Now (DMN) generated dumps and traces from various components that
are crucial for offline debugging. Once an issue is discovered, the dumps can provide useful information

about the NIC's state at the time of the failure
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Added support for DSCP mapping on QP RTS2RTS.

Port Enable:When set, the device supports emulating link down for all the associated functions using
“ICMD_SET_VIRTUAL_PARAMETERS - Set Device Virtual Parameters”.

mixfwreset:Reduced and accelerated the mixfwreset loading time of the firmware update flow.

Virtual Functions (VF):Increased the number of VFs that can work with full VMQoS (8 TC) per PFs as follow:
in dual port devices to 20 VFs

in single port devices to 64 VFs

Extended the retry counter (extended_retry count) to up to 255 instead of 7.

Firmware for the following devices are updated to 16.22.4030:

879482-B21 (HPE InfiniBand FDR/Ethernet 40/50Gb 2-port 547FLR-QSFP Adapter)

872726-B21 (HPE InfiniBand EDR/Ethernet 100Gb2-port 841QSFP28 Adapter)

New features and changes in version16.22.4030:

AS Notify:AS Notify enables IBM’s Power CPU architecture to boost performance by allowing the hardware
to issue light weight “interrupts” to replace the traditional MSI interrupts.

Dump Me Now (DMN):Dump Me Now (DMN) generated dumps and traces from various components that
are crucial for offline debugging. Once an issue is discovered, the dumps can provide useful information
about the NIC's state at the time of the failure

Added support for DSCP mapping on QP RTS2RTS.

Port Enable:When set, the device supports emulating link down for all the associated functions using
“ICMD_SET_VIRTUAL_PARAMETERS - Set Device Virtual Parameters”.

mixfwreset:Reduced and accelerated the mixfwreset loading time of the firmware update flow.

Virtual Functions (VF):Increased the number of VFs that can work with full VMQoS (8 TC) per PFs as follow:
in dual port devices to 20 VFs

in single port devices to 64 VFs

Extended the retry counter (extended_retry_count) to up to 255 instead of 7.

Added support for striding RQ in InfiniBand.

QoS "Rate Limit":Added support to limit the transmission rate of individual InfiniBand port Service Levels.

This capability is configurable through a new vendor-specific MAD (QosConfigSL).

Supported Devices and Features
HPE Part Number
825110-B21
825111-B21
872726-B21
879482-B21

Online Firmware Upgrade Utility (Windows x64) for HPE Mellanox Ethernet only adapters
Version: 1.0.0.8 (B)(Recommended)

Important Note!

Known Issues for FW version 2.42.5000 :

Enabling/disabling cq_timestamp using mixconfig is not supported.
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In a card with 2 separate LEDs scheme (a Phy LED and a logic LED) only the Phy LED will lit. Meaning, the
orange LES will not be active while the ETH link is in an idle mode.

In SR-I0V setup, using mixconfig when the PF is passed through to a VM requires a reboot of the
Hypervisor.

Downgrade to previous GA requires server reboot.Downgrading from v2.30.8000 or later to an earlier
version than 2.30.8000 requires server reboot. Reboot the server.

On ConnectX-3 Ethernet adapter cards, there is a mismatch between the GUID value returned by firmware
management tools and that returned by fabric/driver utilities that read the GUID via device firmware (e.g.,
using ibstat). MIxburn/flint return Oxffff as GUID while the utilities return a value derived from the MAC
address. For all driver/firmware/software purposes, the lattervalue should be used.

SBR should be asserted for a minimum of 50 milliseconds for the ConnectX®-3 adapters

On Pilot1 SL230, PCle link occasionally does not come up at Gen3 speed

RH6.3 Inbox driver causes kernel panic when SR-I0V is enabled on VPI cards due to driver compatibility
issue.

In advanced steering mode, side band management connectivity may be lost when having more than 8 QP
per mcg.

When SR-10V is disabled in the system BIOS, a PCl issue is noticed in Ubuntu v12.04.3 with Linux kernel
v3.8 which affects NICs of several manufacturers including Mellanox's, preventing them from operating.
MFT tools might leave the flash semaphore locked if the tool operation is forced stopped. The locked
semaphore prevents the firmware from accessing the flash and causes firmware hang.

Cable Info MAD reports a wrong cable info when usingthe MC2210411-SR4 module

Gen?2 failure at temperature sweep up to 10C/min (for MT27518A1-FDIR-BV only).

PCle Gen2 link unstable at temperature sweep of 10C/min for MT27518A1-FDIR-BV

Bloom filter is currently not supported.

Firmware downgrade message When downgrading from firmware v2.11.0000 and using MFT 3.0.0-3
RM#DMEFS should not be enabled when working with InfiniBand on MLNX_OFED-2.0.3

RM#VPD read-only fields are writable.

Increasing SymbolErrorCounter When working in VPI mode with portl FDR and port2 40G, error counters
misbehave and increase rapidly

Setting the device to 128Byte CQ/EQ stride will cause misbehavior of sideband management resulting in
communication loss.

CQ and EQ cannot be configured to different stride sizes.

ConnectX-3 Pro VF device ID is presented the same as ConnectX-3 VF device ID due to driver limitations.
RSOD while running PXE (legacy) on G9 servers. This occurs only when PXE boot fails and BIOS boots from
HDD. Currently it is pending BIOS fix.

Changing port protocol from ETH to IB on port with NCSI/IPMI enabled while the port is connected to ETH
switch is not supported.

RDP over IPv6 is currently not functional.

Sniffer QP cannot be removed from the regular rule after adding the QP with insertion scheme equals to
“push to that rule”

Since only a single Boot Entry Vector (BEV) per PCI Physical Function is supported, disabling the first port
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causes the second port to disappear as well.

The NIC does not notify the driver of a link-down incident when a cable is unplugged from a NIC port with
56GbE port link.

56GbE link is not raised when using 100GbE optic cables.

When working with MLNX_OFED v3.3-1.0.0.0, server reboot could get stuck due to a kernel panicin
mlix-4_en_get_drvinfo() that is called from asynchronous event handler.

832298:When running ibdump, loopback traffic is mirroring into the kernel driver.

AHS reports wrong MTU size

RM#846523: MAC address that are set from the OS using ifconfig are not reflected in the OCBB buffer.
Known Issues for FW version14.22.1414 :

Setting a negative temperature with the hook results in a wrong sensor state report when running the
PLDM sensor reading command.

Health counter increases every 50ms instead of 10ms.

mlixconfig tool presents all possible expansion ROM images instead of presenting only the existing images.
An ethernet multicas loopback packet is not counted (even if it is not local loopback packets)when running
the nic_receive_steering_discard command.

When a dual-port VHCA sends RoCE packets on its non-native port, and the packet arrives to its affiliated
vport FDB, a mismatch might happen on the rules that match the packet source vport.

Known Issues for FW version12.22.1414 :

Setting a negative temperature with the hook results in a wrong sensor state report when running the
PLDM sensor reading command.

On rare occasions, retransmissions/packet loss under signature can cause error reporting and terminate
the connection.

Health counter increases every 50ms instead of 10ms.

mlixconfig tool presents all possible expansion ROM images, instead of presenting only the existing images.
An Ethernet multicast loopback packet is not counted (even if it is not a local loopback packet) when
running the nic_receive_steering_discard command.

When a dual-port VHCA sends a RoCE packet on its non-native port. and the packet arrives to its affiliated
vport FDB, a mismatch might happen on the rules that match the packet source vport.

During DC CNAK stress tests, DC CNAK timeout (CNAK drops) might occur.

Known Issues for FW version16.22.1414 :

Setting a negative temperature with the hook results in a wrong sensor state report when running the
PLDM sensor reading command.

Health counter increases every 50ms instead of 10ms.

Prerequisites
HPE Synergy 6410C 25/50Gb Ethernet Adapter (868779-B21) must first be upgraded to prerequisite

firmware version 12.21.2808 before updating to 12.22.0148 or 12.22.0194.
12.22.0194 is the first secure firmware for HPE Synergy 6410C 25/50Gb Ethernet Adapter (868779-B21).

Once this device is upgraded to firmware 12.22.0194, downgrade is not allowed.
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Fixes

Fixes submitted in version 2.42.5000 :

ThePortRcvPkts counter was prevented from being cleared afterresetting it..

SystemTime Out on the configuration cycle ofthe VFs when more than 10 Virtual Functionsperformed FLR
and the completion Time Outvalue was configured to a range of less than16 msec.

The server hung and resulted in NMI (Non-maskable interrupt) when run-ning “mixfwtop —d
mt4103_pci_cr0” while restarting the driver in parallel (from a differ-ent thread). In this case, the
downstream bridge over the device reported completion timeout error.

In flow_steering, BMC could not receive a ping over IPV6 after running bmc_reboot.

While closing the HCA (Host Channel Adapters), RX packet caused bad access to resources that did not
exist, and consequently caused the QPCGW or the irisc to get stuck.

The master SMLID and the LID was either 0 or OXFFFF when the port was neither active nor armed.
ibdump could not captureall MADs packets.

Link could notgo up after reboot.

A rare issue caused the PCle configuration cycle that arrived during the time of sw_reset to generate 2
completions.

NC-SI (Network Controller Sideband Interface)did notwork when adding the disable_stat-ic_steering_ini

field in the ini file, due to memory allocation issue for this field in the scratchpad.

Fixes submitted in version 14.22.1414 :

A temperature normalization function calculation issue. Now the cable gain that is not pure integer is
taken into account was fixed.

An issue related to the parser of object 0x8 in ASN that caused different structure in response was fixed.
Added the option to avoid unintentionally powering off the backplane port cage upon reboot when in
standby mode.

An issue that caused the driver to return a wrong logical OR of the 2 physical ports, when querying the
vport state when the LAG was enabled wre fixed.

Increased the Full Wire Speed (FWS) threshold value to improve EDR link results.

An issue that resulted in “Destroy LAG” command failure if a VFs received an FLR while its affinity QPs
were open.

When RoCE Dual Port mode is enabled, tcpdump is not functional on the 2nd port.

Enhancements
Firmware for the following devicesare updated to 2.42.5000:
779799-B21 (HPEthernet 10G 2-port 546FLR-SFP+ Adapter)
779793-B21 (HPEthernet 10G 2-port 546SFP+ Adapter)
New features and changes in version 2.42.5000:
Added support for the following features:
TLV: CX3_GLOBAL_CONF to enable/disable timestamp on incoming packets through mixconfig
configuration.

User MAC configuration.
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Automatically collecting mstdump before driver reset.

to detect DEAD_IRISC (plastic) from TPT (iron) and raise an assert.

Enhanced the debug ability for command timeout cases.

Added a new field to "set port" command which notifies the firmware what is the user_mtu size.
Firmware for the following devices are updated to 14.22.1414:

817749-B21 (HPE Ethernet 25Gb 2-port 640FLR-SFP28 Adapter)

817753-B21 (HPE Ethernet 25Gb 2-port 640SFP28 Adapter)

New features and changes in version 14.22.1414:

Transition from 4MB to 7M Firmware Image Banks.

Software Reset Flow:Software detection of a fatal error, automatic creations of an mstdump file for future
debug by the software, and resetting of the device.

Steering Discard Packet Counters:The following counters were added to count the discard packets (per
vport)

nic_receive_steering_discard

receive_discard_vport_down

transmit_discard_vport_down

Virtual Functions (VF):Increased the number of VFs that can work with full VMQoS (8 TC) per PFs as follow
in dual port devices to 20 VFs

in single port devices to 58 VFs

Increased the Pause Frame Duration and the XOFF Resend Time to the maximum value defined by the
specification.

PCI Relax Ordering:mlixconfig configuration can now enable or disable forced PCl relaxed ordering in
mkey_context.

vport Mirroring:Packets are mirrored based on certain mirroring policy. The policy is set using the “set FTE
command” that supports forward action in the ACL tables (ingress/egress).

Resiliency: Special Error Event:Added support for 10GBaseT modules connected to a QSFP cage.
Accelerated QP’s creation time.

SR-I0V default routing mode is now LID based. The configuration change is available via mixconfig tool.
Added PXE and UEFI to additional ConnectX-4 Lx adapter cards. ConnectX-4 Lx now holds PXE, x86-UEFI
and Arm-UEFI.

Firmware for the following device isupdated to 12.22.1414:

868779-B21 (HPE Synergy 6410C 25/50Gb Ethernet Adapter)

New features and changes in version 12.22.1414:

Transition from 4MB to 7M Firmware Image Banks.

Software Reset Flow:Software detection of a fatal error, automatic creations of an mstdump file for future
debug by the software, and resetting of the device.

Steering Discard Packet Counters:The following counters were added to count the discard packets (per
vport)

nic_receive_steering_discard

receive_discard_vport_down

transmit_discard_vport_down
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Virtual Functions (VF):Increased the number of VFs that can work with full VMQoS (8 TC) per PFs as follow
in dual port devices to 20 VFs

in single port devices to 58 VFs

Increased the Pause Frame Duration and the XOFF Resend Time to the maximum value defined by the
specification.

PCI Relax Ordering:mixconfig configuration can now enable or disable forced PCl relaxed ordering in
mkey_context.

vport Mirroring:Packets are mirrored based on certain mirroring policy. The policy is set using the “set FTE
command” that supports forward action in the ACL tables (ingress/egress).

Resiliency: Special Error Event:Added support for 10GBaseT modules connected to a QSFP cage.
Accelerated QP’s creation time.

SR-10V default routing mode is now LID based. The configuration change is available via mixconfig tool.
Added PXE and UEFI to additional ConnectX-4 Lx adapter cards. ConnectX-4 Lx now holds PXE, x86-UEFI
and Arm-UEFI.

Firmware for the following device is updated to 16.22.1414:

874253-B21 (HPE Ethernet 100Gb 1-port 842QSFP28 Adapter)

New features and changes in version 16.22.1414:

Transition from 4MB to 7M Firmware Image Banks.

Software Reset Flow:Software detection of a fatal error, automatic creations of an mstdump file for future
debug by the software, and resetting of the device.

Steering Discard Packet Counters:The following counters were added to count the discard packets (per
vport)

nic_receive_steering_discard

receive_discard_vport_down

transmit_discard_vport_down

Increased the Pause Frame Duration and the XOFF Resend Time to the maximum value defined by the
specification.

PCI Relax Ordering:mlxconfig configuration can now enable or disable forced PCl relaxed ordering in
mkey_context.

Added support for Push/Pop VLAN, new FLOW TABLE ENTRY actions. These new actions are used by the
driver to implement Q-in-Q functionality.

Packet Pacing in ConnectX-5 adapter cards.

vport Mirroring:Packets are mirrored based on certain mirroring policy. The policy is set using the “set FTE
command” that supports forward action in the ACL tables (ingress/egress).

Resiliency: Special Error Event:Added support for 10GBaseT modules connected to a QSFP cage.
Accelerated QP’s creation time.

SR-10V default routing mode is now LID based. The configuration change is available via mixconfig tool.
Added PXE and UEFI to additional ConnectX-4 Lx adapter cards. ConnectX-4 Lx now holds PXE, x86-UEFI
and Arm-UEFI.

101 / 137



Supported Devices and Features

HPE Part Number
779793-B21
779799-B21
817749-B21
817753-B21
868779-B21
874253-B21

Online Firmware Upgrade Utility (Windows x64) for HPE Mellanox VPI (Ethernet and Infiniband mode)

ConnectX4 and ConnectX5 devices on Windows x86_64 platform

Version: 1.0.0.4 (A)(Recommended)

Important Note!

Known Issues in firmware version 12.22.4030and 16.22.4030:
The maximum “read” size of MTRC_STDB is limited by 272 Bytes.

Using vl_arb_high or vl_arb_low simultaneously might cause unexpected behavior in QoS functionality.

Prerequisites

Fixes

Due to significant firmwarechanges, the devices mentioned in the table below must be upgraded to
theprerequisite version first, then programmed toversion 16.22.0194 and onwards.

16.22.0194 is the first secure firmware for HPE InfiniBand FDR/Ethernet 40/50Gb 2-port 547FLR-QSFP
Adapter (879482-B21). Once this device is upgraded to firmware 16.22.0194, downgrade is not allowed.
InfiniBand Card Type

Fixes in firmware version 12.22.4030 and16.22.4030:

In rare cases, where the width of the receiver's electrical eye is narrow, the link might raise with BER lower
than 107-12.

LRO timeout configuration is now taken from the TLV configuration instead of the static defined values.
Added a filter to ignore module temperature reads below -40C and above 125C.

Closed the vport as part of the fast teardown flow, to prevent Ack to be sent without been scatter to
memory.

A rare scenario where the PERST# de-assertion arrived at a specific critical time period was handled.
Temperature normalization function calculation issue. Now the cable gain that is not pure integer is taken
into account.

The parser of object 0x8 in ASN that caused different structure in response.

An issue that caused MSIX interrupt lost while the HCA performed an FLR was handled.

An issue that caused a race condition between the firmware boot process and the MSIX access from the

PCle, which resulted in lost writes into the MSIX vector was fixed.

102 / 137



Enhancements
Firmware for the following devices are updated to 12.22.4030:
825110-B21 (HPE InfiniBand EDR/Ethernet 100Gb 1-port 840QSFP28 Adapter)
825111-B21 (HPE InfiniBand EDR/Ethernet 100Gb 2-port 840QSFP28 Adapter)
New features and changes in version12.22.4030:
AS Notify:AS Notify enables IBM’s Power CPU architecture to boost performance by allowing the hardware
to issue light weight “interrupts” to replace the traditional MSI interrupts.
Dump Me Now (DMN):Dump Me Now (DMN) generated dumps and traces from various components that
are crucial for offline debugging. Once an issue is discovered, the dumps can provide useful information
about the NIC's state at the time of the failure
Added support for DSCP mapping on QP RTS2RTS.
Port Enable:When set, the device supports emulating link down for all the associated functions using
“ICMD_SET_VIRTUAL_PARAMETERS - Set Device Virtual Parameters”.
mixfwreset:Reduced and accelerated the mixfwreset loading time of the firmware update flow.
Virtual Functions (VF):Increased the number of VFs that can work with full VMQoS (8 TC) per PFs as follow:
in dual port devices to 20 VFs
in single port devices to 64 VFs
Extended the retry counter (extended_retry_count) to up to 255 instead of 7.
Firmware for the following devices are updated to 16.22.4030:
879482-B21 (HPE InfiniBand FDR/Ethernet 40/50Gb 2-port 547FLR-QSFP Adapter)
872726-B21 (HPE InfiniBand EDR/Ethernet 100Gb2-port 841QSFP28 Adapter)
New features and changes in version16.22.4030:
AS Notify:AS Notify enables IBM’s Power CPU architecture to boost performance by allowing the hardware
to issue light weight “interrupts” to replace the traditional MSI interrupts.
Dump Me Now (DMN):Dump Me Now (DMN) generated dumps and traces from various components that
are crucial for offline debugging. Once an issue is discovered, the dumps can provide useful information
about the NIC's state at the time of the failure
Added support for DSCP mapping on QP RTS2RTS.
Port Enable:When set, the device supports emulating link down for all the associated functions using
“ICMD_SET_VIRTUAL_PARAMETERS - Set Device Virtual Parameters”.
mixfwreset:Reduced and accelerated the mixfwreset loading time of the firmware update flow.
Virtual Functions (VF):Increased the number of VFs that can work with full VMQoS (8 TC) per PFs as follow:
in dual port devices to 20 VFs
in single port devices to 64 VFs
Extended the retry counter (extended_retry_count) to up to 255 instead of 7.
Added support for striding RQ in InfiniBand.
QoS "Rate Limit":Added support to limit the transmission rate of individual InfiniBand port Service Levels.

This capability is configurable through a new vendor-specific MAD (QosConfigSL).

Supported Devices and Features

HPE Part Number
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825110-B21
825111-B21
872726-B21
879482-B21

Online ROM Flash for Linux - Advanced Power Capping Microcontroller Firmware for servers using Intel Xeon
Scalable 3100/4100/5100/6100/8100 series Processors
Version: 1.0.4(Optional)

Enhancements

Version 1.0.4

Online ROM Flash for Windows x64 - Advanced Power Capping Microcontroller Firmware for servers using
Intel Xeon Scalable 3100/4100/5100/6100/8100 series Processors
Version: 1.0.4(Optional)

Enhancements

Version 1.0.4

Online ROM Flash Component for Windows (x64) - EGO00600JWEBH and EGO00300JWEBF Drives
Version: HPD3 (B)(Recommended)

Important Note!

Online firmware flashing of drives attached to an HPE Smart Array controller running in Zero Memory (ZM)
mode or an HPE ProlLiant host bus adapter (HBA) is NOT supported. Only offline firmware flashing of
drives is supported for these configurations.

Online drive firmware update available for Smart Array Controllers configured in systems running
supported Linux, Microsoft Windows, and VMware environments. All other OSes would require an offline
update using the SPP and HP SUM.

Customers who already installed firmware version HPD3 do not need to update to HPD3(B).

Fixes

Added FW binary unencrypted

Enhancements
Added support for SmartRAID 3154-8e RAID controller.
Added support for Windows Server 2016 Device Guard.

Online ROM Flash Component for Windows (x64) - EG001800JWJNR and EG002400JWINT Drives

Version: HPD1(Recommended)

Important Note!

Online firmware flashing of drives attached to aSmart Array controller running in Zero Memory (ZM) mode
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or aProLiant host bus adapter (HBA) is NOT supported. Only offline firmware flashing of drives is
supported for these configurations.

Online drive firmware update available for Smart Array Controllers configured in systems running
supported Linux, Microsoft Windows, and VMware environments. All other OSes would require an offline

update using the Service Pack for Proliantand Smart Update Manager

Fixes
This firmware includes a fix for an issue that could cause timeout errors during certain sequential write
corner cases. There is also a fix for slow response time during random write workloads.
Enhancements

Added support for Windows Server 2016 Device Guard.

Online ROM Flash Component for Windows (x64) - EGO300JFCKA, EGO600JEMCV, EG0900JFCKB, and
EG1200JEMDA Drives
Version: HPD6 (B)(Recommended)

Important Note!

Online firmware flashing of drives attached to an HPE Smart Array controller running in Zero Memory (ZM)
mode or an HPE ProlLiant host bus adapter (HBA) is NOT supported. Only offline firmware flashing of
drives is supported for these configurations.

Online drive firmware update available for Smart Array Controllers configured in systems running
supported Linux, Microsoft Windows, and VMware environments. All other OSes would require an offline
update using the SPP and HP SUM.

Customers who already installed firmware version HPD6 do not need to update to HPD6(B).

Fixes

Added FW binary unencrypted

Enhancements
Added support for Windows Server 2016 Device Guard.
Added support for SmartRAID 3154-8e RAID controller.

Online ROM Flash Component for Windows (x64) - EG1800JEMDB Drives

Version: HPD5(Recommended)

Fixes
This firmware includes a fix for slow performance during sequential write workloads with small queue
depth.

Enhancements

Added support for SmartRAID 3154-8e RAID controller.
Added support for Windows Server 2016 Device Guard.
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Online ROM Flash Component for Windows (x64) - EH000300JWCPK, EHO00600JWCPL, and EHO00900JWCPN
Drives
Version: HPD3 (B)(Recommended)

Important Note!

Online firmware flashing of drives attached to an HPE Smart Array controller running in Zero Memory (ZM)
mode or an HPE ProLiant host bus adapter (HBA) is NOT supported. Only offline firmware flashing of
drives is supported for these configurations.

Online drive firmware update available for Smart Array Controllers configured in systems running
supported Linux, Microsoft Windows, and VMware environments. All other OSes would require an offline
update using the SPP and HP SUM.

Customers who already installed firmware version HPD3 do not need to update to HPD3(B).

Fixes

Added FW binary unencrypted

Enhancements
Added support for SmartRAID 3154-8e RAID controller.
Added support for Windows Server 2016 Device Guard.

Online ROM Flash Component for Windows (x64) -
E0000400JWDKP,EO000800JWDKQ,E0001600JWDKR,M0000400JWDKU,M0O000800JWDKV,M0001600JWDL
A and MO003200JWDLB Drives

Version: HPD1 (B)(Recommended)

Important Note!

Online firmware flashing of drives attached to aSmart Array controller running in Zero Memory (ZM) mode
or aProLiant host bus adapter (HBA) is NOT supported. Only offline firmware flashing of drives is
supported for these configurations.

Online drive firmware update available for Smart Array Controllers configured in systems running
supported Linux, Microsoft Windows, and VMware environments. All other OSes would require an offline
update using the Service Pack for Proliantand Smart Update Manager

Customers who already installed firmware version HPD1 do not need to update to HPD1(B).

Enhancements

= Added support for Windows Server 2016 Device Guard.

Online ROM Flash Component for Windows (x64) - MB1000JVYZL, MB2000JVYZN, MB3000JVYZP, and
MB4000JVYZQ Drives
Version: HPD2 (B)(Recommended)

Important Note!

Online firmware flashing of drives attached to an HPE Smart Array controller running in Zero Memory (ZM)
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mode or an HPE ProLiant host bus adapter (HBA) is NOT supported. Only offline firmware flashing of
drives is supported for these configurations.

Online drive firmware update available for Smart Array Controllers configured in systems running
supported Linux, Microsoft Windows, and VMware environments. All other OSes would require an offline
update using the SPP and HP SUM.

Customers who already installed firmware version HPD2 do not need to update to HPD2(B).

Enhancements

Added support for Windows Server 2016 Device Guard.

Online ROM Flash Component for Windows (x64) - MB6000JVYYV Drives

Version: HPD2 (B)(Recommended)

Important Note!

Online firmware flashing of drives attached to an HPE Smart Array controller running in Zero Memory (ZM)
mode or an HPE ProlLiant host bus adapter (HBA) is NOT supported. Only offline firmware flashing of
drives is supported for these configurations.

Online drive firmware update available for Smart Array Controllers configured in systems running
supported Linux, Microsoft Windows, and VMware environments. All other OSes would require an offline
update using the SPP and HP SUM.

Customers who already installed firmware version HPD2 do not need to update to HPD2(B).

Enhancements

Added support for Windows Server 2016 Device Guard.

Online ROM Flash Component for Windows (x64) - MB8000JFECQ, Drives

Version: HPD7(Recommended)

Important Note!

Online firmware flashing of drives attached to an HPE Smart Array controller running in Zero Memory (ZM)
mode or an HPE ProlLiant host bus adapter (HBA) is NOT supported. Only offline firmware flashing of
drives is supported for these configurations.

Online drive firmware update available for Smart Array Controllers configured in systems running
supported Linux, Microsoft Windows, and VMware environments. All other OSes would require an offline

update using the SPP and HP SUM.

Fixes
This firmware includes a fix for slow performance during sequential write workloads with small queue
depth.

Enhancements

Added support for Windows Server 2016 Device Guard.
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Online ROM Flash Component for Windows (x64) - MM1000JEFRB and MM2000JEFRC Drives

Version: HPD8(Optional)

Important Note!

Online firmware flashing of drives attached to aSmart Array controller running in Zero Memory (ZM) mode
or aProLiant host bus adapter (HBA) is NOT supported. Only offline firmware flashing of drives is
supported for these configurations.

Online drive firmware update available for Smart Array Controllers configured in systems running
supported Linux, Microsoft Windows, and VMware environments. All other OSes would require an offline

update using the Service Pack for Proliantand Smart Update Manager.

Fixes
This firmware allows the drive to meet the requirements for Azure Stack certification.
This firmware contains a change to the reported drive serial number in VPD page 80. It will now report the
same as is displayed on the drive label. Any removed characters are replaced with blank place holders so
the log format will not be changed.

Enhancements

Added support for Windows Server 2016 Device Guard.

Online ROM Flash Component for Windows (x64) - MM1000JFJTH Drives

Version: HPD3(Optional)

Important Note!

Online firmware flashing of drives attached to an HPE Smart Array controller running in Zero Memory (ZM)
mode or an HPE ProlLiant host bus adapter (HBA) is NOT supported. Only offline firmware flashing of
drives is supported for these configurations.

Online drive firmware update available for Smart Array Controllers configured in systems running
supported Linux, Microsoft Windows, and VMware environments. All other OSes would require an offline
update using the SPP and HP SUM.

Fixes
This firmware allows the drive to meet the requirements for Azure Stack certification.
This firmware contains a change to the reported drive serial number in VPD page 80. It will now report the
same as is displayed on the drive label. Any removed characters are replaced with blank place holders so
the log format will not be changed.

Enhancements

= Added support for Windows Server 2016 Device Guard.

Supplemental Update / Online ROM Flash Component for Linux (x64) - EGO00600JWEBH and
EGO000300JWEBF Drives

Version: HPD3 (B)(Recommended)
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Important Note!

Online firmware flashing of drives attached to an HPE Smart Array controller running in Zero Memory (ZM)
mode or an HPE ProLiant host bus adapter (HBA) is NOT supported. Only offline firmware flashing of
drives is supported for these configurations.

Online drive firmware update available for Smart Array Controllers configured in systems running
supported Linux, Microsoft Windows, and VMware environments. All other OSes would require an offline
update using the SPP and HP SUM.

Customers who already installed firmware version HPD3 do not need to update to HPD3(B).

Fixes

Added FW binary unencrypted

Enhancements
Added support for SmartRAID 3154-8e RAID controller.
Added support for HPE Smart Array P824i-p MR Gen10 Controller.

Supplemental Update / Online ROM Flash Component for Linux (x64) - EGO01800JWJNR and
EG002400JWINT Drives

Version: HPD1(Recommended)

Fixes
This firmware includes a fix for an issue that could cause timeout errors during certain sequential write
corner cases. There is also a fix for slow response time during random write workloads.
Enhancements

= Added support for HPE Smart Array P824i-p MR Gen10 Controller.

Supplemental Update / Online ROM Flash Component for Linux (x64) -
EO000400JWDKP,EO000800JWDKQ,E0001600JWDKR,M0000400JWDKU,M0000800JWDKV,M0001600JWDL
A and MO003200JWDLB Drives

Version: HPD1 (B)(Recommended)

Important Note!

Online firmware flashing of drives attached to an HPE Smart Array controller running in Zero Memory (ZM)
mode or an HPE ProlLiant host bus adapter (HBA) is NOT supported. Only offline firmware flashing of
drives is supported for these configurations.

Online drive firmware update available for Smart Array Controllers configured in systems running
supported Linux, Microsoft Windows, and VMware environments. All other OSes would require an offline

update using the SPP and HP SUM.

Enhancements

= Added support for HPE Smart Array P824i-p MR Gen10 controller.
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Supplemental Update / Online ROM Flash Component for Linux (x64) - MM1000JEFRB and MM2000JEFRC

Drives

Version: HPD8(Optional)

Important Note!

Online firmware flashing of drives attached to aSmart Array controller running in Zero Memory (ZM) mode
or aProLiant host bus adapter (HBA) is NOT supported. Only offline firmware flashing of drives is
supported for these configurations.

Online drive firmware update available for Smart Array Controllers configured in systems running
supported Linux, Microsoft Windows, and VMware environments. All other OSes would require an offline

update using the Service Pack for Proliantand Smart Update Manager.

Fixes
This firmware allows the drive to meet the requirements for Azure Stack certification.
This firmware contains a change to the reported drive serial number in VPD page 80. It will now report the
same as is displayed on the drive label. Any removed characters are replaced with blank place holders so
the log format will not be changed.

Enhancements

Added support for HPE Smart Array P824i-p MR Gen10 Controller.

Supplemental Update / Online ROM Flash Component for Linux (x64) - EGO300JFCKA, EGO600JEMCV,
EG0900JFCKB, and EG1200JEMDA Drives

Version: HPD6 (C)(Recommended)

Important Note!

Fixes

Online firmware flashing of drives attached to an HPE Smart Array controller running in Zero Memory (ZM)
mode or an HPE ProlLiant host bus adapter (HBA) is NOT supported. Only offline firmware flashing of
drives is supported for these configurations.

Online drive firmware update available for Smart Array Controllers configured in systems running
supported Linux, Microsoft Windows, and VMware environments. All other OSes would require an offline
update using the SPP and HP SUM.

Customers who already installed firmware version HPD6 do not need to update to HPD6(C).

Added FW binary unencrypted

Enhancements

Added support for SmartRAID 3154-8e RAID controller.
Added support for HPE Smart Array P824i-p MR Gen10 Controller.

Supplemental Update / Online ROM Flash Component for Linux (x64) - EG1800JEMDB Drives

Version: HPD5 (B)(Recommended)
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Important Note!

Online firmware flashing of drives attached to aSmart Array controller running in Zero Memory (ZM) mode
or aProLiant host bus adapter (HBA) is NOT supported. Only offline firmware flashing of drives is
supported for these configurations.

Online drive firmware update available for Smart Array Controllers configured in systems running
supported Linux, Microsoft Windows, and VMware environments. All other OSes would require an offline
update using the Service Pack for Proliantand Smart Update Manager

Customers who already installed firmware version HPD5 do not need to update to HPD5(B).

Enhancements

= Added support for HPE Smart Array P824i-p MR Gen10 Controller.

Supplemental Update / Online ROM Flash Component for Linux (x64) - EHO00300JWCPK, EH0O00600JWCPL,
and EHO00900JWCPN Drives
Version: HPD3 (B)(Recommended)

Important Note!

Online firmware flashing of drives attached to an HPE Smart Array controller running in Zero Memory (ZM)
mode or an HPE ProlLiant host bus adapter (HBA) is NOT supported. Only offline firmware flashing of
drives is supported for these configurations.

Online drive firmware update available for Smart Array Controllers configured in systems running
supported Linux, Microsoft Windows, and VMware environments. All other OSes would require an offline
update using the SPP and HP SUM.

Customers who already installed firmware version HPD3 do not need to update to HPD3(B).

Fixes

Added FW binary unencrypted

Enhancements
Added support for SmartRAID 3154-8e RAID controller.
Added support for HPE Smart Array P824i-p MR Gen10 Controller.

Supplemental Update / Online ROM Flash Component for Linux (x64) - MB1000JVYZL, MB2000JVYZN,
MB3000JVYZP, and MB4000JVYZQ, Drives
Version: HPD2 (B)(Recommended)

Important Note!

Online firmware flashing of drives attached to an HPE Smart Array controller running in Zero Memory (ZM)
mode or an HPE ProlLiant host bus adapter (HBA) is NOT supported. Only offline firmware flashing of
drives is supported for these configurations.

Online drive firmware update available for Smart Array Controllers configured in systems running
supported Linux, Microsoft Windows, and VMware environments. All other OSes would require an offline

update using the SPP and HP SUM.
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Customers who already installed firmware version HPD2 do not need to update to HPD2(B).

Enhancements
Added support for SmartRAID 3154-8e RAID controller.
Added support for HPE Smart Array P824i-p MR Gen10 Controller.

Supplemental Update / Online ROM Flash Component for Linux (x64) - MB6000JVYYV Drives
Version: HPD2 (B)(Recommended)

Important Note!

Online firmware flashing of drives attached to an HPE Smart Array controller running in Zero Memory (ZM)
mode or an HPE ProlLiant host bus adapter (HBA) is NOT supported. Only offline firmware flashing of
drives is supported for these configurations.

Online drive firmware update available for Smart Array Controllers configured in systems running
supported Linux, Microsoft Windows, and VMware environments. All other OSes would require an offline
update using the SPP and HP SUM.

Customers who already installed firmware version HPD2 do not need to update to HPD2(B).

Enhancements
Added support for SmartRAID 3154-8e RAID controller.
Added support for HPE Smart Array P824i-p MR Gen10 Controller.

Supplemental Update / Online ROM Flash Component for Linux (x64) - MB8000JFECQ Drives

Version: HPD7(Recommended)

Important Note!

Online firmware flashing of drives attached to an HPE Smart Array controller running in Zero Memory (ZM)
mode or an HPE ProlLiant host bus adapter (HBA) is NOT supported. Only offline firmware flashing of
drives is supported for these configurations.

Online drive firmware update available for Smart Array Controllers configured in systems running
supported Linux, Microsoft Windows, and VMware environments. All other OSes would require an offline
update using the SPP and HP SUM.

Fixes
This firmware includes a fix for slow performance during sequential write workloads with small queue
depth.

Enhancements

Added support for SmartRAID 3154-8e RAID controller.
Added support for HPE Smart Array P824i-p MR Gen10 Controller.

Supplemental Update / Online ROM Flash Component for Linux (x64) - MM1000JFJTH Drives
Version: HPD3(Optional)
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Important Note!

Online firmware flashing of drives attached to an HPE Smart Array controller running in Zero Memory (ZM)
mode or an HPE ProLiant host bus adapter (HBA) is NOT supported. Only offline firmware flashing of
drives is supported for these configurations.

Online drive firmware update available for Smart Array Controllers configured in systems running
supported Linux, Microsoft Windows, and VMware environments. All other OSes would require an offline

update using the SPP and HP SUM.

Fixes
This firmware allows the drive to meet the requirements for Azure Stack certification.
This firmware contains a change to the reported drive serial number in VPD page 80. It will now report the
same as is displayed on the drive label. Any removed characters are replaced with blank place holders so
the log format will not be changed.

Enhancements

Added support for SmartRAID 3154-8e RAID controller.
Added support for HPE Smart Array P824i-p MR Gen10 Controller.

Online ROM Flash Component for Windows (x64) - MB001000GWCBC and MB002000GWCBD Drives

Version: HPG4 (D)(Recommended)

Important Note!

Fixes

Online firmware flashing of drives attached to an HPE Smart Array controller running in Zero Memory (ZM)
mode or an HPE ProlLiant host bus adapter (HBA) is NOT supported. Only offline firmware flashing of
drives is supported for these configurations.

Online drive firmware update available for Smart Array Controllers configured in systems running
supported Linux, Microsoft Windows, and VMware environments. All other OSes would require an offline
update using the SPP and HP SUM.

Customers who already installed firmware version HPG4 do not need to update to HPG4(D).

Online firmware update fails when drives are connected behind AHCI controller.

Online ROM Flash Component for Windows (x64) - MB001000GWFWK and MB002000GWFWL Drives

Version: HPG4 (D)(Recommended)

Important Note!

Online firmware flashing of drives attached to an HPE Smart Array controller running in Zero Memory (ZM)
mode or an HPE ProlLiant host bus adapter (HBA) is NOT supported. Only offline firmware flashing of
drives is supported for these configurations.

Online drive firmware update available for Smart Array Controllers configured in systems running
supported Linux, Microsoft Windows, and VMware environments. All other OSes would require an offline

update using the SPP and HP SUM.
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Customers who already installed firmware version HPG4 do not need to update to HPG4(D).

Fixes

Online firmware update fails when drives are connected behind AHCI controller.

Online ROM Flash Component for Windows (x64) - MB002000GWFGH and MB001000GWFGF Drives
Version: HPG3 (B)(Optional)

Important Note!

Online firmware flashing of drives attached to an HPE Smart Array controller running in Zero Memory (ZM)
mode or an HPE ProlLiant host bus adapter (HBA) is NOT supported. Only offline firmware flashing of
drives is supported for these configurations.

Online drive firmware update available for Smart Array Controllers configured in systems running
supported Linux, Microsoft Windows, and VMware environments. All other OSes would require an offline
update using the SPP and HP SUM.

ustomers who already installed firmware version HPG3 do not need to update to HPG3(B).

Fixes
This firmware has a change that allows the drive to meet the requirements for Azure Stack certification.

Online firmware update fails when drives are connected behind AHCI controller.

Online ROM Flash Component for Windows (x64) - MB006000GWBXQ and MB0O08000GWBYL Drives
Version: HPG6 (B)(Recommended)

Fixes
Corrects some internal diagnostic logging and reporting functions.
Streamlines internal buffer management.

Online firmware update fails when drives are connected behind AHCI controller.

Online ROM Flash Component for Windows (x64) - MB1000GVYZE, MB2000GVYZF, MB3000GVYZH, and
MB4000GVYZK Drives
Version: HPG4 (D)(Recommended)

Important Note!

Online firmware flashing of drives attached to an HPE Smart Array controller running in Zero Memory (ZM)
mode or an HPE ProlLiant host bus adapter (HBA) is NOT supported. Only offline firmware flashing of
drives is supported for these configurations.

Online drive firmware update available for Smart Array Controllers configured in systems running
supported Linux, Microsoft Windows, and VMware environments. All other OSes would require an offline
update using the SPP and HP SUM.

Customers who already installed firmware version HPG4 do not need to update to HPG4(D).
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Fixes

Online firmware update fails when drives are connected behind AHCI controller.

Online ROM Flash Component for Windows (x64) - MB8000OGFECR Drives
Version: HPG5 (C)(Recommended)

Important Note!

Online firmware flashing of drives attached to an HPE Smart Array controller running in Zero Memory (ZM)

mode or an HPE ProlLiant host bus adapter (HBA) is NOT supported. Only offline firmware flashing of

drives is supported for these configurations.

Online drive firmware update available for Smart Array Controllers configured in systems running

supported Linux, Microsoft Windows, and VMware environments. All other OSes would require an offline

update using the SPP and HP SUM.

Customers who already installed firmware version HPG5 do not need to update to HPG5(C).

Fixes

Online firmware update fails when drives are connected behind AHCI controller.

Online ROM Flash Component for Windows (x64) - MM1000GEFQV and MM2000GEFRA Drives
Version: HPG8 (B)(Recommended)

Fixes
This firmware updates the drive to indicate NDU compliance.

Fixed the issue of Online firmware update fails when drives are connected behind AHCI controller.

Supplemental Update / Online ROM Flash Component for Linux (x64) - MB001000GWCBC and
MB002000GWCBD Drives
Version: HPG4 (D)(Recommended)

Important Note!

Online firmware flashing of drives attached to an HPE Smart Array controller running in Zero Memory (ZM)

mode or an HPE ProlLiant host bus adapter (HBA) is NOT supported. Only offline firmware flashing of

drives is supported for these configurations.

Online drive firmware update available for Smart Array Controllers configured in systems running

supported Linux, Microsoft Windows, and VMware environments. All other OSes would require an offline

update using the SPP and HP SUM.

Customers who already installed firmware version HPG4 do not need to update to HPG4(D).

Enhancements

Added support for SLES15.
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Supplemental Update / Online ROM Flash Component for Linux (x64) - MB001000GWFWK and
MB002000GWFWL Drives

Version: HPG4 (D)(Recommended)

Important Note!

Fixes

Online firmware flashing of drives attached to an HPE Smart Array controller running in Zero Memory (ZM)
mode or an HPE ProLiant host bus adapter (HBA) is NOT supported. Only offline firmware flashing of
drives is supported for these configurations.

Online drive firmware update available for Smart Array Controllers configured in systems running
supported Linux, Microsoft Windows, and VMware environments. All other OSes would require an offline
update using the SPP and HP SUM.

Customers who already installed firmware version HPG4 do not need to update to HPG4(D).

Fixed the issue of Online firmware update fails when drives are connected behind AHCI controller.

Supplemental Update / Online ROM Flash Component for Linux (x64) - MB002000GWFGH and
MBO001000GWFGF Drives

Version: HPG3 (B)(Optional)

Important Note!

Fixes

Online firmware flashing of drives attached to an HPE Smart Array controller running in Zero Memory (ZM)
mode or an HPE ProlLiant host bus adapter (HBA) is NOT supported. Only offline firmware flashing of
drives is supported for these configurations.

Online drive firmware update available for Smart Array Controllers configured in systems running
supported Linux, Microsoft Windows, and VMware environments. All other OSes would require an offline
update using the SPP and HP SUM.

Customers who already installed firmware version HPG3 do not need to update to HPG3(B).

This firmware has a change that allows the drive to meet the requirements for Azure Stack certification.

Fixed the issue of Online firmware update fails when drives are connected behind AHCI controller.

Supplemental Update / Online ROM Flash Component for Linux (x64) - MB006000GWBXQ and
MBO008000GWBYL Drives

Fixes

Version: HPG6 (B)(Recommended)

Corrects some internal diagnostic logging and reporting functions.
Streamlines internal buffer management.

Fixed the issue of Online firmware update fails when drives are connected behind AHCI controller.
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Supplemental Update / Online ROM Flash Component for Linux (x64) - MB1000GVYZE, MB2000GVYZF,
MB3000GVYZH, and MB4000GVYZK Drives

Version: HPG4 (D)(Recommended)

Important Note!

Fixes

Online firmware flashing of drives attached to an HPE Smart Array controller running in Zero Memory (ZM)
mode or an HPE ProLiant host bus adapter (HBA) is NOT supported. Only offline firmware flashing of
drives is supported for these configurations.

Online drive firmware update available for Smart Array Controllers configured in systems running
supported Linux, Microsoft Windows, and VMware environments. All other OSes would require an offline
update using the SPP and HP SUM.

Customers who already installed firmware version HPG4 do not need to update to HPG4(D).

Fixed the issue of Online firmware update fails when drives are connected behind AHCI controller.

Supplemental Update / Online ROM Flash Component for Linux (x64) - MBS80OOGFECR Drives

Version: HPG5 (C)(Recommended)

Important Note!

Fixes

Online firmware flashing of drives attached to an HPE Smart Array controller running in Zero Memory (ZM)
mode or an HPE ProlLiant host bus adapter (HBA) is NOT supported. Only offline firmware flashing of
drives is supported for these configurations.

Online drive firmware update available for Smart Array Controllers configured in systems running
supported Linux, Microsoft Windows, and VMware environments. All other OSes would require an offline
update using the SPP and HP SUM.

Customers who already installed firmware version HPG5 do not need to update to HPG5(C).

Fixed the issue of Online firmware update fails when drives are connected behind AHCI controller.

Supplemental Update / Online ROM Flash Component for Linux (x64) - MM1000GEFQV and MM2000GEFRA

Drives

Fixes

Version: HPGS8 (B)(Recommended)

This firmware updates the drive to indicate NDU compliance.

Fixed the issue of Online firmware update fails when drives are connected behind AHCI controller.

Online ROM Flash Component for Windows (x64) - HPE 12Gb/s SAS Expander Firmware for HPE Smart Array
Controllers and HPE HBA Controllers

Version: 4.02 (B)(Optional)
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Important Note!

Customers who already have firmware version 4.02 installed do not need to update to 4.02(B).

Power cycle / cold reboot is required if firmware is upgraded from version 1.31 or earlier.

Enhancements
Added HPE Digital Signature

Online ROM Flash Component for Windows (x64) - HPE Smart Array P408i-p, P408e-p, P408i-a, P408i-c,
E208i-p, E208e-p, E208i-c, E208i-a, P408e-m, P204i-c, P204i-b, P816i-a and P416ie-m SR Gen10

Version: 1.65(Recommended)

Fixes
System might stop responding at POST and fail to load an OS. This issue is more likely to occur if System
BIOS version is 1.40 or later. However, systems running older BIOS versions could experience this issue

also.

Supplemental Update / Online ROM Flash Component for Linux (x64) - HPE Smart Array P408i-p, P408e-p,
P408i-a, P408i-c, E208i-p, E208e-p, E208i-c, E208i-a, P408e-m, P204i-c, P204i-b, P816i-a and P416ie-m SR
Genl0

Version: 1.65(Recommended)

Fixes
System might stop responding at POST and fail to load an OS. This issue is more likely to occur if System
BIOS version is 1.40 or later. However, systems running older BIOS versions could experience this issue

also.

HPE Firmware Flash for Emulex Fibre Channel Host Bus Adapters for Linux (x64)

Version: 2018.09.02(Recommended)

Important Note!

Release Notes:

HPE StoreFabric Emulex Adapters Release Notes

Beginning with software release 11.2, Fibre Channel (LightPulse) adapters and Converged Network
adapters (OneConnect) have independent software kits.

It is highly recommended that you review the Broadcom Software Kit Migration User Guide for more
detailed information regarding this change.

To obtain the guide:

1. Go tohttp://www.hpe.com/support/manuals

2. Using the HPE model number as your guide, enter the adapter model number in the Search products
box, and then click >>.

This document provides special instructions and considerations for using the driver kits for FC and CNA

adapters.
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Special cases include those in which pre-11.2 (original) drivers and applications are replaced by the new
11.2 drivers and applications, and cases in which inbox drivers are replaced by the new 11.2 out-of-box

(OOB) drivers.

Prerequisites
Firmware updates may be accomplished using the inbox or Out of Box (OOB) drivers. Please consult
SPOCK for a list of supported configurations available at the following link:
http://www.hpe.com/storage/spock/
The HPE supplied enablement kit must be installed prior to this firmware component being identified by
SUM for deployment.
The OOB driver and enablement kit are available on the Service Pack for ProLiant (SPP) which is available
athttp://www.hpe.com/servers/spp/download.
The Enablement Kit requires that the target environment have the libHBAAPI package installed from your
OS installation media.
Install the FC Driver Kit, reboot, and then install the Enablement Kit.
Additional requirements:
Environment must be running the syslog daemon for the flash engine to run
Environment must have 32-bit netlink library (libnl.so) installed for component to be able to discover

Emulex Host Bus Adapters(HBAs)

Fixes
Fixed the following:
Fixed an issue where OneView profile data is lost during firmware upgrades from versions earlier than
11.4.x.x

Enhancements

We have separate components to update fibre channel and converged network adapters.This is a fibre
channelupdate component.

Added support to the following:

8G Standup and Mezzanine:

BIOS:

Fabric assigned Boot Target/Logical Unit (LUN) to Fabric Assgined World Wide Name(FAWWN)
Updated 16/32 Gb HBA/Mezzuniversal boot

Updated 16Gb HBA/Mezzuniversal boot

Updated 8Gb HBA/Mezzuniversal boot

Contains:

16/32 Gb HBA/Mezzuniversal boot 11.4.334.10

16 Gb HBA/Mezzuniversal boot 11.4.334.31

8 Gb standup/mezzfirmware 2.10X6

8 Gb standup/mezz universal boot image 11.40a13(11.4.305.0BIOS, 11.4.344.0UEFI)

Supported Devices and Features

This component is supported on following Emulex Fibre Channel Host Bus adapters:
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HPE StoreFabric SN1200E 16Gb 2P FC HBA
HPE StoreFabric SN1200E 16Gb 1P FC HBA
HPE StoreFabric SN1600E 32Gb 2p FC HBA
HPE StoreFabric SN1600E 32Gb 1p FC HBA

HPE Firmware Flash for Emulex Fibre Channel Host Bus Adapters for Windows 2012/2012 R2/2016 x64
Version: 2018.09.02(Recommended)

Important Note!

Release Notes:

HPE StoreFabric Emulex Adapters Release Notes

Beginning with software release 11.2, Fibre Channel (LightPulse) adapters and Converged Network
adapters (OneConnect) have independent software kits.

It is highly recommended that you review the Broadcom Software Kit Migration User Guide for more
detailed information regarding this change.

To obtain the guide:

1. Go tohttp://www.hpe.com/support/manuals

2. Using the HPE model number as your guide, enter the adapter model number in the Search products
box, and then click >>.

This document provides special instructions and considerations for using the driver kits for FC and CNA
adapters.

Special cases include those in which pre-11.2 (original) drivers and applications are replaced by the new
11.2 drivers and applications, and cases in which inbox drivers are replaced by the new 11.2 out-of-box

(OOB) drivers.

Prerequisites
Please consult SPOCK for a list of supported configurations available at the following link:

http://www.hpe.com/storage/spock/

The HPE supplied Emulex driver must be installed prior to this firmware component being identified by
SUM for deployment. The OOB driveris available on the Service Pack for ProLiant (SPP) which is available
athttp://www.hpe.com/servers/spp/download/

Fixes
Fixed the following:
Fixed an issue where OneView profile data is lost during firmware upgrades from versions earlier than
11.4.x.x

Enhancements

We have separate components to update fibre channel and converged network adapters.This is a fibre
channelupdate component.

Added support to the following:

8G Standup and Mezzanine:

BIOS:
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Fabric assigned Boot Target/Logical Unit (LUN) to Fabric Assgined World Wide Name(FAWWN)
Updated 16/32 Gb HBA/Mezzuniversal boot

Updated 16Gb HBA/Mezzuniversal boot

Updated 8Gb HBA/Mezzuniversal boot

Contains:

16/32 Gb HBA/Mezzuniversal boot 11.4.334.10

16 Gb HBA/Mezzuniversal boot 11.4.334.31

8 Gb standup/mezzfirmware 2.10X6

8 Gb standup/mezz universal boot image 11.40a13(11.4.305.0BI0S, 11.4.344.0UEFI)

Supported Devices and Features

This component is supported on following Emulex Fibre Channel Host Bus adapters:
HPE StoreFabric SN1200E 16Gb 2P FC HBA
HPE StoreFabric SN1200E 16Gb 1P FC HBA
HPE StoreFabric SN1600E 32Gb 2p FC HBA
HPE StoreFabric SN1600E 32Gb 1p FC HBA

HPE Firmware Flash for QLogic Fibre Channel Host Bus Adapters - Linux (x86_64)
Version: 2018.09.01(Recommended)

Important Note!

Release Notes:

HPE StoreFabric QLogic Adapter Release Notes

Prerequisites

Firmware updates may be accomplished using the inbox or Out of Box (OOB) drivers. Please consult
SPOCK for a list of supported configurations available at the following link:
http://www.hpe.com/storage/spock/

The HPE supplied enablement kit must be installed prior to this firmware component being identified by
SUM for deployment.

The OOB driver and enablement kit are available on the Service Pack for ProLiant (SPP) which is available

athttp://www.hpe.com/servers/spp/download.

Fixes
Fixed the following
8Gb Standup & 8Gb Mezzanine
UEFI
Firmware Management Protocol now supports flashing older Multiboot versions.
Firmware Management Protocol Setimage no longer displays dots on the screen.
The following HIl (Human Interface Infrastructure) fields now require a reboot after value change:
Legacy BIOS (Basic Input Output System) Selectable Boot
16Gb Standup & 16Gb Mezzanine

Firmware
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Bring up up-link in 32G or 16G optical environment (FEC (Forward Error Correction) only) when connected
with remote device that is not setting the SN bit to zero and TC bit to 1 at the same time during the speed
negotiation phase and delays transmitting NOS during LQT phase.

Dropped FCP_CMD frame by a virtual port (VP index greater than 0) logged into the fabric via Fabric Login
(FLOGI) while the primary adapter port (VPO) was disabled via Global VP (Virtual Port) Options bit 2 of
Initialize Multi-ID Firmware MBC (0048h).

UEFI

Firmware Management Protocol now supports flashing older Multiboot versions.

Firmware Management Protocol Setimage no longer displays dots on the screen.

The following HIl (Human Interface Infrastructure) fields now require a reboot after value change:

Fabric Assigned WWPN (World Wide Port Name), Fabric Assigned Boot Logical Unit (LUN), Legacy BIOS
(Basic Input Output System) Selectable Boot.

16Gb/32Gb Standup

Firmware

Bring up up-link in 32G or 16G optical environment (FEC (Forward Error Correction) only) when connected
with remote device that is not setting the SN bit to zero and TC bit to 1 at the same time during the speed
negotiation phase and delays transmitting NOS during LQT phase.

UEFI

Firmware Management Protocol now supports flashing older Multiboot versions.

Firmware Management Protocol Setimage no longer displays dots on the screen.

The following HIl (Human Interface Infrastructure) fields now require a reboot after value change:

FC (Fibre Channel) Tape, Fabric Assigned WWPN (World Wide Port Name), Fabric Assigned Boot LUN
(Logical Unit), Legacy BIOS (Basic Input Output System) Selectable Boot.

Changed Legacy BIOS (Basic Input Output System) Selectable Boot HIl (Human Interface Infrastructure)
default to Enabled.

Enhancements
Added support for the following:
16Gb Standup & 16Gb Mezzanine
Power Loss calculation in D_port (Destination port) operation.
16Gb/32Gb Standup
Power Loss calculation in D_port (Destination port) operation.
Support maximum training timeout for 32Gbps data rate per FC-FS-4 (Fibre Channel Framing and
Signaling) specification.
Updatedthe Firmware/BIOS/UEFI packages for 8 Gb,16 Gb and 32 Gbproducts.
8 Gb HBA/Mezz
Package 3.77.08
Firmware 8.07.00
UEFI 6.64
BIOS 3.56
16 Gb HBA/Mezz
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Package6.01.59
Firmware 8.07.16
UEFI6.63

BIOS 3.43

16/32 Gb
Package01.70.85
Firmware 8.07.18
UEFI6.47

BIOS 3.54

Supported Devices and Features

Thisfirmware supports the following HPE adapters:

HP StoreFabric SN1100Q 16GB 2-port PCle Fibre Channel Host Bus Adapter
HP StoreFabric SN1100Q 16GB 1-port PCle Fibre Channel Host Bus Adapter
HPE StoreFabric SN1600Q 32Gb Single PortFibre Channel Host Bus Adapter
HPE StoreFabric SN1600Q 32Gb Dual PortFibre Channel Host Bus Adapter

HPE Firmware Online Flash for QLogic Fibre Channel Host Bus Adapters - Windows 2012/2012R2/2016

(x86_64)

Version: 2018.06.01(Recommended)

Important Note!

Release Notes:

HPE StoreFabric QLogic Adapters Release Notes

Prerequisites

Fixes

Please consult SPOCK for a list of supported configurations available at the following link:
http://www.hpe.com/storage/spock/
The OOB driver is available on the Service Pack for ProLiant (SPP) which is available

athttp://www.hpe.com/servers/spp/download.

Fixed the following

8Gb Standup & 8Gb Mezzanine

UEFI

Firmware Management Protocol now supports flashing older Multiboot versions.

Firmware Management Protocol Setimage no longer displays dots on the screen.

The following HIl (Human Interface Infrastructure) fields now require a reboot after value change:

Legacy BIOS (Basic Input Output System) Selectable Boot

16Gb Standup & 16Gb Mezzanine

Firmware

Bring up up-link in 32G or 16G optical environment (FEC (Forward Error Correction) only) when connected

with remote device that is not setting the SN bit to zero and TC bit to 1 at the same time during the speed
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negotiation phase and delays transmitting NOS during LQT phase.

Dropped FCP_CMD frame by a virtual port (VP index greater than 0) logged into the fabric via Fabric Login
(FLOGI) while the primary adapter port (VPO) was disabled via Global VP (Virtual Port) Options bit 2 of
Initialize Multi-ID Firmware MBC (0048h).

UEFI

Firmware Management Protocol now supports flashing older Multiboot versions.

Firmware Management Protocol Setimage no longer displays dots on the screen.

The following HIl (Human Interface Infrastructure) fields now require a reboot after value change:

Fabric Assigned WWPN (World Wide Port Name), Fabric Assigned Boot Logical Unit (LUN), Legacy BIOS
(Basic Input Output System) Selectable Boot.

16Gb/32Gb Standup

Firmware

Bring up up-link in 32G or 16G optical environment (FEC (Forward Error Correction) only) when connected
with remote device that is not setting the SN bit to zero and TC bit to 1 at the same time during the speed
negotiation phase and delays transmitting NOS during LQT phase.

UEFI

Firmware Management Protocol now supports flashing older Multiboot versions.

Firmware Management Protocol Setimage no longer displays dots on the screen.

The following HIl (Human Interface Infrastructure) fields now require a reboot after value change:

FC (Fibre Channel) Tape, Fabric Assigned WWPN (World Wide Port Name), Fabric Assigned Boot LUN
(Logical Unit), Legacy BIOS (Basic Input Output System) Selectable Boot.

Changed Legacy BIOS (Basic Input Output System) Selectable Boot HIl (Human Interface Infrastructure)
default to Enabled.

Enhancements
Added support for the following:
16Gb Standup & 16Gb Mezzanine
Power Loss calculation in D_port (Destination port) operation.
16Gb/32Gb Standup
Power Loss calculation in D_port (Destination port) operation.
Support maximum training timeout for 32Gbps data rate per FC-FS-4 (Fibre Channel Framing and
Signaling) specification.
Updatedthe Firmware/BIOS/UEFI packages for 8 Gb,16 Gb and 32 Gbproducts.
8 Gb HBA/Mezz
Package 3.77.08
Firmware 8.07.00
UEFI 6.64
BIOS 3.56
16 Gb HBA/Mezz
Package6.01.59
Firmware 8.07.16
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UEFI6.63
BIOS 3.43
16/32 Gb
Package01.70.85
Firmware 8.07.18
UEFI6.47
BIOS 3.54

Supported Devices and Features

Thisfirmware supports the following HPE adapters:

HP StoreFabric SN1100Q 16GB 2-port PCle Fibre Channel Host Bus Adapter
HP StoreFabric SN1100Q 16GB 1-port PCle Fibre Channel Host Bus Adapter
HPE StoreFabric SN1600Q 32Gb Single PortFibre Channel Host Bus Adapter
HPE StoreFabric SN1600Q 32Gb Dual PortFibre Channel Host Bus Adapter

Online Flash Component for Linux - Gen10 NVMe Backplane PIC Firmware
Version: 1.20 (D)(Optional)

Important Note!

Note: After running this component to update the NVMe Backplane PIC firmware, a server reboot is
required for iLO to display the new NVMe Backplane PIC firmware version on iLO’s Firmware Information

page

Prerequisites

iLO 5version 1.10 or later is required.

Fixes
Firmware Package version 1.20(D) addressed the following issue:
When using OneView, attempts to upgrade firmware from version 1.18 to 1.20 failed.
Note: If the target device was previously updated to firmware version 1.20, it is not necessary to apply
firmware update 1.20(D).
Enhancements

The following support was added in version 1.20(C). No new features were added in version 1.20(D).

Added support for the HPE ProLiant XL270d Gen10 Server

Online Flash Component for Windows x64 - Gen10 NVMe Backplane PIC Firmware
Version: 1.20 (C)(Optional)

Important Note!

Note: After running this component to update the NVMe Backplane PIC firmware, a server reboot is
required for iLO to display the new NVMe Backplane PIC firmware version on iLO’s Firmware Information

page
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Prerequisites

iLO 5version 1.10 or later is required.

Fixes
Firmware Package version 1.20(C) addressed the following issue:
When using OneView, attempts to upgrade firmware from version 1.18 to 1.20 failed.
Note: If the target device was previously updated to firmware version 1.20, it is not necessary to apply
firmware update 1.20(C).
Enhancements

The following support was added in version 1.20(B). No new features were added in version 1.20(C).

Added support for the HPE ProLiant XL270d Gen10 Server

HP Lights-Out Online Configuration Utility for Linux (AMD64/EM64T)
Version: 5.3.0-0(Optional)

Prerequisites
This utility requires the following minimum firmware revisions:

Integrated Lights-Out 3 firmware v1.00 or later

Integrated Lights-Out4 firmware v1.00 or later

Integrated Lights-Out5 firmware v1.20 or later

The management interface driver and management agents must be installed on the server.

ForiLO 5, openssl v1.0.x or later is required in addition to above packages.

Customers who manually compile and install openssl| or intentionally relocate /usr/bin/openssl, need to

set PATH environment variable to direct HPONCFG to the right/intended openssl.

Enhancements

Introduced support for iLO 5 v1.30.

HP Lights-Out Online Configuration Utility for Linux (AMD64/EM64T)
Version: 5.3.0-0 (A)(Optional)

Prerequisites
This utility requires the following minimum firmware revisions:

Integrated Lights-Out 3 firmware v1.00 or later

Integrated Lights-Out4 firmware v1.00 or later

Integrated Lights-Out5 firmware v1.20 or later

The management interface driver and management agents must be installed on the server.

ForiLO 5, openssl v1.0.x or later is required in addition to above packages.

Customers who manually compile and install openssl or intentionally relocate /usr/bin/openssl, need to

set PATH environment variable to direct HPONCFG to the right/intended openssl.
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Enhancements

Introduced support for iLO 5 v1.35.

HP Lights-Out Online Configuration Utility for Windows x64 Editions

Version: 5.2.0.0(Recommended)

Important Note!

HPONCFG for Windows Server supports iLO in PRODUCTION/HIGH/FIPS security state only.

Prerequisites

This utility requires the following minimum firmware revisions:
Integrated Lights-Out3 firmware v1.00 or later

Integrated Lights-Out4 firmware v1.00 or later

Integrated Lights-Out5 firmware v1.10 or later

The management interface driver must be installed on the server.

Microsoft .Net Framework 2.0or later is requiredto launchHPONCFG GUI.

Fixes

Fixed issue where IML and IEL logs were not cleared after doing iLO factory default.

Enhancements

Introduced support for iLO 5 v1.20 or later.

HPE Smart Array SR Event Notification Service for Windows Server 64-bit Editions
Version: 1.0.0.64 (B)(Recommended)

Enhancements

Added support for Microsoft Windows 10

Fibreutils for HPE Storage Fibre Channel Host Bus Adapters for Linux (x86_64)
Version: 3.3-5(Optional)

Prerequisites
- Requires the following packages to be installed: glibc libgcc libstdc++ bash perl

Enhancements
Updated code for the following:
Emulex CNA Driver display due to split

Optrom version display

Fibreutils for HPE Storage Fibre Channel Host Bus Adapters for Linux (x86_64)
Version: 3.3-5 (b)(Optional)
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Prerequisites
- Requires the following packages to be installed: glibc libgcc libstdc++ bash perl

Enhancements
Updated code for the following:
Emulex CNA Driver display due to split

Optrom version display

HPE Emulex Fibre Channel Enablement Kit for Red Hat Enterprise Linux 6 Server
Version: 11.4.334.2(Recommended)

Important Note!

Release Notes:

HPE StoreFabric Emulex Adapters Release Notes

Beginning with software release 11.2, Fibre Channel (LightPulse) adapters and Converged Network
adapters (OneConnect) have independent software kits.

It is highly recommended that you review the Broadcom Software Kit Migration User Guide for more
detailed information regarding this change.

To obtain the guide:

1. Go tohttp://www.hpe.com/support/manuals

2. Using the HPE model number as your guide, enter the adapter model number in the Search products
box, and then click >>.

This document provides special instructions and considerations for using the driver kits for FC and CNA
adapters.

Special cases include those in which pre-11.2 (original) drivers and applications are replaced by the new
11.2 drivers and applications, and cases in which inbox drivers are replaced by the new 11.2 out-of-box

(OOB) drivers.

Prerequisites

The target environment must have the libHBAAPI Package installed prior to the installation of the
enablement kit. (If not already present, the libHBAAPI Package can be obtained from the operating system
installation media.)

Beginning with software release 11.2, Fibre Channel (LightPulse) adapters and Converged Network
adapters (OneConnect) have independent software kits.

It is highly recommended that you review the Broadcom Software Kit Migration User Guide for more
detailed information regarding this change.

To obtain the guide:

1. Go tohttp://www.hpe.com/support/manuals

2. Using the HPE model number as your guide, enter the adapter model number in the Search products
box, and then click >>.

This document provides special instructions and considerations for using the driver kits for FC and CNA

adapters.
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Special cases include those in which pre-11.2 (original) drivers and applications are replaced by the new
11.2 drivers and applications, and cases in which inbox drivers are replaced by the new 11.2 out-of-box

(OOB) drivers.

Enhancements
Updated to version 11.4.334.2

Supported Devices and Features

This component is supported on following Emulex Fibre Channel Host Bus adapters:
HPE StoreFabric SN1200E 16Gb 2P FC HBA
HPE StoreFabric SN1200E 16Gb 1P FC HBA
HPE StoreFabric SN1600E 32Gb 2p FC HBA
HPE StoreFabric SN1600E 32Gb 1p FC HBA

HPE Emulex Fibre Channel Enablement Kit for Red Hat Enterprise Linux 7 Server

Version: 11.4.334.2(Recommended)

Important Note!

Release Notes:

HPE StoreFabric Emulex Adapters Release Notes

Beginning with software release 11.2, Fibre Channel (LightPulse) adapters and Converged Network
adapters (OneConnect) have independent software kits.

It is highly recommended that you review the Broadcom Software Kit Migration User Guide for more
detailed information regarding this change.

To obtain the guide:

1. Go tohttp://www.hpe.com/support/manuals

2. Using the HPE model number as your guide, enter the adapter model number in the Search products
box, and then click >>.

This document provides special instructions and considerations for using the driver kits for FC and CNA
adapters.

Special cases include those in which pre-11.2 (original) drivers and applications are replaced by the new
11.2 drivers and applications, and cases in which inbox drivers are replaced by the new 11.2 out-of-box

(OOB) drivers.

Prerequisites

The target environment must have the libHBAAPI Package installed prior to the installation of the
enablement kit. (If not already present, the libHBAAPI Package can be obtained from the operating system
installation media.)

Beginning with software release 11.2, Fibre Channel (LightPulse) adapters and Converged Network
adapters (OneConnect) have independent software kits.

It is highly recommended that you review the Broadcom Software Kit Migration User Guide for more
detailed information regarding this change.

To obtain the guide:
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1. Go tohttp://www.hpe.com/support/manuals

2. Using the HPE model number as your guide, enter the adapter model number in the Search products
box, and then click >>.

This document provides special instructions and considerations for using the driver kits for FC and CNA

adapters.

Special cases include those in which pre-11.2 (original) drivers and applications are replaced by the new
11.2 drivers and applications, and cases in which inbox drivers are replaced by the new 11.2 out-of-box

(OOB) drivers.

Enhancements
Added support to Red Hat Enterprise Linux 7u5
Updated to version 11.4.334.2

Supported Devices and Features

This component is supported on following Emulex Fibre Channel Host Bus adapters:
HPE StoreFabric SN1200E 16Gb 2P FC HBA
HPE StoreFabric SN1200E 16Gb 1P FC HBA
HPE StoreFabric SN1600E 32Gb 2p FC HBA
HPE StoreFabric SN1600E 32Gb 1p FC HBA

HPE Emulex Smart SAN Enablement Kit for Linux
Version: 1.0.0.0-4 (b)(Optional)

Important Note!

To obtain the3PAR Smart SANUserGuide to go the Storage Information Library at the following link:
Storage Information Library

(http://www.hpe.com/info/storage/docs/)

By default,HP 3PAR Storageis selected under

Products and Solutions.

Prerequisites
Please consult SPOCK for a list of supported configurationsavailable at the following link:
http://www.hpe.com/storage/spock/
The HPE suppliedfibre channeldriver must be installed prior to thisenablement kit componentif you want
to enable Smart SAN functionality.The driver is available on the HPE.com website atwww.hpe.com.
Linux FC Driver Kit for HPE Branded Emulex FC HBAs and mezz cards, version 11.1.183.21, for RedHat 6,
RedHat 7, and Novell SUSE 11, SUSE 12
However, if a Smart SAN enabled driver is not installed at execution time, the component will land the

enablement kit files for future use after the driver has beeninstalled.

Enhancements

Updated to version 1.0.0.0-4 (b)
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Supported Devices and Features

This component is supported on following Emulex Fibre Channel Host Bus adapters:
HPE StoreFabric SN1200E 16Gb 2P FC HBA
HPE StoreFabric SN1200E 16Gb 1P FC HBA
HPE StoreFabric SN1600E 32Gb 2p FC HBA
HPE StoreFabric SN1600E 32Gb 1p FC HBA

HPE Emulex Smart SAN Enablement Kit for Windows 64 bit operating systems
Version: 1.0.0.1 (f)(Optional)

Important Note!

The Smart SAN enablement kit will not execute when an operating system has only the inbox fibre channel
driver installed. An out of box (OOB) fibre channel driver is needed to utilize Smart SAN functionality. If
any OOB driver is installed, the enablement kit will pre-enable/disable Smart SAN functionality for future
use. It can then be activated once a Smart SAN enabled OOB driver is installed (see Prerequisite Notes)
and after a reboot has occured.

To obtain the3PAR Smart SANUserGuide to go the Storage Information Library at the following link:
Storage Information Library

(http://www.hpe.com/info/storage/docs/)

By default,HP 3PAR Storageis selected under

Products and Solutions.

Prerequisites
Please consult SPOCK for a list of supported configurationsavailable at the following link:
http://www.hpe.com/storage/spock/
The HPE suppliedfibre channeldriver must be installed prior to thisenablement kit componentif you want
to enable Smart SAN functionality.The driver is available on the HPE.com website atwww.hpe.com.
HPE Storage Fibre Channel Adapter Kit for the x64 Emulex Storport Driver v11.1.145.16cp030886.exe
However, if a Smart SAN enabled driver is not installed at execution time, the component will land the

enablement kit files for future use after the driver has beeninstalled.

Enhancements

Updated to version 1.0.0.1 (f)

Supported Devices and Features

This component is supported on following Emulex Fibre Channel Host Bus adapters:
HPE StoreFabric SN1200E 16Gb 2P FC HBA
HPE StoreFabric SN1200E 16Gb 1P FC HBA
HPE StoreFabric SN1600E 32Gb 2p FC HBA
HPE StoreFabric SN1600E 32Gb 1p FC HBA
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HPE QLogic Fibre Channel Enablement Kit for Linux
Version: 6.0.0.0-4 (d)(Optional)

Important Note!

Release Notes:

HPE StoreFabric QLogic Adapters Release Notes

Prerequisites

Please consult SPOCK for a list of supported configurations available at the following link:

http://www.hpe.com/storage/spock/

Enhancements

Updated the kit to version 6.0.0.0-4

Supported Devices and Features

This version of the enablement kit supports the following devices:

HP StoreFabric SN1100Q 16GB 2-port PCle Fibre Channel Host Bus Adapter
HP StoreFabric SN1100Q 16GB 1-port PCle Fibre Channel Host Bus Adapter
HPE StoreFabric SN1600Q 32Gb Single PortFibre Channel Host Bus Adapter
HPE StoreFabric SN1600Q 32Gb Dual PortFibre Channel Host Bus Adapter

HPE QLogic Fibre Channel Enablement Kit for Linux
Version: 6.0.0.0-4 (e)(Recommended)

Important Note!

Release Notes:

HPE StoreFabric QLogic Adapters Release Notes

Prerequisites

Please consult SPOCK for a list of supported configurations available at the following link:

http://www.hpe.com/storage/spock/

Enhancements

Updated the kit to version 6.0.0.0-4

Supported Devices and Features

This version of the enablement kit supports the following devices:

HP StoreFabric SN1100Q 16GB 2-port PCle Fibre Channel Host Bus Adapter
HP StoreFabric SN1100Q 16GB 1-port PCle Fibre Channel Host Bus Adapter
HPE StoreFabric SN1600Q 32Gb Single PortFibre Channel Host Bus Adapter
HPE StoreFabric SN1600Q 32Gb Dual PortFibre Channel Host Bus Adapter

HPE QLogic Smart SAN enablement kit for Linux
Version: 3.3-3 (b)(Optional)
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Important Note!

To obtain the3PAR Smart SANUserGuide to go the Storage Information Library at the following link:
Storage Information Library

(http://www.hpe.com/info/storage/docs/)

By default,HP 3PAR Storageis selected under

Products and Solutions.

Prerequisites

Please consult SPOCK for a list of supported configurationsavailable at the following link:
http://www.hpe.com/storage/spock/

The HPE suppliedfibre channeldriver must be installed prior to thisenablement kit componentif you want
to enable Smart SAN functionality. The driver is available on the HPE.com website atwww.hpe.com.

Red Hat Enterprise Linux 6 Server (x86-64) FCoE/FC Driver Kit for HPE Qlogic CNAs, HBAs and mezzanine
HBAs, version 8.07.00.42.06.0-k1

Red Hat Enterprise Linux 7 Server FCoE/FC Driver Kit for HPE QLogic CNAs, HBAs and mezzanine HBAs and
CNAs, version 8.07.00.42.07.0-k1

SUSE Linux Enterprise Server 11 (AMD64/EM64T) FCoE/FC Driver Kit for HPE Qlogic CNAs, HBAs and
mezzanine HBAs, version 8.07.00.42.11.3-k

SUSE Linux Enterprise Server 12 FCoE/FC Driver Kit for HPE QLogic CNAs, HBAs and mezzanine HBAs and
CNAs version 8.07.00.42.12.0-k1

However, if a Smart SAN enabled driver is not installed at execution time, the component will land the

enablement kit files for future use after the driver has beeninstalled.

Enhancements

Updated to version 3.3-3(b)

Supported Devices and Features

Thisenablement kitis supported onthe following HPE adapters:

HP StoreFabric SN1100Q 16GB 2-port PCle Fibre Channel Host Bus Adapter
HP StoreFabric SN1100Q 16GB 1-port PCle Fibre Channel Host Bus Adapter
HPE StoreFabric SN1600Q 32Gb Single PortFibre Channel Host Bus Adapter
HPE StoreFabric SN1600Q 32Gb Dual PortFibre Channel Host Bus Adapter

HPE QLogic Smart SAN Enablement Kit for Windows 64 bit operating systems
Version: 1.0.0.1 (e)(Optional)

Important Note!

The Smart SAN enablement kit will not execute when an operating system has only the inbox fibre channel
driver installed. An out of box (OOB) fibre channel driver is needed to utilize Smart SAN functionality. If
any OOB driver is installed, the enablement kit will pre-enable/disable Smart SAN functionality for future
use. It can then be activated once a Smart SAN enabled OOB driver is installed (see Prerequisite Notes)
and after a reboot has occured.

To obtain the3PAR Smart SANUserGuide to go the Storage Information Library at the following link:
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Storage Information Library
(http://www.hpe.com/info/storage/docs/)
By default,HP 3PAR Storageis selected under

Products and Solutions.

Prerequisites

Please consult SPOCK for a list of supported configurationsavailable at the following link:
http://www.hpe.com/storage/spock/

The HPE suppliedfibre channeldriver must be installed prior to thisenablement kit componentif you want
to enable Smart SAN functionality.The driver is available on the HPE.com website atwww.hpe.com.

HPE Storage Fibre Channel Adapter Kit for the x64 Qlogic Storport Driver v9.2.2.20, cp031252.exe

HPE Storage Fibre Channel Adapter Kit for the QLogic Storport Driver for Windows Server 2012 and 2012
R2v9.2.2.20, cp031253.exe

HPE Storage Fibre Channel Adapter Kit for the QLogic Storport Driver for Windows Server 2016 version
9.2.2.20, cp031251.exe

However, if a Smart SAN enabled driver is not installed at execution time, the component will land the

enablement kit files for future use after the driver has beeninstalled.

Enhancements

Updated to version 1.0.0.1 (e)

Supported Devices and Features

Thisenablement kitis supported onthe following HPE adapters:

HP StoreFabric SN1100Q 16GB 2-port PCle Fibre Channel Host Bus Adapter
HP StoreFabric SN1100Q 16GB 1-port PCle Fibre Channel Host Bus Adapter
HPE StoreFabric SN1600Q 32Gb Single PortFibre Channel Host Bus Adapter
HPE StoreFabric SN1600Q 32Gb Dual PortFibre Channel Host Bus Adapter

Agentless Management Service (iLO 5) for Red Hat Enterprise Linux 6 Server
Version: 1.3.1(Optional)

Prerequisites

amsd only supported on HPE ProLiant Gen10 Servers.

amsd provides information to theilO 5 service providing SNMP support.

SNMP PASS-THRU on theilO 5 MUST be disabled, and SNMP should be configured on theiLO 5. TheiLO 5
may need to be reset after changing these settings.

Requirements:

MinimumilLO 5 Firmware Version = 1.1

Minimum supported OS Versions = Red Hat Enterprise Linux 6.9

Fixes
Fixed the following items:

Fix memory leaks
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Use /etc/os-release as authoritative when present
Handle VLAN interfaces before regular interfaces
Fix some instances where ‘signed char’ should have been ‘unsigned char’

Changed syslog() level of debug messages in smad from LOG_ERR to LOG_INFORM

Agentless Management Service (iLO 5) for Red Hat Enterprise Linux 7 Server

Version: 1.3.1(Optional)

Prerequisites
amsd only supported on HPE Gen10 Servers.

amsd provides information to the iLO 5 service providing SNMP support.

SNMP PASS-THRU on the iLO 5 MUST be disabled, and SNMP should be configured on the iLO 5. The iLO 5
may need to be reset after changing these settings.

Requirements:

Minimum iLO 5 Firmware Version = 1.1

Minimum supported OS Versions =Red Hat Enterprise Linux 7.3Errata 3.10.0.514.6.1

Fixes
Fixed the following items:
Fix memory leaks
Use /etc/os-release as authoritative when present
Handle VLAN interfaces before regular interfaces
Fix some instances where ‘signed char’ should have been ‘unsigned char’

Changed syslog() level of debug messages in smad from LOG_ERR to LOG_INFORM

Agentless Management Service for Windows X64
Version: 1.30.0.0(Optional)

Important Note!

About installation and enablement of SMA service:

During AMS installation in interactive mode, there is pop up message to selectively install SMA.

If Yes is selected, SMA service will be installed and set to running state.

If No is selected, SMA service will be installed but the service is not enabled.

During AMS installation in silent mode, SMA is installed but the service is not enabled.

To enable SMA service at a later time, go to the following

folder:%ProgramFiles%¥OEM¥AMS¥Service¥ (Typically c:¥Program Files¥OEM¥AMS¥Service)and execute
"EnableSma.bat /f"

IMPORTANT: The SNMP service community name and permission must be also be setup.This is not done
by “EnableSma.bat”.

To disable SMA after it has been enabled, go the the following
folder:%ProgramFiles%¥OEM¥AMS¥Service¥ (Typically c:¥Program Files¥OEM¥AMS¥Service)and execute
"DisableSma.bat /f"
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After installing Windows operating system, make sure all the latest Microsoft Updates aredownloaded and
installed (wuapp.exe can be launched to start the update process). If this isnot done, a critical error may
be reported in Windows Event Log, “The Agentless ManagementService terminated unexpectedly.”.

AMS Control Panel Applet:

The AMS control panel applet Ul is best displayed on the system when screen resolution is 1280 x 1024
pixels or higher and text size 100%.

Prerequisites

Fixes

TheChannel Interface Driver for Windows X64must be installed prior to this component.

Microsoft SNMP Service must be enabled, if SMA (System Management Assistant) is enabled.

AMS serviceno longer terminates unexpectedly if the server had more than 9 IPV6 addresses.
However,cpgNiclfLogMaplIPV6Address OIDwill only return up to 91PV6 addresses.

Traps 1015, 1019,1020 now have correct varbind info, consistent with MIB definitions.

When SMA (System Management Assistant) service is stopped or disabled, SMA will no longer respond to

SNMP queries with outdated data.

Enhancements

Added support for the following IO devices:

Addedthe followingenhancements to Control Panel Applet:

Up to8 trap destinations are supported in SNMP tab, along withuser configuration and SNMPv3 settings
SNMP tab is now fully functional if iLO5 encryptionis set to HighSecurityor FIPS mode

Button optionsareavailable to start, stop, enable or disable SMA service

GUI options are availableto select time format and input the optional periodic test trap interval

Help content hasexpanded

SMA (System Management Assistant) service now supports all MIB OIDs and traps generated by iLO5 FW.
Added support for System Chassis Class of IML Events in Windows Event Log.

iSCSI MIB condition is now available in cpgHoMibHealthStatusArray.

AHS (Active Health System) NIC Link records now contain Interface Description string.

NVMe Drive Eject NMI Fix for Intel Xeon Processor Scalable Family for Windows

Version: 1.1.0.0 (B)(Optional)

Enhancements

Enabled deployment to iLO 5 nodes when used with Smart Update Manager version 8.2.0 or later.

Smart Storage Administrator (SSA) CLI for Windows 64-bit

Version: 3.30.14.0(Recommended)

Important Note!

It is recommended to update to this 3.30.13.0 version of HPE Smart Storage Administrator if you update

your system BIOS using the 2018.06version of SPP. Any array created with the BIOS configuration utility
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from the 2018.06version of SPP will not be accessiblewith an older version of HPE Smart Storage

Administrator.

Enhancements

Added the ability to enable or disable Drive Write Cache for configured and unconfigured drives

Smart Storage Administrator (SSA) for Windows 64-bit
Version: 3.30.14.0(Recommended)

Important Note!
It is recommended to update to this 3.30.13.0 version of HPE Smart Storage Administrator if you update

your system BIOS using the 2018.06version of SPP. Any array created with the BIOS configuration utility
from the 2018.06version of SPP will not be accessiblewith an older version of HPE Smart Storage

Administrator.

Enhancements

Added the ability to enable or disable Drive Write Cache for configured and unconfigured drives

Smart Storage Administrator Diagnostic Utility (SSADU) CLI for Windows 64-bit
Version: 3.30.14.0(Recommended)

Important Note!
It is recommended to update to this 3.30.13.0 version of HPE Smart Storage Administrator if you update

your system BIOS using the 2018.06version of SPP. Any array created with the BIOS configuration utility
from the 2018.06version of SPP will not be accessiblewith an older version of HPE Smart Storage

Administrator.
This stand alone version of the Smart Storage Administrator's Diagnostic feature is available only in CLI

form. For the GUI version of Diagnostic reports, please use Smart Storage Administrator (SSA).

Enhancements

Added the ability to enable or disable Drive Write Cache for configured and unconfigured drives
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