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Flo, T7BAVARNIZLIZ, 740Xy MY ORRIIMSELTERBLET, 207D, 7L —L20HE
BOTZ4NZZy NIIC—HTDHIERNHVET, HEOT7 NV Z 2y NV LIGA, FEBRIZEME
TADFHE—DOT 4 NLEZ T N TT,

(1) 41— Ry P UBATT—REVIANS V2 D —RARABIZ—HBLE-BE0OEE
(a) ZEAA U2 IT—ADEE

A—YRy MM ETz—RE, FETEHA—F Xy MU E T2 —ZABRBL TS VLAN f ' F 7 = —
AWK LTI ANEEZ NI EREL, B4 T2y MM U E T2 —ANLOZET7 L—AIIXL
TIANEEERTDLE, BHOT AN ZZ NIIC—HT2HE08HY £4., Z0BE, BEEIELE
ELTe 74 NnZxy ) (HBROEEOZY N 2ET) BMELEERVEST, /=T Ry M ¥ T z—
A, BEWVLAN A % 7 = —ARICHHENELIEE LT 7 4 VX = DV IC—FT 58131 —V >y
MY ET2—=A DT 4 NE NI EBRELET, BHEOT 4NV EZZ2 ML LG AE0OEEL
WOFITRLET,

£19 H#HOITAILEITY MJIZT—BHLEEEDOEE

BT ALEIY R —RERDBAEDER AR TANBTU LY
£—HHy b VLAN {2871 —% B
i ik o= % b ik
Tk Fese VLAN =3
== e £ =% BETE
BeTke Bedke T =

AN FA—0 7 —BHEEERELZHa L LET,

ZORMTHEE T 2%EM7 o —KiHE— FiE, layer3-1 T,

(b) EEQA 2T —ZADEHE

COFRMITEE T 2REM T e — BT NIH Y FEA,

(2) mac access-list & access-list/ip access-list/ipvé access-list ICRIBFIZC—E L =156
DENE

(a) ZE[A 27 —ZADGHE

[Fl—A > % 7 = —AZ% L C mac access-list & access-list/ip access-list 2 7 m—HSMH & L7277 2V
B b EBRELT, BUT DAL E T 2= ANDDRET =LK LTI 4V E 2 EfiT DL,
Bo74 gy MBS L5ERHY £, 205G, BEMELIEELL 7 vZz M) (W
MOBEFEOT Y N 2ET) MES L2V 9, mac access-list, 355 U access-list/ip access-list (2 H
WMEMEAIEE L7 4 VX MU IZ—ET 53513 mac accesslist D7 4 L Z = U REELET,
BHE DT 42y FIIC—B LTSS OMEARORITRLET,
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#£1-10 HHOITA LA T MYIZ—HEL-BADENME

BHIOANZTU M —BELDHEHEDYE BRHEEZT4LET Y
mac access-list access-list AR TT—R BE
ip access-list
ik ik mac access-list ik
ik FEFE access-list e
ip access-list
BEE ke mac access-list FEHE
FEFE FEFE mac access-list e

ZDFIITHEE T 2 ZEM T v —k T — NI, layer3-1 T,
(b) EEMA 22T —ADIGE

[Fl—A >4 7 = —AZ% L C mac access-list & access-list/ip access-list/ipv6 access-list & 7 o —HiH 5
e L7 4N Zo Y EREL T, BEZLV—ANEEO T A NA L NI 52 LEHY
FH¥A, TOHA, #IiZ macaccesslist D7 4 X M) (BFERROBEFEO= N 2ETe) L,
—E L7 g H T N OREIENEINET,

DS YS T HREM T o —HHE— R layer3-2-out ¥ X X layer3-3-out T,

(3) BETZEHWLWIL—A
ZAEMA 2 H T 2= ATRIZART 7 =K, 74 NVEZOFERIr0bLT, 7L—LEFEETEETA,
ARIEBNZETETL—AD I HBIROT L— A
e« ARP 7L —A
o [T A MZHEHT D7 L—A
e MAC 7 L AEHOBEMRINE Al L7 L—2A
AEEN VAV 3HFHL, REERZETEHTIL—L2DIBLRONNT Y M 7 L—2A
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e TTL/NR 1 D7 L—A
e Ay 7FUIv IR 1OT7L—A
e IPAHTvarvftxn7L—A
o IPv6 JEIR~ v A ff&E DT L— A
o SESERBAD IPv4, IPv6 747 > b

1.1.7 BBEROBEE
TUNEERELIA L E T 2 — AT, 70 —RBHEHEIC—FH LW T L—AIFHEELET,

BERDEED 7 4N EZ T v, 778 RAV A MEAERTAEAMERSNEYS, 778XV A e —
DOHERELBRVES, T _XTOT7L—252H{{kLE 1,

1.1.8 74 LA ERABEDIEEIE

(1) EHITAIILE2TY M) —HEDOEE
T —APEEDOT 4 NEZ s NIIZ—BLIEGAE, &L 7 &y b OFEHERPERONE T,
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(2) VLAN-Tag ftZ 7 L—LIZHT H5T 1 ILE

2B D VLAN-Tag D7 L—AZx LT, £ —FFy hHZ A7 I[P~ & - TCP/lUDP ~v ¥ % 71—
MG E L7 o V2 LT 5 7-D100E, AR%EE CVLAN R U 7RE, 38448356104
7 = —ATC Tag BHEMERENEEL TWDHLERH Y FF,

WIRT &9 72856, VLAN-Tag D~y Z O 7 n—RiHA T&E A,

o 3FLIED VLAN-Tag 085 7 L — A LT T 4 )V F 2 Efid 5546

o AYEETVLAN h> 3 U o ZHRENEIEL CTOVRUVIREED & %, 2 B VLAN-Tag 36 % 7 L— AIC
*LTT7 4 NEEETT DHE

o« M A LB T 2 — AT Tag BEEERENEIMEL TWWREED L &, 2 B¢®D VLAN-Tag "H 5 7 L — A
R LT 4 B B ET H5E

BET DTV — LB T A NETHEE, 7 —RHSEMFIZ VLANID £721E MAC 7 RLAZHE L TL
72 a0,

(3) IPVA 255 AY ki RIZtT B4 L4

IPvd 7Z 7 A2 bXry NIk LT TCP/UDP ~y X% 7 u— G E L7 s V2 B{To 72548, 2
FBLUKED T Z 7 A2 w3 » M TCP/UDP ~v» Z 3% » NIz, i T EtA, 777
AU My NEEDTT A NEEFERT IS, 70 —BHEHIC MAC ~y &, TP~y X EEEL
TLIE&EW,

(4) WEAYTDHBIPV6 /N7y T DT 4 ILE

IPv6 YEsE~ > Z D5 IPv6 /X7 > MIZx LT TCP/UDP ~v &% 7 u—ftHsfe Liz7 4 V2L TE
FHA, PIRENYFDHDH/ Ny MK LTI 4 MZ B ERT H8A1E, 72 —BHERc MAC ~v &,
IPv6 ~> X ZfEL T EEW,

(5) Z4IATY Y ERBEOEE

AIEBCTIE, Ao F 72— AR LTI AN B EEmAT e, WROBEET N rbEALET, 7
DI, 2—FRFRE LT NZ T NI PEAINDETOM, BEROBEEIZ—HTDH7 L —L2n—
REIZBEFE S NE T, F7o, BEROFEE-Y M OFFHERPE LN E T,

¥
e 1V NI EERRELET 7 BRAV A N T VAT AN—Fa<w RICED A E 72— R
M3 28546
e TV RAVANET VAT N—Ta< RICkV@EHAL, 020y M) 2B+ 584

(6) Z4ILEATY M) ERROENE

RIEEETIE, A VX7 2—RATBHAFALAD T 4 NVEZ T ) REETDHE, BEAKBRIND E TOM,
RHOXRERD 7 L —ARRH SN RV ET, TORD, —KHIKIEFNO 7 4 VF = FY Ei2id
FEROFEET L ) THRESHhET,

(7) [EHh DHERE & DREIFFENE

UTORET7 L—AMTRELETHE, ZEMOA L EZ T 2—AKH LTI 4 NE s P EREL—FL
=5E, Bl 402y N OFEHEERPERONET,

o VLAN O R — b OF — Z 5% 4RF878 Blocking (F— Z#nibfsibh) OIREET, HUR— b7 L—
LEZE LSS
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« 711 b =)L VLAN - MAC VLAN T, VLAN-Tag & 7 L — A% %Z(E L-5E

o R— NEFHLERSEE TR E LR — I b 7 L— A% ZE LA

e X147 47 VLAN % b7 7 /R — F TEZET 5 VLAN IZRE L2\ T, VLAN-Tag 72 L7 L— 2%
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e NI I AR— MNTERIET D VLAN IZE%E L TV VLAN-Tag 1 & 7 L— A& ZE LTI2GE

16



1.2 aAvI72«49L—

1. 74143

~

= e

1.2.3

121 avI7449L—3>avrk—

TUNETHERATA2ar 74 7 —yaravy R—EE2ROFBIZRLET,

£1-11 3745 L—Yarvavyk—&

avv k%

Bl

access-list

IPva 7 4 NV ZE LTENET DT 7 BAY A REZHRELET,

deny

IPva 7 4 VZ TOT 7B ARMWEST H5LM42EELET,

flow detection mode

T A4S - QoS HHHOZEFEM T v —iHE— FERELET,

flow detection out mode

T ANEOEEMT v — RN — FERELET,

ip access-group

A =P Ry hA X T 2—AFIIVLAN £ VX 7 = — A2k LT IPv4 7 4
NEEHEAL, IPvd 7 4 VEREZ AN LET,

ip access-list extended

IPva N7y RT74EELTEIET DT 78R Y A MERELET,

ip access-list resequence

IPva 7 RL AT 4 VEZ B I NIPv4 X7y N7 4 Vv EZ D7 ¢V F Sf5 AIEF
DY = AFEEFRELET,

ip access-list standard

IPva7 RLATZ gL Z L TEWET AT 7 8AY A MEFRELET,

ipv6 access-list

IPv6 7 4 WX L LCEMET DT 7B AY A MERELET,

ipv6 access-list resequence

IPv6 7 4 W Z DT 4 N ZRMBERNEFF D> — o v A G e B E L ET,

ipv6 traffic-filter

A=V Xy b X7 =2—AxLTIPV6 7 4 VX &AL, IPv6 7 4 /L4
HREA AN LET,

mac access-group

A =P Xy AU Z T2 —AFEZILVLAN A ¥ 7 = — A% LT MAC
T4 Z &AL, MAC 7 4 VX BEREE AN LET,

mac access-list resequence

MAC 7 4 W Z DT 4 5 RAFERINARF O — 7 o A 2 R E LET,

mac access-list extended

MAC 74 V2 L LTEMET DT 7 BAV A NEZRELET,

permit

IPv4a 7 4V EZ TOT 7B A% PHkT 2502 ELET,

remark

T4 VEOMRERAEZEELE T,

1.22 ZEFM7O0—KEE—

NOE§

T 4 EOZEMT e — T — RERET LA EZRITLET,

[BREDRA > +]

ZEMT v —RHE— i

[37 Y FIZKBERE]

, N RU 2T ORI LREERMGZIRET D720, RONCEELET,

1. (config)# flow detection mode layer3-3
ZAEM 7 v—HmHE— Flayer3-3 #G8%c LE T,

EEAIIO—BEE—

KDEEE

T4 NEORENT e — T FEfRET S 2 RIRLET,

[BREDRA > k]
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T4ILE

EEMT v —HHE— N, = U =7 ORANREIEREZIRET 5720, RINCHREL T,

(392 RIZKBERFE]

1.

(config)# flow detection out mode layer3-2-out
EEMT v —HET— K layer3-2-out AN LE T,

1.24 MACAYSATHi#f - RELXTHET
MAC ~v X% 7a—iHste LT, 7L —2%2Hik . BEEEETAHZRICELET,

[BREDRA > k]

T L —LZERHI MAC ~y X2 E > T7 e —RHEITY, 740Xz b~ H L7 L—A%
BESE - kL E T,

(392 RICKBERFE]

1.

1.2.5

(1) IPVA7 RFLRAZ7O—RHEEH LT BHHTE

IPva 7 FLRAZ 7 — &t L, 7L — 2% 9l - BEERET 62 RISRLET,

18

(config)# mac access-list extended IPX_DENY
mac access-list (IPX_DENY) ZAELE T, AV A FEERT2Z&I28-T, MAC 7 4 L4 D)
EE—RNIIBITLET,

(config-ext-macl)# deny any any ipx
A—YXy NEATRIPX DT L—LEFEFETSHMAC 7 4 VX ERELET,

(config-ext-macl)# permit any any
FTRTOT L—2E T D MAC 7 4 VX B ELET,

(config-ext-mach)# exit
MAC 7 4 M Z OBEE— Kb a—bar 7 4 FE— RICEY £3,

(config)# interface gigabitethernet 0/1
R—=h01DA LV HET z2—AF— NIIBITLET,

(config-if)# mac access-group IPX_DENY in

(config-if)# exit
ZAEMNZ MAC 7 4 VB A LET,

IPANY4& « TCP/UDP Ny A Tt - REXT HHKTE

[BREDRA > k]

TL— L ERICEETCIPVY T RLAIZ L > T 7 e —BHE2TN, 740 Z R)IC—FH L7
L—b&HfkLET, 74N PV LW IP X7y MIT_THEELET,

[av Y FIZ&BEE]

1.

(config)# i1p access-list standard FLOOR_A_PERMIT
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ip access-list (FLOOR_A_PERMIT) Z{EkLE7T, KU X FEERTHZ &L -T, IPva7 N
AT 4 VEOEEE— FIZBATLET,

2. (config-std-nacl)# permit 192.168.0.0 0.0.0.255
EEILIP T R A 192.168.0.0/24 *y NI —InbD7 L—LE2Hfkd 5 IPva 7 KL AT 4 L&
ERELET,

3. (config-ext-nacl)# exit
IPva 7 RLVATZ 4 VEDBWEE— R hra— a7 ¢ JE5— RIIED £7,

4. (config)# interface vlan 10
VLAN10 DA v % 7 = —ZF— RIZBITLET,

5. (config-if)# ip access-group FLOOR_A_PERMIT in
(config-iH)# exit
ZARMNC IPve 7 4 VX A L ET,

(2) IPVA /IRy FETJO—RHEEHLET EIHTE
IPv4 telnet /N7 > hE 7 —RHSEMHE L, 7 Lb—azdifk - BEERET B0 2RISR LET,
[BREDRA > +]
T L—AZERIZIP ~v # « TCP/UDP ~» Xz L > T7a—KRHEITV, 74 0¥y hUIC—K
L7 L—b&REELET,
[3< 2 FIZkBEE]
1. (config)# ip access-list extended TELNET_DENY

ip access-list (TELNET_DENY) Z{EpLEd, AU X FEERT 22818 -T, IPvd X7 v |
7 A NE OEEE— RIZBITLET,

2. (config-ext-nacl)# deny tcp any any eq telnet
telnet D 37w b & BEHET 5 IPvA Ty P T AV F ERELET,

3. (config-ext-nacl)# permit ip any any
FTRCOTL—2%H{kT 5 IPv4 Sy b7 4 VA HRELET,

4. (config-ext-nach)# exit
IPv4 7 KL AT 4 VE DEEE— Kb —var 7 4 78— RIRY £17,

5. (config)# interface vlan 10
VLAN10 DA V' Z 7 = —RAE— NIZBITLET,

6. (config-if)# ip access-group TELNET_DENY in

(config-iFH)# exit
ZAFENC IPv4 7 4 VZ ZHC L ET,
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20

T4ILE

(3) TCP/UDP R— FESDHEZ 7 A —REFH LT OHE
UDP #— FESOfiE 7 m —RIAIFE L, 7 L— L% Hifll - BEIRET 2012 KICR LET,

[BREDRA > K]
7 L — LZAZRHZ UDP ~ v X D5ide R — MEBORMPAIC L > T r—Rt &7, 742z b
Vie—H L7 L— a2 BEELET,

(a7 FIZ&BETE]

1. (config)# ip access-list extended PORT_RANGE_DENY

ip access-list (PORT_RANGE_DENY) Z{EfLEd, KU R FEERT D Z LIk -> T, IPv4 X
Ty N7 4 VEOEHEE— RIZBITLET,

2. (config-ext-nacl)# deny udp any any range 10 20
UDP ~ v X D3R — FESH 10 ~ 20 DTy FZBERET L IPva "7y 7 4 V2 iR ELE T,

3. (config-ext-nach)# permit ip any any
FTRTOT L—LE PS5 IPva N7y b7 4 VE ERELET,

4. (config-ext-nach)# exit
IPv4 7 KL AT 4 VH OBIEE— Kbl m—rbar 7 4 77— RICREY £,

5. (config)# interface vlan 10
VLAN10 O A > X 7 2 —AE— RIZBITLET,

6. (config-if)# ip access-group PORT_RANGE_DENY in
(config-if)# exit
ZEMNC IPve 7 4 VE BB LET,

(4) IPv6 /X9y FEDDO—RBRHEEHET DIRTE
IPv6 /N7y ba 7o —RHGHEE LT, 7L —2%& ik BEBEIRTET A0 E2KRIZRLET,
[(BREDRA > K]
T —AZEECIPT RLAICL-T7a—RHET, 74Xz b ic—H L7 L —2%
kL ET, 74 Z T RUIC—F LW IP 7y NI T _RTEELET,
[a7 Y FIZkBEE]
1. (config)# ipv6 access-list FLOOR_B PERMIT

ipv6 access-list(FLOOR_B_PERMIT) ZfEm L7, AU A ME/ERT 2 Z &2k -, IPv6 37y
N7 4B OBEE— RIZBITLET,

2. (config-ipv6-acl)# permit ipv6 2001:100::1/64 any
KB IP 7 K12 2001:100:1/64 M H D7 L— L& Jikd 5 IPv6 /X7 v N7 4 M E HBRELET,

3. (config-ipv6-acl)# exit
IPv6 X7y N7 A VE DEWEE— R b7 r— N bar 7 ¢ 77— RIIED £,



4. (config)# interface gigabitethernet 0/1
R—=F01DA L H T 2—AF— NIIBITLET,

5. (config-if)# ipv6 traffic-filter FLOOR_B_PERMIT in
(config-iF)# exit
ZAEMNZ IPV6 7 4 VX AT LET,

126 HEHAVEZITI—RTAILEZDHRE
BEDOA =YXy b VBT 2— AT 4 VE EHET DH 2RISR LET,
[BREDRA > K]
config-if-range F— N THEED A —HVF v hA v H T =2 —RIZT 4 VH EZRIETEET,
(a7 FIZ&kBEE]

1. (config)# access-list 10 permit host 192.168.0.1
ARA D 192.168.0.1 0 L7217 L— Lz Hifkd 5 IPvd 7 RV AT 4 VX Z@E L £,

2. (config)# interface range gigabitethernet 0/1-4
R—=h01-4DAVHET z2—AF— RIIBITLET,

3. (config-if-range)# ip access-group 10 in
(config-if)# exit
ZAEMNC IPvA 7 4 L E Z BN LET,

1.

T4ILE

21



1.

T4ILE

1.3 ARXL—3 3>

show access-filter =~ NiZk > T, RELI-HNENKMEINTWINE I DEERLET,

1.3.1 ERavTUK—E

TANETHERTLEN v F—RBE2RORITRLET,

*£1-12 EFEaRVF—E

avr R4 L]
show access-filter 7 7% A7 )—F a3~ F (mac access-group, ip access-group, ipv6 traffic-filter) Ti%
E L7727 AU AN (mac access-list, access-list, ip access-list, ipv6 access-list) D
FHEHRER R LET,
clear access-filter T I AT N—TF 3= K (mac access-group, ip access-group, ipv6 traffic-filter) T7%

E L7727 AU AN (mac access-list, access-list, ip access-list, ipv6 access-list) D
iEwmE 27 VT LET,

1.3.2 T4 ILZDIERE

22

(1) A=Y P UBTI—RIZKESNEI VM) DESR
A=Yy "V E T2 — AT 4 NF ERE LTEGEOBMIEWRO FIEZROKIIRLET,

13 A—HFy kAU TT—RIZT 4 LB ERE LI-BEDBERDR

> show access-filter 0/1 I1PX_DENY
Date 2009/01/11 12:00:00 UTC
Using Port:0/1 in
Extended MAC access-list: IPX DENY
remark ‘‘deny only ipx"
deny any any ipx

matched packets I 74699826
permit any any

matched packets : 264176
implicitly denied packets: 0

FBELIEZAR— D7 4 #1Z TExtended MAC access-list] ZFREND Z L 2R LE T,
(2) VLANA VB2 T —RIZHRESNIzT M) DFER
VLAN A > % 7 = —RIZ7 4 )V E &% E LIz 6 OBEMR O HIEZ R ORI LET,

E1-4 VLANA VA T —RIZT IR EREL-BEDHERSE

> show access-filter interface vlan 10 FLOOR_A PERMIT
Date 2009/01/11 12:00:00 UTC
Using Interface:vlan 10 in
Standard 1P access-list: FLOOR_A PERMIT

remark "permit only Floor-A"

permit 192.168.0.0 0.0.0.255 any

matched packets 74699826
implicitly denied packets: 2698

F8& L7 VLAN © 7 (L 2|Z [Standard IP access-list] NFERENDHZ L 2R LET,



F2#H QoS

QoS FlfEHDEEE

QoS il L, HIKEEAE « ~— T — « I EERE - Ik X o THlE
ZHIEIL, FRROBIRSCY 22—y 77 BREREORONIZX Y RU—7
EIREFINRAT D7D OEETT, ZOETIE, AREED QoS #ilfHiz>
WCERBI L £,

2.1 QoS #l{HiEE

2.2 HHEMIBERE

2.3 QoS #lftENaI T4 T L— a3

2.4 QoS #lHE@EDNDARL— 3>
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2. QoS HlfHDE

2.1 QoS FlfEiEE

24

2y NI =27 ZFH LT —E2DOZHAIZE, BEMEEZRIELRWVWASA b7 4 — MO~ 5
T4 v 7N, FERFEAL - WIRRAEELO R T T 4 o AR L T ET, AZEEO QoS #ilfE A LAY 5
ZLIZEoT, FI T4y RIS U EERE ARt TR T,

AIEE D QoS HlEE, FIMOFHLF 2 —D Ny 7y FRREDORSNIZFR v b YU — 27 FIRZ2 A
TEET, 77V —va r ZEICERIND SEIERBEME LT 72012, QoS AN L

v hU—7 G2 YN L ET,

AHEE D QoS HIHDOBERET 7 v 7 2 IRDHIR L E T,

2-1 KREED QoS HlHDET O v Y
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I S F— (N | i & : 1 I
oo X ARE 'y :
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| 1 1 : \ : i |
gt S s | Lo——om—oy L1
e[ ] comTHETsI0y Y

IR L7= QoS HlH OB EERET 1 v 7 OB AR DOFEITRLET,

#z2-1 QoSHIHDRHEET O VY DBE

BEREER (L HREE
SAGALEEL 7 L—h%AE TL—AEZEL, MACT FLAF—TARBRRN—F 4 v I F—T
IRFREFER L ET,
HeSER WVER o—PEEE~y | Z{E7 L—2A0 VLAN Tag O —PEEE I, BREEZRELE

v 3,
7 v — il 7 u—fRi MAC ~y #7a kUi, IP7 KL R, R—rEEREDEMIC
—HTLHT7e—2RHELET,
AR Ta—Z LI AER LT, mREBA T e - LTI AT o
EZET,
~—h— IP ~ v Z N ® DSCP <° VLAN Tag D= —WEE A 2 & X iz ZHRET
7
B R E T a—IZxT A ERES, BREINCTIZRT X a— A VT BEEY
TELET,
TEAT AR BEZE A Ry FOBRELF2—DREIGLT, BN 7L —2&Xa—AY
TFDMBEFET LN EHE L ET,
3 EXa—bDO7 L—AOMANEFE L O Hmig & HlE L ET,
pES Ep Aty 7 L—ALEE =N EkoTHIfEnT L— L EEELET,

AREED QoS ML, ZEFE7 L —LOEEEEZ2—FEEE~y © 7, F37 m—HlfEc & o TRE



2. QoS HlHDHME

LET, 2—PEEE~ v 71E, Z{E7 1 —250 VLAN Tag WIZH 5 2 — PR ISV TSR
ERELET, 2—FELEETIERL, MACT RLARLIP 7 RLAZR EOBEDSMIC—FKT 57 1L —
DI U TEEERZRE L WIEASIE, 7e—HE2HEHLE T,

7o —HEN L DEREOPEIL, -V ELEvy Ly b nE T, 2, 7 u—HlEg,
B EPE DIZ NI RS e~ — I — b i+ 5 Z N TE T, 7e—RMH TR Lz7e—icx L
T, W, ~— b —, BREEREOSMEIIREBICENET A Z N TE ET,

EEHEL, 2—PELE~ B 77 o —HlN Ko CTHRE LB EICE ST, BEERIE<C
= EEELET,
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2. QoS HlfHDE

2.2 HBNIEfEER

ZOFTHAT L —PEEE~ vy B T OMBESTEROKITT LET,

E22 1—4YEBEEIVEVTDOMEDIT

FEE
ZEW EEE

:"&TE‘&EJE": 5‘%‘@“: T Jo—&wm | || 2EHE ] :'%_{E?LIE":
Er=ralt ¥ e :
| O2E | ¥ ARE i :
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ovzgE (Y] 77 |Lloo—| | % | 27 A EME N EI IR SN
oo [ BEE I s MM 2 [T e TR LT e |
i IR iy ESg | 1 el (23! !
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o BEIEEMEARE LI 74 Z = MY (BROEFEOT M) 25T) IL—HTH7—2%%5 L1

B
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3.2 JOo—wHarIJq445L—23y

3.21 REAJO—KHEE—FORE
QoS HlHDOZEM 7 v —KHE— FEEET 012 R LET,
[BREDRA > +]
ZEM7e—BRET— X, N—FU =7 ORRNREMERTZRET 5720, ROICERELET,
[av Y FIZkBEE]

1. (config)# flow detection mode layer3-3
ZEMN 7 v—HmHE— Nlayer3-3 A% L E T,

3.22 HBHA AT T—AD QoS FlEHDIEE
BEOA =Y Ry b ¥ 72— A2 QoS K ZfEET BB RLET,
[(FREDRA > F]
config-if-range — NC QoS il Z AR ETHZ & T, HEDOA —F Xy M U F T = —R|T
QoS filfHl & F%ETE £,
[a7 Y FIZkBEE]
1. (config)# ip qos-flow-list QOS-LIST1

IPv4 QoS 7 —U 2 b (QOS-LIST1) Z{ERLET. AU R M&ERT 22 Lick>T, IPv4 QoS
Zu—UJ A ME— RFIIBITLET,

2. (config-ip-gos)# qos ip any host 192.168.100.10 action cos 6
192.168.100.10 D IP 7 KL A &%i4t & L, CoSIE=6 D QoS 7u—VU A h&FRE L £7,

3. (config-ip-qos)# exit
IPv4 QoS 7r—U R b E— bl m—rba 7 4 77— NIREY £75,

4. (config)# interface range gigabitethernet 0/1-4
R—=h01-4DAVHET z2—AF— RIIBITLET,

5. (config-if-range)# ip qos-flow-group QOS-LIST1 in
(config-if-range)# exit
ZEMNZ IPv4 QoS 7 r— Y A M AN LET,

3.2.3 TCP/UDP /R— k&S DEEF T QoS 9 55K E
UDP K— b SOl 7 v — I L L, QoS filll % @iy 5% 1 LET,
[BREDKRA 2 K]
7 L— LEZAFHEC UDP ~ v £ 0355 K — kB ORI L > T7 0 —BH &7V, QoS i % %
L/jzj—o
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42

[37 Y RIZKBERE]

1.

(config)# ip qos-flow-list QOS-LIST1
IPv4 QoS 7 r—U A b (QOS-LIST1) #/EmLEd, AU AR MEEKTHZ L2k > T, IPv4 QoS
7u—UJANE—RIZBTLET,

(config-ip-gqos)# qos udp any any range 10 20 action cos 6
UDP ~ v ¥ OFadeiR— NES OB 10 ~ 20 # 7 0 —HitigH L L, CoSfii=6 D QoS 7r—1U &
FNERRELET,

(config-ip-gos)# exit
IPva QoS 7 — U A ME— KRBl — 3 bar 70 78— RIZED E7,

. (config)# interface gigabitethernet 0/1

R—F 01 DA H T 2—ZE— FIZBITLET,

(config-if)# ip gqos-flow-group QOS-LIST1 in
(config-if)# exit
ZIEMNZ IPv4 QoS 7 —U A R EHIIZLET,
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3.3 7JO—mHDARL— a3y

show qos-flow 2~ > RIZE > T, HELTEHNEDBKINTWENE I AR LET,

3.3.1 IPVA/Nry bEDDO—BRESEHE L= QoS HIfE D EN{EFEER
IPv4 X7y b &7 o —RiHEE L Lz QoS KM OBEMIR D HiEE2 RO R LET,

3-2 IPv4/Nry b EDJO—RHEEHE LTz QoS HIHOBIERER

> show gos-flow 0/1
Date 2009/01/05 12:00:00 UTC
Using Port:0/1 in
IP gos-flow-1ist:QO0S-LIST1
ip any host 192.168.100.10 action replace-user-priority 6
matched packets : 74699826

FoE L7=— b D QoS iz [IP qos-flow-list] NEREND Z & EMHRLET,
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3.4 ik BEtR AR

HIREARL, 7e—RH TR L7z 7 e —ofig a2 BER T 28EETd, O THIT 2 8RER O E
SIFEROKITR LET,

3-3 HHEROMEDHT

FEE

Z{EM =I5

__________________________________________________________

1—4 1
P BEE P oew Plea ™ » [T rx [

—H\

(S

B2 e

TyELY

I

I

I

I

I

I

I

I

I I
1

A |

o 1

o 1

o 1

o 1

L 1

(FL@DEI: COMTHET S IOy

3.41 HEHEWR

44

TJo—BHTHRIELEZZ7L—207 L —AE (MAC 7 FL A5 FCS £ T) A #5445 M
TT, ELERERNE LTHkT 27 L —2o0% ESFT7 L—4), BEREED FE LTRFAT 4 %
B —2a% HBEK 7 L—A] EEURET,

7 — TR L7e 7 L — AR A S LTV D ETIER LTV D 2 0HEICIE, KD AS
T2ROBANW= 7Y 2TV 295, Leaky Bucket 7L 3V X A% HNTWET,

Leaky Bucket 7 /12U A ADET IV EZRDKIR L E T,

3-4 Leaky Bucket 7)LT ) XLDETIL

ZL—4 ZL—L4

INTFYDFRES=
AP S S Y

<> EREE - EHTE
BFIL—L 7 L—L
2 N BITEEREE S DK RN, 7 L — AZAERFZIEI MAC 7 R L A5 FCS £ TOH A XDKIE

TRENFET, KPEIRENDIEIATY RH ST RITIUT, #ETF7L—AL LTHflkShET
(ERDLEROH]) , KPEZRAENDBEIATYRHSNTVDLEEIE, 7e—BIHETHRIHLZZ L—24
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BERZ7LV—LE LTI AT o 2R LET (EROHROB]), KB —RFHIICKEICES ZEN L X
TRCEXDE, TROLLATFYOEREIPN—A M A X LET,

NR—2A " A ADT 7 )b b X 32kbyte TI 2, K VHMOELINKEWNT 7 4 v 7 OMSF AT v b
T AERICE, Ny 77 A XERELSEREUEALTLEE N,

AHERRIE, BRHIREEH & S I 2 D AR Y, IR & e K T T E 2 X v T o
DO ERDOEIIRLET,

®3-7 REFHEREEATEHHHTERATEORNTILT 1 DIELHE

BERIL—LIZHTERFILT 1 IR IRIER
RIEFEER B A 4 il
s e - ©
Xa—A VB EAE O
DSCP E&x iz O —
(LB O : EHFRE/R T VT« —  ERAARARER ATV T

WDT L —AMZONTIE, Fa—A r TERELEFBIODSCP EX#HI DT LT 4 NEHEL £ A,

« MTU Z#z % IPv4, IPv6 /X7 v |
e TTLA1 D7 L—A

e Ry FVIY IR 1OTL—A

c IPATvavftEnTL—20

o IPv6 LI~y A& D7 L— L

o SEYEREAD IPv4, IPv6 /47 v k

3.4.2 HEEREARICERINATBREHREHIFR

R O & PRI RE A0 R 23 70 0 97, APk BE A I Rp I CER I P REZR MR i 2 IR D RITR L &

G

N

& 3-8 BRI A IRER AT RE IS R ET IR R

g B AR AR A IRERFT e AT IB SR
Bx K igE X RRHEEST RIEFEER RIEHEEST
AT IR AR - - O O
B R A O O — -
AR AR & R R kAl O O - -
(i [F Rt ocn
LD O : BRIRATRE — @ BRI ATRE

343 FHERERROEIERER
(1) 70— THEE LEBERSE L AR - A+ 21— 0B%

BEO 7 v —THHEAKREZ#E A L T 2556, % QoS 7u—x» b THIE LERANED & &
w, MO =YXy 2T 2=, FRITFEF 2 —OWBMEUNE 225 X 51T, BERREEZ
BTLTLEEN,
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7 A—il{E

(2) FEERKEZEALZVLW I O—LDER

EEERME A LT = AT 7 e =R LR EZIEF 2 —icHhEahAank izt ¢l
720,

(3) 7R LaLFIET L—LDOFEER

AREEETIE, v ba iy L— A b HHRERERIRICR D £9, LER-T, 7a ha il L— A
SR KHIREEEN & L CRIEISNDIGENH Y T, 07D, REEETOT e b aLflEr L—2A
EEE LTI RKEIRE R T OIVLERDH Y £7,

(4) TCP 7 L—AIZx9 S KHEHEDfFA

FORHERIEZ () L7601, TOP @2 m— 2 % — b4k ) I S N — ¥ R A SIS < 725
BanH ET,

FREMEERD ST, RARHIREREZEA LT, (7 —APRERIN0TLRDIEIICTFa—A VT B
FEETT L) OBELZFERT 2L I LTSRS, KREICE T, BRI EZBATHT ITHEE
SNRNWT, HARBPRATE L IRTITEEIND LRV £,

(5) [FHDHERE L DREIFFENE
WIORTHE, 7 L— LB L E TR G 20 £,

s EEBELEE L7 v F e b (BRORERO= M) 2G50 BT 27V —ae%ELE

B
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3. Jo—#lE

>

\:'
i

HEEHOa T4 L—

3.5.1

(&%

= NI I D ER E

EDRA > +]

T L= NZEFHISEEIP 7 FL AT L » T 7 v —H &7V, e REHS S 217 5 SRR 2 3% E
L/jzj—o

[a7 Y FIZkBE%E]

1.

3.5.2

(config)# ip qos-flow-list QOS-LIST1
IPv4 QoS 7mr— VU A kb (QOS-LIST1) ZfERkL E9, AU A MEEHKT 2 Z L2k -T, IPv4 QoS
7u—U A FE—RIIBITLET,

(config-ip-qos)# qos ip any host 192.168.100.10 action max-rate 5M
max-rate-burst 512

55 IP 7 KL AA 192.168.100.10 O 7 1w —IZxt L, H Rkl 8l oo Bk =5Mbit/s, f Rk
o= M A X =512kbyte D IPv4 QoS 7 — VU X M &ZRE L £,

(config-ip-qos)# exit
IPvd QoS 7r—U R M E— R r— a7 47— NIREY 7,

(config)# interface gigabitethernet 0/1
R—F01DA L ET2—AF— RIIBITLET,

(config-if)# ip qos-fFlow-group QOS-LIST1 in

(config-if)# exit
ZAFMENZ TPv4 QoS 7 r—1U A | (QOS-LIST1) Az L £,

REFHERERKOX 1 —a VT BEEDHRTE

UII

[BREDRA > k]

T L—AZERHISEE IP 7 FL A K> T7 e —REEITV, RIEFEEREZT L 2RELE
T RIERHIREHAZER L7 L— AR LT, Fa—A U T EBEEOEEZTHIREL LET,

(a7 FIZ&BE]
1. (config)# ip qos-flow-list QOS-LIST2

IPv4 QoS 72—V & | (QOS-LIST2) ZAfERL %9, AV R F&fEf+ 2% 2 Lick - T, IPv4 QoS
Zra—U R ME—RFIIBITLET,

2. (config-ip-qos)# qos ip any host 192.168.110.10 action min-rate 1M

min-rate-burst 64 penalty—discard—class 1

SE5E TP 77 R L A% 192.168.110.10 D7 m—|Zxt L, FARBEHIAEL =1Mbit/s, BB D S—2
%#4fzmmww,%ﬁ%ﬁ%ﬁ?@éﬁ7V—A@%1~4/7@%E:1®H%4@S7m~)x
FERELET,

3. (config-ip-qos)# exit
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IPv4 QoS 7 — Y A b= bl uo—r a7 0 78— RIZRED £,

4. (config)# interface gigabitethernet 0/3
R—=h0BDALVHET z—AFT— NIIBITLET,

5. (config-if)# ip gos-Flow-group QOS-LIST2 in
(config-ifH)# exit
ZEMIZ IPv4 QoS 7 r—Y X kb (QOS-LIST2) Z#A#ZLET,

3.5.3 mIEFHEERKFD DSCP £ A DERTE

BrED 7 o —|Ixt U TR EE . GER 7 L — X DSCP oEXH# %) 2FEETHHSICRELET,

[BREDRA > +]
T L — AN ERSEEIP 7 FL AL T 7 e —BRHE 1T, RIEEKEHE (minrate) %175 45
WREHARE LE T, RIEEHE A BN L7 L —AICk LT, DSCPEOEEAITHHRES L
jﬁﬂ_‘o

[av Y FIZ&BEE]

1. (config)# ip qos-Flow-list QOS-LIST3

IPv4 QoS 72—V 2  (QOS-LIST3) Z{ERL %9, AU R F&2EHT5ZLIcX->T, IPv4 QoS
7u—Y A ME—RFIIBITLET,

2. (config-ip-qos)# qos ip any host 192.168.120.10 action min-rate 1M
min-rate-burst 64 penalty-dscp 8
SE5EIP 77 R L AA%192.168.120.10 O 7 = —(Zxf L, HAREEHIH =1Mbit/s, HAREEHHTRO /N — 2
kA X =64kbyte, HRAREER TOEN 7 L —2 0 DSCP i =8 @ IPv4 QoS 7 v — VY X M 23R E
LET,

3. (config-ip-qos)# exit
IPv4 QoS 7 — Y A hE— Kbl un— a7 0 78— RIZED £,

4. (config)# interface gigabitethernet 0/5
R—=hO0BEDA LV HET z—AFT— NIIBITLET,

5. (config-if)# ip gos-flow-group QOS-LIST3 in
(config-if)# exit
ZAEMIZ IPv4 QoS 7= — U A k (QOS-LIST3) #F/#LET,

3.5.4 JAFEFEHEFEFREHROMEAEHEORE
FEED 7 m— T U TR R ) & Fe . G 7 L — AL DSCP OF S #HR) 2 Hfi LIz
BICBRELET,

[BREDRA > k]
T —AZERHTSEEIP 7 R L RAZ K > T m—RH 21TV, SR & SRR 217 ©
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IR 2308 U E T, RIS 2 &K Lz 7 L— A2k L TIE, DSCPEDEEZ1TH % EL
LET,

[37 2 FIZKBERTE]

1.

(config)# ip qos-Flow-list QOS-LIST4
IPv4 QoS 7r—VU & kb (QOS-LIST4) %#1EEkLET, KUY R MEAEKT HZ LI2L > T, IPv4 QoS
7a—J A ME—RIIBTLET,

(config-ip-qos)# qos ip any host 192.168.130.10 action max-rate 5M
max-rate-burst 512 min-rate 1M min-rate-burst 64 penalty-dscp 8

FESEIP 7 R L A3 192.168.130.10 7 v —|Zxt U, e KA O BRI =5Mbit/s, fe KAl
/N —A A X =512kbyte, HRIKEEFIFIE =1Mbit/s, FAKEREIRD /N—2 ~F 1 X =64kbyte,
BARHIRER COERX 7 L— LD DSCPE =8 D IPv4 QoS 71— U A M &RELE T,

(config-ip-qos)# exit
IPvd QoS 7r—U R ME— b r— a7 4 78— NIREY £7,

(config)# interface gigabitethernet 0/7
R—=Hr0TDA L H T z2—AF— RIZBITLET,

(config-if)# ip qos-fFlow-group QOS-LIST4 in

(config-if)# exit
ZAEMNZ IPv4 QoS 7 r—U 2 | (QOS-LIST4) & H#Nc L ET,
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7 A—il{E

3.6 WEHEHEOARL— 3y

show qos-flow 2~ RIZL > T, BELENERKLENTWENE I NEMHBLET,

3.6.1 m ATk HIE DR

KA OB T 1L 2 ROBUNR L E T,

. 3-5 E_jc'l"ﬁ'iﬁ%“ﬁﬂa)ﬁuu
> show qos-flow 0/1

Date 2009/01/11 13:00:00 UTC
Using Port:0/1 in
IP qos-flow-1ist:QO0S-LIST1
ip any host 192.168.100.10 action max-rate 5M max-rate-burst 512
matched packets(max-rate over) :
matched packets(max-rate under): 28

QOS-LIST1 ® VU A MERIZ [HRREIRAHOER AR (max-rate 5M) J, [HAFAIHRHIEDO/N—2 F¥A
X (max-rate-burst 512) | MERINDZ LR LET,

3.6.2 RIEFEHEHRERBOX1—AVITEBEEDESR

RARHEE DR R O % 2 — o > ZESEE OMEGR T k2 ROBUTR LE T,

3-6 REFTEHERERKOFX1—a VT BEEOHER
> show qos-flow 0/3

Date 2009/01/11 13:00:00 UTC
Using Port:0/3 in
IP qos-flow-1ist:Q0S-LIST2
ip any host 192.168.110.10 action min-rate 1M min-rate-burst 64
penalty-discard-class 1
matched packets(min-rate over) : 9826
matched packets(min-rate under): 74699826

QOS-LIST2 ® U A MERIZ AREHEEIR (min-rate 1IM) |, TRIKERAIKO/S—Z M4 X
(min-rate-burst 64) |, EX 7 L —ADF a2 —A B (penalty-discard-class 1) | BERIND Z
EERHRLET,

3.6.3 HIEEHRTIEERKD DSCP £E=# X DR

50

IR HOE S O DSCP & & i X OMERR T Z RO R LET,

3-7 RBEEHRFEERFD DSCP £ 2 DR
> show gos-flow 0/5

Date 2009/01/11 13:00:00 UTC
Using Port:0/5 in
IP qos-flow-1ist:QO0S-LIST3
ip any host 192.168.110.10 action min-rate 1M min-rate-burst 64 penalty-dscp
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Cs1
matched packets(min-rate over) : 28
matched packets(min-rate under): 7

QOS-LIST3 ® U A MEHIZ THRAKEMREL (minrate 1IM) |, [HRAKEEEIRO/S—X F A X
(min-rate-burst 64) 1, (@}i7 L—2A0 DSCP 1@ (penalty-dscp S)J MERINDZ E %ﬁﬁa}é’\ Liﬁ‘o

3.6.4 ERAFHEHMEFREFHERDBEAESHE DR
SR & S BB ORLA b DRERR 7 2 e DI L,

3-8 EATEHMHE FIEFHEROBA S HE DR
> show qgos-flow 0/7

Date 2009/01/11 13:00:00 UTC
Using Port:0/7 in
IP qos-flow-1ist:Q0S-LIST4
ip any host 192.168.130.10 action max-rate 5M max-rate-burst 512 min-rate
IM min-rate-burst 64 penalty-dscp CS1
matched packets(max-rate over) : 74699826
matched packets(max-rate under): 28

QOS-LIST4 ® U A MERIZ T KEIRHE ORI (maxrate 5M) |, [ KEIRHEO N— 2~ A
X (max-rate-burst 512) |, [HAREHRAEK (minrate 1IM) J, RAKEARAHR DO S—Z FH 4 X
(min-rate-burst 64) 1, (@}i7 L—A0 DSCP 1@ (penalty-dscp S)J MERINDZ E %ﬁ%ﬁﬁ Liﬁ‘o
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=

3.7 ¥—h—fEin

~—H—l%, 7o—HHTHRE L7 L —250 VLAN Tag NO 2 —HEEE S LT OVIP ~ v £ DSCP
HEXWX IHBETT., ZOECTHIAT I — I —DMNESITERORIIRLET,

39 I—H—DELEDIT

FEE
Z{ER ={EH

COREME T OREAE JO—®E 0| | VR EEE
Er=ralt ¥ HinEnE :
| 2E | ¥ HARE i :
- NACT K1) X — AL IR l
| vrgzw || 2 [oo—| | e RS I EINE N EaN
=54 [ ﬁﬁﬁ ™ e TlERT] 2 [T e LT zE |
i IR tifrw T | 1 el (23! !

S TF—1 L 1 b P! :
| IneE X e 'y |
1 1 I : | N b 1
I i 1 I 1 L L1 1 ]
S I S B I I B B SO R

mﬁq)[]; COMTHET S IOy

3.71 A—YEBEEEEHZ

7 —HH TR L7Z7 L—2A4® VLAN Tag WIZdH 52— E (User Priority) #EX#x DHHET
T, —VEIIEIL, ROKIIRT HZ Z1E#H (Tag Control) 7 4 —/LV ROEFAS By bR LET,

3-10 VLANTag DAY S TA—<T v b

MAC-DA MAC-SA | VLAN Tag | Ether Data FCS
Type
Tag Protocol 1D Tag Control
User Priority|S2Monical VLAN 1D
Format
< »le >l N
SEv b 1w b 126w b

VLAN Tag %55 5 7 L — A3t L Ca—WEIEEEXHR X 21T 556, MACT FLAIn 1B H
@ VLAN Tag lZH b2 —VEEEE2EZH 2 9, IROKIZ VLAN Tag PEEH DL 7 L—LAT7 +—~< v
FERLET,

3-11 VLAN Tag BME#EH S I L—LT+—7 v FOHREE

(i) VLAN Tag 1BE@2+—<w b

_ _ 1B ® |Ether
MAC-DA MAC-SA VLAN Tag | Type Data FGS
(ii) VLAN Tag 2BROD 74—V v b+
_ _ 1RB® | 2B ® | Ether
MAC-DA MAC-SA VLAN Tag | VLAN Tag | Type Data FGS
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WDT7 L —DZONWTE 2 — T ELRELEXRZI L ENTEERA,

e VLAN R o RV U7 2RELTEFR—FTEETDI 7 L—A4
o« MTU Z# % % IPv4, IPv6 /%47 v b

e TTLA 1 D7 L—A

e Ry 7UIv IR 1DOT7L—A

e IPAFvaffEn7L—A

o IPV6 LR~y HfFE DT L— A

o SASERBH D IPv4, IPv6 /347 v b

PRSI, 2 PEEES SRS L FRFICRET A LT TEEEA,

T PEEEEIBM I B IO —PEEE XHE L2 DL L EE L 2WEAIE, ROFRIORT 22—V
FREL 72 £,

£39 JL—LBEBHOI—YELE

T L— LIRS WMEEHGDITL—L4
DI1—HEEE

3 e VLANTag 72 L T%/E L, VLANTag H Y TEETH 7L —A
e VLAN F> U U 7HRET, 77 BRERNG Ny 7 R — v ERRICHHET 5 7 L— A
o Tag BARE LIoAR— hTZEL, TagEfsiniz7L—A

ZET7L—AD2— o« VLAN F >3V v JHEBET, 727 B R[EDL T 7 & ARFRCH kT 5 VLAN Tag &
P D7 L —A

o Tag ZEHAREL TR, 7D VLAN Fr k) v 7 &EE L TWARVWR— FTVLAN
Tag HY 7L —L%%/EL, VLANTag HY TEETE 7L —A

=PRI E & A 2 A B PUERERE & RIRFICERE L2356, B ERRE TIRIE L7 CoS fHIZIE U
THEEMICL—FEEEZRELET,

B BEPRERRRE & 2 — PR R S A ERE 2 FIFRFICERE LB B 02— PEEEZRORITRLET,
®3-10 BEEREMEL I VEAEETMAMEZABICRE LSS0 —FBREE

B EREMAETIRE L1z CoS {E 1—HEEE
0 0
1 1
2 2
3 3
4 4
5 5
6 6
7 7

3.72 A—HEEESIEHET

VLAN b U v ZHRET, 7 7 & AR D7 L— A2 VLAN Tag #3801 LTy 7 R — RIS
Tk A L X2, 7a—RHTRELE 7 L—2A0a—FEEES, Ny 7 R— B0 o —PE A
(GBAN9 % VLAN Tag O —FEIEE) 86 J O R EMEED CoS Iz 5] X ik HRETT,

PG kXY, VLAN ho U U 7R ELEZEMA —V Ry A VX 72— AR ETE
e
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A= PEEEG SR E ERE LB EOEEICSWT, ROKRITRLET,

®3-11 1—HFEBEESISHREREEZRELBEOEE

JO0—H®ETHRE L7 L—LD1—HE EEIL—L
SE
A—HEEE CoS fi&
VLAN Tag 72 L 0 0
0 0 0
1 1 1
2 2 2
3 3 3
4 4 4
5 5 5
6 6 6
7 7 7

= PEEEG SR EE, 2 PR & X BERES K OBV ERERE (CoS HDOIRE) & FIRFIZRY
ETDHI LTI TEERA,

D—PERES R ARELRVESD CoSHIZOWVWTIL 13.10.1 CoS{H « 3 =2—1 v ZBIE)
T, a—WPELEEIZHOWTIT 18.7.1 2 —PEEEEXHZ | 2B L TIEEN,

3.7.3 DSCPZZi#az

IPva ~vZDTOS 74—V REFIZIPV6E ~ XD RNT T4 I IV FAT 4— VRO L6 EY N Th
% DSCP % Hx Az BHETT. TOS 74— L KO d—~y NELG T T4 v I I TAT 41—
RO7 4 —=<v bORERISELET,

K312 TOS 74—LKDT+—< v k

<IPVANYHE T —Tw >

Ver | HLEN | Type Of Service Total Length
Identification ¥.lags Fragment Offset
Time To Live’ | Protocol AN Header Checksum
,!' Source IP Addr‘e(ss
/ Destination IP Addrégs
! ‘\
! A
! \\
DSCP F{EMR
6Ew 2w b+
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®3-13 +FST749I99SRARTA—ILEDT+A—<T Y k

<IPVBAYF T —T v b >

Ver | Traffic Class

Flow Label

, Payload Length “\\ | Next Header Hop Limit

) Source TR Address

Destination IP~Address

]
1]
[]

1
1

Y
~
~
-~

DSCP

FEEMA

i

-

A
4

6Ew 2Ew bk

B L7278 —DTOS 74—V RETI I 74 v 0 2 F A7 4=V FOLAL6 By MEEEHRET,

£, HHERND OB RIZE > T, REERERZBA7Z 7 —DDSCP 2HEHMA LI LN TEE
T FlZIE, RIREHFREZEZ 7270 =2 LT, DSCPE%L O IZRETE T,

AR & FIRFCRE LT B B OER T V— LA OBEICOW TR, EREFOST LT 1 FEEENE

fsnEd,

WDOT7 L—AMCDONTIEIDSCP #FHEXMZ 5 LN TEXEREA,

« MTU ## % % IPv4, IPv6 /X7 v b
e TTLHA1 D7 L—214

e Ry TV Iy IR 1DOTL—A

e IPATvaff&Eo7L—2A

o IPv6 LI~y Zff & D7 L— A

o SR AREAD IPv4, IPv6 /X7 v b
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3. ZJo—Hil{H

38 ¥—hH—DarI445L—>3Y

381 A1—HEBEEEZTHRZINDERE

FED 7 —IZH L Ta—PEEEZES BRI OERITRELET,

[BREDRA > k]

T L—LZERHISEEIP 7 FL A K> T7 e —REEIT, 2—VEEEOEZHBIEZRELE
ﬁ—o

[av Y FIZ&BEE]

1.

(config)# ip qos-flow-list QOS-LIST1
IPv4 QoS 7 — U A | (QOS-LIST1) #AEMLET, AU A MEERTHZ LI12L-T, IPv4 QoS
Tr—UJ X ME—RICBITLET,

(config-ip-qos)# qos ip any host 192.168.100.10 action replace-user-priority 6
192.168.100.10 D IP 7 R L A4t L L, =—WEEEZ 6 ICHEESHZ 5 IPv4 QoS 7u—U X b &
BELET

(config-ip-qos)# exit
IPv4 QoS 7u—Y R hE— Kbl un—r a7 0 78— RIZED £,

(config)# interface gigabitethernet 0/1
R—=h01DA LV ETz2—AF—FIZBITLET,

(config-if)# ip gos-flow-group QOS-LIST1 in
(config-if)# exit
ZIEM D IPv4a QoS 7r—VU 2 b (QOS-LIST1) # AL ET,

382 A—HEEESIESHEDRTE

FRED 7 o —I2f L Ca—PEEES & 2T ) BalcBE L ET,
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EDRA > +]
T L= LZERHISE IP 7 L AIZ L » T v —RHEITY, 2—VPEEES EHE 2T E T,

[37 Y FIZKBERE]

1.

(config)# ip qos-flow-list QOS-LIST2
IPv4 QoS 7 r—U & I (QOS-LIST2) #1ER L E¥., AU R M&ET 52 L2k > T, IPv4 QoS
T7u—UJ A ME—RICBITLET,

. (config-ip-qos)# qos ip any host 192.168.100.10 action copy-user-priority

192.168.100.10 ® IP 7 R L R &s65e & L, a—VPEEES X AT IPv4a QoS 7 r—V R b &3k
ELET,

(config-ip-qos)# exit
IPv4 QoS 7 — Y A b= Kbl an— a7 0 78— RIZED £9,



4.

3.8.3

3. Jo—#lE

(config)# interface gigabitethernet 0/1
R—F01DA L ET2—RE— FIZBITLET,

(config-iF)# ip qos-Flow-group QOS-LIST2 in

(config-iH)# exit
ZAEMD IPv4 QoS 77— U A b (QOS-LIST2) Z#HNZLET,

DSCP E£Z#HZ DT

FEDZ7r—Iitx LT DSCP 2 EE MR L LAICRELET,

(&%

EDRA >+
T —AZERHISEE IP 7 FL AL > T7 e —/Hi %217\, DSCPEOEXX ZHE LT,

[37 2 FIZKBERE]

1.

(config)# ip qos-flow-list QOS-LIST3
IPv4 QoS 7 r—VU A kb (QOS-LIST3) #/ERL ¥, AU A REEHKT D Z L2k > T, IPv4 QoS
7a—Y A ME—-RICBITLET,

(config-ip-qos)# qos ip any host 192.168.100.10 action replace-dscp 63
192.168.100.10 D IP 7 L A% %i5t & L, DSCP % 63 IZEF &2 2 IPv4 QoS 72—V X M &
ELET,

(config-ip-qos)# exit
IPv4 QoS 7r—U R M E— b/ m—rba 7 4 7E— NIRED £75,

(config)# interface gigabitethernet 0/3
R—h0BDA L ET2—RE— FIZBITLET,

(config-iF)# ip qos-Flow-group QOS-LIST3 in

(config-iPH)# exit
ZAEM D IPv4 QoS 7 — U A b (QOS-LIST3) Z#HNILET,
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3. ZJo—Hil{H

39 ¥v—hH—DAXNL— 3

show qos-flow 2~ RIZL > T, BELENERKLENTWENE I NEMHBLET,

39.1 1—YEEEESHIDHER

T —PESEEE I X OMRFILEEZROBKIIR LET,
H3-14 1—YEBEEESEHMIOMHESE

> show qos-flow 0/1

Date 2009/01/11 13:00:00 UTC

Using Port:0/1 in

IP gos-flow-1ist:QOS-LIST1

ip any host 192.168.100.10 action replace user- prlorlty 6
matched packets

QOS-LIST1 ® Y & MEHRIZ [replace-user-priority 6] NFERIND Z & 2R LT,

392 A—HYEEESIETHRTDOMEEE

A= PEEEG| kS OMER T TEZROKITR LET,

B 3-15 1—HEBEESIEMETDOHER
> show qos-flow 0/1

Date 2009/01/11 13:00:00 UTC
Using Port:0/1 in

IP qos-flow-1ist:QO0S-LIST2

ip any host 192.168.100.10 action copy- user—prlorlty
matched packets 0

QOS-LIST2 ® VY & MEHIZ Tcopy-user-priority] NFERNIND I L ZMERLET,

3.9.3 DSCP Z=#az DiER
DSCP Ex#ix DR ITIEZRDOKII R L ET,

B 3-16 DSCP & E#Z DR

> show qgos-flow 0/3

Date 2009/01/11 13:00:00 UTC
Using Port:0/3 in

IP qos-flow-1ist:QO0S-LIST3

ip any host 192.168.100.10 action replace dscp 63
matched packets

QOS-LIST3 @ U % MEMIZ (replace-dscp 63] NFRIND Z & HHER LET,
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3. Jo—#lE

3.10 EBFEERTEDMRER

BREREE, 7o—MmETHRELZY L—LDB%EELZ CoSETHREL T, #MEF 2 —2RET HHKIE
“C“j—o

ZOFITHMAT HEEEREDOMES T 2 ROKUR L ET,

®3-17 BEEREDMEST

FEE

Z{EM =I5

___________________________________________________

a1—+
P BEE e Plea ™ » [T aw
e =24

—H\

(S

FAN

[ 1
[
[
[
[
L 7L—A
[
[
[
[
[
[
[
[

(L) D  COMTHEATZ IOy

3101 CoS{E:-Fa—AVIBEE

CoS i, 7L —LDMENICBISEEELZRSA T v 7 AR LET, Fa—A VTREEIT
Fa—A T TEH8F2—ICH L THEESASTIOEGVERLET,

CoSfH & F a—A v VT EFEDRERHMZRDORITTRLET,

£312 CoS{EEFa—4a VI BEEDIETEEHH

1HH fEE#F
CoS fE 0~7
Fo— o TENE 1~3

CoS HDIREIL, = —PELES S LRIFHIRET 2 2 LT T EHA,

7o, 7o —filEOEEERERS X0 —PEEET S ERRE SN TORVERIL, ROKRITRTT
TH N D CoSHE Fa—oA  TEFREAMHLET,

%313 FIAILIFDCoSEEF1—a VT BEE

EH FTIAIME WHEERDIL—L
CoS i Z—PEEE~ oy B ZITiEN e Zr—RHETHRHLARNZ L—2A
E3rn o Tu—MHTHREL, ERERE (CoSENEE)
BIOw—h— (BRESIEHE) 2FE Ly
T L—A
Fo— o T 3 o Ju—HHTHELARNT L—A

e Zu—MMHTHRHL, BEERE (Fa—dars
BREMEORE) ZEMBLRNT L—A
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3. ZJo—Hil{H

7P, WRT 7 =2, 7o —flfloEEERERS X2 —PEEET M E ORI H1b 5T,
BEERNS CoS L F 2 —A » TERELATE L ET,

BEERER SO — PRI SRS TEAETE RN T L— L2 ROFITELET,

%314 BEERECERECELRVWIL—L—E

7 L—LFEH CoS fi& Fa—AVTEELRE
ASEE N ARIICKETH 7 L—4 7 3
KREBNZETHTIL—ED ) HLIROT L—A 5 3

« ARP 7L —A
e FIMET A MIEATH 7 L—2A

ARIEBNZETHTL—AD ) HLROT L—A 2 3
¢« MAC7 RLRAZEOBEIMKRE AR LTZT7 L —A
ALEBEN LAY 3L, AEBEBPZETH T L—L20 9 BLkROA 2 3

VAR AN

« MTU %##8x % IPv4, IPv6 /"7 v b
e TTLR1 D7 L —2L4

e Ry 7V Iv IR 1IDOTL—A

s IPATvaftEnTL—A

o IPVB LR~y X & D7 L— LA

AHEEN LAY 3PHL, AEEPIZET L7 L—20 5 LD 9 3
Ty b

o SESEARHO IPv4, IPv6 /X7 > k

AEETLAY STHT DT L =20 BLROT L—A 7 3

o KEBTTITIIALVFMLETL—A

e IPA T aftEnTL—N0

o IPVB YL~y X fFE D7 L— 1A

* ARP/NDP ORMFRIC X 0 ARLEEE I —RpICIE T 5 k7 L—
A

3.10.2 CoS<TwvEUTHE:

CoS v v B 7#REIX, 2—VPERE~ Yy V' 7 TRIE LI CoS l, F7ziT7 v —HlH @I ERIE T
E L7z CoSMHIZHADWT, HfEF 2 —&2RET HIMIETT,

CoSlEEEEXF2—D~ vy B T HROFITRLET,

£ 315 CoSfELEEF1—DIYVELY

CoS fE EEHOX1—FS
EfEXa—FKe4 EEF1—FK 1976
0 1 1
1 2 1
2 3 1
3 4 1
4 5 1
5 6 1
6 7 1
7 8 2
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3. 7A—l#E

3.10.3 EBEEREFEARFOIEEIE
(1) ZL—LDEBEERE

[TV —2DEREZ T D] BMEEZIRET DL, RIRT 7L —ANZEERIFRETERI DI LT
L0, WENMINLIBERHY T,

o REEESETHOT T kALl T L— 4
o AIEBEBNARMEFET D7 L—4

ZOXIBRBENKELFEAE, [REBSE T L —LADEBLEEY TIF5] BIEE2EM LTS,
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3. 7oO—HHE

3.11 BEREREaVI«TL—3Y

3.11.1 CoS {EDKE

BEDO7a—IZx LT CoSHERELET,

62

54

EDRA > +]
T — AEEHISEE IP 7 RLRIC L > T 7 e —l &7, CoSHEHRELET,

[37 Y RIZKBERE]

1.

(config)# ip qos-flow-list QOS-LIST1
IPv4 QoS 7mr— Y A kb (QOS-LIST1) ZfERKLE7, AU A MEEKTHZ LI2L-T, IPv4 QoS
7u—U A RE—RIIBITLET,

(config-ip-qos)# qos ip any host 192.168.100.10 action cos 6
192.168.100.10 ® IP 7 KL 2% %i5E L L, CoSfli=6 D IPv4 QoS 7ur—Y XA &R ELET,

(config-ip-qos)# exit
IPv4 QoS 7 — Y A b= Kbl uo— a7 0 78— RIZRED £,

(config)# interface gigabitethernet 0/1
R—=h01DA LV HET z2—AF— NIIBITLET,

(config-if)# ip qos-fFlow-group QOS-LIST1 in
(config-ifH)# exit
IPv4 QoS 7ue—VU % | (QOS-LIST1) #AZhzLET,



3. Jo—#lE

3.12 BEEOAXRL—I 3

3.12.1 EBEEDOHER

BIHIZNT 7 47 BEHEIP T KL A2 192.168.100.10 D7 L—2) ZEAL T DHIRRET, show qos
queueing 2 ~¥ 2 FIZX o THFa—A 7 ENTVEF2—FEEZHALET, XIROA—F Ry b ¥
7 z— A%, R—bF0/2 T,

X 3-18 BEEDHEE
> show gos queueing 0/2

Date 2009/01/11 13:00:00 UTC
NIFO/Port2 (outbound)
Max_Queue=8, Rate_limit=100Mbit/s, Burst_size=32kbyte, Qmode=pqg/tail_drop
Queuel: Qlen— 0, Limit_Qlen= 64
Queue2: Qlen= 0, Limit_Qlen= 64
Queue3: Qlen= 0, Limit Qlen= 64
Queue4: Qlen= 0, Limit_Qlen= 64
Queue5: Qlen= 0, Limit Qlen= 64
Queue6: Qlen=_ 1, Limit_Qlen= 64 I
Queue7: Qlen= 0, Limit Qlen= 64
Queue8: Qlen= 0, Limit_Qlen= 64
discard packets
HOL1= 0, HoL2= 0, Tail_drop= 0

1. Queueb ® Qlen DER AT FEINTNDH I &R LET,
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4. EEHE

s

4.1 < x—/\f&:

411 LAH—z—/\DHBE

V=L, FXa—nbDT7 L—2OHNIERF, BILOER— OB DIERFCH R E HIE3 5 HEEE
TT, ZOHTHATAY 2 — ROMBESTFEROKIIFELET,

K41 xz—/OEEDIT

FEE
Z{EM ={ER

f?@ﬁﬂiﬁf]f"ﬁﬁﬂ@ﬁ?j: _________ 5Eﬂ:%ﬁﬁ________i | R ERE | f%ﬂ%ﬁﬁé}
Er=ralt ¥ HinEnE :
| 2E | ¥ ol i I
:mc?FllltFl: < I :
NovzgE (Y] 277 |Liloo—| | % | 27 A EME N EI R ST
: =T -:.'L ﬁSE]‘E J"r i ™ B51R > h ™ BRE _mrﬁﬁll-’ | :_-}' #E D
i IR tifrw T | 1 el [25)0 ! !

S TF—1 L 1 | P! :
| | ! i o |
| 0 ! o] i )
(S I S S SR ) () (Y S S A

(mw[]; COMTHETSTOY Y

VA= z—NE, RORITRT LI, EOFa—lHDT7 L —2ERICEETINERD D AT
Ca—Ur Tl A=Y Xy hL U HF T 2—ADOEN AL = — L 7T 5 R— MESEHIE SR ST
WET, LA —3 = — RO EEZROENTRLUET,

42 LAY—2z—/ OB

ArTa—| | w—k

Fam 1700 | s

= #

(A /@‘ BRI HEES z—E Y

412 FEEF1—KREE

AMEETIE, *y NI ERCHEARRICADE CEEF 2 —E2 AT T ET, BEF2—FEOETE
a7 4 7 b—3 3 a3~ K limit-queue-length TIRELE T, E#EF=a—FKZIEKTH I LICE-
T, "=ARM T 740728 2Fa2a—bSbNEEHBSEL I ERTEET, b, BHELLEEY=2—
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RIIAREEOTRTOSL =YXy A U H T =2—RAZH L TAENINTR Y £,

4. EERIE

EEF2—EE2ETLARVEGA, $=2—FE 64 TEELET, 0B, ¥=2—K 1976 245ET2HE1F, =

V74 7 b—y g ra<wy R floweontrol ZHEH LT [R—X 7y h&FEET D]

x4-1 ZEF1—REEAEBNOBEIR

WEZ L TLLZEN,

#fEF1—F BB
64 B o —ICHBICATND Y, REREEZADIC LIEVEAICHEELET,
1976 N2 W R T T4 v LB F 2—d S AR S E VA ITHE LE T,
X

EIEX 2 —F 1976 Z48E L1254,

PQ, RR, WRR : ¥=—1, ¥=—272PQ, RR, WRR THEI{EL £,
2PQ+6DRR c¥%=2—1, ¥=—275DRR TEIfELET,
2PQ+6WRR ¥ a2—1, ¥=2— 23 WRR TEI{EL £,

413 RHEDa—y Yoy

Fa—1, Fa— 2L TETXFa—RE2HV Y TEET L0, H£A7
Va—I T OETKROL DI £,

2T a—=Y 7, EXa—ITEENTLT L—2F2 EO L) RIEFTEET 20 &2 HIHT 2868 TT,
AIEE T, RITRTARODATVa—Y U ITBENHY T, A7 Va—Y » 7OBERBZRkOFEIC

%Lij—o

K42 RHTDa—) T DENMEEREA

RS a1—1) B e 1

VBRI

PQ FERMEERIE, BROX2—1c7 N7 7B
g§§ = L— A% a— A 7 ERTVS | EZ 2RI
Q#6 \/ 17/%{::\, BEREOENF 22— 54 oY xex
Q#5 W7 L—A &k LET,
Q#4
0t3
o2
Ot

RR Sy Rrby, EEOX2—2 | F—FHZIT
048 TU—LDEETAHE, BRI | T4 v/ ET0%
0#7 Fa—BRAENRL17L—AFS | &
0#6 EHLET, 7L—LARIE LT,
Q#5 (:) 7 L— DRI DI A AT
a4 WET,
0t3
Q#2
Q#1

WRR HEH (TL—28) &I | TRTOLT
o#8 ney, HEOF -7 L—A 74 v 7 DEEDN
Q&7 PIEET 458, EZICX 2 —% | RS-, #
0u6 RENORE LTz y: x:w: s RS- N4
#5 viu:t:s OER (7 L—21%5) T4 v EERL
Qx4 CISLT, fa—8~1 (KX BNKTT 4 v
gﬁg QHS ~ QH#1) M D7 L—AEEH QYEELTI/%%‘%
0#] l/ivg_o =
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4. EEHE

68

ArTa—1) i 3| E{ESREA 3 FA 1
@Rl
2PQ+6DRR s BESF o+ EH S M) BESF a—im
SEBE & xS RuEy, BELD %, &7, DRR
a7 \% F¥o—8 (EXQH8) 1%, Wik ¥ao—llTF—XH
gﬁ EHTT L— AR R LET, hFTa v
k4 Fa2—7 (X Q#7) 1%, Fa—
083 8 (X Q#8) DWITHESEHIZ T
042 L—2EEHLES, ¥2—87
Q1 DEENRNE X, F2—6~
1 (KK Q#6 ~ QH#l) 135 % = —
BRELTANAL ML (z:y:x:w:
viw WS LTTZ L —AZEHL
F7,
2PQ+6WRR Qt8 RELYa—LEA (7 L—20%) | BELY = —am
2BE |B HEZvrrrer, RELO %, &5, WRR
Q#7 v Fao—8 (EXQ#8) 1%, Witk Xa—lZF—4%
0#6 BT T L— ARSI LET, KGT 4w
a#5 Xa—7 (X QHD 13, Fa—
Q#4 8 (M QHS) DWRICHESERIIC 7
%g L— LA B LET, ¥a2—87
k1 DOEHNRNEEIZ, $2—6~
1 (£X Q#6 ~ Q#1) 134 F 2 —
BRELETL—LDEL (z:y:
x:w:v:w ST L —2a%
EHLET,
WFQ A & B E A, TTO FRCO LT
0#8 Fa—IZxt L CEAR RIRRIE PSS A3
0#7 ﬁ)%%ﬁ},mb@@#1~i IR ARG A TR
ais EICRARMRRE Iy 2 EH L ET, S5 H
0#5

04
o#3
a2
a#1

27V a— v ORI O N TIROFRITTR LET,

£4-3 RHEDa—)o5tH

EH HH
X o —H 8 F=—
2PQ+6DRR Fa—1~60D [kbyte HA7]
EH O EHF 2~ 510 (ZIAfH :2)
16 ~ 4080 (%IAH :16)
2PQ+6WRR F¥a—1~60 1~15
EH OB R
WFQ Fa2—1~80D [# 4-4 WFQ OFEHM] 2R L T P&, BRI 0 &5 230E
EH O E R R TIC/2 2 L OISR EL T EEW, [EfUREN Y - EE— FOBE
IRETEEHA, FETERWESIT, Efn /7 BNEREIN WFQ O E
IS L 220, PQ TEMELET,
AR AR AE i o MAC ~v #7:5 FCS £ T
RgpLinbd 7

L— L OHH




= 4-4 WFQ DR EEEH

4. EERIE

SEEAKL =5 E #i R AE

Gbit/s 1G ~ 10G 1Gbit/s

Mbit/s 1M ~ 10000M 1Mbit/s

kbit/s 1000 ~ 10000000 100kbit/s * 2

64 ~ 960 64kbit/s * 3

WX 1 1G, 1M, 1k F#FHZh 1000000000, 1000000, 1000 & L THET,
WX 2 BEMA 1000k LA EDGE 100k %A THIE L E9 (1000, 1100, 1200, -+, 10000000),
WX 3 BEMA 1000k KOG E 64k ZATHRE L £9 (64, 128, 192, ---, 960),

4.1.4 R— kil

A— MRHEENE, A7V a—V U T EERLIRZIS, ST 58— MIUBE LS EHRcy =—y
7o TY . ZORElEZMEN LT, KA —Y Ry P —E AR TEET,

Bl 2 4E, [E#HIEAY 1Gbit/s T ISP & OZFHEA 400Mbit/s O¥pdy, A— M EEREZHEH L ToH
57> LA 400Mbit/s BLFICMIZA T7 L— A& RET DL ENTEET,

A— MFEHIENT R OB WY 2TV &5, Leaky Bucket 7L 3 U X A% W TCWET, Leaky
Bucket 7V Y RLADETILERDOKIIRLET,

4-3 Leaky Bucket 7JLT Y XLDETIL

|

ZL—L

|
> R IDRE=
_ R
e
.:I“/ \):!- ‘F
\“"“'--_,_. _‘___‘/
@ifﬁ%ﬁ
EETL—L

PIVCEEAR LT 7 L B A XY OABESAER, H— MR O AR O AR 7 L —
BEUTHRET, AR—HHOICKRICES 2 R/ L X CHATE B8, Thbb Y Y ORER—
AR A RTHE LE T, AT Y REDRIET 57 1 v 7 & %(E LR, SERROR S X 13— 2 K
P KWL EF, SR A XECAREESTHE, 7 L— AEEEF 2 —THE D 7,

RN— M OBOERP 2 R ORITR LEY, BREFILEROEEZLL T2 2 K5 ICBREL TIEEN,
ERERRE Y —HE— FOBAIEIRETE A, RETERWVWES, B0 72 FR SR — b
HOBGEITES L 720 £,
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4. EEHE

® 4-5 R— FEEFIEOREER

B Tiak =5 e % R AE
Gbit/s 1G ~ 10G 1Gbit/s
Mbit/s 1M ~ 10000M 1Mbit/s
kbit/s 1000 ~ 10000000 100Kkbit/s 5 2
64 ~ 960 64kbit/s 3

¥ 1 1G, 1M, 1k iEZH£4 1000000000, 1000000, 1000 & L CHWET,

WX 2 BEMEA 1000k LA EDOGE 100k %A THE LE 9 (1000, 1100, 1200, ---, 10000000),
A% 3 FREMEA 1000k A DG H 64k A A CHELE7 (64, 128, 192, -+, 960),

N—=2 M A AOBRERMAZ RITRLET,

@ N—XR A XDHREEEH
4, 8, 16, 32kbyte FREEMMEDT 7 4 /L M i 32kbyte)

Leaky Bucket 7/ =Y X ADBEIZ L 58— R M A ROEEMA R DOFIT R LET,

T 4-6 IN—R YA XD

N—R rHA X LT
IhNELT B NR—=ZNNT T 4 v 7 PHBHBEEINACTV, BEEZ L TCWRWIREETN T 7 ¢ v %
EE L72BS, S#EWERORE S E R HRE/h Iy,
RK&ELTD N—=ANNTT 4 w7 PHEBHEEINCCD, BEZLTHWARVRETNT 74 v 7 %

IR LB, BEARORE O E R E W,

R— MR ORGSR & 705 7 L— L OHFBHIZ MAC ~y #7225 FCS £ TT4, R— A HIE O3t %6
PHZ R ORI R LET,
X 4-4 R— bHEEHEO R REEE

SL—4m : NAC~ v &
2vyw7 |27 ¥7N N TagzaE)

4
)

T—4 FCS

Y

R— b i i S B

415 L rx—/\NFERABOIEEIE

70

1) Ty bNY T 7HBEORT 21— VT DEEERIE

HAEROFISZ ERD NF 7 4 v 7 2ZFE Licd &, REBO/ Ny My 7 7 ORERRAET 54
N ET, TORD, ZELEZL—bR’Fa—lFa—A VT ENTHEEINDZD, BELEZAS
Ca— )BT L —AREEENRWEARH Y 9,

Ny RNy 7 7 OFSBIZ OV T, show qos queueing 2~ > KD HOL1 £ 7213 HOL2 7 7 > ¥ 3 A >
JUALPFENTNWDHI ETHERTEE T,

Ny by T 7 OREBREFICEETDEE, fy MU= RFORE LBBETT,



4. EERIE

42 x—/\@aAT745L—ay
421 R Ta—U IDHEE
[BREDRA > K]
AP a— ) T ERELE QoS F2—V A MEMEERL, 4T 5R—MIRELET,

[a< Y FIZkBE%E]

1. (config)# qos-queue-list QLIST-PQ pg

QoS ¥ =— VU X M (QLIST-PQ) IZA T Y a—VU v (PQ) & ELET,

2. (config)# interface gigabitethernet 0/1

R—F01DALHETz—AF— NIZBITLET,

3. (config-if)# qos-queue-group QLIST-PQ
(config-if)# exit

QoS Fa—A F 72— AHFHRIZ QoS F =2 — U A MHEIEEL, QoS F=—U X MEREZALITL

£7

4.2.2 R— FHEFIEHDEE

YT DR — N O E EERROFR L VIR ST OEAICRIELET,

[BREDRA > +]

%9 HAR— b (100Mbit/s) (Zxt L, A— Mgz L 2EIKOFRE (20Mbit/s) 3 L OV/I—2

A XORE (4kbyte) ZITVVET,

[37 2 FIZKBERE]

1. (config)# interface gigabitethernet 0/3

R—h0BDA L ET2—RAF— NIZBITLET,

2. (config-if)# speed 100
(config-if)# duplex full

AT SR — N OEBEE A 100Mbit/s ([CFRE LET,

3. (config-if)# traffic-shape rate 20M 4
(config-ifH)# exit
A— M A 20Mbit/s, 73— R kA X% 4kbyte (2
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4. EEHE

4.3 L x—I\OFXNL—32

show qos queueing 2~ RIZ Lo T, /1 —H Ry M U F T2 —RAIHE LIV TV —3 = —ONE
EHERLET,

431 RHEDa—YHDHEDR
AR a—V T OMERTIEEROKIRLET,

45 RHyTa—Y T DR
> show gqos queueing 0/1

Date 2009/01/07 13:00:00 UTC
NIFO/Portl (outbound)
Max_Queue=8, Rate_limit=100Mbit/s, Burst_size=32kbyte, Qmode=pg/tail_drop -1
Queuel: Qlen= Limit Qlen= 64
Queue2: Qlen= Limit_Qlen= 64
Queued: Qlen= Limit_Qlen= 64
Queue4: Qlen= Limit_Qlen= 64
Queue5: Qlen= Limit_Qlen= 64
Queueb: Qlen= Limit_Qlen= 64
Queue7: Qlen= Limit_Qlen= 64
Queue8: Qlen= Limit_Qlen= 64
discard packets
HOL1= 0, HoL2= 0, Tail _drop= 0

[e}olololololoJo)

1. Qmode /XT A —HX ODNEDR, HE LAY a—Y 7 (ZOHFITIE, pgltail_drop) (272> TWN5HZ
EEHERLET,

4.3.2 KR— MHEHIEOHEE
K AR ORI A R ORI R L E T,

4-6  R— MEEHEIEOHE
> show gos queueing 0/3

Date 2009/01/07 13:00:00 UTC
NIFO/Port3 (outbound)
Max_Queue=8, Rate_limit=20Mbit/s, Burst_size=4kbyte, Qmode=pqg/tail_drop --- 1,2
Queuel: Qlen= 0, Limit_Qlen= 64
Queue2: Qlen= , Limit Qlen= 64
Queue3d: Qlen= Limit_Qlen= 64
Queue4: Qlen= Limit Qlen= 64
Queue5: Qlen= Limit_Qlen= 64
Queue6: Qlen= Limit Qlen= 64
Queue7: Qlen= Limit_Qlen= 64
Queue8: Qlen= Limit Qlen= 64
discard packets
HOL1= 0, HOL2= 0, Tail_drop= 0

[eJololololo)e)

1. Rate_limit /X7 A —X OWNED, fHE LHEME (Z0FITlE, 20Mbit/s) (278> TW\5 2 & 2R

LET,
2. Burst_size /ST A —Z OREN, HELIZNA—R M A X (ZOFITIE, 4kbyte) IZ72-> TS &
ERERLET,
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4. EERIE

5 FE ) i AR SR

ZOFITHMT D BEEHREOME ST 2 ROKITRLET,

®4-7 BEEFHOLEDTS

FEE
ZEW EEE

f?@Eﬂiﬁf]f"#Eﬂﬂﬁfj: _________ 5Eﬂ:%ﬁﬁ________i | R ERE | f%ﬂ%ﬁﬁé}
Er=ralt ¥ e EnE :
| 2E | ¥ ARE i :
- NACT K1) 2y ¥ < I :
NovzgE (Y] 277 |Liloo—| | % | 27 A ENE N EI IR SN
: Jb—-,Tr»f-:.'L ﬁﬁﬁ J'.Tﬁﬂj_’ﬁﬁ* » ™| nzx l_".rﬁl"lv:_.f #E |
i IR tifrw T | 1 || [3]0 ! !

S TF—1 L 1 | P! :
| | ! i o |
| 0 ! o i )
et Syppppnpnpnet S Syspepsppsiepnsnp sy A I Spmpgifimny S by

WWD[]::@%T&%T%?DUO

4.4.1 BEEFIH

BRIEHIENL, $a2—A 7 T28F a2l L TEEINCTIOESVERT X a—A U ITERE L,
Fa2—IZ7 =R LTI EIIGLT, U7 —2%Fa—A L T TD0ERTINEHIET D
HEE T,

Fa2—IlT7 L—2 RN LTCWDEEE, Fa—A LV TEREAEZDZLICEST, EBITKBMAN
QoS #EBITxE T,

—ODF 2 —|IFa—A LT TELTL—2¥E [Fa—F] LIPFOET,
AMEEIL, TN oy T X CTHEENEEZITOET,
(1) F—irFov 7

Xa—EPBEERELZEBADE, 7V —LEFBEETIHETT, BERMEIX, Ta—oar 7E8EEIT LI
B2, Xa—A U TEREENREVNEE 7 L—2ARFEREINIIK LV ET, T ey 7ol&%s
WOBNIR LET, Fa—A v TEEE2 OBRERMELZHELD L, Fa— A 7BEE2OT7L—2%T
NRTEEFELET,
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IS

X 4-8 F—I/FOy TO#ER
Ny

OO0, — OO0
0000 OOOO/TOO,@O o O

Fa—AVTBEES | Fo2—aAVTEBEE2 Fai—4a2TBEE
MEEERE (100%) DEEERE (75%) DEEERIE (50%)

O STy REFa—o T BEELOBEEZRMIE
(AB) O : Fa—A>TEEES O ERAI1-0, BEEID,

Q Fa—ATEREL
--- RERE

WIZ, T—/N ey 7HEEICE 75 Fa—A VT EIEE T L OBREREAZRORITRLET, BEERMIMEX
Fa—RICHATEF2—DOWEV BALZEIRTELET,

®4-7 T ROy TTOEERE

Fa—AVIBREE BEZERAME [%]
1 50
2 75
3 100




4. EERIE

45 BEEHIEHOaDI49L—3Y
451 Fa—AVIBEEDHETE
BED7a—IC L Txa—A VU TEREZHRTELET,

[BREDRA > k]

T — AERHZS L IP 7 FL R L > T 7 e —REEIT, Fa—A v 7EBEEEZRELET,

[av Y FIZ&BEE]

1.

(config)#ip qos-flow-list QOS-LIST2
IPv4 QoS 7 r—VU A kb (QOS-LIST2) #/EmkL 3, AU R ME/EHKT S Z &2k > T, IPv4 QoS
7ur—U R ME—NIBTLET,

(config-ip-qos)# qos ip any host 192.168.100.10 action discard-class 2
192.168.100.10 D IP 7 KL A &%656 & L, Fa—A v TEBEE=20D QoS 7u—U X h&#&ELE
j‘o

(config-ip-qos)# exit
IPvd QoS 7r—U R M E— Kb r— a7 47— NIREY 7,

(config)# interface gigabitethernet 0/1
R—=h01DAVET z2—AF— NIIBITLET,

(config-if)# ip qos-flow-group QOS-LIST2 in

(config-if)# exit
ZAENC QoS 7 r—1 X b (QOS-LIST2) #H#hC LET,
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4. EEHE

4.6

BREHEHOARL— 3y

FI#IZ N T 7 427 (Queueb & Qlen 2 64 FREDMENRET DL N T 7 4 v 7)) ZEALTNDIREE
T, show qos queueing 2~ RIZL 5> THa—A 7 INTWNDLX 2 —F 5B IOFEE N7~ NMek
BLET, HBROA—Y Ry AV X T =—RA 1L, F— k02 TT,

461 Fa—AVTEBEEDHEDR

76

Foa—A 2 TBIEEOHEFEEROKITRLET,

49 Fa—AVJBEEORHKESR
> show qos queueing 0/2

Date 2009/01/07 13:00:00 UTC
NIFO/Port2 (outbound)
Max_Queue=8, Rate_limit=100Mbit/s, Burst_size=32kbyte, Qmode=pg/tail_drop
Queuel: Qlen= 0, Limit_Qlen= 64
Queue2: Qlen= 0, Limit Qlen= 64
Queue3: Qlen= 0, Limit_Qlen= 64
Queue4: Qlen= 0, Limit Qlen= 64
Queue5: Qlen= 0, Limit_Qlen= 64
Queue6: Qlen= 48, Limit Qlen= 64 1,2
Queue7: Qlen= 0, Limit_Qlen= 64
Queue8: Qlen= 0, Limit_Qlen= 64
discard packets
HOL1= 1514, HOL2= 0, Tail_drop= 18 e 2

1. Queueb ® Qlen DERH T FENTWNWALZ L Z2FERLET,
2. Qlen D&Y Limit_Qlen DED 75% T&H ¥, discard packets ? Tail_drop DI T X BA T U A
FENTWDHZ AR LET,
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IEEE802.1X D fiRiR

IEEES02.1X X OSIJEET /L DHFE 2 L A ¥ Tetalk 21T O METT, Z D&
TlZ IEEES802.1X DMz >\ Tt L £,

5.1 |EEE802.1X MifE
5.2 {hiRHEEEDE

5.3 |EEE802.1X DX EEIF
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5. |IEEE802.1X D&

5.1

IEEES802.1X MHFE

80

IEEE802.1X I, ARIE7: LAN ¥z 8if 2 T3, Ny 7 =2 RIZRRFEY — (i
RADIUS #—/3) Z&E L, FFE— N L 25 ROFGES @R Lz BT, AEFEORMT I —e 2%
FACTESLoICLET,

IEEE802.1X O E # L S 2 R ORITRLET,

®5-1 HMAERCHENRE

ERESR B (E RS

AKIEE  (Authenticator) WA D LAN ~O7 7 B A &HH L ET, £72, k& siEy— i CR¥GEE #H
DY L—%TNET, i%ﬁikziiﬁéff'ﬁ@uwﬁkfﬁ; i %@ 51X EAP Over
LAN(EAPOL) TITWET, A& L FBFEY—\[Hi% EAP Over RADIUS % 1{# -
THRAEERERB L E T, B, AETIE, [ARERE] F721% [Authenticator)
LERINTWBEGEA, REEA L & AREEICHE STV 5 Authenticator
T hU =T OB EERLET,

siA (Supplicant) EAPOL %] L THi K OFEFEF A AR LR &0 LET, 2B, AETIE
Al $£721% Supplicant] &KL INTWDLHE, MWARH L LaRICHERKS
LTV 5 Supplicant ¥ 7 b U =7 O i & EW LE7, [Supplicant Y7 U =
T ERFEENTWDEE, Supplicant HGEA K> Y 7 b =TT EEKL £

R
ZWEEY— % (Authentication WAROBILEATVE T, Rk — ST R OBIEE A MR L, AREEOfREd
Server) B —EA~DT 7 & A %E:kju@ AN RI T R_RENE S I E ARIEE @A L
£7,

ARy 72 IEEES02.1X OFERL Tid, AREEOR— MMOEBEMRZ2H L GEM LE+, REEZE 72
IEEE802.1X EEAMHR Z R DI R LE T,

5-1 IEEE802.1X E AR

BS2000
RAD IUSH—s%
(=T L—F)
‘—l—'—ul?l e
FRE
EAP |over LAN EAP over RADIUS
=[]
PC 4

o, AEETIE -2 OR— P TEEOURORAEZAT O ILEKEZ Y A— L T0ET (A FE—F
BLOUARRIEE— F), ASREREZ B L7256, MR L AKERIZL2 2 v FRoNT2RET S 2
ET, A= MU L > TIHRAREDHIRE Z T RO TE £, AMREAT O Hh, IR & AKLERIC
BliEd 5 L2 A1 v FiL EAPOL 2 &3 2 L ERH Y £5, LOBEOHWREZKROKITRLET,



5. IEEE802.1X D&

5-2 ImREDMIZ L2 RA v FEEE L= IEEE802.1X K

BS2000
L2RA yF/ T (EA—N,L\!S;L,__’::}
L _ : ]
e A EELE] — .. [
FEE
L2RA wF/ /T

EAP over LAN EAP over RADIUS

I

PC 4

5.1.1 HHR— hHse

AIEE T R— M OEELZ U TR LET,

(1) FBEEEEE—F

AREEE TR — M 2385 EEEET— K (PAE ©— F) % Authenticator T9, A% E A Supplicant & L
TEMET D LiEH D EHA,

(2) FEEAR

2& VC'&T ]\jqéutuuﬁjitiRADIUSﬁ_ /\ﬁfuﬂz(ﬁqo jﬁé}'—{ﬁ %il"fn L72 EAPOL "7 v M &
EAPoverRADIUS (ZZ# L, F8REALERIX RADIUS H—/ N TfT\ E 9, RADIUS ¥— 3% EAP %}t &4
TWDLENRDH Y £7,

AEENMEMAT 5 RADIUS O % (R 5-2 FRIECHEHATIBEMS (2D 1 Access-Request) | 2
5 55 FIECTHHATLEMESL (D4 AccessReject) | ITRLET,

\

#52 PRIATHEATLIEMES (£D 1 Access-Request)

% Type f& i
User-Name 1 LS N D 2 —V 4,
NAS-IP-Address 4 FEEZZER LT %, Authenticator( A%EE ) D IP 7 KL A, a—H /LT

RLUARRESN TWABEEIFa—h LT RLA, a—hL7 RLARKRE
SNTOWRWERIE, EEAHXYT72—ADIPT RL A,

NAS-Port 5 Supplicant % FiE L TV 5 B GEHEANALO IfIndex,
Service-Type 6 T o — 2 & 17,
Framed(2) [E7E,
Framed-MTU 12 Supplicant ~ Authenticator DK 7 L — LW A X,
(1466) [E7E,
State 24 Authenticator & RADIUS ¥— 3] ® State {5 ORFE%E FEEIZT 5,
Called-Station-Id 30 TV ORT I HARA Y O MAC 7 KL A, REEED MACT KA

(K305 ASCIL, "' X410 ),
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5. |EEE802.1X Mf&sH

B4 Type f& A
Calling-Station-Id 31 Supplicant ® MAC 7 KL (K3CF ASCII, ""[X819),
NAS-Identifier 32 Authenticator Z #5317 5 3CF4] (KA M OILTFH)),
NAS-Port-Type 61 Authenticator 23 —H¥EFEZHEA L T2, MFR— DXL T,

Ethernet(15) [&iE,

Connect-Info 7 Supplicant ® 2% 7 ¥ 3 > ORHE % 773075,
W— M HALFRGE
PR — b ( “CONNECT Ethernet” )
CH &~A— bk ( “CONNECT Port-Channel ” )

VLAN HAZFRGE (##79) : ( “CONNECT VLAN” )
VLAN HEA738GE (8)19) - ( “CONNECT DVLAN” )

EAP-Message 79 EAP "7y b 7'vMET D,

Message-Authenticator 80 RADIUS/EAP /37 v & R#ET 272 DIERT 5,

NAS-Port-Id 87 Supplicant #F%FE7 % Authenticator 0)‘]‘~ N ZF RIS 5 72 D DT,
A— NHENLFERE : “Port x/y”, “ChGrx”

VLAN HAZFEFE (#%89) : “VLAN x”
VLAN HAZESFE (B9 ) © “DVLAN x”
x, yIZIIEFRAD)

NAS-TPv6-Address 95 FRREA ZR LT 5, Authenticator (K¥EE) O IPv6 7 KL A, u—7
NT RUARRESNTWDEEITe—ALT FLA, m—RLT KL AN
BESNTWRWERITEEA v H 7 =2—ADIPv6 7 LA, =77 L
IPv6 U v 7 m— )7 FLATEBRET 561, 2—LT FLAF E@
FEIIDDDOLTEEA L HX T =2—ADIPv6 J 7 a—h)LT KL A,

% 5-3 FEITHEATSEHNRE (£D 2 Access-Challenge)

B2 Type & L]
Reply-Message 18 a—PIRREhDAvE—,
State 24 Authenticator & RADIUS #— /[ ® State {5 MO & AIHEICT D,
Session-Timeout 27 Supplicant ~%{5§ L7z EAP-Request (Zx] T 2IGE/HH ¥ A 27 7 ME,
EAP-Message 79 EAP "7y b1 ST 5,
Message-Authenticator 80 RADIUS/EAP /37w [ &A{%# 5123 5,

#54 PRIATHEATLIEMNES (£D 3 Access-Accept)

B2 Type {& B

Service-Type 6 TV —RZ AT,
Framed(2) [#7E,

Reply-Message 18 2= PFILEREND A vE—,

Session-Timeout 27 Supplicant ~%{5 L 7= EAP-Request 257 2 545 H % 4 27 7 MM, *

Termination-Action 29 Radius % —/37> 5 O FRBIEY A il TREDT 7 & 2 AR5, X

Tunnel-Type 64 ho v - A7, VLAN HAREGE (B ) T B E FFo,
VLAN(®13) &,

Tunnel-Medium-Type 65 N RV EAERT BERO 7 1 k=L, VLAN HAERFE (B ) T2 0 Bk %
o,

IEEE802(6) [# &,

EAP-Message 79 EAP "7y b ST B,
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B2 Type {& B
Message-Authenticator 80 RADIUS/EAP /%7 v N i T 2 7= DIERT 5,
Tunnel-Private-Group-ID 81 VLAN Z 551145 X574, Accept Ffi%, FRFEH 7+ Supplicant ([ZE] 0 24T

% VLAN ZEW9 5,

VLAN HZF8GE (B189) TRk & R0,
WIZRT SCFFN 5T D,

(1)VLAN ID %754 30541
(2)"VLAN"+VLAN ID % 759 3055
LFFNT AR—RAZE L TIENT 2 (B 7254 VLAN £ 24 Tkl
T5),

EEH)

VLAN10 084

L oFA 10"

(2) ¥4 "VLAN10"

Acct-Interim-Interval 85 Interim /3% > b EFHE (),
60 DL L& #%ET 5 & Interim /37 v R ASREE &5 (60 A TIXRE(E L7
W),
COEERET DA, 600 LLLEICT D2 L AHEEET D, 600 Kl L%
EFXY NI DNT T 4w I PERTDIEDEENLETH D,

RADIUS 7 5% &5 Access-Accept C Termination-Action 7% Radius-Request(1) D54, RIFHIRE Sz
Session-Timeout DfE7AS, FFEFEZIT 9 BEIZ Supplicant ~i%{5 79 % EAP-Request (213 2 B R HREH (BT -
) L7 x4, 2P, Session-Timeout DEIC L » THRITRTEEEL 220 £,

0 D RIS & 20 E T,

1~60 :4ALT T MEZGE0FE LTEELET,

61 ~ 65535 : XE SN ETEEL 7,

%55 PRITHEATLIEMNES (£D 4 Access-Reject)

Bt Type {B B
Reply-Message 18 | a—HFIIRRIND A vb—,
EAP-Message 79 EAP ™7y b a7 eMET D,
Message-Authenticator 80 RADIUS/EAP /37 v R RS 272 DI T 5,

(3) BREE7ILT) XL
2&%%’64}%»— ]\jﬁéutuuﬂ:.?/l/ﬂ D) ZA%(}(@E‘E{ IR Liﬁ"

=56 HHR—FIBHRE7TILTIXL

BEETILT YR L M=
EAP-MD5-Challenge UserPassword & F ¥ L UfEDO LB AT D,
EAP-TLS AEBATESEA THAA 2 B L 7RG R
EAP-PEAP EAP-TLS h> /L ET, 135D EAPFRRET /LI Y X A& AWTRIET 5,
EAP-TTLS EAP-TLS k> 3V BT, 5 (EAP, PAP, CHAP 72 &) OFEGET LT Y X L% H
WTRBRET %,

(4) RADIUS Accounting #gg

AL 13 RADIUS Accounting #2748 — b LET, Z OFREILX IEEES02.1X FBFE CRRFEFFI & 72 o 7=
WRA~DOY —EZAFERCY — A E DX A I T Ta—YT T 4 U 7IEREEE L, FARE
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BRaAT 20 K51
MDY —NIRETHZ LICL-T,
ﬁ—O

ZT 57 OHRETY, RADIUS Authentication —~% & RADIUS Accounting #—/3%
PR L T T T 4 v T OARTE SIS E L ENTEE

[CEE SN HRERORITRLET,

RADIUS Accounting #8872 { H 4 5 2, RADIUS H#—

% 5-7 RADIUS Accounting W4 R— 9 3 EH%
B4 Type f& g5 FhoroT4 U TERERNIZ&K
LEEDHE
start stop Interim-
Update
User-Name 1 WIS N D 2 —V 4, O O O
NAS-IP-Address 4 FREEA TR LT %, Authenticator( A% E ) O O O
OIPT FL XA,
B—ANT RVARRESNL TV L HEITr—
HNT RLVA, a—ANT R I/Xﬁf’““”éﬂf
WRWEEIE, #EA X T =2—ADIPT R
P2
NAS-Port 5 Supplicant % F37E L TV 5 FBFEHAL O IfIndex, o o O
Service-Type 6 BT A —E R ¥ A4S, @) @) O
Framed(2) [E7E,
Calling-Station-Id 31 Supplicant ® MAC 7 N - A (K3(5 ASCII, O O O
non IX@J '/) )O
NAS-Identifier 32 Authenticator % #5332 LF41, (RA MO O O O
FH)
Acct-Status-Type 40 Accounting 2R O O O
Start(1), Stop(2), Interim-Update(3)
Acct-Delay-Time 41 Accounting 1 #5/5 EAERE (7)) O O O
Acct-Input-Octets 42 Accounting 15# (=542 7 v M), - O O
(0) &,
Acct-Output-Octets 43 Accounting 1E# (HEA 27 7 v M&), - O O
(0) [E7E,
Acct-Session-Id 44 Accounting 1&# % #5325 1D, O O O
Acct-Authentic 45 #83F 53 (RADIUS(1), Local(2), Remote(3)) O O O
Acct-Session-Time 46 Accounting &4 (& > v 3 R ) O O
Acct-Input-Packets 47 Accounting 5 (Z1E/37 v ML), — O O
(0) FEH7E,
Acct-Output-Packets 48 Accounting 15# (41537 v M), - O O
(0) E7E,
Acct-Terminate-Cause 49 Accounting 15# (v a UK TER ) - O
FEMIIE, 13 58 Acct-Terminate-Cause TO
User Request (1),
Lost Carrier (2),
Admin Reset (6),
Reauthentication Failure (20),
Port Reinitialized (21)
NAS-Port-Type 61 Authenticator 23 —VFEIEIZMHEHA LT\ 5 O O @)

WEIR— b DX AT,
Ethernet(15) & &,
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B4 Type & 5 FTHIUT 4« VTBERERICL
DEEORE
start stop Interim-
Update
NAS-Port-Id 87 Supplicant ZFBFE7 % Authenticator DA — b O O O

T DI AT 5,

NAS-Port-Id 1%, AJEEDOA NI 7 ThY,
NAS-Port nEX 4477 v hOBEETH S
R C NAS-Port L2725,

AN— NHENALFERE : “Port x/y”, “ChGrx”
VLAN HEA738GE (§89) : “VLAN x”

VLAN HEA738GE (8)f9) : “DVLAN x”

&, yIZIFHTEPAD)

NAS-IPv6-Address 95 FREFABIR LTV %, Authenticator( A% ) O O O

DIPv6 7 KL A, B—Hh/LT KL ANHKIES
NTWBEEIEIar—HI AT RLA, v—AL7T
RUADRERE SN TWARWEGEIE, &#EAS
Tx2—ADIPv6 7 KLV A, 7=72L, IPv6 U v
7 a—J)7 RLATHEET AL, v—h
VT RUABREDHEZ DL TREA X
Txz—ADIPv6 V7 a—)V7 KL A,

(L) O:#¥E¥42 — EELARV

% 5-8 Acct-Terminate-Cause TODYIMER

UM ER & fiE 5
User Request 1 Supplicant 7> & OZERTEIWT L 72,
o FRRENHADN D logoff #%(5 L7=HA
Lost Carrier 2 ETLDOX Y VT EENRL RoT,
s W=7 —
Admin Reset 6 EEE OB R UMW L,

o« WEFHNI T T 4 S L—va VEBIR LSS
« force-authorized % i% /€ L7=3%H

« force-unauthorized & E L7254

« force-authorized-port % %€ L 7= &

Reauthentication Failure 20 A aRGE I B U 7=,
Port Reinitialized 21 A— FD MAC NEAIHHE ST,

s VI HEU L LIESA
 clear dotlx auth-state % 54T L7=354&
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IEEE802.1X D&k

5.2 {hiRIEREDHIE

ALEE TIL, #RUER 7R IEEES02.1X (25 L THRBEFEIR 21T » TV EJ JERIEEEDIE 2 LI T IR L &
ﬁ—O

5.2.1 FEEE—F

86

A4E#E O TEEES02.1X TlE, = 2O AFFEE— REZDOTICEZMAHEORIY 7 — RERITTWET,
FEARBREE— FIX, RAERIEZIT O B 2R L, R 7 E— FITRAEO S 2 HBELE T, /-, &
AFRFEE— N ERFEY 78— NIZR L TEREFiRARA T v a U EHRIT TWET, FFIEE— FORBKREZK
DRIZRLET,

§5-9 unl.n].TZ:E I*&Zi’j“/ﬂ J@F*ﬁ1$

EARDIAEE—F B IE—F REIATay
N— B T NE—R —
~NVFE—NR -
WA REE— N PREBRANGAR A T L a2 v

VLAN HAZFRRE (#HY) B ARARREE — N

2l

Y

AR AL RA 7 2 =

VLAN HAZFEFE (B8 ) B A AL E— N PAERRAMIER A 7 L a v

ARREAREI R A7 > 3

#FET 7 /L b VLAN

(L) — @l

AIEE D IEEES02.1X Tl %yzw&w_ IZoWCTh—20KPLNER—FE LTHWEST, 20
HEETH [R— b ORBIITEFOR—FEF ¥y 2N N—T52EGH b0 LET,

(1) gKI:MLM:IIE:E I‘
AREEE CH AR — b T HEAREE— FELUTIORLET,
(a) 7ﬁ I‘$1_Lnn..n

REDOHIE 2 R — N E T ETF ¥ 17—k L THT O E T, IEEES02.1X OFFEHER) 72 78 FE AL T
To_®m£%wkfiHﬂES%1QWANR@@H5§MKEM@L7V%A%&O_ ECExEH
v, IEEE 802.1Q VLAN-Tag D f}5-& 72 EAPOL 7 L — A %2295 & FERL £9°,

R— MHAGEEREORERBI 2 IR DK R L ET,
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B 5-3 R— MEAERFEDERHI

BS2000
HEE ool
e M M
L L H—hEEELL
LT T:

O mamstgA—r
s Y. Y- NS £ NSy £ X3

(b) VLAN BAfIEREF (3%RY)

RFEOHIH A VLAN 2% L C{TW\ %4, IEEE 802.1Q VLAN-Tag Dff5- & 7= EAPOL 7 L' — A %4
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R85 EAPOL 7 L— A0NE(E &N E T, =—H T EAPOL 7 L — AIZK T 238G ESE 21T-> C
Y, HEFR— MIFRRERI R — b & LTHbNE T O TRIERI E 713Kz b b3, BER— b
TOBENTFIREL 72D E97,

e« MACVLAN 27 7 ¥ ZR— R & LTHRE LA v ¥ 7 = — AR — NEMRIARETE E 428, 2
X TEEFAOTHEHA LN T IZENY,
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IEEE802.1X D fiREHR

(7) Interim /N4y FDEERMRBIZCOVTHDEEEIE

RADIUS Accounting @ Interim /37 > F & i 5354, RADIUS /N7 > k@ Acct-Interim-Interval
JBMETHIE SO EEMIFRI, 600 DL EDOEARET HZ L E2HERLET, 600 LV /NIVMEEZHRE LT
By, SFAEEMmAI O Interim /37 v hBERF S DH DT RADIUS — "B LRy T —7 AT
DK T 57 OIERBR DA MLETT,

(8) MACVLAN O > 744 L—3<3>a7 > K mac-based-vlan static-only 3<% > K&
ERFDIE

MAC VLAN ® =27 4 7' L—3 3 2= K mac-based-vlan static-only 3% € SN /-5HH
IEEE802.1X TR ETE £ A,

)

(9) RAF4vH T ) &L MAC & VLAN BEAIERE5F (B1M) E— FOHEFIZDOL
THXEEIE

VLAN HA7ZZRGE (B18)) Z#RE L TW5 VLAN N MAC VLAN £ — RDA V' H 7 = —AZXF L,
mac-address-table static 2~ > RTMAC 7 RL AT —F NI AZT v 7 T N RBEEIN TV S
L, YT OMCRIIER ISR AT ) 2 E N TE A,

(10) Web B3E (EE VLAN E—F) 8K U MAC FEDZEIER— FEDHFIZDUNT
DEE

WIFRTary 74 7 L—yara<y R%, Web B3k ([E VLAN £— R) 3510 MAC ZIAFOREE
— MZIERRE LW TL 7Z &,

* dot1x force-authorized-port
» dotlx port-control force-authorized
» dotlx port-control force-unauthorized

e dotlx multiple-hosts

(11) R— FEGIEREE & Web E25E (BEIE VLAN E—F) 8K U MAC RELEDHFIZD

WThHEE
Web mhn (ﬁ VLAN t— ]‘\) %J:U MAC RIc™ uE@mu nIET ]\ <‘: LT H/:Eéﬂﬁ_ ]‘ GCZ?‘\D— ]‘ %ﬁ[?ﬁ}
EE%&ET%%D , inmnﬂ;% I“;)cff ﬁbf<f:éb\o



IEEE802.1X D% E & 1&EMH

IEEES02.1X X OSI /€T /L DH 2 L A ¥ Catbalb 21T 2 HBETT, ZDHE
TlZ, IEEE802.1X DAL — g N2 HOW T LE 3,

6.1 IEEE802.1XMa>vI7«1445L—3Y

6.2 |IEEE802.1X DA RL—L 3>
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6.1

IEEE802.1X MEXTE L EA

IEEES02.1X DAY I« L—>3 Y

6.1.1 aAvI7449L—3>

IEEE802.1X a7 4 V' Lb—varvavwy R—EE2ROFRITRLET,

102

%£6-1 avIq4HL—3ravr Kk—

v k=

av Y R4

e

aaa accounting dot1x default

RADIUS #—NTT H Y T 4 VTR ETOGAITHTELET,

aaa authentication dot1x default

IEEE802.1X » = —¥#383E 4 RADIUS #—/NT{T5 =
R

aaa authorization network default

RADIUS #—H HHE S 47z VLAN E#ICHE > T, VLAN Hi{7
WAk (B ZITOLBICRELET,

dot1x force-authorized-port

VLAN ﬁ{iwhﬂﬂ: (E%E’j <, D‘LDJJ:TET 'fl:l
EF Y XN N—TEHELET,

FEAIT B AR — bk E

dot1x ignore-eapol-start
dotlx vlan ignore-eapol-start
dotlx vlan dynamic ignore-eapol-start

Supplicant 2> 5 ® EAPOL-Start {52, EAP-Request/Identity
EEELRVEREEZLET,

dot1x loglevel

BEr Ayt —VaFHRT DA -V LNV ERELET,

dotlx max-req
dotlx vlan max-req
dotlx vlan dynamic max-req

Supplicant 7> 5 DJGEN 72 W FAEIZ EAP-Request/Identity % %
TORKEFEAEFRELET,

dotlx max-supplicant
dot1lx vlan max-supplicant
dot1x vlan dynamic max-supplicant

FRRIE AL O B RABREI AR KL &2 LET,

5
R

dot1x multiple-hosts
dot1x multiple-authentication

R— }‘%{Lnunﬂz@n{]nﬂz“‘j—7% FEHRELET,

dot1x port-control

RN— MEAGRIEE AN L E T,

dot1x reauthentication
dot1x vlan reauthentication
dot1lx vlan dynamic reauthentication

FORIEHE PR3 AR D FRBRED A 2, i E L E T

dot1x supplicant-detection
dot1x vlan supplicant-detection
dot1x vlan dynamic supplicant-detection

FREY 7 — FICIRRRGEE — A HE L7z & & DR IHEED
FSvarERELET,

dot1x system-auth-control

IEEE802.1X # H%hic LE T,

dot1x timeout keep-unauth

ﬂ‘n‘—‘ ]\Hi{ﬁﬁ}g\;ﬁd) ‘//7“/1/%‘—‘ }\T %E@O) 3'573")90),“4 nJ‘.Eg;ka
B L7z & &2, Z20R— N TOBEERREEZ SREF3 5 R 2 3%
ELET,

dotlx timeout quiet-period
dotlx vlan timeout quiet-period
dot1x vlan dynamic timeout quiet-period

FRAE (FRRFEZE&Te) 124 L 7= Supplicant O FRAFALER B % 7 T
T 5 F COREIFRZEELET,

dot1x timeout reauth-period
dot1x vlan timeout reauth-period

dotlx vlan dynamic timeout reauth-period

FRREGE 2O AR D FRBRE AT D MR ZRE L £7,

dot1x timeout server-timeout
dotlx vlan timeout server-timeout

dotlx vlan dynamic timeout server-timeout

FRRE — b DOJREF LR AR E LE T,

dotlx timeout supp-timeout
dotlx vlan timeout supp-timeout

dotlx vlan dynamic timeout supp-timeout

Supplicant ~%{5 L 7= EAP-Request/Identity |
Supplicant 7> b DIEERF B Z 5% E L £,

IHLT,
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av U R4 EL)

dot1x timeout tx-period EWHI 72 EAP-Request/Identity O&EME A% E L £,
dot1x vlan timeout tx-period
dot1x vlan dynamic timeout tx-period

dot1x vlan enable VLAN HAFEGE () 2B LET,
dotlx vlan dynamic enable VLAN B{738E (BhAY) 2/ LET,
dot1x vlan dynamic radius-vlan VLAN H{738FF (8189) <, RADIUS $— 3735 0 VLAN {HF#HIZ

LV EN7e VLAN B0 B CT&FFAIT 5 VLAN 2R E L £,

6.1.2 |IEEE802.1X MEAMLHTF

IEEE802.1X D FEARRFEET— FIREICOWTHHA L £,

(1) IEEE802.1X ZH%hIZT 5% E

[BREDRA > ]
gua—r\)ar 74— g F— RTIEEE802.1X AN LET, Zoa~vy REET LRV
L, TEEE802.1X DIFnd a<y RRENRY XA,

[37 Y FIZKBERE]

1. (config)# dotlx system-auth-control
IEEE802.1X N L £ 7,

(2) ' I“ﬁ{.Ln:unIEo)EQE
MR — N EIFZT v XNV TN —F B RBA O RITHRELET,

[REDRA > R
TIEAR— b EHREL, TOR— FTHR— MNENREZADNCLET, BFEY 7E— RERTELE
T, WAV T E— FOREZEWTDHE LI NVE—RIIRYET,

[av Y FIZ&BEFE]

1. (config)# interface gigabitethernet 0/1
(config-if)# switchport mode access
A— bk 0/11Z access E— REZFHELE T,

2. (config-if)# dotlx multiple-authentication
uqu"j‘7:{‘““ }\%jﬁJﬁj{uqu{‘E R ?Eﬁ; L/i'é_o

3. (config-if)# dotlx port-control auto
(config-iH)# exit
R— F%{l‘ub ui%ﬁ)‘j] szj_o

(3) VLAN EGIERFE (F$H9) DEXTE
H— I VLAN ##GEOR RICiHE L E T,

[BREDKRA > +]
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— h VLAN #8E L, %@ VLAN T VLAN HA7FRGE (FF) Z2AG2IC LET,

(392 RICKBERFE]

1.

(config)# vlan 10

(config-vlan)# state active
(config-vlan)# exit

VLANID 10 (24— h VLAN & E L 7,

. (config)# dotlx vlan 10 enable

VLAN ID 10 T VLAN BA7F8GE (F#19) Z2A20C LEJ,

(4) VLAN i{—Lﬂ'L\HIE (EJE’]) @E&E

MAC VLAN %um uﬂi@)d‘% %& jﬁﬂﬁo

[BREDRA > k]

MAC VLAN #3%7E L, %@ VLAN T VLAN H(7385E (Bhf) A LE T,

*7-, VLAN Efimh FE (BIAY) FEREICAKE) L7k 2 RADIUS H— 302 B8 E S 7= VLAN 1F#iC
TEWVEET D021, 27 4 7 L—3 3 a3~ K aaa authorization network default O E
VLRV ET,

[a< Y FIZkBE%E]

1.

6.1.3
wunE% I‘ZT_7 A rRNNT A— 50)E£Hﬂ:: \-/DI/\VCEHEE Lij—o

(1) FEEERRMIRERA T a3 v DERE

IEEE802.1X Z iz /e k2 &, FREE2ThRWVWTlELEH AT 2WMAEDO MAC 7 KL AZRELET,

104

54

(config)# vlan 100 mac-based
(config-vlan)# state active
(config-vlan)# exit

VLAN ID 100 {2 MAC VLAN %3 E L £ 7,

(config)# dotlx vlan dynamic radius-vlan 100
VLAN ID 100 % VLAN HEA7E8FE (B1fY) ORISR EL ET,

(config)# dotlx vlan dynamic enable
VLAN HZFBFE (BIHY) Z2HMNCLET,

REEE— AT aVDETE

FEDRA > +]
AN— NETEREE, VLAN HAEREE (59) T, MACT RL AT —F NI AZT 4 w7l N
Gk L ¥4, VLAN HA7EREE (8hf9) TiX, MAC VLANIZ MAC 7 RL A& L £ 7,

(A7 FIZLBHRE] (R— MEAERED)

1. (config)# interface gigabitethernet 0/1

(config-if)# switchport mode access
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(config-if)# switchport access vlan 10

(config-if)# dotlx multiple-authentication

(config-if)# dotlx port-control auto

(config-ifH)# exit

A— R O0/1IZVLANID 10 Zi%E L, ik 7 E— RAMKRAEE— FOR— MEAGRREZ R E L E
R

2. (config)# mac-address-table static 0012.e200.0001 vlan 10 interface
gigabitethernet 0/1
AR— b} 0/1 ® VLAN ID 10 {ZF8GE L 722 CTilfE SH720 MAC 7 F L 2 (0012.e200.0001) % A ¥
TA4 v IITRELET,

[a< Y FIZkB%E] (VLAN BAIEREE (Bh8))

1. (config)# vlan 100 mac-based
(config-vlan)# mac-address 0012.e200.0001
(config-vlan)# exit
VLAN ID 100 ™ MAC VLAN T@{ErE & 3 54k D MAC 7 FLU A &R E L ET, WAkl
IEEE802.1X O#BFEA 1T 72T VLAN ID 100 THE TX £ 7,

2. (config)# dotlx vlan dynamic radius-vlan 100
(config)# dotlx vlan dynamic enable
VLAN ID 100 % VLAN HAZZEGE (#H)) OMGICHREL TH L ET,

(2) FEIABHNR— AT a3 DETE

[BREDRA > +]
VLAN ﬁ’{inu nIE (FJ%‘E/]) %f ﬁbf: VLAN :@TET%)»TO“‘ }\T, nu EIE%??#OT \——L'f# u?ﬂ‘j—é
R—FrERELET, F— MIEHD VLAN 2% E L TWDHIEAIL, 33TO VLAN 2OV TG
AT O PTITBENAIREIZ R Y £,

[av Y FIZ&BEE]

1. (config)# interface gigabitethernet 0/1
(config-if)# dotlx force-authorized-port
VLAN HNZF8GE (F#1)) Z48E L7z VLAN 1B L TV DA — | 0/1 TIERRaE&1Th T, WETcE 5k
WIZRRELETS

[5I:‘$IE]
e HE%%T Z VLAN E"LLWLA uE (%H,]) H/J:: Lf_ VLAN %Lbﬂ L7YL Jﬁ (=] %@T 1|:| 75‘
4&”33#@16 ek 7§>E§> DET,

(3) EREEImAREHPRDTE

[BREDRA > +]
WAEHAL Z 21T, RAEEFFA T oK ARBEHRE L ET, A— MRAGRRETIE, RBEEY 7 E— NI
UAREREE — RERE L TWDHBICARE 20 £,

[:17/ Kz ct%) E] (-k |‘$1_Lnnqu)
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1. (config)# interface gigabitethernet 0/1
(config-if)# dotlx multiple-authentication
(config-if)# dotlx port-control auto
(config-if)# dotlx max-supplicant 50
AN— b 0/1 TRRAEZFF AT 2 I KA B & 50 IZRREL £ T

[IT Y FITKBEE] (VLAN BEAIFREE (F8#9))

1. (config)# dotlx vlan 10 max-supplicant 50
VLAN HNZF8FE (F#9) (23 E L7z VLAN ID 10 CRRik4 75 Al 4 2 e KA S & 50 IZRRE L £ 77,

[37 2 FITKHERE] (VLAN BEAFREE (F189))

1. (config)# dotlx vlan dynamic max-supplicant 50
VLAN HACFREE (B)HY) TRAEZFF AT D KRR % 50 ICRRE L7

(4) ImRIRHBMED L EEKTE

VAR DRSRER MR & FE T 5 72012, AR I tx-period 2~ > R THE L7 [HE T EAP-Request/Identity
L FRy A MEELET, ZDLE, EAP-Request/Identity (Zh2E L 7= REEE AR I kT4 2585
=l AEERTELET, T 74 ML, RIALBLAEME L ET,
[(FREDRA > F]
shortcut 1%, FRFEAEAZAME L CTAREEOAMZE L E3, disable I%, BFEEADMABTFET
HE1T1E, EHAY7: EAP-Request/Identity DEE 2T W ER A, full 1, 38 uﬁﬂfi%’f’é &35z &
T 720 Supplicant #fiH L T2 GEAEICHRELET, full B— REHEE LY , HEEOAN
NELIRDDOTHEENMLETT,

[:—7) F\(:ctéggﬁ-‘:_] (ﬂ-:_ |“$1 nnunE)

1. (config)# interface gigabitethernet 0/1
(config-if)# dotlx multiple-authentication
(config-if)# dotlx port-control auto
(config—if)# dotlx supplicant—detection disable
A— b O/1 IZFEREE AR FTET 5 Zi¥ EAP-Request/Identity # %5 L2 WL HIZRE L ET,

[ Y FIZkBE%E] (VLAN BGIEREE (B%RY))

1. (config)# dotlx vlan 10 supplicant-detection shortcut
VLAN HNZRFE (5#09) IZR% @€ L7= VLANID 10 C, PRFEFEAuTARD 5 D EAP-Response/Identity 5%
1!:! NES ﬁmhuﬁﬁ&@ff‘élﬂﬁbfrjwﬁﬁkﬁkﬁ‘éi ol Amﬁbij‘

[3v 2 FITLBHERE] (VLAN BEAFREE (B18Y))

1. (config)# dotlx vlan dynamic supplicant-detection full
VLAN BALGEGRE (#11) CREGEFE A8 2 5 D EAP-Response/Identity 5215 T FRGEALER 2 A0S L
RN TERRET — S~ DV \/\j/)“li‘%‘f??l/ VET,
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6.1.4 EREIAIE(ZRET BEETE

(1) ImRNBRAEZERY DHEAEDHRE

=/ ’E‘Ji:‘{g Liﬁb"C“fF v NT—7 ﬁ‘%%ﬂf'l]—wﬁ{ iK){t HER uE’E‘ﬁ%l‘?VC% ARV a5} At uE(ﬁ%‘@

Jﬁﬁﬁ{ ij‘b(ﬁmunﬁ%ﬂi# (ETmﬁﬁfﬁb\jﬁwﬁﬁ{@munﬁ%ﬁ%@bij_

[E"‘E@?ﬁ’ffz ~]
FRREF A DU AR Z &2, reauth-period # A < IZFKE L T2 IE[E [E][E T EAP-Request/Identity % i%
f§ LE7, reauth-period ¥ 1 ~ DX EMHIL, tx-period ¥ A ~DOHEME Y b RXVWEEZHEL T
7ZEW,

(A7 FIZKBH/E] (R— ~BAIEREE)
1. (config)# interface gigabitethernet 0/1
(config-if)# dotlx reauthentication

(config-if)# dotlx timeout reauth-period 360
R— b 0/1 TOFFRIEEREELENTRE L, HRIEORHFREZ 360 FICRE LET,

[A7 2 FIZ&B5%E] (VLAN BEAIFREE (F%89))

1. (config)# dotlx vlan 10 reauthentication
(config)# dotlx vlan 10 timeout reauth-period 360
VLAN HNTF8RE (§#09) (Z3%E L72 VLAN ID 10 TO FHRBFESAEZ AR E L, el oo FE ]
% 360 IR E L £ T,

[a7 Y FIZkBE%E] (VLAN BGIEREE (B18Y))

1. (config)# dotlx vlan dynamic reauthentication
(config)# dotlx vlan dynamic timeout reauth-period 360
VLAN HAFRAE (BHY) TOFERBREBRE LA MIRE L, HRAEDRHMFEL 360 FIIZREL £,

(2) IHERA~D EAP-Request 7 L—LBEDHRTE
Jﬂﬁ}fi@nwEEP Z, RIEEMNGEET S EAP-Request GEAET— "B DOHER A v —) IZx LT, WK
DISE NI WG E OFIERE & FERBEHRELET,

[(FBREDRA > +]
FRERERE] B & PR L EIE O FRBF# Y, reauth-period # A < IZF%E L TV D REH L 0 O RERENIC 22 D
EITHEL T IZEN,

[:—7) F\(:ctéggﬁ-‘:_] (ﬂ-:_ |“$1 nnunE)

1. (config)# interface gigabitethernet 0/1
(config-if)# dotlx timeout supp-timeout 60
HRK— Tk 0/1 TO EAP-Request 7 L — A D FFEIFHE %2 60 FIICRELET,

2. (config-if)# dotlx max-req 3
AR— bk 0/1 TD EAP-Request 7 L' — A DFH LR %A 3 IR E L E T,
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[37 2 FITKBERE] (VLAN BEAIFREE (F3HD))

1. (config)# dotlx vlan 10 timeout supp-timeout 60
VLAN H{7Z83E (§#89) [ZRE L7= VLAN ID 10 T® EAP-Request 7 L — A D AR 4 60 FDI107%
ELET,

2. (config)# dotlx vlan 10 max-req 3
VLAN HE{7Z83E (/) 1Z5% € L7= VLAN ID 10 T® EAP-Request 7 L — A DOFXEEE % 3 [BIZRE
LET,

[a7 Y FIZkBE%E] (VLAN BGIEEETE (Bh1RY))

1. (config)# dotlx vlan dynamic timeout supp-timeout 60
VLAN E‘{quu (%JE/]) To EAP- Request 7 V—AO)ELH#F?% 60 *} %& Ljﬁjﬁo

2. (config)# dotlx vlan dynamic max-req 3
VLAN HEAZ8FE (81/9) T EAP-Request 7 L — A DO FE[E %A 3 [MIIEE L £,

(3) IR 5 DEBILERZEHILT SHAEDEKTE

Ui AR A5 O BEAP-Start 7 L — AZ[FIC K DFERELH AL US4, AR A2 RE LT2BE, HiREs &
OHRBREE, ZZ1 tx-period ¥ 1 ~, reauth-period % A ~ OREE[EFE CITHILE T,

[BREDRA > K]
ZE DR BB ORI B R CEREEER DN Thh, EEOARDEWVEEAICHRELZITY, AfEK
WLFET, Ko< FORERIC dotlx reauthentication =~ > ROFRENMLIETI,

[3T Y FITKBEE] (R— MEAFREE)
1. (config)# interface gigabitethernet 0/1
(config-if)# dotlx reauthentication

(config-if)# dotlx ignore—eapol—start
T ]\ 0/1 T EAP Start - 1/‘—‘.5\ 'fl:l mu uﬂi@ﬁ%ﬁ'ﬂﬂ: Liﬁ—

[A7 Y FIZ&B5%E] (VLAN BEAIFRE (F%89))

1. (config)# dotlx vlan 10 reauthentication
(config)# dotlx vlan 10 ignore-eapol-start
VLAN HALFERE (FFEY) IZE%E L7= VLAN ID 10 C EAP-Start 7 L — A K A R8REABE 2L L
R

(a7 FIZkB5%E] (VLAN B2 (Bh8Y))

1. (config)# dotlx vlan dynamic reauthentication
(config)# dotlx vlan dynamic ignore—eapol—start
VLAN E‘{quu (@JE’]) T EAP Start - I/—A 1;:: mu uﬁmﬁ %?ﬂ]ﬂ: Lijﬁ
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(4) nlh\n.l.—t%ﬁ&ﬁo)nlh\nrtkiiﬁﬁﬁ¥T®1#$%H#Fﬁﬁa&i
FRAEIC KRB LT SRS 305 5 RRAEFE B & COMRIFI 2 B E L £,

[Eﬁfi@rﬁ’»f vk
AR LRE LR S, BORERICERFEO BRI THON D Z & TEBOAMNBEL 25 2 L 2k
LET,
Z—FNIDRRAT— ROANEYIZ L > TRIENKH LIZHATEH, BRELFEMZRE LN
b FEREALEE & FEBR L 72V oD T, E)’z“ﬁ:iﬁéfF'EJ ITEE LT EE,

[:17/ Kz ct%) E] (-k F%{—LBIUDIE)

1. (config)# interface gigabitethernet 0/1
(config-if)# dotlx timeout quiet-period 300
R— MENGEREA R E LTV DR — [ 0/1 IZFRAELEEFEBE £ T OFFHEIE[ A 300 FVICERE L £ 7

[a7 2 FIZkBE%E] (VLAN BGIEREE (B%RY))

1. (config)# dotlx vlan 10 timeout quiet-period 300
VLAN HAFFREE (#H)) 2% 7E LTV % VLAN ID 10 (ZFRFFALE TR £ TOMFRERR £ 300 BIICRRE
LET,

[a< > FIZ&35%E] (VLAN B4R (B189))

1. (config)# dotlx vlan dynamic timeout quiet-period 300
VLAN HAZFRGE (@) (ZFRREALERTER £ TORMERFHR 2 300 FIEE L 97

(5) EAP-Request/ldentity 7 L — L 3X1{E DB EREFRERE

E%EE’] uuqu%F}ﬁﬁAbfib\jﬂwﬁi ;(‘-J- L/T, uunEF}ﬁﬁA%ﬁ%%\éﬁﬂéf; Z'KA ﬁ‘%ﬁﬁ%ﬁé’j EAP Request/
Identity #2553 AR EZ R E L T,

[(BREDRA > K]
AHEREIX, tx-period ¥ A ~IZEE L TH 5 e[ E T EAP-Request/Identity < /L F % ¥ 2 hik[F
LET, BEEFEADHAN Dt EAP-Response/ldentity DJ5& 2% L, EEOARZ &L T 5 ATHE
HRHY EFTOT, UTOHEXNTIRESNDEEREL T ZIN,

reauth-period > tx-period = (L& CREEZAT O MMEAR20) X2

tx-period DT 7 #+ /L MEMN 30 B TH 5729, 300 BLL LK TRIEETT H HFA1L, tx-period & A
VEEETLTLEEN,

(A7 FIZLBHRE] (R— MEAFRED

1. (config)# interface gigabitethernet 0/1
(config-if)# dotlx timeout tx-period 300
(config-ifH)# exit
A— FHENEFRREEFRE L TV DA — b 0/1 (2 EAP-Request/Identity 7 L — A %{E OFFRIE R % 300 7
CRELET.
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[37 2 FITKBERE] (VLAN BEAIFREE (F3HD))

1. (config)# dotlx vlan 10 timeout tx-period 300
VLAN HNZFE8RE (F#H9) %23 E LT\ 2% VLAN ID 10 (2 EAP-Request/Identity 7 L — A %5 O RER][H
b4 300 FICRRE L £7

[a7 Y FIZT&B5%E] (VLAN B4R (B189))

1. (config)# dotlx vlan dynamic timeout tx-period 300
VLAN Hf7283F (F189) 12 EAP-Request/Identity 7 L — L2515 ORI 4 300 BIZ&E L £,

(6) I —N\ILEFLRRDS M IEHE

FRE — SO ESRITKT DIGE N2 WIGE OFF LI Z3%E LE T, #%E LR RET 5 &,
Supplicant ~FEFER A @A L E 7, radius-server 2~ > R CTRE L TWDHXEEE O I-RER] & il
L CTHEW T ORI T Supplicant ~3RZF& A @& L £,
[(REDRA > k]
radius-server 2~ R CHEHEOTF —NEHE L TWDIEE, & —"OFEBREEZ G OIRINERHRD
RF L 0 BRIV Z R ET D &, FRFET— "~ZR L T2 & T Supplicant ~FE 7k A 1@
Liﬁ‘ BE Lo T R TOFBRE — "0 DISE NI & EITRBFER A B L2 WiEEE, Raw
DERERFRI DO 2R SBREL T IZEY,

(a7 FIZKBEE] (R— EAERE

1. (config)# interface gigabitethernet 0/1
(config-if)# dotlx timeout server-timeout 300
N h%‘{l‘uqu% H/:Eﬂ[_/'(l/\ AR— KO0/ &—uqu‘ﬁ-’“/\ﬁ‘E"@m/Qﬁf%ﬂ#Fﬁ% 300 i %& L/j‘:ﬁ—o

[a7 Y FIZkDE%E] (VLAN BGIEREE (B%RY))

1. (config)# dotlx vlan 10 timeout server-timeout 300
VLAN HALFERE (FF8Y) Z 5% & LTV 5 VLAN ID 10 IZFERET—320 6 DIREFF HIFHE] % 300 FhIZ
ELET,

[~ Y FIZkBERE] (VLAN BAGIEEEE (E9R49))

1. (config)# dotlx vlan dynamic timeout server-timeout 300
VLAN HAZF8GE (FhH) (ZRRREY— 30 b OISERF BIFE 4 300 ISR E L £ 7

(7) BEHImARA o DR E R Ky DB S ERTHF R DR E

A— MHEAEERE (07— R) BEIMEL TV AHA— MC, HEDImAKD b OFRFEER A M Lo 5HE
2, ZOR—FTOBEZEET R 2R E L ET,

[BREDRA > k]
WZHERE S TIW T Wi R 2 RS 2 OICLBEARRFR 23R E L T Za 0,

[av Y FIZ&BEE]

1. (config)# interface gigabitethernet 0/1
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(config-if)# dotlx timeout keep-unauth 1800
(config-iH)# exit
R— NENGFEREA R E LTV DR — b 0/1 IZB EERRRAE O IR 2 1800 FUCRE L £,

6.1.5 RADIUS H—/\BEENHETE
(1) ZHooF42VTDETE

[BEDHA > 1]
RADIUS #—/SEHIEL, TH 927 4 v VRF &) 2L eRELET.

[av Y FIZ&BEE]

1. (config)# aaa accounting dotlx default start-stop group radius
RADIUS #— T AU T 4 VTG EITO ZEHRELET,

(2) RADIUS H—N\THREZITO-HDETE

[BREDRA > k]
2 —YFGEE RADIUS $h— TI7 5 ZEARELET,

[av Y FIZ&BEFE]

1. (config)# aaa authentication dotlx default group radius
RADIUS ‘H-“_‘/\VC:L’_“}/L:JLA thE%fTTj iy j \—PX}E Liﬁ—

(3) VLAN EGIZREE (BI8Y) ERABDOHRE

[REDKRA > F]
VLAN H(7383E (FhHY) C, #WEEL7-8K % RADIUS #— 37 518 & 7= VLAN (25t - TEeET
HZLEBRELET,

(392 RICKBERFE]

1. (config)# aaa authorization network default group radius
RADIUS #— \InHHRE &4L72 VLAN IR T 2 Z & 2R ELET,
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6.2

IEEE802.1X D%

ELER

IEEE802.1X DAL — 3>

6.2.1

6.2.2

112

EBRavTY K—
IEEES02.1X Ok e+ AEH v F— B2 ROEIRLET,
£6-2 BRaOvTYVFK—E
ATy R% BL
show dot1x FRREHANL & & DIRRERCFRFE R A @ Supplicant E#H A2 KR L E T,

show dot1x logging

IEEES02.1X 7’1/ 7 ADEER T XA v —V 2R R LET,

show dot1x statistics

IEEE802.1X F8GEIZ o it A R~ LE T,

clear dotlx auth-state

POREE O E 7 VT LET,

clear dotlx logging

IEEE802.1X 7' v /' 7 ADEMER V' A v —T% 7 U T LET,

clear dot1x statistics IEEE802.1X F8GEIZ o it E#MAE 0127 U 7 LET,

reauthenticate dot1x IEEE802.1X iRk AEZ HEar L £7°,

restart dot1x IEEES02.1X 7’1 7' T A% FHREN L £7,

dump protocols dot1x IEEE802.1X 7' 1 7' T A CTERIRL TW AT — 7 WA, #itE®E 7 7 A v~

HLET,

IEEE802.1X KED R

(1) ulb\nIE'Ikohxo)ﬁT
IEEE802.1X MR HEIE show dotlx =~ R CTHER L TL &,
(a) EEEAROKERT

IEEE802.1X D% /iE—"& 1%, show dotlx =~ FZETLTHR LTI,

6-1 showdotlx A< FOEITHE

> show dotlx
Date 2009/01/09 10:52:40 UTC
System 802.1X : Enable

Port/ChGr/VLAN AccessControl PortControl Status Supplicants
Port 0/1 -—- Auto Authorized 1

Port 0/2 Multiple-Hosts Auto Unauthorized O

ChGr 32 Multiple-Auth Auto -—- 1

VLAN 10 Multiple-Auth Auto -— 1

VLAN 11 Multiple-Auth Auto -— 0

VLAN 12 Multiple-Auth Auto - 0]
VLAN(Dynamic) Multiple-Auth Auto -——= 1

(b) R— FEMEREDRERT

A— FNENEEREICB T DR — b T & OIRRETE# % show dotlx port 2~ REFEIT L THER L T &0,
F ¥ RN TN—TF T L OIRAEEIL show dotlx channel-group-number =~ > R&EITL THER L T 7ZE
AN

R—bEGZEETL L, MELER—FOEREEZRLES,
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detail NT A—=FZIRET DL, BAEL TV DROFREF R LET,

X 6-2 showdotlx port A< K (detail /185 A —2 I5ER) DETHER

> show dotlx port 0/1 detail
Date 2009/01/09 10:52:42 UTC

Port 0/1
AccessControl : --—- PortControl : Auto
Status > Authorized Last EAPOL : 0012.e200.0021
Supplicants 171 ReAuthMode : Enable
TxTimer(s) -9 / 30 ReAuthTimer(s): 3585 / 3600
ReAuthSuccess : O ReAuthFail -0
KeepUnauth(s) : --- / 3600
Supplicants MAC Status AuthState BackEndState ReAuthSuccess
SessionTime(s) Date/Time
0012.e200.0021 Authorized Authenticated Idle 0
15 2009701708 10:52:32

(c) VLAN BEGIERGE (F%89) DIRERT

VLAN HNZFEGE (889) 12815 VLAN Z & OIREEIX, show dotlx vlan 2~ RZSEITL TR L TL
728w, VLANID #8775 &, $6E L7 VLAN Off#az#R LE T, detail 8T A — X Z4RET D L,
PREL TV AIARDIEHREF R LET,

K 6-3 showdotlxvlan I <> K (detail /85 A — 2 {5EH) OETHE

> show dotlx vlan 20 detail
Date 2009/01/09 10:52:44 UTC

VLAN 20

AccessControl : Multiple-Auth PortControl : Auto

Status Io——- Last EAPOL : 0012.e200.0003
Supplicants 2/ 2/ 256 ReAuthMode : Enable
TxTimer(s) : 3518 / 3600 ReAuthTimer(s): 3548 / 3600
ReAuthSuccess : O ReAuthFail : 0

SuppDetection : Shortcut
Port(s): 0/1-4, ChGr 1
Force-Authorized Port(s): 0/4, ChGr 1

Supplicants MAC Status AuthState BackEndState ReAuthSuccess
SessionTime(s) Date/Time

[Port 0/1]

0012 .e200.0003 Authorized Authenticated Idle 0
84 2009701709 10:51:24

[Port 0/3]

0012.e200.0004 Authorized Authenticated Idle 0
5 2009701709 10:51:03

(d) VLAN BEGIE3GE (B)8) DIRERT

VLAN BAZFERE (#189) 12817 5 VLAN Z & OdREElE, show dotlx vlan dynamic =~ > R& (T L CHE
AWLTLEEY, VLANID Z$8E+ 5 &, $5E L7= VLAN OfF#RZ2F R LET, detail 3T A —# %245
ETDHE, BIEL TWAEROEREFRLET,
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X 6-4 show dotlx vian dynamic A< > K (detail /85 A —2 {5ER) OETHER

> show dotlx vlan dynamic detail
Date 2009/01/09 10:52:48 UTC

VLAN(Dynamic)
AccessControl : Multiple-Auth PortControl : Auto
Status Do——- Last EAPOL : 0012.e200.0005
Supplicants 1/ 1/ 256 ReAuthMode : Disable
TxTimer(s) : 3556 / 3600 ReAuthTimer(s): 3586 / 3600
ReAuthSuccess : O ReAuthFail 0
SuppDetection : Shortcut
VLAN(s): 20
Supplicants MAC Status AuthState BackEndState ReAuthSuccess
SessionTime(s) Date/Time
[VLAN 20] VLAN(Dynamic) Supplicants :- 1
0012 .e200.0005 Authorized Authenticated Idle 0
44 2009/01/709 10:52:03

6.2.3 |EEE802.1X FREIIREEDLEHE
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(1) EBREPIREEDFIHEAE

FRFRIRRE DAL 21T 5 121X, clear dotlx auth-state =~ K& L £9, ~"— +&FKS, VLAN ID,
WARO MAC 7 R VX@&ZYL#%?E%T‘%&TO M HFRE Lo 25681, T X CORGEIRREZ 1L
LET,

axy FEFT LSS, BRita T ) E THEATERI RO THEEL TIES VY,

6-5 HEEBEWNTNTOIEEES02.1X REFIKREE # MEAL I B E1THI

> clear dotlx auth-state
Initialize all 802.1X Authentication Information. Are you sure? (y/n) :y

(2) 3§%‘]E’]7&ﬁn,u\n

SR B RRAE A 1T 9 121, reauthenticate dotlx =~ F&EMHA L £9, ~— &S, VLANID, Wik
DMACT FLADENDPEARETE ET, FHEDRVEEL, TN TORGER 28R 5T U THRIEL
1TWET,

o~ REFEITLTH, FRGEIZARE) L7- Supplicant O{E BT H D THA,

X 6-6 EBENTARTOIEEES02.1X FB5FR— , VLAN THIEIT 51741

> reauthenticate dotlx
Reauthenticate all 802.1X ports and vlans. Are you sure? (y/n) :y



Web ZX:iF

Web & AN i {}L}Eﬁ Web77‘7“'j‘7i’ﬂ§b —(uunﬁéjﬂjﬁ_l“—'ﬂ_${i VLAN ~
0)7&?}%”1%“%??5% T—é‘o \_@Efcj: Web nunﬁ@ﬁg LOU\TD}E%
Li‘é—o

7.1 FEER

72 aAvI7449L—3v

73 ARL—L3Y

7.4 Web FZEFEEERF5 &
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7.1 fEER

Web #GEIE, Netscape X° Internet Explorer 72 & OIHLHAD Web 7' Z 74 (LI, HLIZ Web 77 U &%

DB) %*Uﬂ% L/:‘"’_"H_ ID ij:U/\XU f‘%{fof;mun J:OVC:'-““‘}]L%WUHJ‘_EL/, ;@i%#ﬁ){iﬁqﬁé
X@MACTFVX%{%)EH L/Tmu;ﬂi"lﬁ‘ @ﬁéﬁf wou‘.E?&@Z‘/ 1\17 ?/\0)77‘12%7%7

9

Web 383 i/k \—Tj—munﬂz;&“—‘ F23H Y iﬁ—

 [#%E VLAN =— K
FRRESRE) LTk D MAC 7 KL A% MAC 7 RL AT —T/VIZEGEL T, av 747 Lb—vara
~ > FCHEINZ VLAN ~@fE & Lol LET,

e X4}y VLAN £E—F
FREEMN AR L7=8 kD MAC 7 KL 2%, MAC VLAN & MAC 7 KL AT —7 V28 ek LT, AR
DFy NI —7 LEBFEROF Yy NU—2 B SBELET, AE— KT, URL YU XA L7 FEEIfESED
TENTEET, EHIL, MACRFE (¥4 7 Iv 27 VLANE— ) LIfFTEET,

e LAV —F—N

MAC VLAN (2 X% VLAN I W B 212 L » T, FBRERIO Ry T —7 GOy T —7 & 5B L
E9,

RHEEIC 5> C, MERBICHBIZR Y 7 N =7 24 YA h—AT 52 LR, Web 7T U121 CRAEN
TEET,

FRREIZIE, AEEIZNE L7-7BFEH DB (N Web 2BSEDB S MEOVET) 1k —mAFEREAFR L, 4t
i _m% L 72 RADIUS ¥ — NZfiW&HE 5 RADIUSRRAES e H Y, EbLohoFXEBIN T %
j—o

I 51T, IR EZ RADIUS Y — D7 h v T 4 v JRRe L, syslog — NITER8TX E4,

708, Web REETIZIPvA 7 L AEIFICHIE L TCWE T, 7272L, RADIUS »—D#HETIE, IPv6
T RUVAEIZIPVA T FLADEL L THIEETE E7,

7.1.1 EREF#EE
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I
i

RKe=a2 7T, PBRERIOMANITE T 5 VLAN %Z385ER1 VLAN EFEOVET, £, @&
% idiF#% VLAN & REOVE 9,

\ilE#% D VLAN

=0

F
=l

(1) E%FE VLAN E—F

RAFKTRIRARNREERTD & X%, MAC 7 RL AT — 7SR ESNT, Bkt~ VLAN A~ T
RUREE T, AN T D L, MROMAC 7 FL 2% MAC 7 RL AT —7 L 284 L, VLAN N
~NEETED 920 9,

a7 A UEEICHTZ o TiE, WebBiEEADIP 7 KLU AEMAT 5 5EE, URL U XA L7 MERex il
AT 2HERHY 3, ELL08AEY, v—F il LN RADIUS BGE 5 N CREAECTE £97,

EE
Web ZREEHEM IP 7 FL AZMTREL T &, £77, IP 7 FLRIZIE, KROMELSLD IPvd 7
RLAZBREL T EEIN,
e N—T Ny JALET2—ADIPT KL A
o KA UH T2 —ATHEESNTZY T Xy MZEEND IPvA T KL A
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(a) URLYAA LY FH#EE

SRAERT DI AR D & B ~D http E£721L https 77 B RAZMH L, SR OE EIZTREIANIC 2 271 o HiE %
FTRLTrIA VEBMEZSHEDLZENTEET,

2%, URLY XA L7 NeRETH5E1E, WebfBGEEMAIP 7 FLAZLTREL T LIV,

Fz, WARD Web 77 U FICT X P —N"ERETLHE1E, LT Web BAEHFHIP 7 FL AR T 1
FIH—ANOEMHZZT RIS ITHEL TIES N,

7-1 [EE VLAN E— FEEDO URL US4 LY ke

_BS2000

FEBARIREN S5 EBhttpd~T I XD H

B &, WRITOT A JEEEEHMIZRT
&, BAREEITOEET. x
RAERRNEIFEENNT I EATES L
IBYES,

ws_j

074 D EEERH —
ITERREEFET, — — —r

(b) WebZBSIERIP7 FLRIZKAO0 4 VigE

ARIEEIZRTE SN Web 58iEFHEHO IP 7 FLAEMH L Tr 7 A VEME, BXOue /7o MENATE
7,

Web SREEEMICRESINTZIP 7 FL AL, HA X 72— RITREENTZIP 7 RL AL 3H 2D, Web
SRIAEDO T A UEBERB L e 7 MREE T THER SN ET,
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K 7-2 WebZHFERIP7 FLRIZKZO54 Ligk

BS2000
RADIUS 4 |
Y=n H—nTL—F I

i WebBBEEFAIP7 FLRZERE
1 Il LT (ACIP? FLRZERE
. TEFEY) o

, REEEB

WebiZAIERIP7 FLAZRAW =051 ViR{ET
o744 vEENAERIhET,

(c) BIAERAIPVATHIER) R MRE

?\SEE;GJ'%_F“‘ I Iz, ntunﬁgﬂqo) IPvda 7 7 & AU X | (D\V, utunﬁgﬁq IPva 7 7 &A1Y A |k kﬂ?U\if}‘)
%:1 V7 4 7 L—3 g a~ s K authentication ip access-group CiXET H Z LI L > C, FRAERTDIRGE
DURARI DIEESNANFFED /Ny N EFEETEET,

HAFEH IPve 772 ) A M a@?ﬁtx)xb(:/747waa/:7/bm
access-group 72 &) &LIXHERR0, uwM’ﬁ WMESINTZT7 A NVAFERBEHEINETAL, 2720, BFEOT
JRAD A RNTERESNIZT A VHEMEE, BAaFEHAIPve 727 B AU R N TRESNIEZ 7 0 VX &L
DHERESNET, RIS — MIEFEOT 78 A Y A N EREHFHA IPvA 77 BA Y A NEERE LT
ity, MEDOT VAV R NDT 4 VEZ D, BIERNC HRAZICHHEHINET O T, BIEEH IPv4
T EAVAMIRE LI A VEREEBEDT 7 BAY A MIBREL T ZEN,

Fiz, EEWNEO DHCP h— a3 2556, BEFMIPva 7278 R Y X bDT 4 )V 7 ik
TODHCP "7y b il SEORENLELRY £,

B, a7 47 1L —3 g a< 2 K authentication ip access-group Z X ET 5B A, KOEICERELT
<,

s FHETEDWAFEHIPvA 7 7 AU 2 MI 1 HZT T, BIEARERDTITOR— NI, =
7 4 7L — 3 3~ K authentication ip access-group Tl —DHEZ LT Z W,

o WAEHEMIPv4e 77 £ A Y A R TRIETE D7 4 VH FMEPINERMG BTV D5EE, AN
HOITRESIVETS

e 2V T 4 L—raravy Rpermit £oit deny IZL - TRO T 4 VH FEBRFRESNTYH, #H
SNFEHA,
o tcp N— h @ range 8
e udp R— F® range 5 7E

¢ user-priority
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¢ vlan

o RE LGSO/ v FEFEREIL, RREDNAEFMEITEENETA, FRIET 7T T LT
FRAELSN DRy NBEEFERENPREBNCRE SN ET,

e BAEHHIPvA T 7 BAV A NDO 7 4 NVEEMHELTar 7 4 7 L— 3 3~ K permit ip host <ip
address> |ZFEFEMARD IP 7 RV AERE LTZHA, 27 4 7 L—3 3 2~ K authentication
arprelay #5%E L72< TH, BAEATOMmANHYEE D ARP /N7 v MIB@E L E7,

o WIEHHIPvA 77 AV A MO T 4 VHEMT, WITRTEIEERLTS & —RICT 78R Y X b
TANBFMERESS LD 2 ERH Y ET,

REEHD 7 4 NV FME LEEX LTSRS

o JEH 2~ K restart vlan ZFEIT L7255

o ##JJ =~ F restart vlan mac-manager % 347 L 72354

o BAHEMIPVA T 7B AU X bDT 4 VA ERMIT, 58 IP 7 FL 2 & LT Web iBFEEM IP 7 R L%
MEFENDT RURERE LIHEIL, Web iR LD 7 A VEHER TE R A,

(2) B4+ 399 VLAN E—FK

AE—RiE, VI —F—FNEITERY, % VLAN ~0 8]0 % 2 2 MAC VLAN T1T9 & & HiC
MAC 7 RL AT =T /MZE W B2 %0 VLANID & MAC 7 RLAZRERLET, £z, KE— }\T
URL Y XA L7 h&FEHTEET, &6, MACRIEDHF AT I v 27 VLAN E— FL DR TEF
j‘o

Lo —F— R, @WFF% VLAN 28 &E 325 Z & CEMEL £, #4732 VLAN £— RiE, MAC
VLAN %7 ﬁbt%fﬁﬂ‘]‘ MIFRETHZ ETEELET, 728, ¥4I > 7 VLAN E— N CRGER]

VLAN WfL{quéfifEl L:i, ntuuﬂzﬁﬁﬁ IPvAa 7 7 EAY A ]\T 'fl:l ng£7/]'/l/5é? 7’3?‘5%%753
bV ET,

a7 A EEICYS -5 TiE, URL U XA L7 MEREZEAT2ELE, Web BAEEM IP 7 KL A%
ﬁ“éﬁ/ﬁﬁ*i@@iﬁ‘ k%%@%{j\% E““ﬁfl/uuuﬁjitkio\RADIUS uquﬁtTnunET%iﬁ—

Web #AEEHAIP 7 FLARMLTREL TS, £/, IP 7 FL AL, ROMELISD IPv4 7
RLRAEREL T I,
e N—T Ny I A BT 2—ADIPT FL A

e FAUHE T o —RIHESNIZY TRy MZEEND IPvA 7 FL R

(a) URLYAA LY FH#sE

SRAERT DI AR D & B ~D http E£721F https 77 R ZMHE L, SR OE EIZTREIANIC 2 71 o HiE %
TR TrIA VEBEZSHEDLZ N TEET,

2%, URL U XA L7 FaRETHHEIEL, Web iBiEHHIP 7 FLAZLTREL TIESW,

72, UKD Web 77 UFIZ T 0 X TV —ANEBET L HEE, 47 Web @BGEFMIP 7 FL AR T 1
FUY—RNOBEHEZT RIS ITHELTIESN,

119



7. Web 3B5E

120

B7-3 4+ v VLAN E—FEEOD URL US4 LY Fg%hE

_B52000

AEREATVLAND 853K A & 4+ EfWebH—/ <
AFTORANHEE, HEIZOT A
EEZEMMIcRTEE, BiHEEE
Tht®d, ZAISHHT 5 &
BERDOMACT K L R EMAC VLANE
MACZ FLRT—JILIZEHLET.,

O4J 4 v EEEEH
ITRREEET.

(b) WebZBEERIP 7 FLRIZ&LKZO5 4 Vigk

ARYEITRE ST Web BAEHFHIP 7 L AZEH LT, v/ A4 U BERSI e 77U MRMERTE
j‘o

Web iBGFEHIP 7 FLAICREENZIP T FL AL, KA X 72— ACREESNZIP T FL R L%
B2, WebBEEDn 74 UHMERB IO n 77 0 MEZFICER S hvE 4,

(c) REIEERIPVATIERY R MRE

PRGN — MZ, FREEHEAIPvA 77 ¥ AU A R&2 a7 4 7 L—3 3 2~ K authentication ip
access-group CaxET 25 Z &12 L - T, FRIERT VLAN OURFEIC & DR HIEBE I~ E D v b &2k
FTEET,

RAEEA IPve 77 A ) A Mg, ﬁﬁ@?&txe%(:y747v~v5y:vykm
access-group 72 &) ELIXERRY, FWEERITRESINZ 7 4 MV EEEREH S ERA, 277 L, BEOT
T AY A RNTRHREINIZT A NVFRMEIL, FBFEEEHAIPvA T 7 2 AU A N TRESINZT 0 VFEME &
DBEBEENET, AN ER—MNCEHFOT 78R R M ERIAHEMIPvA 7 78R R FERE L
Ly, BEOT 7RV ANDT 4 VHFMEDN, BIEANC HRBAZRICbEA SN ETOT, FEIEEA IPv4
TIEAVAMIBEE LI A VA EMEBEDT 7 AV A MIBFEEL T ZEN,

F7-, HEENEO DHCP — &2 H T 2554, M IPva 77 AU A DT ¢ V2 FFI28E
TODHCP X7y FEBESEIRENBLEL Y F7,

2B, a7 47 1L —3 3 a~< 2 K authentication ip access-group Z ¥ T DA, KOSIZEREL T
<,

s FRECTEXDRAHAIPvA 778 A Y A ML LT T, i RE R T_XTOR— M, av
7 4 7L — 3 3~ K authentication ip access-group Tl —DHEZ LT E W,

o WAEEHIPvA 7 7 BA U A N TRETE D7 4 VHFENIESRTEEZBZ TV DS, WESEHEAD
HOLETHRESNET,

e a7 4 L—Yaravwy R permit £72iE deny IZ L > TRD 7 4 M EFRMERTRESNTYH, #H
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SNEEA,

o tcp " — b @ range fRE
e udp ~— ® range f§7E
¢ user-priority

¢ vlan

o RIE LGS D /T v FEFEREIL, RREDINAFMEITEENEEA, FRIET RS T LT
FUELS DRy FEFERESREBNICRESILET,

e BAEHHIPva T 7 BAV A MO T7 4 NVEEMHELTar 7 4V L— 3 2~ K permit ip host <ip
address> |ZFEFEUMARD IP 7 RV AERE LTZHA, 27 47 L—3 3 2~ K authentication
arp-relay Z g E L7 < Th, PRFERTOWGA) HEFE I D ARP N7y MIBE L E 7,

o WIEHHIPvA 772 AY A DD 7 4 VHEME, WITRTEIEERLTS & —RICT 78R Y X b
TANBGFMERESS LD 2 LB Y ET,

s REFHDT 4 NVEFMNE EEX LSS
o JEH 2~ K restart vlan ZFE{T L7255
o ##J =~ K restart vlan mac-manager % 347 L7254

o WFIEHFHIPvA 7 7 BRAV A DT 4 VEFMHIZ, 5605 IP 7 FL AL LT Web BREHFEMIP 7 ML
NEENDT FLRAEZFRELIZGEIEL, WebBiEIlC L b v /A VEERTE E/ A,

3 LAY—FE—F
(a) O—hLRBIEA

/J\fﬁfﬁ*y rO—2 Tﬁﬁﬁﬁ:jtﬁﬁ Lf:l/‘i}%/ﬁ\bj:, W@ Web #& SHE DB %'fiﬁﬁ L7-m °—J1 Vs thEZ)) LCWE
R

FRAEE, 2—HID LR U— R CiThbET, £72, FBFEHCSER2—VID, AU —FK, BLUGE:
# O VLANID 1%, #H o~ R TREBENONR Web 8GE DB IC5E L E 9, 7083, P Web 587
DBDONRy 7T v P77 A NVEERTEET, £, Nv 7T v 777 AN ENjE Web 383F DB 218 T
THZELTEET,

72— VIRFE S A D RAEEELZ R ORI R LET, 8FERT VLAN (21X PC1, PC2, PC3 B LU —NA
ﬁ‘ﬂﬂééﬂ, mquﬁé VLAN (Z '&_/\Bﬁ)ﬁ'fhéﬂfb\é%)@k Lij_o ZZ T PC3 el j‘mth‘.Ej_%)/
AT LORFITY,
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7'4 Web nll.:\l'-lE /Z T-L\*ﬁﬁk_. (I:I jJ)l’nlb\l'-IEjJ__t)

FBEERIVLAN EREE{£VLAN
------------- - BS2000 S
/ H—s%A N 3 — \
! @RI | WRNCIZEEE | icqmd i :
i -
| E i =
i ! i ]
1 T 1
! I | :
' : | :
i I 1. 3. | ]
i I 1
| \ | 1
[ A _ . - | 1
- | 1
: \, : :
i HUB HUB 1 i :
: 1 b '
1 1 : I :
| -l -k :
| ! I |
1
| M :
1 [== 1[5 [== 1[5 : I :
: / NS £ N : :
9 PC2 PC3 / A

_________________________________

4 SRREAL(MACT R L RBAL) 12
VLANASIY Eh Y Y

1. HUB #RH Tt Sz PC 5 Web 7 7 U %@ L, f5E S 7z URL TAREBICT 7EALE
7T

2. PJB Web Z83E DB 121> T2 —H ID B L UVIRA U — RIZ X BBFEE 1TV,

3. WAENEKE CTHIVE, EFERShEE % PCIZERLET,

4. BEEFE A PC (Z 04 PC3) 1E#8GE%E VLAN IZIUE S, — BB TE 2 L9120 £,

(b) RADIUS SBEA
FEHS IR D K & 2R T ORREEICIE, AMEBICERE L 7= RADIUS Y-— % o 72385058 L TV E,
RADIUS FBFES OBEHEZ R DR L E T,
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NAS-Port-Type 61 Virtual(5) %€ L £ 7,
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Eits Type fE E5BA

NAS-IPv6-Address 95 NAS O IPv6 7 R L A& KM L £4,

N—T Ny A4 BT =—ADIPv6 T L ARERL, L—F
Ny A BT 2—ADIPv6 7 FLAEKMNL 9, 72F, ki
PISMEIY — R EWETHA T 2—ZADIPVv6 7 KL 2 &RM L
f9, 2L, IPv6 V2 u—hL7 RLATHEETAEAIT
N—T RNy I BT 2—ADIPv6 7 KL AHREDH T ﬁﬁb
LY, FEA L EFT2—ADIPv6 Y 7 u—H LT L R &M
LET,

717 BRI S—AvtE—v
aﬁﬂlﬁ‘—@ﬁﬂlﬁﬁéﬂémwﬁi7 A /‘IZ—‘/?E/TODTF/EE%/K@. IR Li‘f
7-23 un..\n]-.EI7 )‘ v t_yﬁ/_t

IS—Awt—2 (xn)

| {——Ia—ﬁ%
IZ—AvtE—T&FX

FRAET T —ORAMBEROFKIIRLET,

R75 RBEITI—HAvtE—TLI5—HEERFIER

IS—AytE—URE I>—% IS—FEEB
=
User ID or password is wrong. 11 04 ra—FIDNEEINTOEETA
Please enter correct user ID and
password.
12 0y A4 a—FID N2 LFEBZ THET
13 RAT — RBFRE STV, 72348 E SN2 3074k
NEBXET
A
15 INAT — RN Web 785E DB IZBE STV ERFA
16 GET # Y v F® "QUERY_STRING" 78 21 SUF A 0>,
HDHNE, 256 LTHEBRZ TOVET
17 POST # Y » F® " CONTENT_LENGTH" 7% 21 £ CT&
%, F71%256 HBZ TWET
18 B 7 A a—PID IZFF Al S TWVRWICTFRIEE ST
WET
20 PRAY— RIZHFAIEN TRV ERMEES R TOET
22 H— jJ/I/uAL‘uJJ:j—AtVC p:uutfﬁ&@ﬁ%*ﬂ‘bﬁH?/l’/%
Tollg, NAT—RPR—H L TCHEFATLE
RADIUS: Authentication reject. 31 RADIUS H— BRI LS (77 v 2HEHF7-1%
JEAF YL Y) BXELELE
RADIUS: No authentication response. 32 RADIUS H— NS HIFHF A 2 ZECxEHATLE (2
XA L7, £72I1XRADIUS h— "OBREN ST
VRREETT)
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I>—%

I>—RAEMR

You cannot login by this machine.

33

RADIUS T3 E STV 5 %iE% VLAN 75, Web f8GET
EFIN72 VLAN TiEdH D £H A,
F7201%, VLANA U X 72— ACRESINTHETA

34

RADIUS §8iE 5T, RS AMARNDF e A &7
f:l‘%‘* RADIUS '9“_‘/‘75 %uuu u?E“y\% (77‘12;{?547::
FFT7EAF YL UY) BEXELELE

35

[ VLAN & — KT, RASEHR SN TV A RGER R AR —
FRY 7 BT DORETT,

F7201%, A— FQREE VLAN E— FE LTRESNLTWE
A

36

[ 7E VLAN & — R TRE I N7 A— F & INET 5 VLAN
7S suspend REEIZ 22 > TWET,
F720%, VLAN A U F 72— R TRESNLTWVERA

41

Web FRGE CREAEE A DI AN D, Bipba—yconr/A
VERPR B FE LT

42

Wﬁ Web #3iE DB 2% 4172 VLAN ID 73, Web 38k
F S 7= VLAN TiEH v i“ﬁ:/u
it %, VLAN £ ¥ 7 = —RIIHESNTWVETA

44

Fl—5ik T, IEEE802.1X % L < 1% MAC FRFEIC L - TR
AEEA, FEllEar T4 S L—varavw s R
mac-address TR D MAC 7 KL A28 MAC VLAN (2%
GRIEAH DT DFBIECE EHA

45

I AR DR STV DRIERRA— 3 Y > 7 o ok
BT,

FlE, A—FREE VLAN F— FH L 3FAFIv s
VLAN £— FE LCREISNTWEE A

46

FRAERI SR — N & UUA T D VLAN 7 suspend JRFE L 72 5
TWET,
F720F, VLAN 3 A V4 72— RCEESN TV EEA

47

Web FBFED 1 7' A D e RINE Gt % 8 2 72 T2 DIZFRRE
TEFEHATLEE

76

MAC 7 KL 2% MAC 7 KL AT —7 VBT DB,
KPR EINTOWDIR— IRV 7 X7 LTWET,
F720%, R— FWEE VLAN E— R L ZF4AFI v 7
VLAN £— F& L TRESINTVEREA

77

MAC 7 KL 2% MAC 7 RL AT —7 VBT B, IN
&9 % VLAN 28 suspend IRFEIZ 72 > TV ET,
F721E, VLAN A U 7 =2 — AR EENTOERA

Sorry, you cannot login just now.
Please try again after a while.

43

Web 787k, MAC &G, $72i3X IEEE802.1X FRiED = 7' A
CUEBNIRRINERM R BA T OICRAETE E-ATLR

51

A VRO IP T FLUAES MAC 7 R L R EfRRTX
FHATLE

52

Web 'H-“_‘/“ﬁi Web & iCy uJ‘.ET“_‘;E/ &*ﬁ(%}hf% FHATL
7=

53

Web RFEDOWNERT T —
(Web —2323, Web RiFT —E 1w 7 A VEREZEE
FHATLE)

54

Web FRFEOWNHET T —
(Web 'ﬂ“_‘/\f)‘, Web & uIET“_‘;E DN ‘L\A%'_XL' f’f
nEHATLR)
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IZS—AvtE—DRR I5—%& IS—H4EEH
5
The system error occurred. 61 Web FZFEONE~ T —
Please contact the system (POST # Y v Ko " CONTENT_LENGTH" 2AHf$ CT& £
administrator. FATLE)
62 Web ZBiEDNFS = T —

(POST/GET T Ho72/37 A —212” & H 2L 1
HERLTHELR)
63 Web # uJJ:@WﬁKI7ﬁ

(Web — XTHiRD IP 7 L ARG TEEHATL
)

64 RADIUS # L O Accounting ~D7 7 BANRTEX FHAT
L7= ( uuuﬂi?‘iﬂy& fd? D i'g—)
A fatal error occurred. 65 Web #HIEONE = T —
Please inform the system (FIWFIC 256 {4 % 72 RADIUS ~OREER AL & F L
administrator. 7)

72 MAC VLAN [ZFBFEL7- MAC 7 RL A& B TEEEA

TLz
73 MAC VLAN 7> 5 38GiEfi#ER 9% MAC 7 KL A ZHIRCT X
FHATLE
74 MAC 7 KL 2% MAC 7 R L 25— 7 /LSBT L=
T—BRELE L
75 MAC 7 RL AT =7 A H 5 MAC 7 R LR EHIBRT 5 ERIC
TIT—REELELL
Sorry, you cannot logout just now. 81 a7y MNEREINTZWERED IP 7 KL RS MAC 7 KL
Please try again after a while. A EFRBCEERHALTLE
The client PC is not authenticated. 82 04SN TOVARNEEN SO 77 FERCY

IS—BETLOXUAE
e Ix~2x: ELWa2—HID &E/XRAU— R THER VA VEEEZIT- TS0,
* 3x : RADIUS O ExX RE L T Z 3,
e 4x : Web BBRED 2 7 4 T L— a3 v, BLUOWE Web #%GE DB OB ES FLE L T 7Z&0,
e 5x : &M =1~ K restart web-authentication ¢ Web 8:EZ FEHE L T 723\,
e 6x ~ Tx : i 3= K restart web-authentication ¢ Web #3FLE% FHEZE) L T 72 &0y,
e 8x: FHERTT Y MUMEELIToTIEEN,

7.1.8 Web ZEEEE AN Z HEE

Web sBRECEMAT 51 7 A VHEESSR V7 U MNEHE R L, Web 77 UHFICEKRT HHEEIEHR (LI,
Web s8iLHiE & FEOVET) 1L, A~ FCANBEA D Z LN TEET, ToEHa~ FTHELL
T4 V27 PUETIE, WIRTEEO T 7 A VN6, %4725 Web Billim L Bz 7, F
7o, WITRT T 7 ANV gif 77 A NI EDBG T 7 AV HRIFFHCBREIRTE E T, 72720, BEREFIC
357 7 ANDI A RTF = v 7 EFEITD, 77ANVONFIET =y 7 LETADT, LTihEwRE
1T>THhHE HTML 7 7 A ARER T 7 A L EFEKL T TEI W,

ANERDZENTE DEEEZRITRLET,

[AAVER 2RI RE 72 18 1
-D?%/ﬁﬁ
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o 1A VREEhIE
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F7, [E£75 BT —RA v =Vl —RAMBNIGER] (ORTHRIET T — A vE—UH AL
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X512, Web 77 UV DOBRUZAVIZERTDHT A 2 (favicon.ico) B ANEZX D ENTEET,
&7 7 ANVOFEMIL, (7.4 Web BAEEEERTFL &) 2L TSN,

70k, Web sRREEE OBEFICIRIRT L 9 2R & 72154, B LZBEEAFRINTIZT 741
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BERIEMEFTT DL, BEABRDLENOLIICERENDZZENHY FT,

o Web sBFEM B E&TIC [Ctrl] + [C] F—%Z# L T, BRI L Pl XS54
o telnet T Y —niZua 7oA L, Web BGEHE B HKH I telnet 23] & O CHIWr S -4

AN
=

Web FEFIEIH 0O B &k I PN € 7235613, FHE Web GRGEMIH 2 8 H& L T E3 0y,

7.19 fhiggELDHEEF

Web muthE(Eﬂﬂ/T}% @i’éﬁ&ﬁgﬁ%ﬁélﬂ? Lij‘o

(1) IEEE802.1X & DHEFFIZDIVT

Web #RFEIE, WISRT ST IEEES02.1X & HEFETEET,

%= 7-6 |EEE802.1X & M7E

PRELE— K R TJE—FK Web 525
[E % VLAN L4439 LAS—
F X1 VLAN E£— K E—FK
A— N HLALFERE YU E— R Fl—A—MIREL | A— NEAMATHM A — NS THEl
A3 "C ZEN
< VFE— R Fl—A—MIREL | A— NEATHM  A— NEA T
RNTLZEN
THARFRFEE— N A— NHALTAF A— NHEALCTHEL AR — N AL CHER
VLAN HAZFRFE SARBREE— N VLAN HA7FB8FE (%  VLAN HALCHEft | VLAN HAL CHEfh
(§Y) ) ICRE I
N— b HAL TIAF
VLAN HA7FEGE THARFRFEE— N VLAN HA7 THEfh F—AR—FTfFE  F—F— FTE
(Bhiy) 2 ArRE S Al 4
X1
F—¥A (F—MAC 7T KL2& %ﬁoﬁaﬂ%) T, Web fBiEIC X 2 pih#ic, IEEE802.1X DA — M
LLub FE¥ 7213 VLAN %‘ LELA AIE (E%E’j) LG EJZIJJ L7z ﬁ{:]\y IEEE802.1X ®72 HEF%ZIP{E% =
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T, Web RAEOFEIERIEIIMRSNET (0BRSS, v/ 7 7 FEEIZFRTENEEAL),

T, WIORTHO X 51252 OFR— Mo S/ HUB (XCTiE HUB#1) 2/ L TR ST

UKD, §CIZ IEEE802.1X (R — MHALFRGE CRARGEE— F) F7zi% VLAN BAEGE (7))
TRAESNTWSIREET, 5o HUB (KT HUB#2) ICEfi 2 A E L7-HA, VWolth

IEEE802.1X DOFFENMEER S ievy & Web #85E ([EE VLAN £— R) onr /A VEEEZ1TS 2 &%

TExFH A, IEEES02.1X OIEF =< > K clear dotlx auth-state TERFEZEfEER L T 7280,

7-24 |EEE802.1X TERIIS N T\ BImKRNDKR— B ENHR D Web FBEEF A
BS2000

AR—

IEEE 802. XD EREEH HRER
shizivg, WebiZED
O 4 AAREVITAFEE A

|EEE 802. 1XT & —in =k TWebiBEE
SBEEFH A 044 LE1E

X 2
WRITRTHD & 9 IZF—R— F THRFETE LT

X 7-25 |EEE802.1X (VLAN BEGIsREE (BhHY)) L DHE

BS$2000
g EEE
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—HR—=F

|EEEB02. 1X WebzZEE RinR

ESIE RS
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ZER% L%, IEEE802.1X VLAN H{7#RGEE (@A) | Mupﬁﬁbtﬁu,mmmm1xmm£#

RAMESE ST IEEE802.1X TRRAE 4172 VLAN (280 b v, Web FBAEDORBIERREITMER S 41 E
T (Zo%E, B/ 7 U MHHEIIRTFSNEEA),

% 4
Iﬁ‘gﬁﬁwﬁﬂi (Iﬁj# MAC 7 I‘I/X %i’ﬁ/) ﬂi) T Web ity EE (1/77 v—t— }‘) mh uﬁﬁkyﬂ&
IEEE802.1X VLAN HAZZGE (#hH) (2 Xk 5385 W%Lt%é,mmwm1X@M£#%ﬁﬁ%é

N T IEEE802.1X THRE S 7= VLAN | @Dﬁb@ Web FBIEOFERREIIER SN ET (Z 0
&, a7 U NEHEIZERINETA),
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(2) MAC BREE&EDHFIZDINT
Web Ao :i, ‘/Kﬁlﬂ?ﬁ‘%ﬁ:f‘MAC muuﬂik/ﬂ\:rvc%ij*

K77 MACRERIIEDHE

MAC E:L\EIEO) Web EﬂnﬁmnunE:E I‘
PEEE— R
EE VLAN E— K 4+ 399 VLAN £— LAY—E—F
N
[E VLAN £ — K A— AL TSR JLE HLAL CHEAh LEE HAAL CHEh
24 F 3 v VLAN B— | SEE B THE — hEAT TSR AL HAAL CHEh

K
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7_<‘:f£0ij— if:, Web uAhuJ‘.Eﬁ‘S‘E} \—HAL‘EL[EEkijf\_ i Web nALﬂ,[EO)DLH 'H( i%@iikiﬁni
7 (MAC FRAEDOFBREIZ =T — & 720 7).

(3) OAN EDHEHEFIZDINT

Web #87EI% OAN & AFTE FE 4, EE VLAN £— RB LY A F I v 7 VLAN £ — RB3ER25E,
WITRTERUERHY 7,

o AIEE OFRFERGAR — T AX-Config-Master 2835t L, Web ifGE & ThO T ICARLEE CHEH LI2WGEE
X, 2747 L— a3 a< K web-authentication web-port T OAN 723Mi 9% https "— b
(832, 9698) %?bﬁjﬁ%)'z\gﬁ&) DET,

LI uJ‘_EX—J‘%T Z AX- Conflg Master %&f}bb Web 7 1o uJ‘.E%'??bj— k—zti @%JB :ﬁrﬁénf‘:%ﬁ%
”E’?Jﬁ?‘%’)fa/\, /k@. RTEDIZT 7 EAY A MTOAN MEMT 2 IP N7 v b &5 SELHRE
BULETT,

X 7-26 OAN & D it7E

OANEHERREE (ANEEXNREE

]

AX-Config-Master At WebZZEE & OANA Eh 45

FRALTWAI Ty b %

BESEL-6H0 )

FOEARAVARERE - |BS2000
xR A— k-

w0
Ve \6 s \6
AX-Config-Master WebiBEIimRZK

(4) HETEEUHEEE
WOBERE & ITIAF TE EH A,

o [EHE VLAN £ — KD IGMP snooping
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7.1.10 Web ZEEALDIE
(1) DHCPH—/\D IP 7 KL AR —RERBIEZREICDUNT

AL G AIZFRIEAT IP 7 KL A% DHCP Y — A"\ bl 544, DHCP — XD IP 7 FL R Y —
AW TEDIRTECHEL TS ES W,

705, Wil DHCP — NICBA LTI, 10 o ETEETH, INSWEZZREL, Lird, Fikx—
PEMNL VB S IITEBICARRIHNY £T0 T, VEZS LT —AFBOREZLET LT EE,

(2) REELZBAANRDIHKBEIZHEHRT H2EEICDNT
AREEBOR TIIEI TR X =R —F B L2V T E &0,

AEE L FEEOR & OB ORK LIC, 7947 MEROMAC T RLAZEEZHRZ 560 (Fuxy
P NON—F 72 L) BEELESGE, Web fRRENEIHRI 72 MAC 7 R L R 2 GERMLGR & #8%
LTLEITZDITHR T & OFRIENTE EEA,

F7-, AIEEOR TIHR— REEREEE DMV HUB MM LAN 285 L, T PC 3k s h
TWAHEA, HAEEA TR TCHLPCRIETHEEN TETCLEFVETO THEENLETT,

K 7-27 AREE L IHREOES

FIEE (WebZBEEA EE)

3) A7V FEDHKIP 7 FLRIZDWWT

A F w7 VLAN E— FBIWNLH—F—FTlX, s 77 Mt (Web BEickse7 70N, &
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TR X WEOIP T RUAZFEAERIO IP 7 RLUAIZEFE L TL S0,

o FEIREDHEIL, FHTHWRDIP 7 FLALZRAFDIP 7 FLRAICHREL T &,
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Y= TP 7 L ADRAMMIRERZT> TESW, (B : Windows D56, 2w R7mr 7 Mipb
ipconfig /release % 31T L 72#41Z, ipconfig /renew % 1T L T 72 &\Y,)
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(4) Web FBEET RV 5 LABIEE LI-HE
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DNEZ e 7 A T LB T 72 AT 5720, JIZHRE Iz RADIUS %— ST 81 L - TlfE
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MAC 7 FLAERE—UT U ML D e 77 v MEEx
N

BIEL
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URL U # A L7 MEREZANICLET,

web-authentication redirect-mode

URL V& A L7 M, SRICRRT 2074 VEfEO T kal
(http £ 7213 https) ZHEL £7,

web-authentication static-vlan max-user

H/TEVLAN EF—F uL‘uJJ:VC% %J‘j-“_‘"j—j;&%'} ﬁfbi?“o

web-authentication system-auth-control

Web @ik A2 LET,

web-authentication vlan

1/7\7‘:/‘_‘35_‘ }‘T, Web nqu’C’@JV)ﬁZ%:u?TTéﬁjV)ﬁz D
VLAN ZfiEL £

web-authentication web-port

Web —"~DT 7B AR— b FESZBMLIZHAICHEELET,




722 BEEVLANE—FKODaYI7449L—3Y

(1) B—ALREARDERMGERTE
H— A VRRES R A 5 L CORARIMARIIEZ K ORIOR LET,

& 7-28 [EE VLAN E—FOO—A)LBEARDERER

DNS+—/<
10.0.0.1

BEEAICP I EATED

SLERDHCPH— /%
L3R4 vF | |EEEE 10.0.0. 100
BS2000
;g h
: 0/1 :
0/ 10.10.10.1
e
HUB
VLAN 10
192.168.10. 254/24 FHERDHCPH —/I2 & B
- - IP7 FLAWE
1= [— 5|
£ S N
PC1 PG2

(a) FBEER— FORTE

[BREDRA > +]
Web F8GECEH 2R — 2R ELET,

[O7 Y FIZKBERE]

1. (config)# vlan 10
(config-vlan)# state active
(config-vlan)# exit

2. (config)# interface gigabitethernet 0/4
(config-if)# switchport mode access
(config-ifF)# switchport access vlan 10
(config-if)# web-authentication port
(config-if)# exit
RFEZAT O BRI R AL TV D AR — MMZ VLANID & Web @BRF2 X E L £ T,

3. (config)# interface gigabitethernet 0/1
(config-if)# switchport mode access
(config-if)# switchport access vlan 10
(config-iH)# exit
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WebZEIERIP7 FL R
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WAERIZT 78 AT DRy FU—I D L3 AA v F et 5 R — heffEL T,

(b) VLANA VA TJz—RIZIP7 KLRESRE

[(BREDRA 2 K]
Web BFECTHEHT 5 VLANIZIP 7 RLRAEZHELET,
[a< Y FIZ&BE%E]
1. (config)# interface vlan 10
(config-if)# ip address 192.168.10.254 255.255.255.0
(config-if)# exit
Web #FE T35 VLANID 10 IZ TP 7 KL A& & ELE T,

(c) SBAERIPVATHIER) R FDEE

[BREDRA > K]
FOREATRIE DU AR ) S AILE DI~ DR Z 77 7T DR8RERH IPva 77 AU A M &EL £,

(a7 FIZ&BEE]
1. (config)# ip access-list extended 100
(config-ext-nacl)# permit udp any any eq bootps
(config-ext-nach)# permit ip any host 10.0.0.1
(config-ext-nach)# exit
(config)# interface gigabitethernet 0/4
(config-if)# authentication ip access-group 100
(config-if)# authentication arp-relay
(config-ifH)# exit
PFEATOMEAR LS DHCP /37> M & IP 7 KL 2 10.0.0.1 (DNS #—/3) ~D7 7 & AZF A4 57
FEEHIPvA 7 7B AU A M ERELET, 612, ARP Ny MEKREEO/INBIZIRESEDL LI I
BELET,

(d) Web FBEEDERE

[BREDRA > K]
WeprLthE@:[/7/fyI/'_‘?‘/El avx I\% ELTW@meuJ‘.E%ﬁ)‘jJ L/jij—o

[a< Y FIZkBEE]

1. (config)# web-authentication ip address 10.10.10.1
Web BFEEHOIP 7 KL X (IPv4a 7 KL X)) ZFHELET,

2. (config)# web-authentication system-auth-control
Web i EE%EEJJ Lijﬁ

(2) RADIUS FZIEAKXDEKREERTE
RADIUS AR A H T2 L CORANARRELRORIE LET
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® 7-29 [EE VLAN £— KM RADIUS SBEE AKX D EARER

DNSH—/%
BEEAICP I EATED ]UUU?

RADIUSH—/%
10.0.0. 200

S1EBDHCPH—/ %

10.0.0. 100
BS2000
{ F&E :
; 0/1 N WebiBAEHAIP7 KL R
i 0/4 @ ; 10.10.10. 1
[ ] ’:I
HUB }
VLAN 10 |
192. 168. 10. 254/24 FHERDHOPH— /812 & B
IP7 FLREE

(a) FBEER— hDERE

[BREDRA > +]
Web FBAETHEM T 2R — b aRELET,

(a7 FIZ&kBEE]
1. (config)# vlan 10
(config-vlan)# state active
(config-vlan)# exit
2. (config)# interface gigabitethernet 0/4
(config-if)# switchport mode access
(config-if)# switchport access vlan 10
(config-if)# web-authentication port
(config-if)# exit
PREEAT D SRR SN TV DR — MM VLAN ID & Web 8iE&#%E L 7,

3. (config)# interface gigabitethernet 0/1
(config-ifF)# switchport mode access
(config-if)# switchport access vlan 10
(config-if)# exit
PAERIZT VAT HRy NI =7 D L3 AL vTF =8 dT R — bEHEELET,

(b) VLANA VA TJx—RIZIP7 KLRESRTE

[BREDRA > k]
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Web #87ECHIT 2% VLANICIP 7 KL A& E L £T,

(a7 FIZ&kBEE]

1. (config)# interface vlan 10
(config-if)# ip address 192.168.10.254 255.255.255.0
(config-ifH)# exit
Web F8GE T3 % VLANID 10 (I IP 7 RLAZFE L £7,

(c) FHAERIPVATIERR FDEKE

[BEEDRA > K]
FORERTRRE DU AR > & AILE DI~ DIBE 27 ] T DFEFERFH IPva 7 7 ¥ AU X M EREL £,

(a7 > FIZ&BEE]
1. (config)# ip access-list extended 100
(config-ext-nacl)# permit udp any any eq bootps
(config-ext-nacl)# permit ip any host 10.0.0.1
(config-ext-nach)# exit
(config)# interface gigabitethernet 0/4
(config-if)# authentication ip access-group 100
(config-if)# authentication arp-relay
(config-if)# exit
LRI DA B DHCP 737 > M & IP 7 KL% 10.0.0.1 (DNS % —%) ~DT 72 A% F [T 53
FEHIPVA 7 7 A ) A RERELET, IHIZ, ARP /Yy MEAREBEOIMNBICERS L L5 I1C
BRELET,

(d) Web n:L,\nIEG)E&E

[BREDRA > K]
WebFR3ED a7 4 S —yaravwy REREL T Web Zirx AN LET,

(37> FIZ&kBEE]
1. (config)# web-authentication ip address 10.10.10.1
Web S8REFEHDOIP 7 KL A (IPv4 7 RLR) ZRELET,

2. (config)# aaa authentication web-authentication default group radius
(config)# radius-server host 10.0.0.200 key "webauth"
—VFGE%E RADIUS — R TCITH 720D IP 7 KL A & RADIUS g% E L £,

3. (config)# web-authentication system-auth-control
Web i [ uJ‘-Eid_}tEh Lij—

(3) RADIUS ZEEAR +NiEk DHCP H—/\{E AR D KT
RADIUS 27 f 7 & A% N DHCP Y — %45 L CORAN AR Z K ORISR LET,
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7-30 [EE VLAN E— F® RADIUS ZBEEA R + A DHCP H—/ DO EKREK

DNSH—/%
BEEEICFOEATED 10. 0. 0.;1

RADIUSH—/%
10.0.0. 200
L34 v ¥ | [SEEEEEETY |
FEE 0/1 o WeDEBEESA IP7 FL X
______________________ 10.10.10. 1
| AP/ 0/4
& VLAN 10
192.168. 10. 254/24
HUB

AEDHCP Y —/3I2 &
IP7 FLRAEE

ok

(a) FBEER— hDEKE

[E%

EDRA 2 K]
Web 3 0 nJ‘.EVC'fi)EHj_%) j— ]‘ %%&LE L/ij—o

(322 RICKBERFE]

1.

(config)# interface gigabitethernet 0/4

(config-if)# switchport mode access

(config-if)# switchport access vlan 10

(config-if)# web-authentication port

(config-ifH)# exit

FREAAT O SR D3 HE STV D AR — MI VLAN ID & Web fRFEEZRE L E T,

(config)# interface gigabitethernet 0/1

(config-if)# switchport mode access

(config-if)# switchport access vlan 10

(config-if)# exit

ARICT 78 AT B Ry NT—F D L3 A v T &R T AR —bEHELET,

(b) VLANA 2 7z —RIZIP 7 RLRERTE

[BREDRA > k]

Web FBFETHEAT 2 VLANIZIP 7 RLRAZRELET,

[a7 Y FIZ&BEE]
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1. (config)# interface vlan 10
(config-if)# ip address 192.168.10.254 255.255.255.0
(config-ifH)# exit
Web 8RECHHT 5 VLANID 10 I2IP 7 RV AEZFHELE T,

(c) BAERIPVATHIER) R FDEE

[BREDRA > +]
FORERTRIE DI AR O ALEE DIMB~ OIS ZFF ] HF8GEH A IPva 77 £ A Y A b @& LE T,

(272 FIZKBEHRE]

1. (config)# ip access-list extended 100
(config-ext-nacl)# permit udp host 0.0.0.0 host 192.168.10.254 eq bootps
(config-ext-nacl)# permit udp host 0.0.0.0 host 255.255.255.255 eq bootps
(config-ext-nach)# permit ip any host 10.0.0.1
(config-ext-nacl)# exit
(config)# iInterface gigabitethernet 0/4
(config-if)# authentication ip access-group 100
(config-if)# authentication arp-relay
(config-if)# exit
FRRERTOMRE D b AR E N DHCP — [t @ DHCP /X v ~ & TP 7 F X 10.0.0.1 (DNS ¥ —
N) ~DT Ve AEATARGEEMAIPvA 7 7 BA VA MERELET, 61, ARP X v hEAR
LEEOHTICHIESEDL L ORELET,

(d) Web § Bits nIEa)nﬁﬂ:_

[BREDRA > K]
Webubuﬂz@ﬂ/7/]'71/’_“\/3/37/}\id? EL“CWebqu%ﬁfjJ L/jfj—o

[ FITKBEE]
1. (config)# web-authentication ip address 10.10.10.1

Web FERERHHOIP 7 RV A2 (IPv4 7 RV X)) ZRELET,

2. (config)# aaa authentication web-authentication default group radius
(config)# radius-server host 10.0.0.200 key "‘webauth™
2 —YFRGEE%E RADIUS ¥ — "TITH 720D IP 7 KL XL RADIUS#AHE LT,

3. (config)# web-authentication system-auth-control
Web iy HE%E@J Lij—

723 A4FIYvHVIANE—FDarvI445L—>3y

(1) O—HIILERAXDERNLTRTE

= NVRAES R AT 5RO EARN R ELZROMIIR LET, 2B, mARDIP T FL AL, 73
ANEALZEN DHCP ¥ — b0 L, FRAERIFSMS DHCP H— 068 L £ T,
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b, §

o uiEHIJ VLAN & mui

VLAN [HOi@E 2281k 7 4 V2 R ELET,

B7-31 54+ 3Iv9 VLAN E— FOO—AILBHAXOERER

(a)
(5%

EEMINEIE

BRERICT 9 EATEL R
o R—2

BEMIZT I EATEBA
VLAN 100 vb7—7 o s
L FILLRF— kA
FOANRF— kI A 192. 168. 50. 1
192.168.10.1  [Fereeess [Feaansae |
BS2000
5+ 8BDHOP4 — /¢
B D (EEE % VLANF)
N % S L __ 192. 168. 50. 100
’ 1] A
: 01 Ty " | (F=stIL—F)
*ﬁa o » : ! H 10’3 0/5 :
[oHCP i {1 | o }L—————L——+—79t1#—b
L k |
T 0 T —
—_—h e
YLAN 10 S tinteinints et ; VLAN 50
/ (ZBEE & VLAN)
(EEREATVLAN) ,
(R o 192. 168. 50. 254/24

DHCP+—

REEAR— FORTE

EDRA > +]

Web nou‘.E“C'fﬁ)zﬁj—Z)j— }\;’ci’ ﬁ:__‘l_/ij—

E]

1. (config)# interface gigabitethernet 0/4

(config-iH)#
(config-iH)#
(config-iH)#
(config-if)#
(config-iH)#

POREZAT DU R DR SN TV DR — FZ

switchport mode mac-vlan
switchport mac vlan 50
switchport mac native vlan 10
web-authentication port

exit

(config)# interface gigabitethernet 0/3

(config-iH)#
(config-iH)#
(config-iH)#

switchport mode access
switchport access vlan 50
exit

(config)# interface gigabitethernet 0/5

(config-iP)#
(config-iH)#
(config—if)#
PORER I

TIEATHA Y hU—

switchport mode access
switchport access vlan 50
exit

(b) VLANA VA7 —RIZIP7 KLRERTE

[E%

EDRA > +]

MNIZEBIPF FLARE

MAC VLAN & Web uoutE%f H/E_’L/ij—o

JDOR—baEELET,

7. Web 23
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FRREAT VLAN 36 L OGRGEH% VLAN ICIP 7 FLAZRELE T,

(37> FIZ&kBEE]

1. (config)# interface vlan 10
(config-if)# ip address 192.168.10.254 255.255.255.0
(config-ifH)# exit
(config)# interface vlan 50
(config-if)# ip address 192.168.50.254 255.255.255.0
(config-if)# exit
FREAT VLAN & G8GE% VLAN IZE IP 7 RLAZHELET,

(c) SBAHERIPVATIER R MDERE

[BREDRA > M
FRRERTRAE DI AR > O ALEE DI~ OIE ZFF ] HF8GEH A [Pva 7 7 £ A A b E LE T,

[a7T Y FIZ&BEE]

1. (config)# ip access-list extended 100
(config-ext-nacl)# permit udp host 0.0.0.0 host 192.168.10.254 eq bootps
(config-ext-nacl)# permit udp host 0.0.0.0 host 255.255.255.255 eq bootps
(config-ext-nacl)# permit ip host 192.168.10.0 host 192.168.10.1
(config-ext-nach)# exit
(config)# interface gigabitethernet 0/4
(config-if)# authentication ip access-group 100
(config-if)# authentication arp-relay
(config-if)# exit
FRERTOUGA D H AR EN DHCP Y— A1) DHCP /347 » b & VLAN10 OF 7 4V b7 —h U =
A (IP7 FL-2192.168.10.1) ~D7 7 ¥ A% 4 2GS IPva 7 7 £ A Y 2 h e ELET,
SHIZ, ARP N7y b aARSREOIMNTICEIREA S ED L ORELE T,

(d) VLAN BIOD@EEZZEIET S

[EEE(DTR’( v k]
s ILEEHIJ VLAN & 3 ?& VLAN i {g%iﬁfﬂ:#é H/:E’id.—) Ljﬁj—

(37> FIZ&BEE]

1. (config)# ip access-list extended 110
(config-ext-nacl)# permit udp host 0.0.0.0 host 192.168.10.254 eq bootps
(config-ext-nacl)# permit udp host 0.0.0.0 host 255.255.255.255 eq bootps
(config-ext-nach)# permit ip 192.168.10.0 0.0.0.255 192.168.10.0 0.0.0.255
(config-ext-nacl)# deny ip any any
(config-ext-nach)# exit
(config)# interface vlan 10
(config-if)# ip access-group 110 in
(config-if)# exit

2. (config)# ip access-list extended 150

(config-ext-nacl)# permit udp host 0.0.0.0 host 192.168.50.100 eq bootps
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(config-ext-nach)# permit udp host 0.0.0.0 host 255.255.255.255 eq bootps
(config-ext-nach)# permit udp host 192.168.50.100 any eq bootpc
(config-ext-nacl)# permit ip 192.168.50.0 0.0.0.255 192.168.50.0 0.0.0.255
(config-ext-nacl)# deny ip any any

(config-ext-nacl)# exit

(config)# interface vlan 50

(config-if)# ip access-group 150 in

(config-if)# exit

FREAT VLAN & 785E% VLAN B ClfE SR WIS ITREL £ 7,

(e) Web SREIDERTE

[BREDHRA > K]
Web uthplE@j/7/f 7 Lr—rarvavxwy ]‘ ’i’éﬁﬁbf Web munJ‘.Eé?ﬁ)‘jJ Lij_o

[A< Y FIZ&KBERE]

1. (config)# web-authentication ip address 10.10.10.1
Web iy uEﬁﬁH@ IP 77 }\ LA (IPV4 77 }\ I/X) 72?1}7]:: Lij—o

2. (config)# web-authentication system-auth-control
Web Ry uﬂi%t%ﬁ Liﬁ—

(2) RADIUS ZBEEAKXDEKRMLHRTE

RADIUS F8GES XA DB O AR ZRBEZ IROMIT R LET, 228, RO IP 7 R A%, 387
ANIALZEPN DHCP - — " GEAG L, F8AERIFSMES DHCP — "0 5EG L £ 7,

S BT, FBRERT VLAN &73GE#% VLAN Bl O@E 2251325 7 4 v 2 R ELET,
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7-32 #4474+ 3v%9 VLAN E— FO RADIUS S AXDEKRER

AR 7 2 EATES S

BELEICFT IV EATED R

VLAN 50®

..................... VLAN 100 S N—
F2HILEF— A | TFIHI T =z
192.168. 10. 1 192.168.50.1
BS2000
1 ERDHCPH — s
RADIUSH—s%  (SREEHEVLANA)
192. 168. 10. 200 132. 168. 50. 100
(F—siFL—F) H—i7L— ) |IH
rf‘ 1—___--___::| ______ N
i { f 1
FEE 10/1  0/5 : | 0/6 0/2
I 1l I
T DHCPH—/ gdE | | l I LY lrream—t
: i , 04 I I
] Y T F—VLAN 50
—_— e ‘\..__JL _________________
VLAN 10 S esermenas 7 (RBEE£VLAN)

(E2EERTVLAN)
192. 168. 10. 254,24

(a) FBEER— FDEHRTE

[BREDRA > K]

Web #8GE CHH T % 40— b e LE T

[O7 Y FIZKBERE]

1. (config)# interface gigabitethernet 0/4
(config-if)# switchport mode mac-vlan
(config-if)# switchport mac vlan 50
(config-if)# switchport mac native vlan 10

(config-if)# web-authentication port
(config-ifH)# exit

FOREZAT O SR DM STV D AR — MMZ MAC VLAN & Web 38

2. (config)# interface gigabitethernet 0/2

(config-if)# switchport mode access
(config-if)# switchport access vlan 50
(config-if)# exit

(config)# interface gigabitethernet 0/6
(config-if)# switchport mode access
(config-if)# switchport access vlan 50
(config-if)# exit

RARIZT 78 AT By NT—F OFR— FERELET,

EaE LET,

192. 168. 50. 254,/24

DHCPH—/RIC L & IP7 FLAE
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(b) VLANA VB2 7 —RXIZIP7 KLAEERTE

[(BREDRA > K]
utou}.HlJ VLAN 35 X OGEGES % VLAN (IZIP 7 R L A%&F }i’bjﬁﬁ*

(a7 FIZ&BEE]

1. (config)# interface vlan 10
(config-if)# ip address 192.168.10.254 255_.255.255.0
(config-iF)# exit
(config)# interface vlan 50
(config-if)# ip address 192.168.50.254 255.255.255.0
(config—if)# exit
FREAT VLAN & 38GE% VLAN IZ& IP 7 RV AZERELET,

(c) BIEIERIPVATHIER) R FDERE

[BREDRA > k]

FORERTRAE DI AR > O ALEE DI~ OIE ZFF ] HF8GE A [Pvd 7 7 £ A A b E LE T,

palll

[a< > FIZ&BE%E]

1. (config)# ip access-list extended 100
(config-ext-nach)# permit udp host 0.0.0.0 host 192.168.10.254 eq bootps
(config-ext-nach)# permit udp host 0.0.0.0 host 255.255.255.255 eq bootps
(config-ext-nacl)# permit ip host 192.168.10.0 host 192.168.10.1
(config-ext-nacl)# exit
(config)# interface gigabitethernet 0/4
(config-if)# authentication ip access-group 100
(config-if)# authentication arp-relay
(config-ifF)# exit
FRERTORGAR D B ALEEN DHCP ¥— 3\ @ DHCP 3% v & VLAN 10 DT 7 4V b7 — ko=
A4 (P 7 FLZ192.168.10.1) ~D7 7 £ A%ZFF AT 2BAEHEH IPva 7 78R Y A FEREL LT,
SIHIT, ARP 7y P EAREEOIMNTICISR S D LHORELE T,

(d) VLAN BIDBIEZZEILLT S

[EEE(DTR/( v k]
Fitn uJI:.HIJ VLAN L3 uﬂi?& VLAN R[] D@ {g%gijﬁégﬁﬁ% Ljﬁj—o

|

[a7 Y FIZkBH%RE]

1. (config)# ip access-list extended 110
(config-ext-nacl)# permit udp host 0.0.0.0 host 192.168.10.254 eq bootps
(config-ext-nach)# permit udp host 0.0.0.0 host 255.255.255.255 eq bootps
(config-ext-nacl)# permit ip 192.168.10.0 0.0.0.255 192.168.10.0 0.0.0.255
(config-ext-nach)# deny ip any any
(config-ext-nacl)# exit
(config)# interface vlan 10
(config-iF)# ip access-group 110 in
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(config-if)# exit

2. (config)# ip access-list extended 150
(config-ext-nacl)# permit udp host 0.0.0.0 host 192.168.50.100 eq bootps
(config-ext-nacl)# permit udp host 0.0.0.0 host 255.255.255.255 eq bootps
(config-ext-nacl)# permit udp host 192.168.50.100 any eq bootpc
(config-ext-nach)# permit ip 192.168.50.0 0.0.0.255 192.168.50.0 0.0.0.255
(config-ext-nacl)# deny ip any any
(config-ext-nacl)# exit
(config)# interface vlan 50
(config-if)# ip access-group 150 in
(config-ifH)# exit
FURERT VLAN & 38GE#% VLAN M ClfE S WK 2 i EL 7,

(e) Web FBEEDHRTE

[BREDKRA > K]
Web iBiED a7 4 JL—vara~vy RERTE LT Web FiEE A0 LET,

[a7 Y FIZkBE%E]

1. (config)# web-authentication ip address 10.10.10.1
Web BAFEHDOIP 7 FL X (IPvd 7 RLR) ZRELET,

2. (config)# aaa authentication web-authentication default group radius
(config)# radius-server host 192.168.10.200 key "webauth"
2 —HFEE%E RADIUS y— "TITH 720D IP 7 RL- AL RADIUS # A% E L £7,

3. (config)# web-authentication system-auth-control
Web At uE%té}] Lij—

(3) RADIUS FBEEA R +FREERTICHMER DHCP H—/ \{E AR D KT

RADIUS # i uEﬁJ"C [y QEHU?D J:Umu nE - ﬁ{@ IP7 L& %%ﬂ%ﬂ@ﬂ‘iﬁ DHCP #_/\75 %ﬁajﬁ
T OBEOMRR A RITR LET,

& 512, FBAEATVLAN &G8GE% VLAN M OmEE 28Ik 7 4 v X 2@ LET,
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7-33 #4732y VLAN E— F®D RADIUS FBEEAR + 41 &8 DHCP H—/\E RIF D&

ZEMRNCF Y ERTES ZEHEIZ7Z O ERTES
VLAN 100 _ VLAN 500
FI#IWbF—bo 4| | BEEEESE) T2 T—kY 14 | |B008E0E0)
192168101 :CIUDEIDU_ 192]6850] :CIUDEIDU_
( BS2000
SLERDHCPH—/%  #LERDHCPH—/ 3
RADIUSH—s\  (FREERTVLANAR) (GRAEEVLANA)
192.168.10.20 192.168.10.100 192, 168.50. 100
ALEE | 0/1 /5 0/6 | l ,T 1
1 1 1 1 )
; o/ : FHuRK— b
C S o B ————— —
. i, sl - el - [ J
| |
VLAN 10 VLAN 50
(EZEERIVLAN) (EREEEVLAN)

192. 168. 10. 254/24

(a) FBEER— FORTE

[BREDRA > +]
Web FBAETHENT 2R — FeRELET,

[37 Y FIZKBERE]

1. (config)# interface gigabitethernet

(config-if)# switchport mac vlan 50

0/4
(config-if)# switchport mode mac-vlan

(config-if)# switchport mac native vlan 10

(config-if)# web-authentication port

(config-iF)# exit

192. 168. 50. 254/24

SMERDHCPH—/NIZ & B
IP7 FLAE

REEZAT 2 BRI AL TV D AR — 2 MAC VLAN & Web FBEEEZRE L £7,

2. (config)# interface gigabitethernet
(config-if)# switchport mode access
(config-ifF)# switchport access vlan
(config-if)# exit
(config)# interface gigabitethernet
(config-if)# switchport mode access

0/2

50

os7
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168

(config-if)# switchport access vlan 50
(config-ifH)# exit
FRERRIZT VAT Ry NU—T OR— M EBELET,

(b) VLANA 2 7z —RIZIP 7 RLRERTE

[(BREDRA > K]
nquHIJ VLAN j;DJ:U\uALJuJI:.Tﬁ VLAN (ZIP 7 RL A %3 H/:E’L/ij—

[a7 Y FIZkBE%RE]

1. (config)# interface vlan 10
(config-if)# ip address 192.168.10.254 255.255.255.0
(config-ifH)# exit
(config)# interface vlan 50
(config-if)# ip address 192.168.50.254 255.255.255.0
(config-ifH)# exit
FURERT VLAN &38R VLAN IZA IP 7 RL A ZBRE L ET,

(c) BIEIERIPVATHIER) R LDERE

(BEDRA > 1]
iy HIEHIJ«H( @jﬁwﬁﬁ{b gztg,{j: 91‘ {l:l %q:ﬂﬁ‘%)mu pﬁgﬁﬁ IPva 7 7 & A ) A ]‘ %%ﬁﬁbiﬁ_o

[O7 Y RIZKBEHRRE]

1. (config)# ip access-list extended 100
(config-ext-nacl)# permit udp host 0.0.0.0 host 192.168.10.100 eq bootps
(config-ext-nacl)# permit udp host 0.0.0.0 host 255.255.255.255 eq bootps
(config-ext-nacl)# permit ip host 192.168.10.0 host 192.168.10.1
(config-ext-nach)# exit
(config)# interface gigabitethernet 0/4
(config-if)# authentication ip access-group 100
(config-if)# authentication arp-relay
(config-if)# exit
FRFERT DA D B A DHCP H—/31a)if © DHCP /3% > b & VLAN 10 D7 7 4/ b — h U = A
(IP 7 FL-2192.168.10.1) ~D7 7 ¥ 2 &iF a3 HBAHFMIPvAe 7 7 B AV X FEARELET, &
HIZ, ARP X7 vy b EAREEOINBICIEESEL L ORELET,

(d) VLAN HDBIEZHIET S

[Eﬁfi@rﬁ’»f v k]
A thEH” VLAN &uuu % VLAN Fﬁﬁ@@{g%gij—é%ﬁ% L/iﬁ—o
(37> FIZ&BEE]
1. (config)# ip access-list extended 110
(config-ext-nacl)# permit udp host 0.0.0.0 host 192.168.10.254 eq bootps

(config-ext-nacl)# permit udp host 0.0.0.0 host 255.255.255.255 eq bootps
(config-ext-nacl)# permit udp host 192.168.10.100 any eq bootpc
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(config-ext-nacl)# permit ip 192.168.10.0 0.0.0.255 192.168.10.0 0.0.0.255
(config-ext-nach)# deny ip any any
(config-ext-naclh)# exit
(config)# interface vlan 10
(config-iF)# ip access-group 110 in
(config-iH)# exit

2. (config)# ip access-list extended 150
(config-ext-nacl)# permit udp host 0.0.0.0 host 192.168.50.100 eq bootps
(config-ext-nach)# permit udp host 0.0.0.0 host 255.255.255.255 eq bootps
(config-ext-nach)# permit udp host 192.168.50.100 any eq bootpc
(config-ext-nach)# permit ip 192.168.50.0 0.0.0.255 192.168.50.0 0.0.0.255
(config-ext-nacl)# deny ip any any
(config-ext-nacl)# exit
(config)# interface vlan 50
(config-if)# ip access-group 150 in
(config-if)# exit
FBFEAT VLAN & 385E% VLAN Bl CBE SRV ICRELET,

(e) Web FREEDERE

[BREDRA 2 K]
Web ututhE@:’/7/f 7 Lr—rarvavxwly ]‘ ’i’gﬁﬁbf Web mL‘pJ‘_E;]L“.)ﬁ)(jJ Lij—o

(37> FIZ&BEE]
1. (config)# web-authentication ip address 10.10.10.1
Web BGEEHOIP 7 KL 2 (IPv4a 7 RV R) ZFELET,

2. (config)# aaa authentication web-authentication default group radius
(config)# radius-server host 192.168.10.200 key '‘webauth™
o —HFFEE RADIUS H—/ " TITH 720D IP 7 KL A & RADIUS 4R E L £ 7,

3. (config)# web-authentication system-auth-control
Web W uﬂi%‘ftiﬁ [_/i‘g_

724 LAS—FE—KOavI74459L—>3ay
(1) O—ALBEAESXORAMEETE

0 — A NVEREFREFEHT 5 ETORARNREEEZRORIIRLET, 8, WK (PC1, PC2) ©IP T
R LRI, SR CRRERT & BRI TR TCUIV B2 b0 LET,

169



7. Web 3B5E

170

& 7-34 A—AHILESTEAKXDERH

BS2000
BiE#®IZ7 7 £ R
TEBH—/
Hazsramz7 o £ 2
TEBH—/
AT O YT L— K)
I/ I/" _____________ :I__
FHE | 0/5 | i 7o AR~k
L |
L 0/4 |
VLAN 10 ——— S——ome oS P VLAN 50
(ZEERTVLAN) [teietuteb: whebebtels (BEEHVLAN)
192.168.10. 254/24 L2R A 9 F 192.168. 50. 254/24

—— FEHITLLHIPT FLAHRE

NALEIEH%VLAN &nmu ?&VLAN% H/?EL/ 77‘YZXU?<F0) H/?E%L/ﬁ_bl?)& \-—, Webnun ﬁ%fbi
j—o if:, FRFEMA VLAN 251 iuqu?(ﬁVLAN ;(‘TL/TL{E E$EIL/7L£I/\J:9, ubuE?(ﬁ VLAN 7538 GE AEA
VLAN 2%t L C Web 7 7 U L OBERLTEZHAITH7 78RV A MEFRELET,

(a) FBEER— FORTE

[BREDRA > K]
Web i ity uﬂi({%ﬁﬁj—éj‘ I\fd? H/:E’L/ij—

(a7 FIZ&kBE]
1. (config)# interface gigabitethernet 0/4
(config-if)# switchport mode mac-vlan
(config-if)# switchport mac vlan 50
(config-if)# switchport mac native vlan 10
(config-if)# exit
PREZAT O AR S TV DR — MZFRRERT VLAN & 38GE#% VLAN #f5E L £,

2. (config)# interface gigabitethernet 0/9
(config-if)# switchport mode access
(config-if)# switchport access vlan 50
(config-if)# exit
AT BT D — & i T o AR — MIFRAE% VLAN 2fE L £,

(b) VLANA VA TJT—RIZIP7 RLRESRTE

[EQTE"ODTR’»(‘/ ]
FFERT VLAN 36 K OFRGE% VLAN ICIP 7 RLAEZRELET,

[av Y FIZkBEE]



1. (config)# interface vlan 10
(config-if)# ip address 192.168.10.254 255.255.255.0
(config-if)# exit
(config)# interface vlan 50
(config-if)# ip address 192.168.50.254 255.255.255.0
(config-iH)# exit
FRAEAT VLAN L 385E% VLAN 24 IP 7 RLAERELE T,

() FUVERVRFDEE

[(REDHRA > K]
AL VLAN EG8EH VLAN OF 72 AU A M &R ELET

[av Y FIZ&BEFE]

1. (config)# ip access-list extended 100
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(config-ext-nacl)# permit ip 192.168.10.0 0.0.0.255 192.168.10.0 0.0.0.255

(config-ext-nacl)# deny ip any any
(config-ext-nacl)# exit

(config)# interface vlan 10
(config-if)# ip access-group 100 in
(config-ifH)# exit

DquE);H VLAN 75‘% mquﬁéVLAN X—J‘LT 'fl:l H$TL/7L£U\J:977'EX)X }\;2 Hﬂiﬂbijﬂ

2. (config)# ip access-list extended 150

(config-ext-nach)# permit tcp 192.168.50.0 0.0.0.255 host 192.168.10.254 eq

http

(config-ext-nach# permit ip 192.168.50.0 0.0.0.255 any

(config-ext-nacl)# deny ip any any
(config-ext-nacl)# exit

(config)# interface vlan 50
(config-iF)# ip access-group 150 in
(config-iH)# exit

PBiEt% VLAN 22 513383 VLAN I LTT 7 EA Y A RERELET,

(d) Wweb ub\nl.—lia);rxbi

[BREDRA > k]

Web muuﬂzmj/7’f 7 Lr—yvagravxwl ]\i& H/:EL/T Web mu?ﬁé’ﬁ?jﬂl Lijﬁo

[av Y FIZ&BEE]

1. (config)# web-authentication vlan 50

Web mhuﬂio)uquTﬁVLANé’ /’_.E_’ﬁ—é:/7’fyl/‘-“‘/3 va< RTCTVLANID %% Ebjﬁﬁ

2. (config)# web-authentication system-auth-control
Web W uﬂz%tiﬁ [_/i‘g_
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(2) O—AHIIEBEAR+AE DHCP H—/\{FERABFEDERK

01— B VERFE S U DHCP H— 2 L C Web 8FE 2R LB O EF %2, ROKITRLET,
7ok, WAk (PC1, PC2) @ IP 7 FL AL, AREEWNE DO DHCP — ERETHIV ¥ TH b0 E LET,

X 7-35 A—AHIJLEEE A+ AR DHCP {3 A rEF D18 a5

IR TV EARATES DRI FIERATED
Ty bI—4 k=2

YLAN 100 YLAN 500
FIHIEF—rTz A T+ bETF—FoxA
192.168.10.1 192. 168.50. 1

BS2000 [zzssae | [Jesszsse |

________________ |z 7 5 €2
| Ipere ey Srmmpomme- o TESH—
O . v e —sTv—m
FBE 1 071 E U
DHCP4F — /% | L. —
il 0 e | L———l——r 7o RK— b
VLN 10— N—ooo P —yLan s0
(GBIEFIVLAN) fntiediintinintts i (ZEEEVLAN)
192.168. 10. 254,24 192. 168. 50. 254,24
L2Z A wF
DHOPH —IZ & & IPT FLARE
= o
PG1 PG2

mu uEﬁH VLAN & [T umfﬁ VLAN % H/:EL 7&’127\ J A ]\ DHCP 'H“_‘/\@ E%TTO fpfﬁ — Web mhu
OREHE LET, £/, RFEH VLAN 2> 5I13785E% VLAN 2% L CHEEEFFRI L2V L 5, BEkE
VLAN 7> H38GEH VLAN (2% LC Web 77 U &L OBEIEITEFAT57 7RV XA MNERELET,

(a) FBEER— hDERTE

[(BREDRA > k]
Web ity uﬂi({%ﬁﬁj—éj‘ I\fd? H/:E’L/ij—

[av Y FIZ&BEE]

1. (config)# interface gigabitethernet 0/4
(config-if)# switchport mode mac-vlan
(config-if)# switchport mac vlan 50
(config-if)# switchport mac native vlan 10
(config-ifH)# exit
FOREZAT 9 B AR AR S ATV 2 AN — M ICFERERT VLAN & 385E#% VLAN Z57E L %7,

2. (config)# interface gigabitethernet 0/3
(config-if)# switchport mode access
(config-if)# switchport access vlan 50
(config-ifH)# exit
(config)# interface gigabitethernet 0/10
(config-if)# switchport mode access
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(config-if)# switchport access vlan 50
(config-iH)# exit

FORETR (TGS D Y — & T D AN — MIESEER VLAN Z48E L £,

(b) VLANA 2 7z —RIZIP7 RLRERTE

[BREDRA > k]

FOREAT VLAN 36 JORGER% VLAN ICIP 7 RLAZRELE T,

[av Y FIZ&BEE]

1.

(config)# interface vlan 10

(config-if)# ip address 192.168.10.254 255.255.255.0
(config-if)# exit

(config)# interface vlan 50

(config-if)# ip address 192.168.50.254 255.255.255.0
(config-if)# exit

FRREAT VLAN & 58GE% VLAN IZA IP 7 RLAZRRELET,

() 7U0ERIR+DEE

[E%

FEDRA 2 +]
WEE% VLAN LBt VLAN 07 78 2 Y XA 2R ELET,

(322 RICKBERFE]

1.

(config)# ip access-list extended 100

(config-ext-nach)# permit udp 0.0.0.0 0.0.0.0 host 255.255.255.255 eq bootps
(config-ext-nach)# permit ip 192.168.10.0 0.0.0.255 192.168.10.0 0.0.0.255
(config-ext-nacl)# deny ip any any

(config-ext-nacl)# exit

(config)# interface vlan 10

(config-iF)# ip access-group 100 in

(config-iH)# exit

FRAEM VLAN 7513585 E% VLAN (06 L CBEEFFAILARVWE S, 727 8AV X M ERELET,

(config)# ip access-list extended 150

(config-ext-nach)# permit tcp 192.168.50.0 0.0.0.255 host 192.168.10.254 eq
http

(config-ext-nach)# permit udp 0.0.0.0 0.0.0.0 host 255.255_255_255
(config-ext-nach)# permit udp 0.0.0.0 0.0.0.0 host 192.168.10.254
(config-ext-nach# permit udp 0.0.0.0 0.0.0.0 host 192.168.50.254
(config-ext-nacl)# permit ip 192.168.50.0 0.0.0.255 any

(config-ext-naclh)# deny ip any any

(config-ext-nacl)# exit

(config)# interface vlan 50

(config-if)# ip access-group 150 in

(config-if)# exit

AL VLAN 2> 5 (3587EH VLAN 2%t L, Web 77 ¥ M5 O@EE T HkETFAI45L 5, 77
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174

TAV A RERELET,

(d) DHCP H—/\DRF

[E’“Ed)/'l'i"f‘/ ]
WARIZIP 7 U2 &EAT 57290 DHCP —"ERE L ET,

[A< Y FIZ&KBERE]

1. (config)# service dhcp vlan 10
(config)# ip dhcp excluded-address 192.168.10.1
(config)# ip dhcp excluded-address 192.168.10.254
(config)# ip dhcp pool POOL10
(dhcp-config)# network 192.168.10.0/24
(dhcp-config)# lease 0 0 1
(dhcp-config)# default-router 192.168.10.1
(dhcp—config)# exit
DHCP #—/NZF8RERT VLAN HOEZ LET CRedREIC N 325 IP 7 FL A 0RMM&ZRE L %
T, F7ANMA—ZDIP T L2 192.168.10.1 % E L £T.),

2. (config)# service dhcp vlan 50
(config)# i1p dhcp excluded-address 192.168.50.1
(config)# ip dhcp excluded-address 192.168.50.254
(config)# ip dhcp pool POOL50
(dhcp-config)# network 192.168.50.0/24
(dhcp-config)# lease 0 0 1
(dhcp-config)# default-router 192.168.50.1
(dhcp-config)# exit
DHCP #—/NZR8GE%R VLAN floiiE 2 LEd GRRES 7otk T2 IP 7 R L 2 Ol 2%
ELET, 774 M—FDOIP 7 FL 2192168501 Z#%E L ET, ),

(e) Web FREIDETE
[(BREDRA > k]
Web @BGED 7 4 L —varavwy RERELT Web BiE2 A LET,
(272 FIZKBEHRE]
1. (config)# web-authentication vlan 50
Webmhuﬂ’:@muuﬂ%(ﬁVLANé,—’ /’_.E_’j—éﬂ/7/(7[/‘—:/a va< FCTVLANID %#3 /’_:.E_’L/jzj—

2. (config)# web-authentication system-auth-control
Web § [ thEid_}jﬁ—Léh Lij—

(3) RADIUS ZBEEA R + Wgk DHCP H—/\{FE AR D& K

RADIUS #ZEE 57 & Wik DHCP $-— 3% L T Web RIF AL LB ORER 2, ROKITR L E
T, 728, Wik (PCL, PC2) O IP 7 KL AL, AIEENED DHCP — SHRETHIV ¥ THHD L L
ij—o
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X 7-36 Web REEM RADIUS FBEEA = + Mgk DHCP {5 FABF D& i 5l

SBEERNIC7 7 ERATED BEERICT IR TES

VLAN 100 VLAN S0@

W 0D vved TR A S e et
192. 168. 50. 1
BS2000 192. 168. 10. 1
BAE#IS7 5t X
RADIUSH—/ T& BH—/%
192.168.10.200 (4—<TL—F)
(=T L—F)
rf' I_________::I ______
i ' i 7
FEE 0/1 0/9 | | 0/10 0/2
' |
DHCP4—/ HihE | 1 : | 7 5 4 27— b
¥ L 0/4 | ;
VLAN 10— N L R
(BIENLAN) ittt i 192. 168. 50. 254/24

192.168. 10. 254/24

L2A A wF
i inm%—m:;éw? FLREE

uquﬂqVLAN knun ?&VLAN% %b 77"21)2}\ DHCP‘H‘“‘/\@ E%TT“D%;%& Z, Webé}S\
REDOBRELR LET, £/, #8FEH VLAN 72 5 1338GE% VLAN (Zxf L ClBfELFF A LRn & 5, #WERE
VLAN 75 F8GEH VLAN (2% LT Web 77 U L OB EFAIT57 7RV R MERELET,

(a) FBEER— hDERE

[BREDRA > ~]
Web SBRECHEH T 2R — P2 ELET,
[a< Y FITKBEE]
1. (config)# interface gigabitethernet 0/4
(config-if)# switchport mode mac-vlan
(config-if)# switchport mac vlian 50
(config-if)# switchport mac native vlan 10
(config—if)# exit
e &é’ﬁ“)ﬁ%?ﬁﬁ“ﬁﬁéﬂf“éﬂ‘ MZ Lmv_‘ uEH'J VLAN <‘:mu nJ‘.Eﬁé VLAN 72* H/:F__‘l/iwg“o

2. (config)# interface gigabitethernet 0/2
(config-if)# switchport mode access
(config-if)# switchport access vlan 50
(config-iH)# exit
(config)# interface gigabitethernet 0/10
(config-if)# switchport mode access
(config-if)# switchport access vlan 50
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176

(config-if)# exit

REER TRt T 2 — 28T 2 AR — MZFRFE% VLAN 2fEL £,

(b) VLAN A >4 7z —RIZIP7 FLRERE

[Eﬁi@?ﬁ’% AN

FRFERT VLAN B X OVEEE

[av Y FIZ&BEE]

BVLANIZIP T RLAEZRELET,

1. (config)# interface vlan 10
(config-if)# ip address 192.168.10.254 255.255.255.0

(config-ifH)# exit

(config)# interface vlan 50
(config-if)# ip address 192.168.50.254 255.255.255.0

(config-ifH)# exit

FORERT VLAN &8GR VLAN IZH IP 7 RLAEZRELET,

() FUVERVR FDEFE

[BREDRA > k]

SREE% VLAN 3 VLAN O 7 722U A N 2B ELET,

[a7 Y FIZkBE%RE]

1. (config)# ip access-list extended 100

(config-ext-nach)#

permit udp 0.0.0.0 0.0.0.0 host 255.255.255_255

eq bootps

(config-ext-nacl)# permit ip 192.168.10.0 0.0.0.255 192.168.10.0 0.0.0.255

(config-ext-nach#
(config-ext-nach)#

deny ip any any
exit

(config)# interface vlan 10

(config-if)# ip access-group 100 in

(config-if)# exit
FOREH VLAN 70 5 135387

% VLAN IZK L TBEEFFAT LWL S, 727 8RAY AP ERELET,

. (config)# ip access-list extended 150

(config-ext-nach)# permit tcp 192.168.50.0 0.0.0.255 host 192.168.10.254 eq

http

(config-ext-nach)#
(config-ext-nach)#
(config-ext-nach)#
(config-ext-nach)#
(config-ext-nach)#
(config-ext-nach)#

permit udp 0.0.0.0 0.0.0.0 host 255.255.255.255
permit udp 0.0.0.0 0.0.0.0 host 192.168.10.254
permit udp 0.0.0.0 0.0.0.0 host 192.168.50.254
permit ip 192.168.50.0 0.0.0.255 any

deny ip any any

exit

(config)# interface vlan 50

(config-if)# ip access-group 150 in

(config-if)# exit

ntuuﬂz?’ﬁ VLAN ZP uunE)ﬂ VLAN 7;(“J‘L/ Web77'7‘5‘75)b0) ,flilf; j’qj‘ﬂ_‘%u$‘[¢6; 9, T

tTRAY R MEE ﬁbi?
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(d) DHCP H—/\MDFHE

(&%

EDRA 2 +]
SARIZIP Y RV A% AT 572800 DHCP — 2R E L £ T,

(392 RICKBERFE]

1.

(config)# service dhcp vlan 10

(config)# ip dhcp excluded-address 192.168.10.1

(config)# ip dhcp excluded-address 192.168.10.254

(config)# ip dhcp pool POOL10

(dhcp-config)# network 192.168.10.0/24

(dhcp-config)# lease 0 0 1

(dhcp-config)# default-router 192.168.10.1

(dhcp-config)# exit

DHCP #—/NZFFERT VLAN HOREZ LET URBIEER T2 IP 7 RLUABMAEZRE L ET,
F I b N—FDIP T R X 192.168.10.1 5% E L £7,).

(config)# service dhcp vlan 50

(config)# ip dhcp excluded-address 192.168.50.1

(config)# ip dhcp excluded-address 192.168.50.254

(config)# ip dhcp pool POOL50

(dhcp-config)# network 192.168.50.0/24

(dhcp-config)# lease 0 0 1

(dhcp-config)# default-router 192.168.50.1

(dhcp-config)# exit

DHCP #— N\Z785E% VLAN HOREZ LET GRAES IR THEN T2 IP 7 B L 2 DR & 5%
ELET, 774V M—2DOIP T FL A 192.168.50.1 #%E L £7,).

(e) Web FRFEDERE

[BREDRA > k]

Webuqu®3/7471/>—:‘/a/:l’\7/]\%3 ELTW@bnqu%ﬁ)‘j Lij—o

[a7 Y FIZkBE%E]

1.

(config)# web-authentication vlan 50
Webubu uuu ?&VLAN% ﬁiﬂjﬂéj/7/{7V“*VH/ZV/]\TVLANID% ﬁbij—

(config)# aaa authentication web-authentication default group radius
(config)# radius-server host 192.168.10.200 key '‘webauth"
2 —WiREE%E RADIUS y— NTITH 720D IP 7 KL AL RADIUS#%2%E L E T,

(config)# web-authentication system-auth-control
Web FBiEZE L £7,
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178

(4) RADIUS ZBEFA X+ 4128 DHCP H—/N+ 131D EREF % VLAN SR OE R

RADIUS F8REH I & SN DHCP Y— " Z2 ] L, #EO85E#% VLAN 252 E 5 5354 O Web iRERE
FlZRORKITR LET, 28, Wk (PCl, PC2) ®IP 7 KL &%, #M#B DHCP #— Nz k-~ THEIv Y
THHDELET,

7-37 Web SREEMD RADIUS SREEA X + 41 &8 DHCP H—/N+#5 $kEREE % VLAN (E R D8 5

FEIRN-T O EATES FEMEICT O ERTEDS

VLAN 1000 —o——"— VLAN 500) e
FIA WS — k4| BEEEaDEg FIAIL S —rz4 | [BEEEEEE0)
192 162 10. 1 fo2. 168,60, 1 | /ooa=E8a™

(" BS2000

RADIUSH— 1 #hERDHCPH—/ %
192.168.10.200  192.168. 10. 100

I
| P T 3
KEE 101 0/5 0/6 ! E 0{3 042!
I ! 1 : —
! ! 0/4! 1 FHEAR—
\ b ':"1":":':":':":’:'_'\_ e ]
~ 1 < LA 60
(ABEE#VLAN)
192. 168. 60. 254/24
VLAN 10 ) VLAN 50
(RZEERTVLAN (SBEEHVLAN)
192. 168. 10. 254/24 L224A v F 192. 168. 50. 254/24

SAMERDHCPH—/NIZ R B IP7 FLRERTE

ZWEEH VLAN & 3R3E% VLAN 23%0E L, 72782 U X FOREE LT2bH LT, Web RIAOHRTEE LE
T, E7-, I VLAN 5513387 % VLAN (26 L Tl 23" L& 9, 223E% VLAN 2 bR
VLAN IZxf LT Web 77 U L OBEELE T EHFT57 7 EAV A NEFRELET,

7o, WAEEE VLAN FLi3@EEfFr LR2nE 27 78R Y A PR ELET,
(a) FBEER— FDERE

[BREDRA 2 K]
Web 3 W ﬁ’(ﬁ'ﬁﬁﬁ?‘éj’ }\;8 Hﬂ:__‘l/ij‘o

(392 RICKBERFE]

1. (config)# interface gigabitethernet 0/4
(config-if)# switchport mode mac-vlan



(config-if)# switchport mac vlan 50,60

(config-if)# switchport mac native vlan 10

(config-ifH)# exit

FRREAAT D AR S TV AR — MIFRGERT VLAN & #85E% VLAN 2 8E L7,

2. (config)# interface gigabitethernet 0/3
(config-if)# switchport mode access
(config-if)# switchport access vlan 50
(config-if)# exit
REERL TRt T D Y — 2T 2 AR — MZFRFE% VLAN 2 fEL £,

3. (config)# interface gigabitethernet 0/2
(config-if)# switchport mode access
(config-if)# switchport access vlan 60
(config-iH)# exit
AR BT D — TR D AR — MCERGE% VLAN ZHEL £ 7,

(b) VLANA V2 TJz—RIZIPT7 FLRZERE

[BREDRA > H]
FRRERT VLAN J6 K OG8GE% VLAN ITIP 7 RL A ZBRELET,
(a7 FIZ&BETE]
1. (config)# interface vlan 10
(config-if)# ip address 192.168.10.254 255.255.255.0
(config-if)# exit
(config)# interface vlan 50
(config-if)# ip address 192.168.50.254 255.255.255.0
(config-if)# exit
(config)# interface vlan 60
(config-if)# ip address 192.168.60.254 255.255.255.0
(config-iH)# exit
FOREAT VLAN L 385E% VLAN 245 IP 7 RLAERELE T,

() FUVERVRFDEFE

[EQE(DTR’(‘/ ~]
FBEE% VLAN 385 FHH VLAN O T 782 A 2R ELFE T,

[av Y FIZ&BEE]

1. (config)# ip access-list extended 100

7. Web 23

(config-ext-nach)# permit udp 0.0.0.0 0.0.0.0 host 255.255.255_.255 eq bootps
(config-ext-nacl)# permit ip 192.168.10.0 0.0.0.255 192.168.10.0 0.0.0.255

(config-ext-nach)# deny ip any any
(config-ext-nacl)# exit

(config)# interface vlan 10
(config-iF)# ip access-group 100 in

179



7. Web 3B5E

180

(config-if)# exit
FEEM VLAN 75 133%5E#% VLAN 1Z6f L TlEEFFAT LenWE 5, 727 8A Y A RERELET,

. (config)# ip access-list extended 150

(config-ext-nach)# permit tcp 192.168.50.0 0.0.0.255 host 192.168.10.254 eq
http

(config-ext-nacl)# permit udp 0.0.0.0 0.0.0.0 host 255.255.255.255
(config-ext-nacl)# permit udp 0.0.0.0 0.0.0.0 host 192.168.10.254
(config-ext-nacl)# permit udp 0.0.0.0 0.0.0.0 host 192.168.50.254
(config-ext-nach)# permit ip 192.168.50.0 0.0.0.255 any

(config-ext-nacl)# deny ip any any

(config-ext-nacl)# exit

(config)# interface vlan 50

(config-if)# ip access-group 150 in

(config-ifH)# exit

FBilEts VLAN (VLAN ID 50) 25 3#8FEAH VLAN 2% L, Web 77 706 O@(E 720 PRk & 7 AT
L, fioFFE% VLAN (VLAN ID 60) ~DO@EIFFAILAR2NE S, 778XV X MEaRELET,

(config)# ip access-list extended 160

(config-ext-nach)# permit tcp 192.168.60.0 0.0.0.255 host 192.168.10.254 eq
http

(config-ext-nach)# permit udp 0.0.0.0 0.0.0.0 host 255.255.255.255
(config-ext-nacl)# permit udp 0.0.0.0 0.0.0.0 host 192.168.10.254
(config-ext-nacl)# permit udp 0.0.0.0 0.0.0.0 host 192.168.60.254
(config-ext-nacl)# permit ip 192.168.60.0 0.0.0.255 any

(config-ext-nacl)# deny ip any any

(config-ext-nach)# exit

(config)# interface vlan 60

(config-if)# ip access-group 160 in

(config-if)# exit

7Rt VLAN (VLAN ID 60) 2> 513F85EAH VLAN IZxF L, Web 7' Z 706 O@(E 720 k& 7 Al
L, fliof8iE#% VLAN (VLANID 50) ~O@EFEIEFFAI LWL S, 7278 AV X M E2RELET,

(d) DHCP ) L—I—S Y FDETE

[EQTE“@?I’W AN

WRICIP T RLAZEHRT 520D DHCP VL —o—V = FERELET,

[A7 Y FIZKBHRE]

1.

(config)# interface vlan 10

(config-if)# ip address 192.168.10.254 255.255.255.0
(config-if)# ip helper-address 192.168.10.100
(config-if)# exit

FBAEAT VLAN ® DHCP VYV L—=—Y = bOEEE LET,

(config)# interface vlan 50
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(config-if)# ip address 192.168.50.254 255.255.255.0
(config-if)# ip helper-address 192.168.10.100
(config-ifH)# exit

#BFE% VLAN (VLANID50) » DHCP Y L —=—Y = FOREZ LET,

3. (config)# interface vlan 60
(config-if)# ip address 192.168.60.254 255.255.255.0
(config-if)# ip helper-address 192.168.10.100
(config—if)# exit
% VLAN (VLANID 60) ® DHCP V L—=—Y =V FOREE LET,

(e) Web £ it nl.—ta)nQ}T_

[BREDRA > +]
Web #HirD a7 4 b —vgra<wy RERE LT Web RiaE2 AN LET,

[ FITKBE&E]
1. (config)# web-authentication vlan 50

(config)# web-authentication vlan 60
Webubu uuu ?&VLAN% ﬁiﬂjﬂéj/7/{7V“*VH/:IV/]\TVLANID% ﬁbij—

2. (config)# aaa authentication web-authentication default group radius
(config)# radius-server host 192.168.10.200 key '‘webauth"
2 —HFFEEE RADIUS —TITH5 720D IP 7 KL A & RADIUS #% % E L £ 7,

3. (config)# web-authentication system-auth-control
Web FBiEZE L £ 7,

7.25 Web BEID /NS A —FHFE
Web $BAETHRIRE/R /R T A — X R EZHHA L £,
(1) ml..\nl—t:ﬂ_j(B#FEﬁo)uxfé

[BREDRA > k]
FRRIEWE A DU AR 2 FRAEINIC 2 7T D b3 SR AR E LE T,

[a7 Y FIZkBE%E]

1. (config)# web-authentication max-timer 60
il 77y M Z 60 ICRELET,

(2) BIHAL—YHDFKE (BEE VLAN E—F)

[(BREDRA > ]
Web utqu@./E VLAN £— }‘Tmuuﬂif% %):L_'H_§i% Ebjﬁﬂd

[a7 Y FIZkBE%E]
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1. (config)# web-authentication static-vlan max-user 100
Web FRAEDEE VLAN £— FTHRIETE 52— VA 100 = —FITFHREL E T

(3) REAL—THDEE (F4FTI VI VLIANE—F, LAY—FE—F)
[BREDRA > ~]
Web fBiEDO ¥ A+ v 7 VLANE— RERIILV T —F— R CRIECE D2 —FHERELET,
(372 RICKBERRE]
1. (config)# web-authentication max-user 5
Web nAL‘uJ‘_EVCuL‘uJ‘_EVCg( Z):L»——“‘j'ék% 5:L¥4‘)j_‘ ﬁbi#o

(4) RADIUS $—/\DRE
[BREDRA > ~]
RADIUS #FE A THEH T 5 RADIUS — &% E L E7,
(392 RICKBERRE]
1. (config)# aaa authentication web-authentication default group radius
RADIUS $—"Ta—H¥RIEEIT O L OITHRELE T,

CEE=EIE]
% RADIUS ¥ — 30 radius-server 2~ > K T E SNTINEHFHREE (FERIBXIGES A LT U
MEFFHD) DEFED 60 BAB A 256, RADIUS H— S~FRAEESR L TV DR P CRRGERR L 722 &
ERBHYET, 2, Web# uiE'C@E)EHﬁ‘%) radius-server 2 ROREIL, w7 A VGFE, a~v
R&GE, BELWIEEES02.1X Thitil L THEMAT 5720, RERLIFMOREIITERE L TS
[

(B) FHOUT1 T DEE
[(BEDRA > F]

Web umuE@j’ﬁ?/T/f /7%1:"‘%’??5 %ﬁﬁbi#o
[A7 Y RISk BETE]

1. (config)# aaa accounting web-authentication default start-stop group radius
RADIUS #—NIZT A0 T 4 VTG EIT ) LORELET,

(6) Web ZZBEIERA IP 7 FLRADKRE (EE VLAN E—F, 4+ 32y %5 VLAN E—
K)
[BEDHRA R
Web ubuigﬁﬁ@ IPT }\I/Xéf fELiT

[a7 Y FIZkBE%E]

1. (config)# web-authentication ip address 10.10.10.1
Web f8FEEEH O IP 7 KL A2 (10.10.10.1) #:%ELET,
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[535“$IE]
REHRAT 2 I2HEIEL, Web F— A2 FED LT ZE, BEEER O —FIXHER 71 LRIERNL
g‘(\\ﬁ—O

(7) URLYUAA LY FEEDEDZRTE (BEE VLAN E—F, 45+ 3w VLAN £—
K)

[(BREDRA > ]
Web nou]E@ URL VU 574 vz I\%% %ﬁ?‘j ﬁ& jzjdo

[ Y FIZ&BEFE]

1. (config)# no web-authentication redirect enable
Web #@GED URL Y # A L7 MEREZ BEZHIZ L £ 7,

[51’55@]
REEIT- T2 AN, Web —R"E2FHEZ L T EEW, FiBRF O —VIIHER 7 A VEERS
BT,

(8) URLUAA LY FEERDOY A V270 FaLDERE (EFE VLAN E—F
A4+ 3v%s VLAN E—K)

[(REDHRA > K]
Web 8FED URL U 2 A L7 MERERHCH 7o 2 8ES 57 m ba v a@ELET,

[a7 Y FIZ&BEE]

1. (config)# web-authentication redirect-mode https
Web #Z5ED URL U # A L7 FMERE T https Z WV ET,

[Ei‘?lﬁ]
REZAT 12 E1E, Web h—"EHEH L T ZEV, BRERT O —FITHEr 7oA AARIENL
g‘(\\ﬁ—O

(9) syslog H—/\HH HE&E

[Eﬁi@ﬂf'f v k]
Tita BIEF:%&@J{/EE 7 % syslog "j_““/\’\;'jjjjjﬂé L9 ) E&ﬁiﬂbiﬁ—o

[a7 Y FIZkBE%E]

1. (config)# web-authentication logging enable
Web FBFEDOFER L EfEr 7 % syslog Vr— X~H DT 5L HoFELET,

(10) EMREEREEEDERTE (BE VLAN E—F)

[BREDRA > k]
RORIEFS 0 R OB 2 B3 D e B U RE 2 BUE L £ 77,

[a7 Y FIZkBEE]

1. (config)# web-authentication logout polling enable
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Bt CURRE 2 A NS E L £,

2. (config)# web-authentication logout polling interval 300
BEREHL N > - % HRFRETFIRRE 2 300 #IZekE L £ 9

3. (config)# web-authentication logout polling retry-interval 10
BEEER XSy N OFEHREFEIFEREZ 10 ICRELET,

4. (config)# web-authentication logout polling count 5
YRR ANy FOEHEEE 5 BICRRE L9

(11) #EmEABEEDE|BMERTE (BE VLAN E—F)
[BREDRA > +]

FAREYE A AR DBNE % BEAH T 2 BEfe B I RE 2 I 23 E L £ 77,
[a< Y FIZkBE%E]

1. (config)# no web-authentication logout polling enable
Bt RE A I RRE L £ 7

(12) Web H—/NADT Y A HR— FBEE2%

[(BREDRA > ]
Web FBiETHEA L TWVW5D Web U — DY —E AR — bEZERELET (57 4/ FO http=80 &,
https=443 FLSMIBEMT H5EEITHEH L ET),
F£72, OAN L HFT 5851, OAN BMEAT L —E AR — FES (832 &£ 9698) X ELET,
ZDHE, OAN MEAT 5V —E AR — hEE Tl Web Bk 74 VEBERB L O'e 77 7 M (E
T TEEHEA,

[A< Y FIZ&KBERE]

1. (config)# web-authentication web-port http 8080
Web #—/30 http A8— h & LT 80 FHEDIEA T 8080 F bk LE T,

2. (config)# web-authentication web-port https 8443
Web H#—/ 30 https i"— b & LT 443 FDIENT 8443 FHRE L £,

[5I’$$IE]
/:E%TT’)?L }t Web ﬁ-_/\%ﬁt@jbf< f’él/\ muuiELEPOD:L_'H_ ‘iﬁrﬂ 74 /T‘;&ﬁzﬁ‘
T,

(13) IR INE D URL X 5E

[BREDRA > H]
FRRER NIRRT 7B 295 URL &% E L E T,

[A< Y FIZ&38RE]

1. (config)# web-authentication jump-url "http://www.example.com/"
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FRFER TN T http://www.example.com/ D E|[i % F/R S F7,

AL PRI DERE 77 A

Web FBAE CRRAEM G & T 2 7D OREEHII L E T

(1) EE VLAN E— FOEBRNR— FDETE

€ VLAN £— R C, #iEL2WVWTHEELZHT TR — MEROXIICRELET,

(&%

EDRA > +]
REAEEBRINT DR — MR L TIE, BEAER—FE2RELET A,

[a< Y FIZkBE%E]

1.

(config)# vlan 10

(config-vlan)# state active

(config-vlan)# exit

(config)# interface gigabitethernet 0/4
(config-if)# switchport mode access
(config-if)# switchport access vlan 10
(config-if)# web-authentication port
(config-ifH)# exit

(config)# interface gigabitethernet 0/3
(config-if)# switchport mode access
(config-if)# switchport access vlan 10
(config-if)# exit

& VLAN &— R T 5 VLANID 10 2% E L72AR— bk 0/4 IIF8FERRA—FE L THRELET, &
72, R— b OBITIFFBIEL W THEZFFA T AR ELZ LET,

(2) IEIFE VLAN :E_ F‘a)nu..\niElﬁg* *0)5

/’_?.E_’ VLAN £ FT mouE bfib‘f 1;:! §$EJ‘¢%) 3'{@ MAC 77 ]\ LA %/ﬁ(@ct 7 gﬁ Li@do

[BREDRA > k]

REZ BRI T DK D MAC 7 KL 2% MAC 7 KL AT —7)UIZE G L E T,

[37 Y RIZKBERFE]

1. (config)# vlan 10
(config-vlan)# exit
(config)# mac-address-table static 0012.e212.3456 vlan 10 interface
gigabitethernet 0/3
VLAN ID 10 O — bk 0/3 12, FBFELRWTHBEZFFA 3 20AKD MAC 7 FLAZREL £,
(3) #4F=v%Y VLAN E— FOEIIBRNR— FDEE

X453y 7 VLAN E£— RT, @IELRVWTHBELZTTTHR— FE2ROIIICRELET,

[BREDRA > k]
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RREZBRAT DR —F 2T 78 AR—FE LTREL, iR A— 2R ELERE A,
(a7 FIZ&kBE]
1. (config)# vlan 50 mac-based

(config-vlan)# state active

(config-vlan)# exit

(config)# interface gigabitethernet 0/3

(config-if)# switchport mode access

(config-if)# switchport access vlan 50

(config-ifH)# exit

MAC VLANID 50 @R — I 0/3 123t LT, @BIELRWTHEZTFW T OREL LET,

(4) B4F 3945 VLAN E— ROV iHERDERTE
%453 v 2 VLAN F— R T, RIELARVTHIZETFAT H8EKD MAC 7 L AR KO L S ICkELE
7,

[BREDRA 2 K]

PRAEE BRI T DMK D MAC 7 KL 2%, MACVLAN & MAC 7 RU AT —7 LB LET,
(372 RICKBERRE]
1. (config)# vlan 50 mac-based

(config-vlan)# mac-address 0012.e212.3456

(config-vlan)# exit

(config)# mac-address-table static 0012.e212.3456 vlan 50 interface

gigabitethernet 0/3
MAC VLAN ID 50 ®AR— + 0/3 12, @RBIELRWTEEEATFAITHMAKD MAC 7 FLAEZRELET,

(5) I/jj v—E— I“O)nrb\nIEB%%ﬂ_{)_ I“@EQE
l/ﬁf/“‘:ﬁ’_‘ I*T, nunELiﬁb\T 1;:! n$7jqéj_"‘}\€fﬁ(®£9 %ﬁ l/i'é_o

[(REDHRA 2 K]
BALERAT DR — &7 7B AKR— L LTRELET,

[A< Y FIZ&KBERE]

1. (config)# vlan 50 mac-based
(config-vlan)# state active
(config-vlan)# exit
(config)# iInterface gigabitethernet 0/3
(config-if)# switchport mode access
(config-if)# switchport access vlan 50
(config-ifH)# exit
MAC VLAN ID 50 ®AR— k 0/3 IZxf LT, FELBRWCBELZHAITOREL LET,

(6) LAY—FE—FOZIEBRNIGERDEHTE
LAY —F—RT, @FEL2WTEBEEZFFAIT 20RO MAC 7 RLAZRD L H I

Qm
=
S
=
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[(BREDRA 2 K]

PRFEE BT DA D MAC 7 KL A% MAC VLAN (288 L F 7,
[a< Y FITKBERE]
1. (config)# vlan 50 mac-based

(config-vlan)# mac-address 0012.e212.3456

(config-vlan)# exit
VLANID 50 ® MAC VLAN (2, F8REL7Z2WTEEZFF T 5RO MACT LA ZRELET,
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73 AAXL—I 3

7.3.1

7.3.2 Web

188

BRHaOYY K—

Web #GEQ#EM 2~y K B2 RORISRLET,

£79 EBEHaAVTYVF—E

av Y R4E

Bl

set web-authentication user

Web #FETHEAT 22 —HID ZBML £,

set web-authentication passwd

BhE LT a—YFDRAT— REEFELET,

set web-authentication vlan

Bk L 72—+ D VLANID &% L £,

remove web-authentication user

ek L7 —FID ZHIBR L ET,

commit web-authentication

JEj]D BTE Ltlj\?%‘rlej\?@c“Web nunEDB ﬁ@%bij—o

store web-authentication

Wi Web #83E DB DX 7 7 v 7 7 A VEER LET,

load web-authentication

NI T T 77 AN BNE Web 83 DB # 6 LE9,

show web-authentication user

M Web F87E DB O&GRNE, FloiTigm, 2%
LET,

@ O E FoR

clear web-authentication auth-state

A uE(ﬁﬁi_ﬁ—mgéT” =4 7 7 '7 ]‘ f(?jib\gij—

show web-authentication login

WAEEDT AT bu s aRRLET,

clear web-authentication login

WREEOT v ka7 VT LET,

show web-authentication statistics

Web nunim%n‘fr &%%%Lij—o

clear web-authentication statistics

watE®E 27 V7 LET,

show web-authentication logging

Web SBREQTER 7 2 RR LET,

clear web-authentication logging

Web nunimﬁﬂzm 7 %7 J 7 L/jiT

set web-authentication html-files

FBE S 7z Web iRGEEE 7 7 A VA2 B L ET,

clear web-authentication html-files Gk 7= Web BRGEHH 7 7 A V2 HIBR L £,

show web-authentication html-files Gk L7- Web BGEBH 7 7 A NVD T 7 A NVK, T 7 A NP A XL E
ﬁ H Hﬁ%ﬁd\ Li@_o

restart web-authentication Web BiE7'm 7' F AxfFHiEdh L E7,

dump protocols web-authentication

Web nunEmg /7‘7I~ %I‘W$biﬂ—o

EHOE SR LE e

show web-authentication =< KT Web iRFEDOFR EHF RN T RINET,



(1) EFE VLAN E— KT, FIEARH RADIUS ZIIDIGE

7-38 Web FREIDHFEIFEHRF T (BEFE VLAN E— FOD RADIUS F2EE)

# show web-authentication
Date 2009/01/14 10:52:49 UTC
web-authentication Information:

Authentic-mode : Static-VLAN
Authentic-method : RADIUS Accounting-state : disable
Max-timer : 60 Max-user : 256

VLAN Count : - Auto-logout : -
Syslog-send : enable
Alive-detection : enable

timer : 60 interval-timer : 3 count : 3

URL-redirect : enable Protocol : http
Jump-URL : http://www._example.com/
Web-1P-address : 192.168.1.1
Web-port > htegp - 80, 8080 https : 443, 8443
ARP-relay Port : 0/1

Port s 0/1

VLAN 1D : 5,10,15

access-list-No: 100

Port s 0/2

VLAN 1D : 15-16

access-list-No: 100

(2) B4+ Iy VLAN E— KT, FEARAO—HILEIEDSEE

X 7-39 Web ZBEDHREERRT (F4F 3 vY VLAN E— RO —AhHI/LEEE)

# show web-authentication
Date 2009/01/14 10:52:49 UTC
web-authentication Information:

Authentic-mode : Dynamic-VLAN
Authentic-method : Local Accounting-state : disable
Max-timer : 60 Max-user : 256
VLAN Count : - Auto-logout : disable
Syslog-send : enable
URL-redirect : enable Protocol : http
Jump-URL : http://www.example.com/
Web-1P-address : 192.168.1.1
Web-port : http : 80, 8080 https : 443, 8443
ARP-relay Port : 0/1
Port : 0/3
VLAN 1D : 1000, 1500
access-list-No: 1000
Port : 0/4
VLAN 1D : 1000, 1500
access-list-No: 1000

7. Web 3

At BIE
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(3) 4+ v VLAN E— FT, FIEEAXA RADIUS FRIIDIHE

7-40 Web BIDHTEFHRET (547 3 v ¥ VLAN E— FD RADIUS F23I)

# show web-authentication
Date 2009/01/14 10:52:49 UTC
web-authentication Information:

Authentic-mode : Dynamic-VLAN
Authentic-method : RADIUS Accounting-state : enable
Max-timer : 60 Max-user : 256
VLAN Count : - Auto-logout : disable
Syslog-send : enable
URL-redirect : enable Protocol : http
Jump-URL > http://www._example.com/
Web-1P-address : 192.168.1.1
Web-port > htegp - 80, 8080 https : 443, 8443
ARP-relay Port : 0/1
Port : 0/3
VLAN ID : 1000, 1500
access-list-No: 1000
Port : 0/4
VLAN ID : 1000, 1500
access-list-No: 1000

(4) LAY—E—FTVLANAEHRIATWT, BEARXNO—HILZEEADGE

. 7-41 Web % r.m.\u ;QE" g&iﬁ‘ (D_jJ}I/nnL.\nIE)

# show web-authentication

Date 2009/01/14 10:52:49 UTC
web-authentication Information:

Authentic-mode : Legacy
Authentic-method : Local Accounting-state : disable
Max-timer : 60 Max-user : 256

VLAN Count : 16 Auto-logout : disable
Syslog-send : enable
Jump-URL : http://www._example.com/
Web-port > http : 80 https : 443

VLAN Information:
VLAN ID : 5, 10, 15, 20, 25, 30, 35, 40

1000-1007

(5) LAY—F—FTVLAN BNZEFINTULT, FEEARXH RADIUS BIIDIEE

X 7-42 Web BBEIDHXEFHRFKT (RADIUS R3E)

# show web-authentication

Date 2009/01/14 10:52:49 UTC
web-authentication Information:

Authentic-mode : Legacy
Authentic-method : RADIUS Accounting-state : disable
Max-timer : 60 Max-user : 256

VLAN Count : 16 Auto-logout : disable
Syslog-send : enable
Jump-URL : http://www._example.com/
Web-port > http : 80 https : 443

VLAN Information:
VLAN ID : 5, 10, 15, 20, 25, 30, 35, 40

1000-1007
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7.3.3 Web ZiFDIKRER R

show web-authentication statistics =~ K C Web #AFDIREER L N RADIUS & D@ RN TR EN
7,

7-43 Web DR

# show web-authentication statistics

Date 2009/01/15 11:10:49 UTC

web-authentication Information:
Authentication Request Total 100
Authentication Current Count 10
Authentication Error Total : 30

RADIUS web-authentication Information:

[RADIUS frames]

TxTotal : 10 TxAccReq : 10 TxError : 0
RxTotal : 30 RxAccAccpt: 10 RxAccRejct: 10
RxAccChllg: 10 RxlInvalid : 0
Account web-authentication Information:
[Account frames]
TxTotal : 10 TxAccReq : 10 TxError : 0
RxTotal : 20 RxAccResp : 10 RxlInvalid : 0

7.3.4 Web SBEDFRELIRER R
show web-authentication login =~ > K C Web BREDBIEIRRENR TR SN E T,
(1) E%E VLAN E— FDIHE

X 7-44 Web 2 FREE uu..\nl—t‘{kﬁbi_r\ (IE}E VLAN €— |“)

# show web-authentication login
Date 2009/01/15 10:50:49 UTC
Total user counts:2

username
VLAN MAC address Port |IP address
Login time Limit time
USER00123456789

3 0012.e200.9166  0/3 192.168.0.1
2009701714 09:58:04 UTC 00:10:20
USERO1
4094 0012.e268.7527 0/4 192.168.1.10
2009/01/14 10:10:23 UTC 00:20:35

(2) 4+ 32949 VLAN E— FDIEE

X 7-45 Web BBEEDEIIRERT (A4 F 2y VLAN E— F)

# show web-authentication login
Date 2009/01/15 10:52:51 UTC
Total user counts:2

username
VLAN MAC address Login time Limit time
USER00123456789

3 0012.e200.9166 2009/01/10 09:58:04 UTC 00:10:20
USERO1

4094 0012.e268.7527 2009/01/10 10:10:23 UTC 00:20:35
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3) LAY—E—FrDIGFE

X 7-46 Web BBEIDFEIFRERT (LA—E—F)

# show web-authentication login
Date 2009/01/15 10:52:55 UTC
Total user counts:2

username
VLAN MAC address Login time Limit time
USER00123456789

3 0012.e200.9166 2009/01/14 09:58:04 UTC 00:10:20
USERO1

4094 0012.e268.7527 2009/01/14 10:10:23 UTC 00:20:35

7.3.5 A& Web 525 DB D1ERL

@1/Eﬁjz%{f?b\ij—o if:, Ej‘i_lj\jﬁx"Web #qE DB _?‘kﬁéﬂ“(l/\éi%ﬁ‘fg%&@{lﬁcE%fTb\ To

(1) 1—Yn&EHF

FREET R D —H Z LT set web-authentication user =~ K¢, =—H% 1D, A7 —F, VLANID %
HekLE3, ®OFITIE, USEROL ~ USER05 @ 5 —H &84k L£7,

[a~> FAA]

set web-authentication user USERO1 PAS0101 100
set web-authentication user USERO2 PAS0200 100
set web-authentication user USERO3 PAS0300 100
set web-authentication user USER04 PAS0320 100
set web-authentication user USERO5 PAS0400 100

HHHFHH

(2) A—H1EREFE L HIR
BERE L —F DO/ ZA T — R, VLANID OZFE L a2 —FOHIRIZKDFIETITVET,
(a) INAT—FKFZHE

[av Y FAA]
# set web-authentication passwd USERO1 PAS0101 PPP4321

2 —4#ID (USER01) ®/3A 7 — K% PAS0101 75 PPP4321 IZAH L E 7,

# set web-authentication passwd USERO2 PAS0200 BBB1234
2 —H#ID (USER02) /XA 7 — K% PAS0200 7>5 BBB1234 [ZA® L £9,

(b) VLANIDZEE

[a<>Y FAA]
# set web-authentication vlan BBB1234 200

—H# 1D (BBB1234) @ VLAN ID % 200 I HE L,
(c) a—HHIk

[av<> FAAN]
# remove web-authentication user PPP4321
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22— ID (PPPP4321) #HIBL %7,

(3) NE Web 25 DB ~D [ it
set web-authentication =~ > K L U8 remove web-authentication =~ > FCTEEk « ZF L= 22—

?E%W@ Web mqu DB ﬁ@%bi?‘o

[av<> FAAH]
# commit web-authentication
7.3.6 HNEWebFBIEEDB DNV I T v T

Wik Web 58REDB DNy 7 7 v TBE VN I T v T 77 A AL OETE R LET,

(1) WE WebZBEDB D/ I Ty
P Web 323E DB 725 store web-authentication =~ R CRw 77 v 77 74 )b (IROBITIL
backupfile) Z{ERL £,

[a~> FAA]

# store web-authentication backupfile
Backup web-authentication user data. Are you sure? (y/n): vy

#

(2) Wﬁ Web DlL.\l:lIE DB ODTETE
Ny 7T 77574 (ROFITIE backupfile) 7>5 load web-authentication =~ > K CTHJEK Web 787
DB ZfEpk L £ 7

[av<> FAAN]

# load web-authentication backupfile
Restore web-authentication user data. Are you sure? (y/n): vy

#

7.3.7 Web i E m D&%
Web ZREEH 7 OB EITR O FNETITVVE T,

1. & Web FBEEEE®D 7 7 1 ILENEREE (PCRE) THERLET,
2. REBAOTALUL, ALYFTALY FJIZWeb BEIEEEZRMTHT4 LY MY EERLET,

3. BRI 7A4IL%E2. THERLETA LY FUBRTIZ, 774 LEETIEIMCEETERMLES,

4. set web-authentication html-files 3<% > KT Web 2B Z & LET,
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7-47 Web FREEEE D& F

# mkdir docs -1
# set web-authentication html-files docs

Would you wish to install new html-files ? (y/n):y
executing. . .

Install complete.
#

L 7417 1~V does ZfER L, BT, BET D7 7 A VEESET,

7.3.8 &8k L 1= Web SRIE @D &Ik
set web-authentication html-files =~ > FTH$k L 7= Web §&GEH i % clear web-authentication
html-files =< FTHIERL 9,
7-48 Web FREIE @D Hll kR
# clear web-authentication html-files
Would you wish to clear registered html-files and initialize? (y/n):y

Clear complete.
#

7.3.9 Web R EEDEREK T
show web-authentication html-files =<2 T, %&kL7- Web iBFEH D EHR % R LET,

7-49 Web RIIE@E O FEHREK T

# show web-authentication html-files
Date 2009/01/13 10:07:04 UTC

TOTAL SIZE : 60974
SIZE DATE

login.html : 2049 2009/01/10 14:05
loginOK_html : 1046 2009/01/10 14:05
loginNG.html : 985 2009/01/10 14:05
logout.html : 843 2009/01/10 14:05
logoutOK.html : 856 2009/01/10 14:05
logoutNG.html : 892 2009/01/10 14:05
webauth.msg : 104 2009/01/10 14:05
favicon.ico : 199 2009/01/10 14:05
the other files : 54000 2009/01/10 14:05
#
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7.4 Web SREEEEERLFEI=

Web FRAEM H AIUVE X BEBE T ANE AN TE DB & XIET D7 7 A VA E IR LET,

e B A VHE (77 A4 : login.html)

e BT v NEHE (77 A /L4 : logout.html)

o 1S A VAT (7 7 A V4 : loginOK.html)

07 A RIREE (7 7 A V4 loginNG.html)

a7 7y hNETHEE (774414 @ logoutOK. html)
a7 7y NREE (7 7 A V4 logoutNG.html)

% Web FBFEEE 7 7 A /WE HTML TR L TS 7230,

HTML Ei2i%, JavaScript & 5127 74 7> MaR LG CTEET 2 S8 TRETT A, H—
ATV ERATHLIREHEIMEHATEERFA, £/, perl 2 ED CGIL HIFELRNTLIES WY,

2L, us A HE, v/ 7Y MEE T, WebiBikl OA V% 7 = — AHORERBRPMETT, v/ A
VA, 277 7 MEEIZOWT, [7.41 v 24 vEE (loginhtml) ), [7.42 w277 v M
(logout.html) | ZZHL T 7ZE WY,

if:, ri“% 7-5 nunIEI7 A vt— /&17_%§5EEEHXTFL;§§J 2R Lf_nunﬂii7 A vt— /}E) %Tﬁ
2D ENTEET, BHATEL 7 7 A NAIFROERBY TT, 77 A4 NVOERIFIEICOWTIE, 17.4.3
WIE T — A v &—Y 7 74/ (webauth.msg) | &ML T 230,

e WAL= T —A v —Y (77 A /14 : webauth.msg)
IHIZ, Web 77 UFDBRUIAV IR AT H7 A A b ANEZ D ENTEET,
s Web 77 UFDEBRUICAVICRTRTHT A 2 (77 A4 : favicon.ico)

EE
ANV Z AIREREEB LU= — A v =07 7 AL, BT ISR LET 7 AV 8 —
HIETLEE N,

741 O454A 2 EmE (login.html)

Web

lU

AR 7 A T AR, 22—V ID ENAT—RKDOANET T4 T > MR LERT 5 HEEH T,
(1) BZESEH
074 EEO HTML 7 7 A VEERT DB0E, ROFBITRTERBZ LT AN T S0,

£7-10 ASA VERAICHELRRE

ERu kS 2R
<form name="Login" method="post" action="/cgi-bin/ v 7 A U EE%E Web 58RI T 5720 Ok T
Login.cgi"></form> F, ZODRIZEF LARNTL EE0,
<input type="text" name="uid" size="40" maxlength="32" 2 —WID Z$ET H7- OO T1, size &
autocomplete="OFF" /> maxlength DS OFERITIET L RN TL I,

it <form></form> ONIBIZHEE L T 7ZI V),
72, maxlength [Z#9 6 LA LOFF25%E LT <
72 &N,
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196

b

Bk

<input type="password" name="pwd" size="40"
maxlength="32" autocomplete="OFF" />

NRRAT — RERET DO DOFLRTY, size &
maxlength VSN DOFMIIAE T LTl ES 0, |k
i <form></form> ONIBIZHRE L TSV, F
72, maxlength 347 6 LA EOFFEHREL TL
TEEN,

—n

<input type="submit" value="Login" />

Web #FEIC T 7' A VR ZAT 9 T2 DIZFEIR T,
ZOFRBIFEELELRNTL &, EFE <form></
form> ONFRIZEE L TL 2SN,

=3
SE =
IS

loginhtml 7 7 A VAT, 1E0DT 7 A V& BEMT 25518, BEMT 3257 7 A4 A OB 17

(AT wvva) ZRRBLTIIZZN,
(#) <img src="fimage_file.gif" >

% 7 151

(2)

o7 A i (loginhtml) @Y —ZHZ2ROKIRLET,



K 7-50 BS54 2Em (login.html) | MDY —X 4l

7. Web

{?7xml version="1.0" encoding="euc-jp“?>

<IDOGTYPE htm!| PUBLIG “-//W3C//DTD XHTML 1.0 Strict//EN”
“http://www. w3. org/TR/xhtm|1/DTD/xhtml1-strict. dtd”>

<html xmins="http://www. w3. org/1999/xhtml” xml:lang="ja" lang="ja">

<head>

{titler&nbsp:</title>

<{/head>

<body>

{l-= ===== Body ===== -->

{center>

<br />

<{table width="100%">

<tr><td align="center” bgcolor="#2b1872">

<{font color="#ffffff"><b>LOGINS/b></font>

Stdo</trod/table>

<br />

Please enter your |D and password.<br />

<br />

{tablex<tr> < i% apaT )~ g = . 27k
Ctdbuser 10</td> 074 AREENebiBEEIZIE T Y S Dt

<td>

</td>
{SEroktry
{td>password</td>
<{td>
i <input type="password” name="pwd” size="40" maxlength="32" | |
L autocomplete OFF” /e !
SEd>< />
<{/table>

</form> WebFBEEIcO4 « VEREITS = DERd

<br /o<br /o<br /><br /><br /><br />
<{/center>

{l-- ===== Footer ===== -->

<hr>

</body>

<html>

(3) AT A EERRG]
v A B EOFRAE RO LET,

ul
¥
Fm
F
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K 7-51 BS54 EEmOFRRG
%’3 - Miciosoft Internat Explorer. o _g@la

¥ @) @ Lu=m sleorcrn @50 @ (-2 B -

LOGIN
Please enter your [D and password.

user [D

password

()

7.42 047 E@E (logouthtml)
Web JBiHERE TR /A L LTWA I IA T Al 7 v M&ERT A2 DOMmE TY,

(1) BZEEH
a7 7y Mmoo HTML 7 7 A VEERT 2 B81E, ROFBIRTRBEZ LT AN TS EE W,

R7-11 OJ79 FNEEICHELRE

ERRULSES U
<form name="Logout" method="post" action="/ o 77 v MMEEEAZ Web SRGEICIHRRT D720 DR TY,
cgi-bin/Logout.cgi"></form> ZORMIFTEFE L ARANTL &N,
<input type="submit" value="Logout" /> Web FBFEIC 7 77 0 MEEREAT D 720k T, 205

WIFEF L2 TL 72& 0, EiE <form></form> DWNHES
ICRREL TLIZ&W,

FE

logout.html 7 7 A L2, 1EH0D 7 7 A V% EEM T 2841, MB35 7 7 A A4 OLTEIZ” 17
(AT wva) ZHRBLTIESNY,
() <img src="/image_file.gif" >

(2) HEH

1777 MEfE (logout.html) @Y — A2 KRDOMIRLET,
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ul
&

i
5]

K 7-52 o477 hEE (logouthtml) @Y — X4l

{?7xml| version="1.0" encoding="euc-jp”“ 7>
<!DOCGTYPE htm!| PUBLIG “-//W3C//DTD XHTML 1.0 Strict//EN”
“http://www. w3. org/TR/xhtm!1/DTD/xhtml1-strict. dtd™>
<html xmins="http://www. w3. org/1999/xhtml” xml:lang="ja" lang="ja">
<head>
{titler&nbsp:</title>
<{/head>
<body>
<!—— ===== Body ===== —-» 577'7 Fﬁﬁiﬂebiﬁﬂl:?ﬁﬁ?éfz&)@gﬂﬁ
<center>

<{table width="100%">

<tr><td align="center” bgcolor="#2b1872">
{font color="#ffffff"><b>LOGOUTS/b></Font>
td></trod/table>

<br />

Please push the following button.<br />

<br /o<br /o<br /><br /><br /><br />

<{/center>

{l-- ===== Footer ===== —-> WebiBREIZO Y 7™ FEBRET3 OO
<hr>

<{/body>

</html>

(3) AT 7 FEERTH
BTy EEOR R E RO LET,

7-53 AU 7 FEEORRS

20 90 X B @ Pux seeman @57 8 2 - -y

 ocouor

Please push the following button

Lowout
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743 FPBEIS—AvytE—T 774/ (webauth.msg)
RE= T — A vE—T 7 74/ (webauth.msg) %, Web §8iEw 74 > E 721X Web #BiEr 77 U7 Dk
B IO ST CERT DA Yy B — VR LT 7 7 A LT,
T 74NV EREDTIET T — A v —T % ANBRZ DKL, ROFITRT 97O A v E—UEMM LT3
FEET — Ay bE—U T 7 A NVEERR L T IZEW,
%712 BIAIS—AvtE—CIT 7/ ILDETORE
TES RES

oo, b L < 1% Web #BGE DB IC K 2#GE= 7 —

i

147H 07 A URE, 2—HID £33 A Y — Rigk %
Lo BRI NIT A v E—T,
[(F74N A yE—]
“User ID or password is wrong.<BR>Please enter correct user ID and password.”

217 H Radius IC L DRBFET T — Lo TG B ICHATHA vE—,
(T4 Ay E—V]
“RADIUS: Authentication reject.”

31TH a7 47 L—3 a3 vk, Radius BFEDORRTE & 72> TV 528, Radius Vr—/N & AR E & OPEGE3WEST
LTCWARWGESIZHTTT A v E—,
[(F7xnV b AyE—V]
“RADIUS: No authentication response.”

417H AIEED AL T 4 7L —2a VOBRERY, ERIIMBEREL OBEOLDICR VA TERVWGEICH
NTDHAvE—Y,
[(F7A N A yE—]
“You cannot login by this machine.”

51TH 7a g AOREORENBELIGAEICHNT A vE—,
(T4 Ay E—V]
“Sorry, you cannot login just now.<BR>Please try again after a while.”

61T H a7 AOHEOEENRELE LG EICHIT A vy =,
[F7xN b A yE—]
“The system error occurred.<br>Please contact the system administrator.”

747TH 7ar g AOBEEORENKELILGEICHNTLIA v E—,
(FT74N KA yE—V]
“A fatal error occurred.<BR>Please inform the system administrator.”

81TH v 77y MLEET CPU BAMZEILE->T, n77 v bBRRLEGAICHEITAA v E—T,
[(F74N Ay E—V]
“Sorry, you cannot logout just now.<BR>Please try again after a while.”

917H Br A LT RNE—FRae Ty b LEGEICH AT A v =,
[TV A yE—]
“The client PC is not authenticated.”

(1) BESEH

s WITIEH DTN DT ENE, T 74NV DT —RA =% FRLET,

o 77 A RIERT, BdT2— FE” CRHLF” /213" LF” O 86 b TIRIEL T IEE W,

 MTICEZIADD A vE—VRIE, A 512 F (8256 LF) FTTT, T TRLTNWDIIFHK
iZiThtml # 7, @ATH 77 <BR>" bEHZET. fds, 8 512 LFEBAT LTI OV TS L
3

e LT T —RA v E—V T 7 A AN 10T LB -T2 HEIE, 10T HUBONFITER L E T,

(2) BEETS— A v tE—DT 74 LERDRA 2 b
« BATT—A v b=V T 7 AN RICFELET ¥ X ML, ZOEE HIML 7 %2 b & LTHALET,
LiztioT, RIETLT—A vt —Y RICHIML 0% 7 &7k 5 L, 205 7 OBEETNET,
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3

B

e 1 Ay E—VIRIITTREBTIVLERH LD, TT7—RA v E—VDERA A —VIZWITE AT

AL, AT L72WEFTC HTML %474 777 <BR> # AL T E &0,
(3) EXEHI
AT T — A v —T 7 7 A/ (webauth.msg) DY —AHZRDOEIIRLET,

K754 RIS —AvE—IT74)L (webauth.msg) @Y —R4l

A—HFIDRF/NRT— RARRETT

NAT— FRFETY

TAH— D ROMY EHABROVATLEESICBVESbE T EEL,
DATLOEFEIZRYAHYETBROVATLEESICELELE T EEL,
DATLETHEE (minor) BROLIFS LTHASEEQS A ELTLREZE,
DRATFLEEFEE Mmajor) BROVATFLEEFIZMLEHhETL{EEL,
UATLEESE (critical) BROVAFLBEEIZBLEDETLEEL,
ATFLNBEFEETTGRLESLTALOTFPIRLTLEEL,
o4 LTWERA

(4) =Bl

FROBIATT—A v =TT 7 ANEHHAL, RATV—FEAREICLY, ol ickiilizt&on

T A R T DR RBEE RO R LET,

K755 AJAUEABMEEORTH (SRXT—FREARIE)

a = Microsaft Internet Explorer
Z7VE) WEE ETRW BROADE v-D AN "
Y L] '- ) x L ‘4 7] 4] i » »
€) D - %] & @ Lu= shsmn @57 £ R2- B -

2—HFIDR LN T—FHFETT (12

back

7.4.4 Web FREIEE A2 Y

Web F8FEEH O HTML 7 7 A /WiZ Web fGEEA Z 7 2 E AT 2 & C, BRElE B2 r 7oA VR —

T—AybE—VERRTEET,

FREATREZ2 B & Web GRFEMEAR & 7 DG HOEEZRORIST L ET,
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=713 BHEI—E

A G RED E@EIZRT® nJA4 Y Ay7w agA4y (=72 ay7m ag7mY
TERNE [ET)i:q) ET:] ARThE & K BE FETE kR E
[i:1] [i:1]
<!-- Login_Time a /A W — — O - - -
> 1
<!-- Logout_Time a s 7wk — — O — O —
> 2% 2
<!-- After_Vlan AR — — O — — —
> VLAN ID
3
<I-- TT7—Ay — — — O — O
Error_Message ST 3
>
<t AR - - o - - -
Redirect URL--> oYy 7
5% URL
(LB O : mjiE Eicfrd 5 — @ Eim LM E 725

WX 1 v 7AW LT,
A 2 RREMIC K > TEWARZRD 7,
B A R BB 7T T b SR,
07y METEE : 277y MIESTE T LR,
EX 3 v s A Uk, =—YREE41T5 VLANID,
HX4 nrA E3n s 70 R LG E0T T —HK,

BEFNZOWTIE, [7.45 ZOMoEEY 7] 28R LTI EIN,

745 FooE@mYTTIL

Web #ZGEE A (loginOK.html, logoutOK.html, loginNG.html, logoutNG.html) ®OH% > 7 /LY —2%
RLET,

(1) BY 4 UThE@E (loginOK.html)

17 A N D Y — A L OFRRE 2 R OKIR L ET,
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ul
¥
Fm
F

X 7-56 A5 A URMEEDY—AXH| (loginOK.html)

<{?xml version="1.0" encoding="euc-jp"?>

<IDOCTYPE html PUBLIC "-//W3G//DTD XHTML 1.0 Strict//EN"
“http://www. w3. org/TR/xhtm|1/DTD/xhtml1-strict. dtd”>

<html xmins="http://www. w3. org/1999/xhtml” xml:lang="ja" lang="ja">

<head>

<{titler&nbsp:</title>

<{/head>

<body oncontextmenu=¥"return false:¥">
<!—— ===== Body ===== —-»

<center>

Login success

<br /okbr />

{Table Border="0">

{Tr>

<Td Align="left">

Login Time

</Td>

<Td Align="left">

</Td>

<Td Align="left"> . _
<b>KT= Login_Time ~=/b D71 VBRARRS T

{Td Align="1left™>
Logout Time

</Td>

{Td Align="1left™>

<Td>

<Td Align="left"> _
mXE;E@@jEEE?ET_____Dd?ﬁbﬁﬂﬁm?d
<Td>

<STre>

{/Table>
<br /o<br />

<{form>

{input type="button” value="close” onClick="window.close()” />
</form>»

<br /><br />

{/center>

<br /okbr />

{l-= ===== Footer ===== -->

<hr >

<{/body>

</html>

EE
loginOK.html 7 7 A VA2, 1E0D 7 7 A V& ST 2561%, BEMT S 257 7 4 4 OJsfic”
(A7 vva) ZRl LTSN,

() <img src="/image_file.gif" >
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7-57 AT A URDIEROR RG]

A - Microsoil Internet Explorer

0% O NRAG L kv @70 @ @& B-

Login success
Login Time  --- 2009/01/11 10:15:28 UTC

Logout Time === 2009/01/11 11:15:27 UTC

(2) B 79 rETEE (logoutOK.html)
077y NETHEmO Y — AR L OFRRFEZROKIR LET,

K 7-58 O 7 rETEER®Y—XH (logoutOK.html)

{?7xml| version="1.0" encoding="euc-jp”“ 7>

<!DOCGTYPE htm!| PUBLIG “-//W3C//DTD XHTML 1.0 Strict//EN”
“http://www. w3. org/TR/xhtm!1/DTD/xhtml1-strict. dtd™>

<html xmins="http://www. w3. org/1999/xhtml” xml:lang="ja" lang="ja">

<head>

{titler&nbsp:</title>

<{/head>

<body oncontextmenu=¥"return false:¥">
== ===== Body ===== —-3

{center>

Logout success

<br /okbr /> —
Logout Time --- <b{1== Logout_Time ——X/b> RT79 FEARRS T
<br /o<br /><br />

<{form>

<input type="button” value="close” onClick="window.close()” />

</form>

<br /><br />

<{/center>

<= Footer -

<hr>

</body>

</html>

FE
logoutOK.html 7 7 A JWIZ, 1EZDD 7 7 A V& BEEMT 235618, BEM T35 7 7 A L4 D4TH
W27 (RTvyva) BB LTLZIN,

() <img src="/image_file.gif" >
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un
¥
i
F

7-59 OJ 7 bETEEORTA

B | Microsoft Internet Explorer
r{ME BRE ETW HRCANG W-LD ALIH S

) O X @G Pur desmy @50 © -5 H -

Logout success

Logout Time —- 2009/01/18 09:50:58 UTC

) B4 /057 FRBKEE (loginNG.html / logoutNG.html)
a4y, az 7y RO Y — AR L OERG 2 R ORIZR LET,

7-60 A4 /057 FRBREEDY—XH (loginNG.html / logoutNG.html)

{?7xml version="1.0" encoding="euc-jp“?>

<IDOCTYPE htm! PUBLIC “-//%3C//DTD XHTML 1.0 Strict//EN”
“http://www. w3. org/TR/xhtm!1/DTD/xhtml1-strict. dtd™>

<html xmins="http://www. w3. org/1999/xhtml” xml:lang="ja" lang="ja">

<head>

{titler&nbsp:</title>

<{/head>

<body oncontextmenu=¥"return false:¥">

{l-- ===== Body ===== --)

<center IS—Ayt—CHRTEEY

<br>

<br /x<br /><br /><br /> T T T T T T T T T T

<{form>

<{input type="button” value="back” onClick="history.back()” />

{input type="button” value="close” onClick="window.close()” />

</form>»

<br />

<{/center>

{l-- ===== Footer ===== -->

<hr>

</body>

</html>

=
loginNG.html, logoutNG.html 7 7 A /LIZ, 1ZD 7 7 A V%A 58581%, BEEMTT57 7
ANBOFEBR” 7 (AT vyva) ZFRABLTIEI N,

() <img src="/image_file.gif" >
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7-61 OY4 2 /845777 kBRERDRRG

A - Microsoft Internet Explorer

77ME REE ERW BRANE  v-D  AndE »
Ox © MRAG Pur dronco @50 @ 3% B- 2

I—HDR LA T—FHFETT (12)
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MAC X3

MAC #iFE, WA LT=Z7 L —2ADEE7TCMAC 7 R A% 383EL, VLAN
~DT 7 & ZAHE AT HORE T, ZDE T MAC FBEAFOBEEIC SV Tt
L £,

8.1 fi#i

82 aAvI7449L—Y3ay

83 ARL—P3v
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8. MAC 3B:F

81 B

2—HID, RATU— K& ASTE3 PC DL e TIE IEEES02.1X X° Web #BL4 FIH T& 923,
MAC #HiFiZa—Y ID, AT —R&EZANTERNT Y U Z 7 OB THIRIEZIT 9 120 DERE T,

FBESNIER—MIHATE 7L —L2DFEETLMAC 7 RUATRIEL, WiF&/z MAC 7 FL X%
DT L— AR EEETFATESNET,
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% 8-5 MACREITHERYT HEM®R (£®D 2 Access-Accept)

ek Type {E e
Service-Type 6 Framed(2) NIEHIEN S : MACEFAFTITF = v 7 LER A,
Reply-Message 18 (CREEM)
Tunnel-Type 64 2 AF 3 v VLAN E— FEHZHER LE T,

VLAN 2R3 13 ThoHraeF=v 7 LET,
[EE VLAN £— FERHIEHA L £ A,

Tunnel-Medium-Type 65 XA F 327 VLAN E— FRHCER L ET,
IEEE802.1X & [A#£DfE 6 ® Tunnel-Medium-Type T % 7%
Fxv I LET,

EE VLAN E— FERHIEH L EH A,
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BitA Type & EEA

Tunnel-Private-Group-Id 81 XA F 3 v VLAN E— FEHCER L £,
VLAN %2 £ 3775 F721% “VLANxx”
xx [Z VLANID 2% L £,
7212, SEHD 1 A7 T v FORNEN 0x00 ~ 0x1f DEEIT,
Tag ZRK L TWNWAHDT, ZOHHFIX24 77Ty MELLOEN
VLAN ZR LET, F7z, SLHDO 1477 v FORNED 0x20 L
LoBEE, JeEE»S VLAN 2% L E£1,
[E & VLAN &— FERIEH L EHF A,

% 8-6 RADIUS Accounting TEFT 2 EMA

B2 Type fi i

User-Name 1 MAC 7 KV A, F£721% T 810 MAC 7 F L A% +VLAN ID &%)
TAERLIZEELREELET,

NAS-IP-Address 4 NASDOIP 7 KL AWML ET,

N—T Ry I A BT 2—ADIP T FVARERL, V=T v A
VAT 2—ADIPT RUVAEKMLET, ok, Zhbdhd, $h—n
LBETHA L E T =2—ADIPT FLAZBMLET,

Service-Type 6 Framed(2) 3% EL £ 7,

Calling-Station-Id 31 WK MAC 7 F LA (U305 ASCII, “-” XB10) 2% ELET,
% 1 00-12-e2-01-23-45

NAS-Identifier 32 [ 7F VLAN &— R CI¥, G AZ A LT\ 5 VLAN ID #5305
FICRELET,
%] : VLAN ID 100 @34 100
#A4F 2y VLANE—KTIE, av747b—varavr b
hostname THRE I N/ HEEAL EZHRELET,

Acct-Status-Type 40 FRFERLEHIFIC Start(1), FRAFMEFREFIZ Stop(2) ZHAM L £,

Acct-Delay-Time 41 AN MEERNOIFET HETICE LR () ML £,

Acct-Session-Id 44 a2 ID A& L ET, GRAEAD), FEREAFFRICEE L CIZF CIET
¥)

Acct-Authentic 45 ik % 7”79 RADIUS, Local DEL L NEEML ET,

Acct-Session-Time 46 ORERERS 5 £ TR (B) ZHMLEST,

NAS-Port-Type 61 Virtual(5) Z5% & L £ 7,

NAS-IPv6-Address 95 NAS D IPv6 7 KL A& A& L £ 9,

N—=T Ry I LB T 2—ADIPv6 7 KL ARERFT, V—F Ry
AVHET2—ADIPv6 7 RVAZMLET, 7o, LM,

P REBETHAN L Z T =—ZADIPV6 7 FLAZKMLET, 7277
L, IPv6 V> 7 a—H LT RLATRIETDHEIE, VT N1
27 2—ADIPv6 7 KLU AREDH I NNb 5T, BEA X

T2 —ADIPv6 Y 7 a—Hh )T KL AZEMLET,

8.1.5 {thigeL DHTE
(1) IEEES02.1X & D HFIZDINT

MAC 28EE1%, RITRT AT IEEE802.1X L7 T& £,
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5% 8-7 |EEE802.1X & M 7F

IEEE802.1X R ITE—F MAC SBSLE—F
REEE— KR
EE VLAN E— K BALF2vY
VLAN E— K
A— b HALERGE U NNE—R [fl—R— MIEELRNTL IS A— B THEA
|7
~ILFE—F Fl—A— MIRELRNTES A— B THEM
[/\
SHARFRAEE — K [Fl— R — hTHAF A — b EL TR
VLAN K7 585E S ARRRGEE— N VLAN HZa8GE (5) ICRES | A— b HAL CHER
(F1Y) N-Rl—R— b THAE
VLAN HA7385 Vi ARFRAEE— N AL BN CHE(R [Fl—aAR— b CIAF
(BHAY)
Iﬁ‘gﬁﬁmﬁk (Iﬁj; MAC 77 }‘I/X %%’)ﬁﬂmﬁj{) T; MAC [ nIE (./E VLAN:E‘ }\) nm uﬁﬁkyj?(ﬁ
IEEE802.1X O &R— I %ﬁ?&éﬁi 721X VLAN HA7ERGE (§0Y) 12 K AERFEICHEE) L7 zﬁ/u\, IEEE802.1X
DG ‘Id:%f)‘{gflﬁ éj’b MAC FRFEDOFR uﬂih iﬁﬁ#ﬁ‘}éﬂiﬁ
F72, [A *Jﬁﬁﬂif MAC #FE (¥ A F 3 27 VLAN £— K) (2L D8FEREh#%, IEEES02.1X VLAN H

CEREE (YD) I K 2FEEICHS L2, IEEE802.1X OFBFERE R MESL 41, MAC BIAEDRILIREE
iﬁﬂtf‘%éﬂiﬁ‘o

WITTRTRO X H12hl 2 DR— Mok S7- HUB (RT3 HUB#L) %4t L TR S LTV AR A,
+ T2 IEEE802.1X fmménmxébrﬁff Blo> HUB (XCix HUB#2) IS8 2 AW L7254,
Vo 72 A IEEE802.1X DRBIFNfEIR S22y MAC #83EA1TH Z 13 T& £ A, IEEES02.1X D&
<2 I clear dotlx auth-state TERAFAMER L T EE W,

8-11 |EEE802.1X TERII SN TWLBIHKRDKR— FBEIR D MAC SREEE A

BS2000

AAR—+

IEEE802. 1X D ERREH R RR
Ehizlvg, MACEEEED
OJ4 VRENTRAERA

|EEE 802. 1xr - fm'EF"CHACEEEE
SBEEHA

(2) Web ZEEEDHFIZDONT

MAC #FEIE, IR TSHMAET Web BEEE HFTEET,
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ﬁ 8-8 Web nrunE& 0)##

Web S2EEE—F MAC RBEEE— K
EE VLAN E— F L4539 VLAN E—F
@€ VLAN £— [[Al—R— bk THAF T EAL TR
X453 v 2 VLAN £— | AL Tk Al — b THA7
LA —F—F AL BT TR AL 8 BT CHEf

ﬁ#ﬁ%j{ (ﬁé MAC?}‘I/Z%P]EOH”;E) VC‘\, MAC nmuﬂzﬁ‘% ;muuﬂ:.ﬁjzyj L/f; i MAC noutE@muuiE
héi%@ii&fcﬁ@ijﬁ (Webumuﬂ:.@nmu ilﬁ'—&fcﬁwijﬁ)o

(3) fthigeE DEFIZDOWNT
WKOKERE L ITHAFTE EHA,

. uL, piE VLAN
e IGMP snooping

8.1.6 MAC EiMfFALMOI=
(1) MACSEEEZ7OY S LABRY LI5S

MAC BRE7' 1 75 A8 ﬁi@bf_/ﬁm, uquEP@'a—’\T@uquﬁ‘ﬁﬁFlﬁéé“i@— a)i}/%/ﬁ\, BRI
FHEGEREZAT - TS 72 &Y,

(2) RADIUS H—/\DRETHRA FEZIEEL-BAEDEIEEIE

MAC FBFECfEH 35 RADIUS —\%, a7 47 L—3 3 2~ K mac-authentication
radius-server host ¥ 7213 radius-server host {Z7/R A M4 THRE L7286, DNS Y — IEGE TE 720/
EOBMBIZE » TARRREN TE2WVWERETIE, RIORTEENRRET I ENHD £,
e Efa~vy FEFEITLELS

o FEITRERORRDPES 20 7,

o FRMEPTIEEY, LIESL LT bR REINET,

» [Can't execute.] MFRINET,

Pt

e MAC#iFz > 74 L—Yarva~y REETLES
e AVT 4 T L= arORAE, EiFar T 47— a VORMIZFMBEN D HERNH Y £7,

FROBGAEET 5720, MAC #RFETIL RADIUS — O EIC IPv6 7 LA E 2L IPv4 7 KL AT
RETHZEEMRELET, FRA M TOREPLERGEIX, LT DNSHT— LD RERHDHZ L
R LTSN,

(3) RADIUS H—/N\EDBENTNI-EEDIEEE

MAC BERETHEM T %5 RADIUS #— & OMERUINSE, $hidar 747 b—varasys B
mac-authentication radius-server host % L < |% radius-server host T E X172 RADIUS $— )37 (E
L7054, 1RRGEY 72 0 ORGHAEIZIFF A #2097, FEEER 1{EZ2i, 2vr74 7 L—vay
2w N radius-server timeout THREINTZH A LT U MEHB L2 74 7V L—v g a~v s K
radius-server retransmit Ta%iE S AV 72 FFEEIES 720 ORI A #2572 T,
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F72, %D RADIUS — "R3B ESIN=HEL, a7 4 7 L —3 3 2+ K mac-authentication
radius-server host F 7213 radius-server host DR ENEIZFRFEZ & (ZEEIT 7 B AT 5720, LICHRESN
72 RADIUS Yy — N TlEER SICL > THEENTE R 5 &, AL BICR RN #HN D £,

TOXHMpEEIE, a7 4L —3 3 < K mac-authentication radius-server host £ 7-1%
radius-server host CIE% 72 RADIUS —\ZHELEL T X0,

(4) VLAN #EENBES L 158 DEE

JEH 2~ N restart vlan C VLAN #8E/N LS L 72454, MAC FGEIERAE 2 R T IC ek L £ 97,
7272 L, BN WGA, BENIEEM AN D729, ﬁﬁi?ﬁ%?ﬁ‘éif@%ﬁ, BENTERLI RV E
T, BENET LIRS NLEENTEDL LR £,

(5) setclock av > FEFERT EDEE

PR R 2 B E O Z W TEE L TWA DT, EHa~ 2 Fsetclock CTARZZET L7-HA, R
REBEGC R R I B E T,

B 202, 3 MRS OMANCIE A2 Uimsd, RArHEmnei s 8RRl L7 iRie & 720 4, F7=, W
I 3 RFIETOREZNC I 22 LA, FRAEHEGIFH Y 3 MR ShE
(6) MAC EREF{#EFMM IEEES02.1X DAV T4 L—a UEREIZDINT

MAC FEREOFRFER— & L TRELIZAR— MZIE, WIRTIEEES02.1X 2 7 4V L—vgravwy
REBRELRNTLZEW,

*7=, IEEE802.1X iR— FHNFRGED T v 7 N E— RB IO~ /L FE— RHFRIER— MIRE LW TL
7ZE0,

e dotlx force-authorized-port
¢ dotlx port-control force-authorized
¢ dotlx port-control force-unauthorized

¢ dotlx multiple-hosts
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82 AVI4JL—3ay

821 aVvI4«449L—3y

8.2.2 [EXE VLAN £—

224

av Y

F—g

MAC®EirD a7 4V v—ygravwy R—EZROFIRLET,

%89 avIq4HL—3ravrk—

av Y R4

Bl

aaa accounting mac-authentication default start-stop
group radius

RADIUS Accounting i3 2 2 L R ELE T,

aaa authentication mac-authentication default group
radius

RADIUS 384 5 A CREAET % RELET,

authentication ip access-group

uL‘uJJZHU'U( @Jﬁ‘ﬁﬂ{z))V @/\b‘/ ]\%ZIK'H:%% éﬁ%b
TZWEAID, Bk L7V y NERE IPve 77 & A
IS I\T“?'a‘ﬁbi?’o

mac-authentication auth-interval-timer

gﬂﬁ%ﬁﬁ%ﬁ&?& (kmum FE TS ET D nJ‘.EHj?F‘i i
WRZHELET,

mac-authentication auto-logout

PRIND DT 7 ANIRVIRBEDN N TN D =
U CREGEMRR 3 2 BMEZ N L £ T,

& &R

mac-authentication dynamic-vlan max-user

#4753 v 27 VLAN E— FCTFET& 5 MAC 7 L
ARERELET,

mac-authentication logging enable

#Er 7 O syslog 4r—"~OH N EFELET,

mac-authentication max-timer PGER KR 2 ELET,
mac-authentication password RADIUS #—_~OWE ORI T 5320 —
FEfELET,

mac-authentication port

MACFBREZAT O A — b EHELE T,

mac-authentication radius-server host

MAC FZFEHMIZ RADIUS =D IP 7 L A2 8%
fBELET

mac-authentication static-vlan max-user

& VLAN £— R CFRAET& 5 MAC 7 KL A% %47
ELET,

mac-authentication system-auth-control

MAC #GET —E v #i# L £,

mac-authentication vlan-check

FFEEREIZ MAC 7 R LR i2nx, VLANID $ &35
ZEERELET,

(1) A—HNLERAXDERMLZERTE

Koarvoq449L—>ay

[ VLAN £ — F T, m—U V@il i a3 2 L TOEARNLRRELZROKIIRLET,



8-12 [ETFE VLAN E— KO O—HILEREEAKXDEKRER

RSPV EATES

LBRA v F | [2888888" |

____________________________

BS2000

VLAN 10 —

IEEEBO2. 1XFE f=I&
WebaZRIE T S2AE

MACERZE = St 38 PC1

(a) FBEER— hDERE
[BREDRA > +]

MACRERETHM T 2R — FERELET,
(372 FIZLBETE]

1. (config)# interface gigabitethernet 0/3
(config-if)# switchport mode access
(config-if)# switchport access vlan 10
(config-if)# mac-authentication port
(config-ifH)# exit
FREAAT O SR HE SN TV D AR — M MAC BREZ R E L E7

(b) MAC FBEEDE&E

[BREDKRA > ]
MACRGtD a7 4 Vb —aravwy RERELTMAC Zirx AN LET,

[A< Y FIZ&KBERE]

1. (config)# mac-authentication system-auth-control
MAC FFExE# L £,

(2) RADIUS RREEAXDEREEHRTE

[ VLAN £ — T, RADIUS BRES NAMH T 5 L TORARNLRREZROMIIRLET,

8. MAC i8i
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8-13 [EFE VLAN E— F® RADIUS BRI AR DEKRERK

A EICT I EATES

BS2000
] RADIUSH—/<
1192, 168.10. 200
I —RTL—F)
il
‘f’ _________________________ ‘\\l
*%E i 0/1 0/5 :
I
1
! 0/3 0/4
wmwto——= | .

|EEEBO2. IXE=1Z
Web &2 3E TERaLE

WACZAER S8 pol
(a) REEA—FOBRE
[BEDHA Y K]
MAC #EECHAT 5 H— F & 7E LET,
(27> FIZ& 3585%]

1. (config)# interface gigabitethernet 0/3
(config-if)# switchport mode access
(config-if)# switchport access vlan 10
(config-if)# mac-authentication port
(config-ifH)# exit
FRREEAT DM AR DB SN TV D AR — M MAC RAELZ R E L E 7,

(b) MAC EESIDERTE

[BREDRA > +]

MACHIEDa Ly 74 /L —arva~vy RERELTMAC 2B LET,

[37 2 FIZKBERE]

1. (config)# aaa authentication mac-authentication default group radius
(config)# mac-authentication radius-server host 192.168.10.200 key "macauth"
FBiE% RADIUS —/ N T 572012, IP 7 R A & RADIUS #A R ELE T,

2. (config)# mac-authentication system-auth-control

MAC RBREx B L £7,



823 AA4FIvVvHVIANE—FDarvI«HL—>3Y
(1) O—HhIEEEARDELRNLERTE

==

ZA4F v 7 VLAN £— T, @R 2 25 L COERNRREZROBNIR L ET,

814 HA4F+3Zv4H VLAN E— RFOO—HIILEREEAXDEKRER

BERICTPIEATES
Yy RT—=4

BS2000
ZAEEVLAN
(VLAN 20)
*EE 0/1 )
po ST T TSI TS T T .
A 0/3 0/4
__________________________ +
@IV ——__ | ] ./
(VLAN 10)
| HUB I
IEEE802. 1X & F=Id
WebiB3E CBEE

—
MACEZGEX B3  PCI PC2

(a) FBEER— FORTE

[(BREDRA > ]
MAC nuuﬁf{ﬁﬁﬁﬂdéjﬂ— ]\7% Ebijﬁ

[av Y FIZ&BEFE]

1. (config)# interface range gigabitethernet 0/3-4
(config-if-range)# switchport mode mac-vlan
(config-if-range)# switchport mac vlan 20
(config-if-range)# switchport mac native-vlan 10
(config-if-range)# mac-authentication port
(config-if-range)# exit
RREZAT O WA S ATV DR —

MZ MAC RAFEREL £,

(b) MAC FBEEDE&TE
[(FBEDRA > F]

MACERGtD a7 4 Vb —aravwy RERELTMAC #Zirx AN LET,

[A< Y FIZ&BERE]

8. MAC i8i
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1. (config)# mac-authentication system-auth-control
MAC #FE& 8 L £,

(2) RADIUS FRBESEARXDERMLZERTE
%433 v 2 VLAN ®— R, RADIUS iiEFRAEH T2 ECOREARM R EEZRORIT LET,

8-15 44+ 3w VLAN E— KD RADIUS SBEF A D EARIER

BE®RICTIERATES
Fu bI—2

BS2000
7 RADIUSH—3
11192.168.10. 200
o —rTL—k)
_________________________ _ EZEEEVLAN
P C TN 20)
FEE | 05 E 1 0/1 ;
| ! |
: \0/3 o4 1)
L e e e m == = —_-—=-
SEEEIVLAN —<= ____ | ./
(VLAN 10)

HUB
[ ‘ IEEEB02. 1XFE =1L
WebAZAIE T R2AE

[=R-J-R-N-Q-N-11 [ = -
| saaasaa’! | j— o]

el ol E
MACEZE B S 1 35 PC1

(a) FBEER— FDEHRTE

[BREDRA > H]

MAC RFETHEMAT 2R — FERELET,

[O7 Y FIZKBERE]

1. (config)# interface range gigabitethernet 0/3-4
(config-if-range)# switchport mode mac-vlan
(config-if-range)# switchport mac vlan 20
(config-if-range)# switchport mac native-vlan 10
(config-if-range)# mac-authentication port
(config-if-range)# exit
PREAAT D WA SN TN DR — MIMAC BEFEA R E L £,

(b) MAC FEEEDHTE

[BREDRA > k]
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MACREFED AT 4 b —varavy FaRE L TMACRIEEZAZICLET,

(a7 FIZ&kBEE]
1. (config)# aaa authentication mac-authentication default group radius

(config)# mac-authentication radius-server host 192.168.10.200 key "macauth™
k% RADIUS — T3 572012, IP 7 KL X & RADIUS ##4 3% E L £ 7,

2. (config)# mac-authentication system-auth-control
MAC FFExE# L £,

8.2.4 MAC FBEED/INT A —F RTE
MAC AL TRETE DN T A =X OREITIEZRA L E£7,

(1) PREIKBFRIDERTE

[(BREDRA > k]
uqu{ﬁ%‘@ j{%gﬁﬁ:ﬂ E’j uuquﬁ*ﬁ%ﬁﬂéﬁﬁFﬁ% Ebij—

[a7 Y FIZkBE%E]

1. (config)# mac-authentication max-timer 60
gﬁﬁ%ufaﬁ \—uu thEﬁ#’I-S%}‘g_7 H#Fﬁ% 60 73 N Luxﬁbij—

(2) EE VLAN E— FOZEIEHNETE

[(REDHRA > K]
[ VLAN £ — FCRAETE 5 MAC 7 RLAKZBIE L ET,

[a7 Y FIZkBE%E]

1. (config)# mac-authentication static-vlan max-user 20
MAC #FED[E E VLAN E— R CTRBRETE 5 MAC 7 RLA0%% 20 IR EL £,

(3) RADIUS H—/\DEXTE

[(REDHRA > K]
RADIUS @85k TR 9 % RADIUS $r— 2@ L £,

[a7 Y FIZ&BEE]

1. (config)# aaa authentication mac-authentication default group radius
RADIUS ‘H-’_‘/{‘/Cuu nJ‘.qué iy j \—E&fﬁbiﬁ—o

4) FAOUT 4 VT DERE

[BREDRA > k]
T T 4 TEFETDHEIICHELET,

[a7 Y FIZkBE%E]
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1. (config)# aaa accounting mac-authentication default start-stop group radius
RADIUS H— N7 o v T 4 7 HEHETDHLOICHERELET,

(5) syslog —/\tH HE&E
[(BREDRA > F]

PRAERE R L EfEm 7 & syslog P — "~ 1T BEHEE LET,
[a< 2 FIZKBEE]

1. (config)# mac-authentication logging enable
MAC FBEEDEIER 7' % syslog V— NICH TR EE LET,

(6) EREFRFIZCVLANID £ HBE T 28T

[BREDRA > ~]
FREREIZ, MAC 7 L A7Z1FT72 < VLANID 4 AT 25 GICRELET,
(372 RICKBERRE]
1. (config)# mac-authentication vlan-check key "@@VLAN"
FREREIZ VLAN ID A LE T,

F72, RADIUS §8iE AT, MAC 7 KL 2 & VLANID &% “@@VLAN” OILF TS 7 30F5
T RADIUS ~ffi\GhoEE7,

(7) RADIUS ILVEhHE/NRT—FDERTE

|

[REDHRA > K]
RADIUS ~DOMGOFMEM T 582 — RZRE L £

[av Y FIZ&BEE]

1. (config)# mac-authentication password pakapaka
RADIUS ~DEAHFD/RA T — R & LC” pakapaka” ZREL £,

(8) u:uqu%E&Tﬁo)ﬁmquB#ﬁEﬁ FEﬁ ﬁ%g

[BREDRA > H]
nqugiE& &m/j_{@muuﬂzif@ﬁmuuEE#FaFﬁﬁFﬂ% Hﬂiﬂbijﬁ

[av Y FIZ&BEE]

1. (config)# mac-authentication auth-interval-timer 10
nu nEﬁiE&fﬁ 10 F"ﬂ'fx ﬁ}_‘_‘nu nJ‘.E%?? 9 J: 9 PX}E Liﬁ—

(9) BEEA7YEAYRMDETE

[BREDRA > k]
RAEATRIB DR HRFED /T v F & RIEENANZET DL IORELE T,

[a7 Y FIZkBE%E]
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1. (config)# ip access-list extended 100
(config-ext-nach)# permit udp 0.0.0.0 0.0.0.0 host 255.255.255.255 eq bootps
(config-ext-nacl)# permit udp 0.0.0.0 0.0.0.0 host 192.168.10.100 eq bootps
(config-ext-nacl)# exit
(config)# interface gigabitethernet 0/3
(config-if)# authentication ip access-group 100
(config-if)# exit
RFEATOMEAR .S DHCP /37 » 21 192.168.10.100 ~D 7T 7 ¥ A&7 AT 5 IPvd 7 7 AU A |k
ERELET,

(10) 9 ’fﬂ' < ‘J7 VLAN &— l‘o)uu..\n ﬂio)ggi
[(BEDRA > F]

#A4FIv7 VLAN £ — FCRGETE 5 MAC 7 RL A ZRELET,
[A7 Y FIZKBHRE]

1. (config)# mac-authentication dynamic-vlan max-user 20
MAC#FED X A F X v 7 VLAN £ — FCTRIETE 5 MAC 7 FL 2DH % 20 EIZERE L E T,

[BREDRA > H]
245+ v 7 VLAN F— KT, @BiEEHR MAC 7 RLAZREOWKRN D DT 7 & AR 2R IED
T%ﬂlhﬂE%ﬁ%l‘?L/‘ﬁb\C}: ) LDXH/:ELE‘?A

(372 RICKBERRE]

1. (config)# no mac-authentication auto-logout
ZAF I v 7 VLAN E— R T, RBaEFEHMAC T R LR ZFFOURN O DT 7 & AR REED e
THRIMRSERVREE LET,

8.2.5 ,b\nrtB%WD &E AL

MAC 38k nqu)d—%ﬂ‘&'j_éﬁ_&)@ E%nﬁ%bi‘j—

(1) EE VLAN E— FDFREERRSMR— b DERTE
[ VLAN &— KC, Bk L2V CilfF &7 2R — F&RkO LS ICRELET,

[BREDRA > M

RREE RN DA — Mk L TiE, BBREA— FERELEEA,
(37> FIZ&BEE]
1. (config)# vlan 10

(config-vlan)# state active

(config-vlan)# exit

(config)# interface gigabitethernet 0/4
(config-if)# switchport mode access
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(config-if)# switchport access vlan 10
(config-if)# mac-authentication port
(config-ifH)# exit

(config)# iInterface gigabitethernet 0/5
(config-if)# switchport mode access
(config-if)# switchport access vlan 10
(config-ifH)# exit

[ VLAN =— R T4 9 VLANID 10 #5% & L7z — b 0/4 \TIFFREEAR— &R ELET, £77,

R— T 0BT LR VW TCTBEZH TR EL LET,

(2) EFE VLAN E— FOEEIRRMNMIFRDRTE

[EE VLAN £— FC, SBRELZ2WVWCHEEZHFAT2WMAD MACT FLAZKRD L 9|

[BREDRA > +]

PGEE BT DA D MAC 7 KL A% MAC 7 RV AT —7 /W8 LET,

[a7 Y FIZkBE%E]

1. (config)# vlan 10
(config-vlan)# state active
(config-vlan)# exit

(config)# mac-address-table static 0012.e212.3456 vlan 10 interface

gigabitethernet 0/5

VLANID 10 ®FR— bk 0/5 (2, #FFEL72WTHEEZFFA[ 35 MACT RLAZHELET,

(3) #4F3v4H VLAN E— KDRIFRBSMNR— FDEE
#4531y 27 VLAN £— R T, BEELRVWTEELZHAI TR — F2RkO XD

[BREDRA > H]
RAEZ RIS D AR — Mk LT, 8RER— FERE L EEA,

[a7 Y FIZkBE%RE]

1. (config)# vlan 10
(config-vlan)# state active
(config-vlan)# exit
(config)# interface gigabitethernet 0/4
(config-if)# switchport mode mac-vlan
(config-if)# switchport mac vlan 20
(config-if)# switchport mac native-vlan 10
(config-if)# mac-authentication port
(config-ifH)# exit
(config)# interface gigabitethernet 0/2
(config-if)# switchport mode access
(config-if)# switchport access vlan 20
(config-ifH)# exit
%A F w2 VLAN &— FCTH# 9 MAC VLANID 20 % #&%E L7=AR— K 0/4

WCHELET,

WIEERGEAR— N &

% H_’l/jiﬁ—o

SOE L

ES



8. MAC i8i

T, Fio, R— P02 TITFRFEL 72 W CIlE 2 FF 4 2% Ex LE T,

(4) 4+ 2% VLAN E— DRI HR DR TE
XA FIv”7 VLAN £— R T, #IELARWTEREZF AT MAD MACT RLAZRDO L HIZERELE
R
[(BREDRA > ]

WREZ BRIV 20RO MAC 7 KL A%, MACVLAN & MAC 7 KL AT —7/LIZ8ER L E T,
(a7 FIZ&BEE]
1. (config)# vlan 20 mac-based

(config-vlan)# mac-address 0012.e212.3456

(config-vlan)# exit

(config)# mac-address-table static 0012.e212.3456 vlan 20 interface

gigabitethernet 0/2
MAC VLAN ID 20 ®FR—+ 0/2 12, #RIELARWVWTEEEZH AT HHARKDO MAC 7 FLAZERELET,
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8. MAC 3

8.3 AANL—I 3

8.3.1
MAC RIAEDEM =~ > R EEROBITRLET,

8.3.2 MAC

234

EfRaOvYRK—E

*8-10 EARHavTYF—

av Y R4

e

show mac-authentication login

MAC i ﬁv_. DJ:ETHL nJ‘.E(ﬁ%‘O) MAC 7 FL & %’:2@2‘ ngij—

show mac-authentication logging

MAC 3 0 thEg)EjJ{/FD 7 H?&%%E/J\ Li¢

show mac-authentication

MACRRED a7 4 Vv —va v aRRLET,

show mac-authentication statistics

MartEmeFrLET,

clear mac-authentication auth-state
mac-address

FRARIE B 20 A 2 SR BV RRREARRR L £ 77,

clear mac-authentication logging

WiEn 7 fEHE s V7 LET,

clear mac-authentication statistics

watEEmE 7 VT LET,

set mac-authentication mac-address

Wik MAC #3E DB ~MAC 7 FL A& BEk LET,

remove mac-authentication

Ak MAC #&FE DB 225 MAC 7 R LA ZHIBR L £,

commit mac-authentication

N MACFEFEDB 27 7 v v a AEVITRFELET,

show mac-authentication mac-address

PR MAC #BiE DB IZ B S e aRR LET,

store mac-authentication

Wik MACFBAEDB &3y 77 v 7 LE T,

load mac-authentication

Ny T w7774 NNENE MAC i DB 25t L £7,

restart mac-authentication

MAC#IET v 7T L Mg L E 7,

dump protocols mac-authentication

MAC 7 A DEUD& -/7 fﬁ?ﬁ%ﬂ% Li’é‘

FRRL D EX TE TR R T

show mac-authentication =~ > K¢ MAC FZiEOREBWMNFTRINET,



8. MAC S2:E

(1) E%E VLAN E— FOFREFEREKT

8-16 [EE VLAN E— KM MAC REIDHEIFHRRT

# show mac-authentication
Date 2009/01/07 10:52:49 UTC
mac-authentication Information:

Authentic-method : RADIUS Accounting-state . disable
Syslog-send : enable
Authentic-mode : Static-vlan
Max-timer : 60 Max-terminal : 1024
Port Count : 2 Auto-logout : -
vlan-check : enable
Vid-key > %VLAN
Port : 0/1
VLAN 1D : 5,10,15
access-list-No : 1000
Port : 0/2
VLAN 1D : 15-16
access-list-No : 1000

(2) ¥4+ 299 VLAN E— FOEEFREKT

8-17 A4+ v%H VLAN E— KD MAC BIID B EIFRET

# show mac-authentication
Date 2009/01/07 10:52:49 UTC
mac-authentication Information:

Authentic-method : RADIUS Accounting-state : disable
Syslog-send : enable
Authentic-mode : Dynamic-vlan
Max-timer : 60 Max-terminal : 256
Port Count : 2 Auto-logout : enable
Port : 0/1
VLAN ID : 1000, 1500
access-list-No : 1000
Port : 0/2
VLAN 1D : 1005-1006
access-list-No : 1000

8.3.3 MAC REED et IFHRE T
show mac-authentication statistics =< FC MAC RIFDIREERS L ' RADIUS & O@EERIENERE
nE4,

8-18 MAC SREIDKRTE

# show mac-authentication statistics

Date 2009/01/08 11:10:49 UTC

mac-authentication Information:
Authentication Request Total 100
Authentication Currect Count 10
Authentication Error Total : 30

RADIUS mac-authentication Information:

[RADIUS frames]

TxTotal : 130 TxAccReq : 130 TxError : 0
RxTotal : 130 RxAccAccpt: 100 RxAccRejct: 30
RxAccChllg: 0 RxlInvalid : 0
Account mac-authentication Information:
[Account frames]
TxTotal : 100 TxAccReq : 100 TxError : 0
RxTotal : 100 RxAccResp : 100 RxlInvalid : 0
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8.3.4 MAC BEIDEREFIREER T

show mac-authentication login =~ > FC MAC i8iEOFIERENF RSN E T,

X 8-19 MAC DRI ERT

# show mac-authentication login
Date 2009/01/08 10:52:49 UTC
Total client counts:2

MAC address port VLAN Login time Limit time
0012.e200.0001 0/1 3 2009/01/08 09:58:04 UTC 00:10:20
0012.e200.0002 0/10 4094 2009/01/08 10:10:23 UTC 00:20:35

8.3.5 A& MAC 25 DB M1ERK

MAC uquE/XT.L\O)f/‘ﬂ '_‘/E_’j'oJ:U\:l/7/]'7 Lr—3 /@ H/E’ZP)ET l/f’g?)& L-, W}&MAC uquEDB
EAERRLET, £, T TIZHE MAC FBRE DB ICBFK STV AONEEEIELET,

(1) MAC7 FLRDZE R

set mac-authentication mac-adress =~ FC, FiEXHRO MAC 7 RLAZEIZMAC 7 LA,
VLANID Z#%¢ L F4, MACT RL AZTLOBREGET AH 2RISR LET,

[av> FAA]

set mac-authentication mac-address 0012.e200.1234 100
set mac-authentication mac-address 0012.e200.5678 100
set mac-authentication mac-address 0012.e200.9abc 100
set mac-authentication mac-address 0012.e200.def0 100
set mac-authentication mac-address 0012.e200.0001 100

HHHFHH

(2) MAC 7 F L RIEREIRR
BERES MAC 7 FLAZBIR L E5,

[a<> FAAN]
# remove mac-authentication mac-address 0012.e200.1234

MAC 7 K1 A (0012.e200.1234) ZHIBR L £,

(3) A& MAC 323E DB ~D Bt

commit mac-authentication =~ > RC, set mac-authentication mac-address =~ > NI X O\ remove
mac-authentication mac-address =~ > K CH&k - HIFR L72F# %, P MAC GE DB IS L £,

[av> FAH]
# commit mac-authentication

8.3.6 WEMACEEEIDBD/N\Yv O Tv T
Wi MAC 8SEDB DN 7 7 v 7 HE, BEONRY I T v 77 7 A DL OE T HIEEZRIRLET,
(1) ANEMACEREEDBD/N\Y I Ty S

P MAC #2:E DB 72 5 store mac-authentication 2~ KT 7T v 77 7 A (IROFIT
backupfile) Z{Epk L £,
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[a<> FAAN]

# store mac-authentication backupfile
Backup mac-authentication MAC address data. Are you sure? (y/n): vy

#

(2) M MAC 525 DB DR T
Ny 7T w777 A QROFITIL backupfile) 7>5 load mac-authentication =~ K CHj&E MAC #&
FE DB Z1ERC L £ 7

[av>Y FAA]

# load mac-authentication backupfile
Restore mac-authentication MAC address data. Are you sure? (y/n): vy
#
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Fa4twm TMRIEBEICKSEEHEILHEE

GSRP ) fi# 5

GSRP %, LAV 2BLOL AV 3 TEEDILEEZITOMIETT, ZDE
Tl%, GSRP OBE I H>W T L £,

9.1 GSRP D=

9.2 GSRP MEKFIE

9.3 GSRP O#EHE

9.4 LAV 3RRYIBHAEE

95 GSRPD#v hTJ—45%Et

9.6 GSRP AN FEEIE
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9. GSRP DOfiRsk

9.1 GSRP OHZE

9.1.1 #M=E

240

GSRP (Gigabit Switch Redundancy Protocol) 1%, AA v FICEENEALZBHETH, F—x%v
U—27 EORIAA v FafRH L THRERBEHETIZ L E2ANE LI EBEO TR EEI T HHETT,

LAY 2TIERy NV DILEALEIT ) ANR= 7Y ) —, LAY 3 TRT 74NV =T =A DI
FAb#475 VRRP Z LR UREE L TR TE £, GSRP &5 &, LA ¥ 2L LAV 3DNEE
—OOKRE TRIFFICEBE TE 7,

s LAY 2
2EBEDAAL v FRITHIET 272, AX=07Y Y —k ) LEBMOUY B2 NEHE T, £/2, Fv
NI =2 DaT AL v FELBIIT 5 LD e KRB HE L TWET,

s LA¥3
2BEDAA v FTR—DIPT7 FLAEMACT RLRAEZEFESZ L TTF 74V M — Mo =A ZNEL
9, PCHRECHTEHT 74N~ T =2AIZGSRP 23252 & T, PCENb EROFR Y
N —7 ~OBEREZTELTEET, T74V M= U = A OIEBICEENRE LGS THHE
—OIPT RLA, MACT RLAZBIEMHNTUVEZXDLZ LT, PCRENPLDT 74V NF— L
U A ZfRH L lE Ak T X 9,

LAY 2BEUVA Y 3 ZRIBHCITRALT 2D 2 ROKITRLET,
ROl LAV2EIULA V3 ERKICTRIET DHEED LR

TR RE
GSRP

g&l

B

LAY 2L AT 3DILEE —DOBEETER L TWAHD, BHNKEZHICRD,
ALEEA G AR ORERED 720, M3 E & OFEGEHIT TE AR,
AR= I Y —+ LAY 2BIVVA Y 3 OEGCRIFHZTLELZME LIZWGEIE, A= 7Y

VRRP Y —, VRRP QWi OBRENNLEICE S,
o BT O RO, v AFRUS L BFRy T BRS TR B,

GSRP 2L D4 ¥ 2 DUEALOBMEZROKIRLET,



9. GSRP OfiEsir

9-1 GSRP OHE

—_— e — —— —

LAN
AAYF
1
BS2000 | .
i I [=====-4-" !
i HEA #*EB i
i GSRP_ TR REE Ny 97y TREE :
VI=T | —RkysFuT —T 28 4kkE :
; RE~ BB —_—> ~EH !
= i
i z i
] H—ux
i H i jl.l_F

BE A J [FEr Y

DE{EZRE LAN DA {E R

GSRP H#REZ BMES A AREE 2 B2 XTI LTI N—T7 %Mk L, @FEA I ME~ A ZIREE,
D—FaNRy Ty IREE L TR SEET, vAXREOREBAZ VL2274V —FT 47
L, No 27 v FREOAEEBIZT o v X7 LET, U s OEELEERER CRRE LSS,
AEEE A, BT RAZRELE ANy 77 o AREOUI D BXEITWVET, ThCE- T, @EzfkE T
£7,

9.1.2 HE
(1) R R4 KREEDEE

GSRP TIIAMREM 2 EEERT 5 U v 7 ETIREHBH OHIE 7 L — A DOEZE 2TV, MAEEE R
AR LET, 7 L —LOEZEREFICTETCWOMICY 7 ORER LR LZEEE, B
BIICE D R 2ATWET, TOB, AEED, MEOARRENHEIC NNy 7T v 7IREE LTHRE T T
b5 LR LI LT AZRE~TVEDY £, ZHIZL -T2 AOARIEENFRIC~ 2 ZREEIC
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9. GSRP DOfiRsk

RHZEEBERELET,

o, BERERSICLST, filfll7 L —LOEZENEFIC TS 2< R0, S OARIEEORIED R
TERWRIEL 2o T2 HEOWMYBRZTFETTO 22 ARL LET, TOMBIE, HmoOAREREN~
ALRREE LT Lt TW D ATREMD H Y, BB XA ZLRE~ER L2 Z LIk - T, Ff~ A
ZARRE L 72D Z L 2 ALEES 5720 T, EMAHENEE OIS & 2ITOHERICY A 2 RE~GI D EZTH
LETHDLEHM LI BT, FETALRE~IVEZD ZE2MELTWET, 2k, FEICKLY)
DEREZ LTINS, AEEREZEESEGT DY 70Xy 2RI LEEEIE, HdSEEE L 2R L TAH
NI B X DEBE L YA — P LTWET,

(2) 7 L—LDEELEEDRE

GSRP T, 7 L — AOREHMHZRE L, RELRFEF~EESND L 2Pk 5720, HiH~
L — L DESZAFIFHEE L7z VLAN 7213 TITWE T,

9.1.3 HR— MLtk
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GSRP THR— M SIHH LARERORITIRLET,

% 9-2 GSRP THWR— T HIER - 114k

HR IS

B LA Y LAY 2 0
LAY 3 O (IPv4, IPv6)

@Y 72 ) O GSRP 7 L — 7 R 1
GSRP 7' V— 7 %Al d 5 ASEE DRI 2
GSRP 7' v—7"%7-9 @ VLAN 7 )V — 7 F KKk 64
VLAN 7'V —7"%47- 1) ® VLAN f K 1024
GSRP Advertise 7 L— & ([ 0.5 ~ 60 POl T 0.5 B HAL
GSRP Advertise 7 L — L34 K 1~ 120 B O T 1 FPHAL
1 — RNT o 2 HERR O

Ny 7Ty TEERRE

R— b ULy M

O
O
U o LR OS] Y B A D I HRE o
GSRP il %} g4 R — b @)

O O AR —h



9. GSRP OfiEsir

9.2 GSRP MOEKRIH

921 Ry cJ7—UK

GSRP Z i1 256 ORI R v b U — 7 2 ROBITR L ET,

9-2 GSRPD*y FT—Y 1K

BS320
J—— — —
{ 1
! GSRP
L -7 agvertice AE£EB 1
: 1
' GSRPR A = F «—| aweRAuF "
7 2% ki 5T w5 Ty TS >< |
1
(R
O:747—F4245
X Javxoyg

GSRP OMREEZENMESE D AA v F % GSRP A4 v F LN T, GSRP AA v FiE 2 HDOLXT7 T GSRP
IN—T %KL, WFER TR~ AZRE, 9 B8Ny 77 v 7IREE LTHRE L E1,
GSRP CTiZZd 2H®D GSRP A A v F LEAHD AL v F & TEZABOHEREMRITZ LA HARL LET,
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9. GSRP DOfiRsk

GSRP A A v FETOMIISHTEEER T AIHERHY £9, ZOGSRP A1 v FHOY 752417
FU T EENET,

XA VL2 MY 7 ETIE GSRP Advertise 7 L— A & BESUREEFEERFH DOHIH 7 L — A2 EZE LE T,
T4 FORETIZZEDIENDT —Z 7 L—AiFd7 vy X7 LET, GSRP HIfd R4 R— FkE a‘é
ET =27 —LbEZEFELET, LAY 3URUEHRELEMAT 254, GSRP X1 v FHOEH T —
HZHOT=DICTA VI NI I 2 ERTHERHY, ZOBRIZHA VI N 7 % GSRP x84k R —
MIBRELET, #6/MI% 194 LAY 3 URUERERE] BLW 1953 LA ¥ 3ILRUIEHKETD R
Fyv NI —JBEEICLDUIVEZ] 2L TEEN,

GSRP A1 v 1% GSRP Advertise 7 L' — LD EZEIZ L > T, GSRP A4 v FITHVOIRIEZHEE L
< ABWAE, Ny T v TREOE DB Z I EITNET, SAXRIEE Ny T T v T IRTE @@JV)*’%K
VLAN 7L — 7 LIS D VLAN %2 £ L 7= — O 7 v — T HAL TITWE T,

~ A ZIRHED GSRP A1 v FIIfEE SN VLAN L —TFDT7 L —L% T+ T —F 4 T LETH,
Ny 72T o TIRED GSRP A v FTli7nvx o 7 LET,

9.2.2 GSRP &£ VLAN

GSRP #FH4+ 5%y hU—2 Ti, GSRP Ol 7 L — A DREFHMAARET 570, HHD VLAN ©
BENMLETT, Zd VLAN % GSRP F# VLAN &L IFOVEF, GSRP TIiLZ @ GSRP F# VLAN L7
FTHIE T L— 22 E LET,

GSRP A A v FII~v A XRE~EET LB, BAEOAAL »FIZAITTMAC Y RLAT—7 L= MO
7 )T BRI 572D, GSRP Flush request 7 L — A LFESHIH 7 L— 22X ELET, 20720
GSRP E# VLAN (21, ¥4 VL7 U 7 DOR— 1T T VLAN 0 —T 128 ¢ 5T XTO
VLAN OR— MR ETHMENRHY 3, £/, AEDOAA »FTH GSRP Ofilfl 7 L — LA &2%ZfFTE
5512, GSRP EH# VLAN & [Rl—® VLAN O E%E L TR SLERH Y 9, 7272L, VLAN 71—

FNZBMEEDH VLAN OFR— FD 95, GSRP Flush request 7 L — A D% 51285 MAC 7 RL AT —
TNDZ VT 2P R—=hFLTORWVWAL vF LOHRR— b, BLOZOMMOR— MIiE, GSRP FEH
VLAN OB EETHLEITH Y EHA,

90.2.3 GSRP MY & Z &l
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GSRP A4 v FTUDWRZEITORE, TL—AIHTH74 VT4 7 BLOTayF 7oy Bz
FlEZAT S 720 TIE, = F—xr FEOBEEZMRRICHERTE EE A, 2L, FAEOAAL v F0
MAC 7 RL AT =7 /MZBNT, MACT KL A= b U B0 X ANC~ A X IREETH - 7= GSRP A
A FMTICBEHEEINTEETHL72OTYT, BELRRICHERT 5720121, GSRP A1 v F OO0
Z LR, BFHDOAAL v FOMACT RLAT—T NV M) 27 UTTH0LENBY T,

GSRP TlE, DAL v FDOMACT KL AT —T NV N 27 VT35 5EE LT FiEEshAR—F
LTWET,

(1) GSRP Flush request 7 L—L®M%(E

GSRP TIIUIW 2 %2175 & &, AFHDOAL v FITKH L TMACT RVAT—T L I DY VT &E
K345 72 GSRP Flush request 7 L — A LFESHIEH 7 L— 2% #E LET, 2D GSRP Flush request

TL—LumZELT, AEENO MACTY RLVAT—7 V%227 )7 T& DAL vF % GSRP aware &P
F9, ABEBIIFICa T4 L= a VORENR N E, HIZ GSRP aware & L CEIEL £97, GSRP
aware | GSRP Flush request 7 L' — A% 77 v 7 > 7 LET, —J%, GSRP Flush Request 7 L — A



9. GSRP DOfEsk

T BHEREZ VAR — b L TWARWAA »F % GSRP unaware & FEOVES, PO A1~ F 3 GSRP
unaware THH%5A1E, 1(2) A— MUty MERE] AT 343 NH Y £9, GSRP Flush request 7
— LAY BRI HIEHOBEE KON R LET,

E 9-3 GSRP Flush request 7 L— A= & 58] Y & X HI DT E

BS2000
i GsRP
Pg—7 REHEA
GSRPR A v F GSRPR A v F
i 7 AR TTLO PNy BT THREE
=5w 57y THRiE . =7 R A HiE
. I 1 GSRP Flush reqguest
T L—LER
#EC 1
2 MCF KELATF=TNLOUT
35y F s |
4 MACT FLASE
| I
R T —— \
1 1
! = i
' PP, § - 1
(L) i !
O:7+T—Fau¥ " PC i
x:FOuFLy R 11 [ !

1. AEEE A EAREE B L OB TUI D BN Thi, AE B X GSRP Flush request 7 L — A & A% i
C~MmiFTHEELET,

2. %51 C 1% GSRP Flush request 7 L' — A% %17 T, HEBENOMACT FLAT—7 L5227 V7 LE
7

3. ZOfER, #EC EEPCOEET L7 L—AICKH LT, MACT RLADEEBITONDLETT 7y
T AT EITOET,
War T L ML, R ST B A B%@EL’C&@E/\7%‘U*‘T%/7§%$?‘

4. ﬁiﬁk LT PC¢E®7 L—ANRoTL DL, B CIEIMAC 7 FLADEFEITNET,
Lk, CIEPCHOHLDOT L —2ERIEEB T CRET 74V —T /yﬁ“éoto (e /R S

(2) R—rYUty Hae

A—FrUty MERIE, GSRP A1 v FIZBWTEBOAL v T 8T 2V v 7 & — R8Il 28

HETY, JEADZAA v FH GSRP unaware THALAICFIHLET, Vo7 OUMERE LIZAA vF
B, HEYFR— N ETEELIEMACT RLAZY N A MACT RLAT—T b7 V73 LA %
FIHLET,
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9. GSRP DOfiRsk

RN— Uty MEREICE 200 B AHEOMELROKIRLET,

9-4 R—brUty MEREEICK DU Y BZHEHOME

BS2000
i asee
P =T HEEA AEEB
i GSRPZ A v F GSRPR A v F
AR TTLO T Ry ST oy TiRE
_ X =595 7y70m gt ST RRRE
|~ s H
(= kU FHRE)

37T uTaY

UJ#f?JI&ﬂf ﬁﬁf—hm

FELRFT—TILoY
VLAN T e T Y
i — I
= i
¥ } 1
(R ! i
Q:F+7—Fa42¥ H PG 1
% :JOwFLg Sooo N0 L ‘

1. AIEE A LARLEE B L OMTEH Y B2 03MThil, AEEAITFR— My MERBICL-TY 7 28]
Wr L £,

2. GSRP unaware “C“Z%E) LAN 24 »F (LUF, AFHHANTITHEIZ GSRP unaware L R LET) |
VIOETACEVEER - FDOMACT RLAT—T V%27 YT LET,

3. Z DR, GSRP unaware |3 PC DX(ETDH 7L —AIZHH LT, MACHFEESNDETYTIvT 47
%f‘ﬂ/‘i‘ﬁ‘
WHTL—AF, vAZRETHAIAREBEBEZRBA L e ~T7 4+ TV —T 4 v 7 ENET,

4. IGEELELTPCHD 7 L—LRRE-TL 5 &, GSRP unaware 1X MAC OFE 21T\ E 7,
L%, GSRP unaware (I PC 607 L— L& FRIEEB B AT CREF 74T —T 4 7 T25X9127
D ET,

924 XRE, NI T7vTOEIRAZX
(1) BIREH#

GSRP A1+ F % GSRP Advertise 7 L — A% B EZE L, ¥ 7 L —AI2ETe VLAN /L — 7 H
PLOBIRFEHEDITERICL > T, VLAN JIV—THN T RAZ, N7 v 7 RELET, GSRP TV
R FFTDB~vR%, Ny T v FOBRELELROFITRLET,
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5 9-3 GSRP THR—FFTBTRE, NyI 7y TORIRESE

EHH AE
TIT 4 TR K FEENO VLAN 7 L—F 28N L THWAHLVLAN (2> 74/ Lb—varavy K

state suspend # % E L7 VLAN %#fr<) OPEIR—FrDH>H, V77 v 7 LT
LMER—NOETT, 77T 4 TR =M EDOZL IR~V AR VET, Voo T
TV =2 a v ERELTOVDLIEAIE, TYrLsn—7%1FR8— e LTHREL
£,

P a7 4 7 L— a3 THRET D VLAN 70— 7 2 L OB E T, BREDHED
KEWENRAZIRD ET,
HEE MAC 7 KL A BEDMACT FLATT, MACT RLAEDORKE N~ AXIZHRD £7,

(2) EFREEIR

M(1) BINEYE ) (ORTBREEDEEIEEZ 2 7 4 S L—3 g LR TIETE 7, IBE T BIENT
EWIRLET,

o« TUTF 4 THE— NEABEESEBR MACT L2 (F7 41 1)
o BEREST VT 4 7 R— M EE MAC 7 R L%
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9. GSRP DOfiRsk

9.3 GSRP QOENEIE

9.3.1 GSRP M1kEE
GSRP FESOREELHLBIEL ET, REOEERORICRLET,

9.3.2
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% 9-4 GSRP QkEE—E

1KRE AE

Ny T w7 Ny 77w RMEE LTEE T HRETT, Sy o7 7 v 7 RED GSRP A1 v 5%, VLAN
TNh—7HNOVLAN IZH L CHR—hZ&ic7my 7 LET, GSRP #li#~7 L— A5 D
7 L—AOFHKIIATO W2, MAC FEIIITWER A, PIHBERIILT Sy 7T v
KNSR L ET,

Ny T v Ny 7T TR B~ ZAZREA~GI D DB, *md GSRP A4 » FME3EIC /§/7

(w22 HD) TR, EEIARNY T v (-/E) RETH B Z L A2 HERT D72 OBPER 7 RRE
To NI T T (v ALFED) RETE, Ny 77 v TRIEL [, GSRP%1ﬂJ7V~A
PO 7 L S DT E 4 A

Ny T T Ny g Ty REE, BEXORNy I T o7 (wA2F#6) RET, &m0 GSRP A1 v Fnb

(B 8) @ GSRP Advertise 7 L' —ADZEZ A L7 7 M ERH LIZBRICEER T HIRETY, xtmo
GSRP AA v Fid~wAZREL U CTBBIF O RREMEN H 5 729, GSRP Advertise 7 L — A
FEZET S, FI3EM 2~ K set gsrp master |2 & o T~ A X IRKE~ER & 5 LISt
%, RREOEETT, Nv 77 v (BEARY) WRETIE, Ny 77 v 7 REE LR,
GSRP #lf1 7 L — AL D 7 L— SO PHETIT E 8 A,

Ry I T o7 Ay 7 47—y a AT Ko TR Ny 7 7y FEEICESNTRETT, 20747
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GSRP advertise 7 L' —LADEZENTEDL LI Xy NI =7 ORFE LTS, BB, A L7 b
Vo7 BIERMBICTAE0I0%, Vo277V A=y ar2ERAT 255k BEOR— N 28EERT
ZHERERHY TR, EHLELRIIFEL TT,

LAY 3ILRUIEBMEETY A LY hU 7 O VLAN #@EICHWD S, #1477 &R
WIneEid, VoorsVr—va e LTIZEN,

(6) GSRP {FABED Y FT—I DHEEIZDINVT

GSRP ZFHT 5%y MU= 3 HAMIINN—T R ERD T, 7L —L2DON—T%BIET 5720,
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GSRP 279 2% v b U — 7 OBEIFIZIL, WISTT LD 2xfiizE LTLEE0,

« GSRP D a7 4 7 b —a rERETHEE, FRICAEEDOAR— % shutdown IZFRET 572X Y
VIREBIZ L CL7EEW, a7 4 7 b— 3 VEREKR, GSRP DREEBRNEZE LTH & T, EHZEHM
LTSN,

* GSRP /W —T" %M T 5 2 BOREEDH L 1 RLETEEHIET, a7/ b—va VERE
L, N7 v 7REIZHY D2 2R LEHET, 9D GSRP AA vF&EHL T
V74— arERELTLEIN,

(7) GSRP {EAH® VLAN #RDZEEIZDLNT

GSRP T, vAZRMEL ANy 77 v PREOBIRIEREL LTT 7 7 4 THR— MREMENES, 72774
T AR — ML VLAN 7 —71ZFT B LT\ % VLAN OFR— MIETH Y, VLAN IZA— FEBEMT 5 & &
Ay N — IR EERT L&, 7277 4 7R — MIOEBBIEWET, ZokH70s %, BFHIT
VALK L Oy 77 FIRBOW ST OYEEICF CEEN KBRS ET A, EEP, —RI Ny 7
Ty TREDIREDT 7T 4 TR — MIR~ AL IRBOEELZBA D &, ~AZREL Ny 7T v 7 REE
DU R ZNEELET,

DX IRV BEZEFFIET B 720120, VLAN Ok &2 A4 3 BICIIRIORT Lo axtisa LT 72
S,

o YRH, RNl T v T OBNEHEDENLNE (=27 4/ L— 3 a~ K selection-pattern) %, #
T REERIEE T2 EIICREL, BEEORE T A ZEEICLIRETa 74 7L — g
VEBRELTLIIEE N,

o =T NEROETLEBOTFEREZH D L) e K& RREENMNERG AR EE, Ny s T v
EERREZ > THH D GSRP A4 v FZHEHIIC NSy 77 v REEIZL, ©9—FHD GSRP A A v
F % T RXTOVLAN J—T DO~ A K & LIDREETHRA T 217> T 7280,

(8) GSRP unaware T® GSRP Q#|{#H 7 L—LDHH,IZDUNT

GSRP A A v FOREFADAA »F 73 GSRP unaware TH 53%A, GSRP O#lH7 L—2F 7 T w7 1~
FEINET, ZOfRE, FERY—L, REALZAETHET L—ARTHIATOBZAAH Y £
T, H 7 L — LDORERPk A IET 5728, GSRP unaware T% GSRP H# VLAN # E L < &E L
TLIEENY,

(9) GSRP Flush request 7 L—L®DHHEIZDINT

GSRP aware (% GSRP Flush request 7L — 2% 77 v 7 (> 7 L¥7, GSRP aware T GSRP Flush
request 7 L — A EHkIEE Xy b U= #ETlE, GSRPaware DY 7 U =T NN—T g V&
Ver.10.4 LIEICT 24 E R H D £7, GSRP A1 » F%L GSRP Flush request 7 V' — L% 7T v 7 4 7
L2V DT, GSRP 7V —T7 D% EAER 72 & T GSRP A1 v FT® GSRP Flush request 7 L — A % Ffk
SHBHERITTEERA,

(10) GSRP [FABODAZEE®D ') E— FEIEIZDIVT

GSRP A+ 5844, HEED D £— MEFBITITZ GSRP fl AR —F (v 747/ L—varvavy
K gsrp exception-port THHE L7zAR— ) ZHEH LTI ZEW,

(11) HHEER

GSRP 1%, AZEEMBEROBETT, 777 7%y U —271:AX vV —XLAN A A v FICHH S
L TCW3A GSRP & IZMHBEIEMANAHE T2y, Extreme Networks #: LAN A A » FIZHE#H I N TV 5
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264

ESRP (Extreme Standby Router Protocol) 5 & U Foundry Networks f1: LAN A A » FIZH#H S LTV
% VSRP (Virtual Switch Redundant Protocol) & IFMHAEH TE EHA,

(12) CPU ;@& 1B

CPU M AMIKIE & 72 o T2 35A, AIEENNEZ(ET D GSRP advertise 7 L — L DOFEHEE 72 | ZALBE IR FE N
WEL, FALT T DA yE—VHAR, WEEBNRBETIBZNLAD Y £7, WBATDIRESFHIET
HYA1E, GSRP advertise 7 L — A DOEEMBEE L OMEA R Z KEVMEICHRE L TEHLTL XN,

(13) VLAN ' )IL— THELDIE

SFAEEE IS L OVGSRP aware Y 7 b = 78— 3 U3 Ver.10.1 LARTO B4, 9 LA ED VLAN 7L —
TIDIIEHTEERTA, £, LAY 3IURUIBHKEMEHARIZ 9L E®O VLAN 7 v —7 1D 2% ET 5
L, GSRP DZEHER 2 & CTGSRP /v —T7 R 585 TH, AU MACT RLAREREINET,

(14) REMAC 7 RLRADZEEIZDUVT

LA ¥ 3 LRI HEREME R, GSRP TIUREALT 2T 74V b — o= A O MAC 7 R L A IR
MAC T RVAZBHALET, ZHUTkL, IP Pkl L OREBENARMICEE T2y M 7 L—A

DEFITTMAC 7 FL AL, (B MAC 7 KL RIZIEZ20 £8 A, EEMAC T FU A, 74X VLAN &
EDOMAC 7 RLRIZARY £9,

GSRP TiX, GSRP AA v F % T 74/ M —F Uz A LT BRI MAC 7 NLAEEIE 5729,
GSRP il 7 L — 2 2 EHANTEE LTV ET, GSRP #lffl 7 L— 0%, #E7x MAC 7 KL X 248
MAC7 RL A& LEEIPDa=F ¥ A 7L —ALTT,

GSRP A1 v F &7 7 4L F 7= h 7 =4 £ BT TORIEIC GSRP HlHl 7 L— LB EE S DK v b
V- B EITo TS,



GSRP MERE & EFF

ZDOETIE, GSRP OB EFNZOWTHHA L £77,

101 avo2«49L—v3>

102 #AXRL—2av
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101 aYv7«49L—23ay

10.1.1 avI7«449L—L3ravy

F—g

GSRPO=av 7 4 L—varvavy R—EEROFKITRLET,

#£10-1 avI749L—Yaravrk—

av Y R%&

Bl

advertise-holdtime

GSRP Advertise 7 L' — A DO{EFEM AR E L £,

advertise-interval

GSRP Advertise 7 L'— A DOXERMBRERE L ET,

backup-lock

Ny 7T v TEEMEZRELET,

flush-request-count

GSRP Flush request 7 L — A DE[FEIEZHE L £T,

gsTp

GSRP i EL £,

gsrp direct-link

HAVI M) BBRELET,

gsrp exception-port

GSRP il B4R — P 2B ELET,

gsrp no-flush-port

GSRP Flush request 7 L — A Z %G LRWVWA— FEHELET,

gsrp reset-flush-port

—rVEy MERBZMEMIIR—hE2RELET,

gsrp-vlan

GSRP & H VLAN Z & L £,

layer3-redundancy

LAY 3ILRYIEH R E LE T,

no-neighbor-to-master

Ny 7T 7 (BHEAH) REBLRoT- L&DV A HEERELET,

port-up-delay

U > REER DG Y 2 P ILBRE 2 f B L £ 77,

reset-flush-time

R— bt UEy MEERAREOY > 7 20 R aiE L ET,

selection-pattern

RAL, Ny Ty T ORPFILEOBEIREHE L £,

vlan-group disable

VLAN 7 V—7 i LET, ArE LT\ 2% VLAN (TEE A F1E LET,

vlan-group priority

VLAN Z & OEEEEZRELET,

vlan-group vlan

VLAN 7 V—71ZFiJ&+ % VLAN &% E L £7,

10.1.2 GSRP MOEAKRLER

(1) GSRP ' IL—TDHE

54

EDRA > +]
GSRP #3572

oD GSRP 7 v —7ID #%EL£3, GSRP 7 /v—7ID Z8RET

Iz, Adk
% L ARYERE T GSRP OBMEEZBMA L ET, FBIEBET D GSRP A1 v F L AbETHELET,
LAY STLEUBHELFEHAT 2561, 1 ~420RRLTRELET, TDIEND GSRP 7 /L—
Z’ID TlXLv A ¥ 3 )LE@JE%’%%HI: IFEHCTEEEA,

GSRP # % ET A 7-0I21%, HANCA A= Y U — 521+ 3 0EERH Y 4,

[37 2 FIZKBERE]

1. (config)# spanning-tree disable
ANRZ T ) — &R L ET,

2. (config)# gsrp 1
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GSRP /N —7ID# 1 ICERELE T, Ka~vr FickoT, AEREITGSRP OFELBBLET,

CEEEHE]
GSRP 7/ /v—7"ID & ES D &, TXTD VLAN % GSRP THll#I L £9, VLAN /L —7 25 iE
LTWRVRIL T, X CTO VLAN OFR— F 37 1w % U ZRREICR D 7,

(2) GSRP &I VLAN DEF

[(BEDRA > F]
GSRP E# VLAN & L Cf#EHT 5 VLAN 28 ELET, HELRWEE, GSRPEPLVLAN X1 &
w0 ET,
GSRP ¥ VLAN |3 GSRP Offilffl 7 L — 2 &LV Y 75 72%® VLAN T3, Z® VLAN 2/,
GSRP %A v FD &AL 27 U7 L, GSRP aware Z T 2B EI1IFD A A v F L O R—
FERELTLEEV, £, GSRP aware IZ%H GSRP A1 v F &## L T\ A AR— M TH L
VLAN Z8%E L TL S0,

[T FIZKBERE]

1. (config)# gsrp 1
GSRP 2> 7 4 /' L—va v E— RICBAITLET,

2. (config-gsrp)# gsrp-vlan 5
GSRP &2 VLAN & L CVLAN 5 2 L £,

(3) #4LY L) UUDEERE

[REDRA > K]
GSRP DX A v b U ZIHERTHR—bERELET, XAV 7 NI 7L, A—PFRy b1V
BT 2= AFERIEIR— b F ¥ FfNVA o H T 2 —RATEELET,
A vy N oy EERNERAER T 256, dmEEOEEREDSN T ALy N o EEE
B AREMEE DI T BT, XA LT N U EILEMBRICT A Z L aBEIO LET, ¥4 L2 b
Vol BRUEBRICT 2010, Voo T7 70—y a v BT EEREDOY v B
AT 5ERBY, EHLHLMBIIRTC T, V1 ¥ 3UEYEHEE TS AL 27 MY 7 ko VLAN
ZWEICHWDISE, ¥4 V7 N U7 RRERICT2EXE, Vo770 05— a v aEHL
TLIEE,

[O< 2 FIZKBEEE]
1. (config)# interface range gigabitethernet 0/1-2

A—FR01, 02D —HYFy hf v HTz—RAL T 4 L—arF— RIBITLET, XA L7
NY v B NEALT AEDICEROR— FE2EELET,

2. (config-if-range)# channel-group 10 mode on
(config-if-range)# exit
R—=h0M1, 02%AZT 4 v 7 F— ROF ¥ NI N—T 10128 LET,

3. (config)# interface port-channel 10

(config-if)# gsrp 1 direct-link
GSRP /L —7ID1 DX A V7 R 7 L LTTF XY AT N—T 10 ZRELET,
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(4) VLAN FIL—TDHEFE

[BREDRA > k]

GSRP Ti#f9 % VLAN 7 /L—7t VLAN 7V —7 BT %5 VLAN Z#%E L4, ~ 22 RIED
VLAN 7 /L — 7|2t L7z VLAN Ti#fE e & 72 ¥ £9°, VLAN 7V — 7 3G E CTE, VLAN
IN—TT LIS AR, Ny T v 7T afLET, VLAN 7L —7 LB+ 5 VLAN I3, BEEES
%5 GSRP AA v FLRILEEE LT EIN,

VLAN 7 /v —7~® VLAN OB/ & OHIBRIE, vlan-group vlan add =~ > K3 L U vlan-group
vlan remove =~ R C{TWE T, vlan-group vlan 2~ REZHEHFADIRETEH 5 —
vlan-group vlan 2~ F&53479 5 &, fiE L7 VLANID U X MIEE DY £7,

VLAN 7' V—7 O 15 1k L7\ 54, vlan-group disable =~ > KT VLAN 7 /L — 7 % #5h|2
xET,

[av Y FIZ&BEFE]

1.

(config)# gsrp 1
GSRP a7 4 7L —a e — RICBITLET,

. (config-gsrp)# vlan-group 1 vlan 10,20

VLAN 7' )v—7" 1 ##%E L, VLAN 10, 20 % VLAN 7/ —7 1 IZFi@ && £,

(config-gsrp)# vlan-group 1 vlan add 30
VLAN 7 /v—7 1 IZHT/@ 7 % VLAN (& VLAN 30 B0 L £ 7,

. (config-gsrp)# vlan-group 1 vlan remove 20

VLAN 7' /v—7 1 ICHT)&9 % VLAN 75 VLAN 20 A& L £,

(config-gsrp)# vlan-group 1 vlan 100,200
VLAN 7 /L—7 1 1ZFT &4 % VLAN % VLAN 100, 200 \Zg%E L ¥, MATOREITTNT EEE S
#UC, VLAN 100, 200 23F7E 3 % VLAN & 720 £,

CEEHHE]

GSRP Tix3XT?D VLAN 2 GSRP IZ L - THilEI s vE§, D7z, VLAN 7 L—7IZ|E L TW
72V VLAN OFR— ME, 78 vX o RIEICAR0 3,

10.1.3 YR%E, Ny o7y TO:ERICEAT HETE
(1) RRE, NI T7vTOERKFEDHRTE
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EDRA ]

GSRP O~ A%, Nyl 7 v FREEZUIVEZD L0, BRIENE (7277 ¢ 7HR— MMk, B,
HEEMACT RLR) OBEIEZZRELET, BEIET, 7277 4 7K — MNE—~EEE-EE MAC
7 RLVADIEE L BIELE-T 7T 4 7 HR— MME—#EMAC T RLADIEEDO EH L0 E @R L E T,
WE, TI7T 47 R MEERELEETLIL2B8OLET, *y NI —IBRELEET DRI
VLAN OFR— MNMEOWEC U 7 X0 e EEREIEEERT O LA, BRERREL LT DREI
KoTw2%, No 7 v TORELEE LI EEEELITAET,
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[a7 Y FIZkBEE]
1. (config)# gsrp 1
GSRP =7 4 7L —v g »E— RIZBITLET,

2. (config-gsrp)# selection-pattern priority-ports-mac
RPSEEDBSTIEN 2, BEE-T 77 4 7R — ME—EE MAC 7 RLADIRICRE L ET,

(2) VLAN S IL—TDEBEEDETE

[(BREDRA > ]
VLAN /L —7 221, BREEZRELET, BEFPRSWVIZEEEENTG D 5, BEELZ
ETDILICEST, 7774 7R = MARIURE T AZICLEEWEBEEZRELE T,
%D VLAN 7V —7 %4k L, VLAN 2 —7 Z L ICEBREA L2 52 LT, VLAN ZL—7 2
EDu— RNRT AR E DT ENTEET,

(392 RICKBERFE]

1. (config)# gsrp 1
GSRP 2o 74 7 L—aE— RNIBITLET,

2. (config-gsrp)# vlan-group 1 priority 80
VLAN 7 Vv—7 1 OB EE 80 ITRREL 7,

(3) NyH 7y TEEMEEDRTE

[BREDRA > +]
Ny Ty FIEEMKEEIX, K7D GSRP A4 v F D4 VLAN 7L —FZ38HIRIC Ny 7 7 v ik
WWLET, F—7VEROERSLEEBEOFRENZ LS L0 RREMRAET LT WIS I,
AHEREIC Lo THIMD GSRP A A v F %4 _TD VLAN L —7 D~ 2 F & LI2REE TR AT %2
TZAET,

[a< 2 FIZkBEE]

1. (config)# gsrp 1

GSRP =7 47 L— g F— RIIBITLET,

2. (config-gsrp)# backup-lock
Ny 7T v THEMEEZRELET, T XTOVLAN ZA—TW Ny 7T v 712720, %o GSRP
AA S FRT AR ET,

10.1.4 LAYV 3IREUIBHEDETE

[(BREDRA > K]
AIEED GSRP TLA ¥ 3 ILRUBHEELZ R EL 3. L1 ¥ 3 ILEUIEMAEIX, GSRP /v —7
IDA1~4DLEETHEMTEET,
LAY 3R e 5L &, VLANDOIP 7 FL 3%t GSRP 21 v F LEUCIP 7
FLZAZRELET, IPT7 FLADOREFIEZOWTE, ~=aT7 A [av o4 7 L—varliA R
Vol.1 169VLAN A v ¥ 7 x—X| 2ZBLTIEEN, £72, LAY 3ILREUBRHEZHEHT
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BRizix, EdEry hU—27 OO0 BRI AR ENLE T, ML 19.5.3 LA ¥ 3 ILEYIRE
BETOLERry N —7BEEICLDUVEZ] 2B LTI,

[T FIZKBERE]

1. (config)# gsrp 1
GSRP 2> 7 4 /' L—y 2 v E— NIZBITLE T,

2. (config-gsrp)# layer3-redundancy
LAY 3ILRYVEHREZ RE L £,

10.1.5 GSRP #lfEHIxt &4 R— FDERTE

[(BREDRA > K]
R—bERIFV 277V =23 02 LT GSRP G SAR— b 2R ELET, A —% %y b
A BT —REEFR— M F v RNA BT 2 — R LTHREL, RET S L GSRP OREEICE
Rl W7+ T —T 4V 7IREEIZ 720 57,
GSRP Z i FICARLIEED U £ — MEFHEZITWVIEWEASRC, LAY 3IUETIEEIED Ltk y U —
7 ~OEEfAR— M, GSRP #il#xI gt R — &R LT ZE 0,

[37 2 FIZKBERE]

1. (config)# interface gigabitethernet 0/1
R—=h01DA—HFRy AV BT z—Rar 7 4 L— a0 F— RIIBITLET,

2. (config-if)# gsrp exception-port
RN— b 0/1 % GSRP Hlffixf G4 AN — b & LTREL £,

10.1.6 GSRP M/\5 A —H2 DEFE

(1) VIR REFOERYIYE ZBHILBEEEDERTE
GSRP Tli~v 2%, Nyl T7 v 7OFRERE LT, 77747 R— EEFERLET, Z0k®), R—
NOT T, XU T D7 EOR— NBREERIRRE L T o Te BT 7T« 7 AR — MR OBEREN
2L, TORE, ~AXRELE NNy 7T v TIREBOYIY 208 L CRAET I BENAH Y £1°,
A= FBREERIRREDR, Ko<y FCTRERBZEET L2 LT, RERYVEZE2MIETEET,
[BREDKRA > ]
R BT v P LTEBEICT VT 4 TR— DO H 7 P RICKMT 5 TORERMZHRELE
7,
XT A —H | Zinfinity ZF6E L7zHA0E, BERMZMEELE L, BE8ICIIT 7 T4 7R R—MIh v
FLERHA, BELRWEES, R—MRAT 7 T25ET7 77 4 7R —MEOH 7 b xR BIRE M
0OF) LET,

[3< Y RICKBERFE]

1. (config)# gsrp 1
GSRP 22> 7 4 /' L—v 3 v E— RIZBITLE T,
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2. (config-gsrp)# port-up-delay 10
TIT A TR MEA~DA T M RIS B IER R 4 10 FICRE L £7,

3. (config-gsrp)# port-up-delay infinity
TIT AT R MDA T PR ’Jiﬂﬂiﬁ‘éiﬁékﬂ%‘ﬁaﬁ%ﬂrﬁ ERLEY, ZOREDHE, K—
DT > TR T v NGRS 5 72 D11 clear gsrp port-up-delay 2~ > REH LTI ZS
VY,

(2) GSRP Advertise 7 L—L®DEERMR REBEOSERT

[(BREDRA > K]
GSRP Advertise 7 L' — LD EEMIFER L ORI 23 E L £4, advertise-holdtime i1
advertise-interval & Y K& /2% 5% E L T 72 &V, advertise-interval LA F OEE R E L7254,
GSRP Advertise 7 L —LADZEHX A LT 7 bR LET,

(372 RICKBERFE]

1. (config)# gsrp 1
GSRP 22> 7 4 /' b—va v E— RICBITLET,

2. (config-gsrp)# advertise-interval 5
GSRP Advertise 7 L — A DEERINEE 5 IR E L E T,

3. (config-gsrp)# advertise-holdtime 20
GSRP Advertise 7 L — ADOREFRI % 20 FICRE L T, ZDE4, GSRP Advertise 7 L— A DF
BEE 3EETHAELET,

GEEEIAE]
CPU DM AMIKEE & 72 o T2 356A, AREEENNEZI(ET D GSRP advertise 7 L — A DOFEIEE 72 | ZALBE
FERFAELT, XA LT ROR =TI, REEBRRETIBZEARH Y 7, BAMIK
BENBETST A 1L, GSRP advertise 7 L — A DEEMME, {RERMZ RKEVMEICERE L TEH L
TL &,

(3) GSRP Flush request 7 L—LZEE LAWK — FDRE

[(BEDRA > F]

— FERFV T 7Y =2 3 2% LC GSRP Flush request 7 L — A Z 5§ L72VWWR— b &
BRELET, A=V Ry PV E T == AFRFR—FTF XY RNA U Z T == AT LTRELET,
GSRP Flush request iZ GSRP HEH VLAN © 9 B4 A4 L7 N v 7 B PFR— MUty MEREZRE
LTCWHR— MU DR — MIEFE L ET, AHGEIX GSRP unaware & O TAR—F v b
HREAMA LK W BICRELE T, 2L, ZOXIREBRTE~RE, Nv 7T v 7DY]Y
# 2 12 GSRP unaware ® MAC 7 KL A5 — 7}I/Z)§I~°/°‘/7G1cto“(7 V7 SbE TlENE
BHLZRNZ EIZEFELTLESV, #HIEL, GSRP unaware & OEFIZIEAR— F Ut v MEREZE
THZLEBEOLET,

[av Y FIZ&BEE]

1. (config)# interface gigabitethernet 0/1
R—=r01DA—Y Xy " BT z—RaAL T 4 T b—3a B — RIIBITLET,
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2. (config-if)# gsrp 1 no-flush-port
A— bk 0/1 7»5 GSRP Flush request 7 L — L2 EE LRAVWE D IZHELET,

(4) GSRP Flush request 7 L— L DX EEHDERE

[FREDRA > +]
D AA v FIZH LT MAC T RLAT—7 0027 V7 %475 GSRP Flush request 7 L — A D%
BEEERELET,
77 %)V b X 3 [ GSRP Flush request #3155 LE 7, FEEEHECTE, 7 L—2A0 8 A% LTH
HEEDDLIENTEET,
[a< > FIZ&BE%E]
1. (config)# gsrp 1
GSRP =7 4 /' L— g v — RIZBITLET,

2. (config-gsrp)# flush-request-count 5
GSRP Flush request 7 L' — A DEE R & 5 [FIIFHE L £9,

10.1.7 R—r Uty FEREDERTE
ABEHEIX GSRP unaware & OEfFICHEALE T, ~2 ¥, N7 v 7OV ERLZ TNy 7 7 v 7 IREE
o T 2EEII R — Ry MERBERE LA — b2 —Ic v 7 X o LET,
(1) BRYTSHER—FDEE
[EQE(D?R’{“/H
— Uty MEREEZBRELET, 1=V XYy MUV F T 2—RAE IR = F Yy RN A VF T =2—
_xﬂ/f RELET,
[a7 Y FIZkBEE]
1. (config)# interface gigabitethernet 0/1
R—=F 01 DA =Y Ry b EZTz2—Rar T 47— g rE— FIIBITLET,

2. (config-if)# gsrp 1 reset-flush-port
A—=KOLIZAR—=F) Y MERBEZRELET,

(2) R—rEHURHEDE

[(BREDRA > K]
A— MUty MERBFERAKFOR— N U URRERELET, 7740V MI3HTT, A—hV kY
MERRZEHT 2561, dmEEOY 7 2T AR NE SITRELE T, AEEOY
JET M E A ~HE (a7 4V L—3 g 3= Rlink debounce) DX SV 7 XUk
HIRFRHZ R E CE 2 EE LR L TV A 56, ORIV ECREL TSN,

(372 FICKBERRE]
1. (config)# gsrp 1
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GSRP 2> 7 4/ L—3 g vE— RIIBITLET,

2. (config-gsrp)# reset-flush-time 5
R— N F T W Z b ISR E L E T,

10.1.8 #FA4 LY ) UOBESHREBDERE
[REDRA > K]
HFAVI R I OEEICL STy I T o7 (BEAR) RENL v AXIREICH D EZ D L XL,
FH) (ALY EBa~L FAS) TEUVEZDL), HE) (X117 M) o s EEREEE) T

ZHDEEIRLET,

ZA V7 N vy REEREBEEAEH LHTI T B2 554, sMEEOEBRRELIN LA LY
NI EELRET AT Z DR T B0, FA4 L7 MY 7 BTUEMRICT S 2L 2B
LET, £A4 V7 Y v 7 2EERICTD00E, Voo T7 70—y a a2+ s hkeE
WOV 7 #EEMERT2HERHY, EHHRIIFRETT, LA ¥ 3INEIHEETY A LY
FU 7 1D VLAN Z@EI AW DEE, AV ) v 7 2 UEBRICTEE1E, Voo T2

F—vareffLTIEEN,
(272 RIZKBEHRE]
1. (config)# gsrp 1
GSRP 22> 7 4 /' b—v 2 v E— RIZBITLET,

2. (config-gsrp)# no-neighbor-to-master direct-down
FAVL7 N U EERBBRELZREL, ¥ 17 M) v/ ORERICHE T 2 2REBICER L E

B
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10. GSRP MXE LEA

10.2 AAXNL—I 3>

10.2.1 ERav>F—E

GSRP miEH o~ F—EE2KROEFITRLET,

%102 EHavYF—E

avUR% BrLz
show gsrp GSRP 1E#ZH£ R LET,
show gsrp aware GSRP @ aware fE &R < LET,
clear gsrp GSRP OftitiEma 27 V7 LET,
set gsrp master Ny 2T v 7 (BERW) RiEE~ A ZRBIOEB ST ET,

clear gsrp port-up-delay VLAN 7V —FICEHZREN TS VLAN ICB L TWAHR— FTT v 7B L 2o 72
R—=r%&, ar7 47— g ra<y K portup-delay THRIE S 7= TR % 15
272N, BIRET 77 ¢ TAR— R~ L E T,

clear gsrp forced-shift GSRP A A v FHIMEBIR O~ A X BBERICL S, BE~ A X BBHLIREZ R
BRLET,

restart gsrp GSRP 7’'n 7/'7 A&HEE L E7,

dump protocols gsrp GSRP 71 75 ACHRIL L TV B ~ | kL — 285 X O T — 7 A4
WET AN~ LET,

10.2.2 GSRP MDIKREDFER

274

AILHE T GSRP OHEREZ M L7256 OMEBHNAIZIIRO OB H Y 7,

(1) Y7245 L—2a VB TEROESR

show gsrp =2~ KN CGSRP OEEDRIEZER T ET, a7 47— a3 VTRE LT GSRP O
ENBENELS KMEINTWDINE D NEHER L T ZI W, £z, AREE L [H— GSRP 7 /V— 7 AR
THHTFEE L OB TR, Ny I 7T v 7 & RGHE (Selection Pattern), LA ¥ 3 LRI HEFE DK
&, VLAN 7 L—=7ID (VLAN Group ID), B XU VLAN 7/ —71ZF1)E3 5 VLAN B[F—TH D Z &
ERERLTL 230, LA ¥ 3 TLRYIEBHEEL R E L TV 54 1E, VLAN 7 v—7 2B 7 % VLAN
TIP7 FLADOBREMITREE L —H LTSI L AR LTSN, IP 7 N L RIZET DGR,
~=aT N [arv7 e 77—y arHA KVolll 16.11.2 VLAN OREDOHER), B a7 47
L—y a4 FVold 2221Pv4 A 4 7 =—AD upldown i) F2id lav 47 v—varh
4 FVol.3 16.2.21Pv6 1 4% 7 = —A®D up/down FEiE) 2SR L T EIW, 2B, Ny 77 v K&
® VLAN 7 V=728 T %5 VLAN (34 V% 7 = —RRENRF T VRETH D Z LITHER LT E SN,

show gsrp detail =< > K, show gsrp vlan-group =~ ROERRHIZKIZ R LET,



10. GSRP Mi%E &EM

X 10-1 show gsrp detail A< > KOETHE

> show gsrp detail
Date 2009/01/13 12:00:00 UTC

GSRP ID: 3
Local MAC Address
Neighbor MAC Address

0012.e2a8.2527
0012.e2a8.2505

Total VLAN Group Counts : 3

GSRP VLAN 1D : 105
Direct Port : 0/2-4
GSRP Exception Port - 0/1

No Neighbor To Master = manual
Backup Lock : disable
Port Up Delay -0

Last Flush Receive Time : -
Forced Shift Time -

Layer 3 Redundancy : On

Virtual Link ID 100(VLAN 1D : 20)

Local Neighbor
Advertise Hold Time : 5 5
Advertise Hold Timer " -
Advertise Interval -1 1

Selection Pattern ports-priority-mac ports-priority-mac

VLAN Group ID Local State Neighbor State
1 Backup Master

2 (disable) -

8 Master -
>

X 10-2 show gsrp vian-group 27~ FOEITHR

> show gsrp 1 vlan-group 1
Date 2009/01/13 12:00:00 UTC

GSRP ID: 1
Local MAC Address : 0012.e205.0000
Neighbor MAC Address : 0012.e205.0011
Total VLAN Group Counts : 1
Layer 3 Redundancy : On

VLAN Group ID - 1

VLAN 1D

Member Port

Active Port

Last Transition
Transition by reason
Master to Backup Counts
Backup to Master Counts
Virtual MAC Address

110,200-2169

0/2-4

0/2-4

2009/01/13 10:00:00 (Master to Backup)
Priority was lower than neighbor®s

4

4

0000.8758.1387

Local Neighbor
State = Backup Master
Acknowledged State = Backup -
Advertise Hold Timer -3 -
Priority : 100 101
Active Ports -3 3
Up Ports -3 -

>
(2) ERhDHEE

AMEE R L OARERE L [A— GSRP 7/ /v — 7 &2 2 FHERE T, VLAN 7 /L— 7 OREN o kE
T Master 1272 > T2 Z &, BXOFE— VLAN /L —7TEEO~ A DIEFEE LN & 2R L TL
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10. GSRP MXE LEA

72, AREEGETO VLAN 7 v — 7 OWRAEMEFRIZIE show gsrp 2~ FEEH LT 7230,

10-3 show gsrp 3 < >~ FDETHI

> show gsrp
Date 2009/01/13 22:28:38 UTC

GSRP 1D: 10
Local MAC Address : 0012.e205.0000
Neighbor MAC Address : 0012.e205.0011
Total VLAN Group Counts : 2
Layer 3 Redundancy - On
VLAN Group ID Local State Neighbor State
1 Backup Master
8 Master Backup
>

10.2.3 v FRIZKBIREEFR

set gsrp master 2~ RC, Nu 77 o7 (BEAH) RELZAXZREICERSEDLZENTEET,

Zoawr KL, Ny 7y (BEAR) REOLEXETESa~y R T, MhREEOHY TS
VLAN Z)L—REEN N 7T o FIZip o TS Z R LIZH L ITFETLTL &N,

10-4 setgsrp master A< > KOETHE

> set gsrp master 1 vlan-group 1

Transit to Master. Are you sure? (y/n):y
>

10.2.4 EBIEREDKR— bDT YU T« T7R— FENIF R

276

clear gsrp port-up-delay =~ KT, VU7 REEROEFYI D B2 BHIEEIE (207471 —v a0 a
~ > K port-up-delay) #fEfH L CWAEHAIZ, A— T v 7 HZOBERM 2220 CT T I T 47
A= F KR TEET,

10-5 clear gsrp port-up-delay A< > FDEITHER

> clear gsrp port-up-delay port 0/1
>



VRRP

VRRP (Virtual Router Redundancy Protocol) 3/ —Z IZFEENAE LTS
BTYH, FAl—A—%xy b EORIN—% Z8H L Chi KO85 R 2 fEfr 3
HTEEAME LRy BAZ U ARAKRETY, ZOFETIE VRRP ISV T
AL £,

11.1 fEsR

1.2 av72«49L—3>

113 AAXL—>3y

277



11. VRRP

11.1 fRsH

VRRP (Virtual Router Redundancy Protocol) 3/ —H |[ZEENKELZHETH, F—(—% x> b
oM —Z ZRH L THROBEREEZMERT 2 EEEME LRy RAZ VA HBEETT,

VRRP 4 5L, Bl—A—VFv b EOBEBEONL—FNOERINDRENLN—ZEZRETEET,
KRTFT TNV TF—= b2 L LTZOREL—FEZREL TR ZEIZE-T, V—% u&mﬂﬁéb
T2 XORIN—Z DYV EZ ZEHT <, BEEMHETEET,

AR —Z 131 205 255 L TORMEAL—Z ID 285, [F—A —¥ x> b LOFRI—OREL—Z ID % §F
ORIV —ZE LR, Ry NOV—FT 4 VT ETI 1 BEOTATOFBNAL—F L, RXry voL—F ¢
VT EATOIROVR Y NAX UL THD 1 BULEDRR T T ORAEN—F R L ET,

11.1.1 REIL—F3DODMACT7 FLREIPT7RFLR

278

AL — 2 1T HE O MAC 7 R LR &R, RAEL—4Z o MAC 7 LA & L TR MAC
7 R 2AZFELET, R MAC 7 FL A1E, 0000.500.01{ /L —% ID} IZiRD BN TEY, AEL—
2 ID 26 HBMICARINE T, v AZXOEBL—ZIIEEB MAC 7 KL A5 TOA —H Ry b7 L—
LEZFEL Ty N T+ V=T A VT DRENERLETR, Ny 7 v T OREA— 2 TS
MAC 7 RLASETCHO T L— b %%E LERHA, VRRP IFAL— & OIREIZIEG U TR MAC 7 K LA
GECA =Y Ry b7 L —LEZETILEIDEHBILET, v A X OEEL—Z 13 MAC 56 C 7
L—L&ZE3TDE, VT 4 T T =TS TIP Ny bDOT7 5 U —F 4 T EITWET,
FDD, WRIIAEMAC 7 RL AZ2455%8 L LT T L—LbDEHEITIZET, ~RXERIT v
PEID Fbo-# bzl cEEd, (REMACT RLRSETT L—LADZEEZ RO LET,

11-1 {REMACRETIL—LDZIE

BS2000
Y—nRJFL—F
FEEEHO KEEM
YAR#E Ny I797 | | EEIL—&
IL—21D:7

O%{ET 2 XZELLEL

585 0000.5e00.0107M 7 L—L

ﬁﬁ»~ EBL—ZHOIP 7 RLATHAIEIP 7 RLAZELET, ~2ZOEL—Z1L, K

B IP 7 KL AIZxd % ARP B3R %7 v F E721E NDP ZR 3y v R 2 %535 &, ®ICKAE MAC 7 K
vx%@ﬁﬁ LCARP IGE £ 721X NDP G LE4, 8 MAC 7 LA L % ARP J&45 5 L OV NDP i
EEWRDHNR LET,



11. VRRP

11-2 R MAC 7 FLRIZEL B ARP IEEH KU NDP %

@ARPIG &
FEEA FEEB
TR%E Ny9Fy7T | RRE)L—4 192.168.20. 1
JL—421D:7
(A A ;
| J||Ang wzwam1mmm7buzﬁ?|
! T
I____} :
[ 2 ARPIG 0000.5¢00.0107 (%) T, |
ONDPIGE P
FIEEA FIEEB
<AA Ny TFw7 | (RREIL—4 fes0::7
JL—421D:7
LA 4 — -
H [ 1-NOPER  feB0::TOMACT K LAY |
! A
I 1

- | 2.NDPI&&  0000. 5e00. 0107 ({&#8) ©9. |

ABN—F T 73V h—F L LTS PCAREDKRA ME, HARP Fv v T —7 L NITRE
IP7 RLASETCHOT L—AIFEEMAC 7 RLASE TIZEHT L 0ICFEE LET, 2oL H2%E8Eh
AR A MEIFICEEL—F ~T L — L% EET D & X IE MAC 7 RL A Z5EICIRET DL 912D

72, VRRP D~ 2% /Ny 77 v 7OYVEZBEELIZGETYH, BEZkRTE £7,

11.1.2 VRRP [ZHEITHEEREDOTHEA

~ AL OFEN— ZILEMN B (T 7 40 b 18) TADVERTISEMENT /37 v b &3 2 B8
REEMRADO AT v e, (REBV—FEFHELTZIPA VX 7 2—AnLEH LET, Xy 7T v 7O
HL—Z 13~ 2 Z DAL —Z 3% 95 ADVERTISEMENT /847 v h&ZETHZLICE-T, =2
Z O — X ZFEEN RN L 2R LE T, ADVERTISEMENT /%47 v ks OEHEROKIR L E

R
11-3 ADVERTISEMENT /345y kD% H
FEEEA FEES
<A Ny 97T RREL—%
{1

ADVERTISEMENT/4r w
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11. VRRP

~ A X DFEN— ZICEENTAE L34, ADVERTISEMENT X% v M2 XH T ¥ A, #21T, &
BEENRZ T LT LESTEES, L —ZRRESNTNWAEIP A LV E T 2—ANG 3 v Mk
HTE72< 722 &) RREENRAE LSS, r—7VOHRT 2 EOLETT,

N 7T FORENAL—Z 1 Z—EDR ADVERTISEMENT /4 v R &< A X DREL—& N H2E L
MO TZGEIL, ~AXDOIREN—Z | IEENRAELZEHIIL, Ny T v 7T hb~RAZ~ERER L
SHFET,

11.1.3 TREADEHAZE

280

(1) BEE

BEORE N —F OF NS~ 2 Z OB —Z ZRHT 572912, VRRP TIdEREZERLET, 20
BRI —Z ICRETEET, RETXHHEIL 12D 255 FTOHIET, 77 4/4 b 100 TY,
COBMERREVNEEBEETELS RV ET, /¥ T72—RMEENRTVWEHIP T KL A LRAEL—
ZOIPT RLUARELW (IPT RLADFTEE) HE, HRHELENREV 255 IZHBIRICHRE SN E

o YAZOEBEN—F OBRHE RO R LET,

11-4 TRAMEH

BS2000
FEEA FIEEB AAEEC
RA% Ny 97y7 NG 79T
BEE 255 EBEE 200 BRE 150 RiEIL—4

ZORDGEE, BRENKLEWBAEL—X AN~ AXIZRD ET, HEBL—2 ABRF TV LIZEEIE,
I EDEUMIAE L — 2 BN~ AX~EBLET, B —H A LEL—% B OGN E 7
L7=BARICE T REL—Z C R~ A ZITR Y 7,

ARSI DEREWRCT BT, FUA—F %y b EOR UL —4 ID oAV — 4 1213, R
BB ZFE LTS, EREOR UL — 2 MMEHET 2 HEIE, EbH LR~ R ¥ ISR DIFRE
DI, BIESHIEEBY ISR LRVBEARD Y £,

(2) BBUYRLEIUVEBYIYRLOANILE

VRRP TiZ, BREOEN Ay 7T v FORMEL—Z73, A—Z L0 HELEDRN~ 2 X O —
HEmHT A E, BB A X ~REEEZ LS E T, WIS, ~AXOAEL—H 0, BL—X L0 E
FEDOBEVMEEL— X DIFEERHE Lz E SITHBIIC NNy 7 7 v I~ LIREEZ B L &8 $ 3,

X 11-4 ~AZ O] O EFIC L THD E, FELV—% A LEELV—% BBRX T v UREEL—#
CHRV AL TWHIREEN G, IEL—% BAEIRT S L&, RfEL—% C L0 LELEDO S W RAR
=8 BRAZIZELL, FEBL—Z CHBTAEZNLNy 7T v P~ WRELZE(EEHZ 220 F
j‘o

ORIV RLEMIETARENTEET, WORERLIMIEIZIE, KRO2LEBYDOFENRSY £,

@® PREEMPT £— FIZ &k At

HEIWID R L S 20WEAICIE, a7 47 Lb— 33~ Ko vrrp preempt T PREEMPT
E— F% OFF |Z%E L T Z &\, PREEMPT &E— K% OFF [Z&ET UL, Ny 277 v 7O



11. VRRP

N—ZPANL—Z L0 BEREORVMEEL— N RAZIIRoTNDL I EZRB LT, REEZ~ R
BN SEDLZLIEH Y FHA,

@ HEZ A <IZkBHE
BEIED Y R L OB AAEE ORHBIE S B WGEIlE, av 70 7 Lb—v g a<wy Ryrrp
preempt delay THIEX A < ZFHE LTI, RY A ~<EIL, BEUVRERLEREZKRHLTHLH
0 R LAE OB ZESE2 DO TH Y, RENTERICTY LD S £ TITE, RE LIRHT
T ALK ORFHZE L ET,

PREEMPT ®— RZRELT-HBAE LI A ~ 2R E LI , B ARIEAL—ZNIP T L&
DOFTEHE (BIEE 255) DA ,@D%meiiﬁﬁ_ﬁniﬁho

< A Y DN — X P Sl X o TEARNREIC 722 L2 L, 2okl —F o
THAL—ZOELEN R bEWZ L 2B L25Ea12E, U0V ELIMIEDTTHoThv R ZITEB L ET,

@ FHICKDUYERL
HEGI D BE LIEHIREETYH, #EH 2~ K swap verp I L » TRV —4 D)) R LA A iL8) © %

i‘g—o

HEIGID R LIMEIC L > TNy 7 7y PREICEE STV D WXL TARa~v L REEETLE, 2
VVFiﬁ%K7X&®WEN~ﬁiD37/F%hﬁbtﬂ/77/7@&@»—&@@%gﬁgm
LEE, a~y RERE LBV — 2 B8~ 2 2REBICER L ET,

11.1.4 ADVERTISEMENT /X4y ~ MDEEEE

ADVERTISEMENT <% v MV v 2Zao—hrAa—FO~vALFF¥ A T RLA (IPv4 Tl
224.0.0.18, IPv6 T ff02:12) ZFEHALE4, F£7z, HEL—FX X IP ~v X ® TTL %721 HopLimit
M 255 LIS DRy R EZE LW, —Flx 2 BRI ORBES ZENTEET, &5
(2, AREEETIETF R F2SZAT— FIZL % VRRP ® ADVERTISEMENT /84 v FO#FGFA Y R— F LE
To 8 LFLIND/RAT — REREN—FIZRET H L, SATU— KRR 5 ADVERTISEMENT /X7 >
FEREELET, SAT—=RFOARA—HEZROKIRLET,

11-5 IRRAT—FDOF—H

BS2000

FEEA FIEB FEEC

YA#H TR4E Ny o797 RREL—%
Password: ABCDEFG Password:AAA Password: ABCDEFG =

X X

1
LT

ZOREDOFITIHAE L —F B D/RAT — RPAEL—F A B L OEEL—X C LR > TWAHTId, i)
L —% B bk &7z ADVERTISEMENT /347 v k& {RAEL—% A AL —% CBZITE->Th

BEELEYT, 205, L —4 C g —4 A 2250 ADVERTISEMENT /<47 v METEZE L
TR L ET, 20728, ADVERTISEMENT X7 v FRIAEIZKRMT 2 L 5 7, FIEICFHE S L7548
N—Z OEEEIETE ET,

1115 797 +E—F

IP7 RLAFIEHE TRVWMEBL—Z1E, ~Z2ZThoTHIRIEIP 7 FL A5 THO/ 7 v MIxt L TURE
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11. VRRP

LEHEA, L2L, pingilL VW Fxy U =7 BEGOIREEMRET 5 2 LT —xiicirbhxd,

ALEEL, 77T ME—FEPR—FLET, T BT ME—NE, vRAZOEBAL—ZBEBIP T

RLUASETONT y M LTUSETED L OIZTHHEETT, (AL —F OREBEANENOERT D72
WIZ, av7Z 47 b—vara<vy Rvrrpaccept CF 787 hE— RE2RETHI LT, vAXDRAE
N—HINT RUAFIAHE T2 TH, ICMP echo request /37 v k%515 L, ICMP echo reply /¥4 > k
ZIRIETEET,

11.1.6 [EEEHA A2 T —REVRRP R—1) U4

282

AIEECIE, AV — X OESE 2B EBET 2720 OREL L, EEEMHA ¥ 7 = —2Z L VRRP
A=V 7%y HR—FLTWNET,

AN —H BRIE LI v H 7 = — AEERNRE LGS, ~AX O BEZB™ThbET, Lo,
Ry No—=F 4 VT HRDIP AV Z T 2— A0 &, BN — 2 DERE SN TR WIEDNDA v H T = —
ATCEENHBAE LG, BEDSRAGERDRETH > THLYAX OV BN Thn Tt A, REET
I E O IERE L LT, REBEBNDIENDA LV F T2 —AFBEH LT, TOA L ET2—ANRZ 7L
T2Has, N —F OBEEL T CEAT A HEEFEHTEET, 201 ¥ 72— REEEETA
UET 2 —ALENET,

BEERARA A T 2 — AT, AV H T 2—ADA T THRIETE D LULOREE LR TE RN ),
N—B I REOBEEL RN TE A, AREETITMA OMIEE L LT, BE L7%E5%~ ping T
BB ATV, JRBER R WG AN — % OESEELY T CGERT 282 EH X £, 2 OE
% VRRP " —VU 7 LN E T,

FEEREAE A L7 T o — AR E L B AR R O EEREIRIC, VRRP R—VU v 23— Z &2 £ 2072
Floh oM L OO ELRICHHTE £,

£, AL —ZOEEEZRIET 2T 2 B0V HY £,

—olF, BEEEEA L H T2 AN T L XN DB Er o T 4 S~ g av s
R vrrp track priority Td H 2> UORRE L TR W IZUIRRE L EICAE U CGER T BRI ST,

B —olk, MEBERA VX 72— ANRF T LIZEXIL, a7 47— g a<y R verp track

decrement ToH 53 UDBEERAL A L X 7 = — ATFRE LI B EREE 2 AL — % OBEE L5
TIHEHT HELERAE T T,

EREGBETROES, BEERA V4 72 —AFEZIVRRP R—VU V7O XL L0 E— DRI E T
T4, BAEERE RO E, BEEHA X 72— VRRP R—V V72 EHERETEET,

®11-1 BEEREAXNEERAEEAEHE

BEEREAR AUBRTT—REHVER VRRP /R—1) V45
AL RE G 7 50 — ORI — D7 RRE A
RS B R T 2K IR TE T LR E T

(1) EEERA 27 —X

AN —F DBEEERA H T = — A RO LET,



11. VRRP

K116 EEERIZ2T7I—X

BS2000 P

A H— 8
TL—F
A—YHYFxyv b1 227z —X
Ib 192.168.50.1/24

REEA AEB
TAR4E Ny OTF9T
FEIL—4
A—HFy hf 8 Tz—2 / (]

la 192.168.20.1/24

COREFIZLTHALET, AEFEAICFTA W) IPA LU FT2—RAL T EWVWIIPA L FTx—RA
DONRHESNTOVET, L —FFA X 7 =2—ATa ITERESNTWET, @O VRRP O#{E
T@WﬂN@&i’iof%yﬁ71—xmﬁﬁﬁybf% AL — 2 OERIZITR L 5 2 £H A,
Linl, ALZEETEEEERA V27 2 — R EEERRA 27 2 — 20 UREOUIRMEE, £7203E
%ﬁﬁ%ﬁ%%ﬁ#é_a_;of,ﬁﬁw~&@@¢%m BERSEDLENTEET,

AREEE A DIRAEN—F DFEELER A X7 2 —2A% b, T L CHEEBRA VX7 2— ALK T VEFOERE
FOIWCRELESGS, A v ¥ 7x2—RATb DX U UFHIITHEIRN~ A X BARIEE A OB — X )5 AR%E
B B O —Z ~EY b 9,

(2) VRRP R—1) >4
VRRP H— 1 v 7 2% E LI BA LBRE L TOAVESOR# 2 KORITTE LET,
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284

K 11-7 VRRPR—Y VT ZHRE LGS ERE L TLWEWNSGED L

OETERA T —RETERE @VRRPHR—1) = 7 #E5F
IL—%5C IL—5C

“mz4v%| hmz4v%

BS2000 BS2000
AL EA AEEB AEEN | RHEB
(RR4H) RuH 79T (T2 4) WQ%979w

|ﬂ|1.1?=,1:-

[_WFE.

EchoRep lyhHE > T
W=, BE
EHET D

A8 71 —ANM
FTuILTWAT:
o, FEELHET
A

(A1) —»: EchoRequest
---: EchoReply

VRRP R—V > D5 OB CREENFEAE LY, v T —27 ETREENRAE L USENE SR L 7
BE, B —FDBRELEEERA X7 2 —AZHENLORE L TBWUIRELEICET LE
kR

WHEEHL, —CEORITHEIRBTR—U V72 L TWET, BEEINEDRES R WEEFZ A LT 7 M
5, BERIEEZITVET,

MEEMZETIE, BEERITEODOBITRIBTR—U v 72TV ET, EERIETIZ, EFEHETLED
DOBEZ LEDDREBOISEN IR > T RWVIBEIE, BEPLHELES, EERNEIES —7 v 242K
DR L ET,

11-8 [EERUBMES -7 2R

BEERRSA 2 T7—A BEA B TT—A
poll -~
_ reply o
sEAlhpksgompars ||
HEBETHEE {E%;e——’ﬂﬁ%%i
poll
e
WEERITRHERE
poll 1EEB
. o EEHEBRIIEE.
B A A B A T R poll 2@E EERIIREEEMESRITEG G 1z
L = HATEHEBEDEAEZHOoMLOHBELT
. B -EELE (critical-priority) ICEEL T
=4 i Y - BT 5. BERIFRTEHE CTHREMN
SR CTRMARA | poll n@E BHNEHE L 5.

EX1 a7 47 L—3 3 a< K track check-status-interval CHEETX £,

X2 arv7 4/ L—3 3 a<y K track failure-detection-interval THE T £,



11. VRRP

HE¥3 a7 4L —3 g a< K track failure-detection-times THRE TE 97,
¥4 a7 47 L—3 3 a< K track check-trial-times THETE £,

EER G —EORITHE CR—V U 7 &Mk L T\ Ed, BERISENE > TL 5 ERERIEEITTVE
7

RIEREETIE, EERIEDZOOFITHRE TR —V 7 &7 0WET, BERIERIC, IEE LHET H720
OHEE EE b2 EEOIEENIE > TEXIGA1E, BENEIE LERREEHELET, MEREEES —
U AERDOKNIRLET,

119 EERESHES—7 R

BEBERSA 2T —A BEAEIITI—A
poll
—
N . IFE —-EEEE
BRI
L poll _
i _ reply o
Esssiam | |
i poll 1EIRB _
wEmaiEs [ | rely i
TR i - poll 2mEB _ (B G R ST EhE
= = i reply o FEEOEREEERES R TEBAT
ﬁ;g%ﬁﬁﬁ < BEBOBEELHLN LHORELTHL:
: [ [ _Poll SEHE o | BEE@riority) CELTERT 3.
reply BEEERENRTEY " TRENHIIL
- EEET S,
BATHITENS :
RiTYH poll nEE |
reply o

X1 27 47 L—3 g a~< K track check-status-interval TIFE TE £9°,
EX2 a7 47 L—3 3 a< K track recovery-detection-interval CHE CTX £,
MEX3 ar7 47 L—v 3 a<wl K track recovery-detection-times CIRE TE £7°,
X4 a7 47 L—ara~<y K track check-trial-times TRE T 7,

AR T2 —ANE T L4, VRRPR—V v ZIEER EHEL, v X 7 x2—ARNT v 7T 5F
TR LET, A ¥ 72— ART v Licd &, BER—V 72D, BIHMRGEIC X > TIERFEE &)
ELYSAE, U RLEITWVET,

VRRP R—VU Y 7D IP 7 RVAR, W—RE2FEWZEOry NU—7 BIZhH5E1F, FLr—F
DNV—T 4 T T—=TUEFLET, 0, TR11-10 EZEFEA 2 F 72— AR—E L nGE)
DEITVRRP R—V v VOB LEZETHA 2 72— AN VRRP R—V v V2 HEE LA 4
Tz—AL—ELRWEERHVET, ZOHE, ZEAVETz—ATF =2yl (2747 b—vay
=< K track check-reply-interface) Z8ETHZ LT, EEA LV F T 2—RAEZEA L H T =2—R %
Frv I TEET, BEA VLT 2—ALZEA L H T 2—ARR—HOBEEIFE ST D37 » &R
LET, 28, TK11-11 BEBER T TER2VWRY NT—2 EOA V¥ 7 x—AR—F) OX O BER
BTFTRWERY NT—2 DA H T =2 —ARTR—HOEAIE, L EEA,
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11-10 #EZEAE T —ABR—HLAEES

Echo Reply

IL—AE|]

Echo Request
1 | JL—42A

JL—A3( | [EEEEsEE "::ss::sﬂ JL—4B
[ ]

- =~~~ _ BS2000
JL—#&E [[ssssasst { [r_'—‘jzgagg\ ]
Echo B Echo Request
Reply

JL—%D [EEsszee | Jlzzezzze | JL—A A

11.1.7 IPv6 VRRP k3 7 b*ti&

AZEE Y, IPv6 VRRP FZ 7 b spec-01 & spec-07 ¥R — L TNDEDT, BEFEVAT AZEHINT
WHBIEA~EDE TRIKICEATE X7,

7 7 )V b Tld spec-01 TEMEL £, spec-07 IZRET DHAF, a7 47— ara<wy Rvrrp
ietf-ipv6-spec-07-mode T E L TL 723\,

spec-01 & spec-07 TiX ADVERTISEMENT %7 > FD 7 4 —~ v NRRR D700, RIEV—F 2Rk
LDEBHEVOEEBE TR T-%E%2 T 5 & ADVERTISEMENT /34w F & RIE 7w b &YW U CaEZE L
TLEVWBAWNRYAXRIEBIZR Y ET, 20k, HL—X 2R ET HEREMTIX
ADVERTISEMENT /X7 v D7 4 —< vy hBR—HEToHLoIar 747 Lb— 3 /’c\;’ RELTCLEE
W,

spec-01 TEHME L TW KA/ —# % spec-07 TENMEZ 5 121%, MASTER fl0%EE & BACKUP il %
EOWFIZar 7 4 7 L— 3 a~< K vrrp etf-ipv6-spec-07-mode Z % E L T 72 &0,

11.1.8 VRRP {EABEDFEEE
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(1) VRRP & GSRP & DEAEFIAIZDOLNT

[F—34£EPWN T VRRP & GSRP IZRIFHZHEH TE £ A,
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(2) VRRP 79T DA NA—N—EDREEFRIZDONT

F—3EENTVRRP &7 v 7Y 27 T oA VA —N"—XFRFICHFEHTE EFE A,

(3) CPU B&fm

CPU M@ RMIRAE & R o 2856, ALEE 55254 5 VRRP ADVERTISEMENT /37 b OREFEE 7213

JUBRRIE DS SE A L, RIEER S RAET 280D H Y ¥, WBAFIKREIC L 2 REEB P HET 2513
VRRP ADVERTISEMENT 3% |~ Ok IR 2 K & W EICEGE L TEM LTS,

(4) VRRP iR—1) VT2 &BTILFNABBOEERIZDOILNT

VRRP " —V > 7R IX~ L TF R ARK I T DERAN T EH A,

(5) track AY Y FOAAIZDNT

ZollEd track av REHEFEAN L Car 74 7 L—2a b OEREITH &, No 7T v IREEOR
TN —E BN I T o TInE~<AZ~Y Y BEDLAGENRH Y £3, track 2~ REEGE AT 58550
=V ROISEZFoTHbRODa<wy REANLTLEE N,

RNy I T v Thb~v AN FEDLLHZ RO LET,

X 11-12 track A< > KAABIZEY i 545

BETE bEE)
TAR REIL—45 1 AR )
X RiEIL—4% 2 g 7wT
NG Ty Ri#EIL—4% 3 TAE
YR3 {EREL—4 n A re

FEX D VRRP LE bR A A TWAEEE 1 T, track 2~ R&iE
TEE 1 CHEBE2 LR I T v TORENAL—EZN RNy 7T o T hb~v AZ A~ Y b5

OEBEITH &,
BANHY 7,

(6) IPv6 VRRP & RA DEHIZDINVT

AN L Tary 74l L—3a

IPv6 @ VRRP %% & L1-1 v & 7 =— A2 T RARouter Advertisement) XA 72 > TV 54, RA

X VRRP & L CHEAN!
TN—Z BT 73V ML—2 L4252 ENAREIC

* RAIXIPv6 VRRP O~ X HZ )L—# & 70 o TN DI5H O HRHAT
« RAXy R MAC ~y ¥ DiEE7C MAC 7 R L A%, fﬁfﬁ'\/l/Eéw

e ET,

e RAXT v F@DIPv6 ~v X DEEIL IPv6 7 KL A%, REEL—ZIZ

DET,

I LUTO LS RBE.

DLHOTHELTLLEE N,

e 1ODA KT z—A| @@@ﬁﬁ»~&% RE L5

o TR D T2

D ET,

CUTFO LD REMEL 220 £, ZAUT KV RO IPve A EIERBERE I TR

CRELTAFEMAC 7 KLz b

HE LTARA IPve 7 RL R &7

ROFEZ L > TIRAZHH Loy T — 27 @ERICKENTD 2 L03H

. RAOFAEN—Z EOBEHE L ET, L

WmP%ﬁﬁTé%é\%mi WCCTF 74V b— 2 ZFRE LT ES
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W,

o [RAEIPV6 7 FLAIZY v/ a—H LT RLATIERL Z7a— L7 RLRAEFRE LIS E. RA D%
BIEIPv6 7 L RAZY 7 m—H LT RLATHDHUEMENDL, RA OFR(EIC IPv6 7 N L A IZIAE
IPv6 7 RLATIERL AV EZ 72— RIZEADY 7 a—hLT7 RLAZHWEYT, ZD7=H VRRP
& RA OEEEHEIXITEEH A, VRRP & RA ZE#IE2EMZ T 255613, (REEIPv6 7 KL AT
Ja—LT RURAEZRELRNTLZE N,
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1.2 avIq49L—3>

VRRP ORE%1T9 VLANIZIX, IP 7 RLANEESIN TWAIXLENHY £9, VLANIZIP 7 KL A&
MBEIN T 2WES, VRRPOaYy 74—V aravwy REANLTHEEL—ZTE{EL 8

/Vo
1};27@»~&%£&"X TIERT BHAICE, FREORAE L — & OFREE AMEE 21T T, AR — & BRERK
THIENDOEBICBITOLERH Y £, £/, HBEL—ZDOFREDIENIN—T 4 VT OREHMLET
j‘o

1121 a>vI7449L—3>av>rk—

VRRP a7 47 L—varavy R—EE2ROFBITRLET,

£11-2 VRRPEBREAaAY I« L—3vavry k—

av Uk Bz

vrrp accept TIRTNE—RERELET,

vrrp authentication ADVERTISEMENT /87 » NBGED /S AT — R&RGE L £,

vrrp ietf-ipv6-spec-07-mode IPv6 OAAE/L— % ~ draft-ietf-vrrp-ipv6-spec-07.txt [ZHEHL L 72 Bh{E & 72
LEOBMELET,

vrrp ip BN —Z~IP T RLAZRELET,

vrrp ipv6

vrrp timers non-preempt-swap BE Y & LMIERIcE) v B LB ZAT 5 58 08 0 5 LIIER R 2 3% 8
LET,

vrrp preempt HEWIWRLEZFHRELET,

vrrp preempt delay BEY) Y R LMLk 23 E L E T

vrTp priority AR — 52 OEREZRE L ET,

vrrp timers advertise A8 —% @ ADVERTISEMENT X4 v hkHBREZZREL £,

£ 11-3 BEERSA A I —RABZERAITY F—

av U kg Bz
track check-reply-interface VRRP R—V  FCEZEA v B T 2 — AD—BEMRTHIHFELET,
track check-status-interval VRRP R—V v kR ERE L ET,
track check-trial-times VRRP R— U > 7 OHERBRZBE L E T,
track failure-detection-interval [EEREA ML O VRRP R—V VMR AREL £,
track failure-detection-times FEEEIRAMGEF O VRRP R—VU > ZHIERE 2% E L7,
track interface REEHEZITOA L F 72— A LEEGRTELZRELET,
track ip route track CVRRP R"—V > 7 &7 5562 HEL 9,
track recovery-detection-interval FEFEEREEH O VRRP A—Y v JilREa R E L ET,
track recovery-detection-times FEsE R MGEEH O VRRP R— U v 7 HIE RIS AR E L ET,
vrrp track decrement track ZARARL— 2 ~MESEEEE A THID B TET,
vrrp track priority track & RAR/L— & ~MESE IR G THID Y TET,
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11.2.2 VRRPDaOV 7445 L—23rhiih

IPv4/IPv6 JEET— N CEIES E 284 1%, FFRIIZ swrt_table_resource 13switch-2 =~ K&ZFEITL T
a7 b—varERGFELEDE, BEEAFHEHLTY Y —RESEEFTILERHD £,

(1) HoMLE, PLAURT—REHRELET,

VLAN (S LC, (B — S ICREL £ 9 & LTVWDIP T KLALR—7 FLA7 7 LY OIP T KL A
BELET,

VLAN IZF]®D T IPv6 7 KL AR ET 5861, HilJ CTipvé enable 2~ RZEITLTCIPv6 7 FL &
EHNCT DHERH Y T,

(2) REIL—EANIPT7KRLREHRELET,

IPALEZT=—RZRELZIP T RLALR—DIP 7 FLAZRIENL—F ~RET S &, AEL—F T
T RUVAFTEER LY, BEEN2B5EEE D T,

RAENL—H2 ~TPv6 7 RLRAERETDHHA, Hk LX) v 7uo—Dbra=%xy 2 7 KL ARETIRET
XFETN, REBETIIZa—VT LR (A br—hLT7 RLALED) LIEETEET,

3) REIL—2DELEZHZELET,
IP 7 RLAFTEE THRWE—FEL—2Z ID DALV —% DELELY, TNENRLHEICHRELET,
(4) ADVERTISEMENT /N4 v FixHEERERELET .

F v MU= OERNEL, Ny 7T v T O — 4 73 ADVERTISEMENT /<4 | % B HR Y =
[E9 85413, ADVERTISEMENT /8% » b O%HlRZ ~ 24 L3y 7 7 v T ORI — 2 \TRE L E
j‘o

(5) EEEMRA VEIT—RAEVRRPR—1) UG EHBELET,

VTR U C, (AL — 2 R ESNTNDA ¥ 7 = — AL OREE TR — % 08 2 2 Tbh
DX, I — S ~EEEHA 4 7 2 — AR VRRP K=V V7R E L LT,

11.2.3 REIL—ZADIPv4 7 KLRERE
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[(BREDRA > ]
AN —Z ~MEARIPvA 7 RV AZRELE T, AL —X ~MEEIP T RUVAEFRETHZ LT, K
L —H i@ﬁ%%#uiﬁ TR —Z ~RETEHIP T FLRIF—2721F T,
AN —ZICRRET D IP T R LA LN —F 2% ET 5 VLAN O IP 7 RV ARE—DOHE, K
@w—ﬁjﬂPTFVX%ﬁ%&&D,@%E#2%(IE)&@Di?o
FRARIP 7 RV AZRET DL —Z IDIX, F—IP¥ 73y NU—INTa2=—7 L5 L 51T
BELTLEE N,

[av Y FIZ&BEE]

1. (config)#interface vlan 10
(config-if)#ip address 192.168.10.10 255.255.255.0
Bz, VLAN 10 [ZREV—F 2R ET %A, £7 vlan 10 ® VLAN 27 4 77— RIZAD £
T, VLAN ~IP 7 RLRAZHEL TWRWEAIE, ZZTIPT RLAZHRELET,
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2. (config-if)#vrrp 1 ip 192.168.10.1
A —% ID1 OAAENL—Z ~AETP 7 KL A & LT 192.168.10.1 Zf%E L £,

CEE=EIE]

o AN —HIZIP 7 RUAZRER, #EAHMAIZ” The VRRP virtual MAC address entry can't be
registered at hardware tables.” &\ 9 v 7 NFRINZGE, RAELV—XIZIEFICEEL T A,
— RN OREEHIRLEZD &, (KAEL—4% 1D 2ERT 50, ERIIMELV—F ZRET
% VLAN ® VLAN ID 228 L Th b, FEREL—Z~IP 7 FLAZRELEL T ZIW,

o RIEN—H~IPT RLRAZRET D &, AN —ZITEMEEZ D E T, 1ZORIEL—F OBk
ERTEICL>TE, AE—F R~ X L TEBMENDELELHY T,

o BB — X & 64 (HLL ERRET DAL, 8 11-4  ADVERTISEMENT /8% k% H iR
DX EBZME] 25 L CADVERTISEMENT /~/7 v FOiEHEEZFREL T Z &0,

i

11.2.4 REIL—ZADIPV6 7 FLRAETFE

[REDRA > K]
AN —Z ~MEARIPV6 7 RV AZRE L E T, WAL —F ~MEEIPv6 7 RV AZRET L2 LT
AR — 2 IXEMEZ B L E T, AL — X ~FRETEX 5 IPv6 7 R L R X —2721FC7,
AN —ZICRET D IP T R AR LN — X &% ET 5 VLAN O IP 7 KU ARE—O5E, K
FN—2IXIP T RUVAFTEE &2, EREN 255 (HE) L0 ET,
ABIP 7 RLAZFRET HEMEN—F IDIE, RI—IPH 77Xy NTV—FINTa="s D LT
RELTIESW,

[O7 Y RIZKBEHRE]

1. (config)#interface vlan 50
(config-iF)#ipv6 enable
(config-ifF)#ipv6 address 2001:100::1/64
B2 1¥, VLAN 50 [CfAL— 2 2R ET 556, £3 vlan50 D VLAN =27 4 7 E— RIZAD &
9, VLAN ~IPv6 7 KL 2AZFHEL TWRWEAIE, ZZ2TIPv6 7 RLAZRELET,

2. (config-if)#vrrp 3 ipv6 fe80::10
A — % ID3 OARAEL—FZ ~MEAR IPv6 7 R L £e80::10 3% E L £7

EEEIE]
e 111.2.3 {RAEL—Z~DIPv4 7 KL ARE] OEEFHELIFL TT,

11.25 EBEEDHRTE

RN —Z OBIEE 10D 254 ORI THRELET, BEEDOT 7 4V MHEX, IP 7 KL AFFEHE TRV
% 100 T, RAENL—F N IP 7 R URAFIEE OLEITEBREN 255 (EE) Lo TERTEEYE
/Vo

ABN—Z AT DEEED S L TR OBBREORE WVEBER A ZIZRY 3, £z, v 2 X DR
=B NE T LIS, Nl Ty TORIENL—F D) b TR OBELEOE MR —Z N~ A Z TR
DEJ,

[BREDRA > k]
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AL DIEBEARAMEICT D701, W UL — & ID OREN— 2 ITIT R DB REZRE L
TLIEENY,

[37 2 FIZKBERE]

1. (config-if)#vrrp 1 priority 150
A — %2 ID1 ORI — F OESeEE A 150 ITRE L £,

11.2.6 ADVERTISEMENT /34w FEHRIRDEETE

X v bU—7 OARNE <L, ADVERTISEMENT /{7 v s DIBLNL W=D, REL—F D<A X L

Ry 7T v FRERECE 0 b 5841, ADVERTISEMENT 4 v FOXHEREEZEL T5 2 & T,
HEEEPTEHENHYET, EEL, N7 v 7OEBL—ZiE, ADVERTISEMENT /<4 »
Z3MGIT TRETERNWE XTI AFIIED D2, ADVERTISEMENT /%7 v s 0% R AR <
DL, AL OEN—L TEENEELILGAIL, Nv I T v 7OREN—F B RAZIIEDDLETD
bR Y £,

Flo, BEICEZL OBV —F ERELIZGE, LEARICY AL LNy 7T v IR ED D 2 L
B ET, TOEEE, ROFREFEIZ ADVERTISEMENT X7 v MR ZFHRE L T 7ZE0,

% 11-4 ADVERTISEMENT /34 v MEHEROE T HLIE

EEL-YDORBL—2H ADVERTISEMENT /84 k3% RSk
1~ 64 1Rk
65 ~ 128 2Lk
129 ~ 192 3L
193 ~ 255 4L

[(BREDRA > K]
ADVERTISEMENT /~/7 v MEHREIRRIL, v AZBLONy 77 v T ORAEN—F ~[Fl—DfE %% E
LTLIEEN,
[a7 Y FIZkBEE]
1. (config-if)#vrrp 1 timers advertise 3
fFABL— % ID1 OffE/L— % @ ADVERTISEMENT /37 v FtHIEREA 3 () ICRELET,

11.2.7 BEYUIYRLINLEDERTE

HEWIW R LIZT 74V FTEMEL, ~AX ORI —ZIZEERKEL TNy 7 T v I8 FboT-
b, MEPEIRT L L, IXLDIITRAZ ThoTBREDE WY 7T v 7O — 2 BN BB
ARG BV £, BEUIYVRLAMIET S L, BEEDOEHW Y 7T v T ONFENL—Z B BEIIC
T ARAZEDBDL LR R0 ET,

[BREDKRA > ]
HEGID R LIMIEOREEZITOESIE, IPT FLAFFTAZE TRV A X DREAL—ZIZxt L TiT> T
<TZEV,

[37 2 FIZKBERE]
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1. (config-if)#no vrrp 1 preempt
AEL— % ID1 O — 2 O HEE Y B L&k L £,

11.2.8 BEYIY R LINERBEORE

VAL DR —ZIZBEENEEL TNy I T v IO Bbolzb &, BENEIR LGS, BLED
By 7Ty OB —Z N HEIRNC~ A X I R A BAT S £ CORMAERELE T, H
Y)Y R LIERROT 7 40 MEIZ 0 () <, HEUY BELZMIE LA,

[REDRA > R
HEW 0 R LINIERRRIOREEZIT OB, IP 7 FLAFIEE TRV 2 Z OB —ZIZ5 LT
ToTLTEEWY,

[a< Y FIZ&E % E]

1. (config-if)#vrrp 1 preempt delay 60
AV — 2 ID1 O L— 2 O BEE) ) B LINIERF# 2 60 FICRRE L £

11.29 [EEEHA A2 T71—REVRRPR—U UH5DETE

AIEE T, FEEERA VY 7 2—2E VRRP R—V V7 OREL, FHHEAIT LT track THEELE T,
track OFXEIE, 274 L— g a~y Ktrack CTtrack 5% E L £, track Z KL —Z |
Y HTDZ LT, RENL—FITHEINT track FF O track I[ITRFINTEEEHRA ¥ 7 2—2D
RIEIHE, BEEERA 2 72— 2 Z2FH LET, FHEL—ZIT track 2FI1V HTHITIE, 2747
L — 3> a<y K vrrp track ZFH L £,

— OO —Z I, BREDE T RO track & ELERE T XD track O EH 50— FET 2RET

TET,
— OO —Z1Tx LT track 2 85EIY Y TH5EEE, EEREI L U COBEERG G720
ETEET,

BREGRT DG E, FEERERBEL —F OBLELEE LR EEICAT LT, OB EE
FEDRE 2B E T —Z OEEE LY REVEZEE LIZEAIE, 7740 MED 0 MRS
EY, EAEEDBTAZEE LZEAE, —oOML—Z I track 22T HIV Y TLH I LA TEE
B

BT T 11-13 EeEUELR o X 51, L —% OEEEL 100, BEEZHEA X
T2 —AOYREHEL LTI0 Z2BE LHGA, BMEEHRA L ¥ 72— ATEENRET DI L, 8
Jo—H OBFEEITOIRRERE D 10 IR EINET,

X 11-13 BEETEARK

RS BE&ERA 2 Iz —RT
Ao 7z—2 | UIEEEE 10 BEHE
st 100 REL—% | B
100 — 10

R ERE T OSE, FEERAERIRE N — 7 OB 2 HRE U 7B R R 72 O A L 7o o B
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LEd, BEEOREEZEAN LI-HGEE, 7740 MED 255 MEHA S E T, decrement Z457E L7235
AL, ORI —Z (TR 16 D track ZED Y THZ LN TEET,

EREERA TR T (K 11-14 ERERE SR O L oI, RAELV—F OERE S 100, FEEEHRA ¥
Tz — ADEEREME S LT 60 T Linhe, BMEEHEA VX 72— ATHRENRET L L, W
Jo—H DS IT T 2 OESEE 100 7> HESEEREM 60 251\ 72 40 I8 E SR E T,

11-14 BEEREAR

EEER EEERS 2 TI—RAT
A8 Tx—2 | BRERKIE 60 BEEEE
|Q%Q=wﬂ >
{RHEIL—4 EEE 100 FEIL—4 BxE
100-60 — 40

(1) 41871 —ADBEEEERT S track DHRTE

[(BREDRA > K]
a7 4 7 Lb—3i g 3= K track interface T line-protocol Z48E 45 &, #EE L7= VLAN A >
BT —AOREEZERLET,
track (ZEST D VLAN A U X 7 = — A EFHELET,
AN —H a7 4 L— g a~y Kvrrp track TREREHREZIT O track ZRELE T,
BEEEAZIT ) VLAN A v 2 7 = — A, IP T RLARRESN TWDLRLERSH D 7,

[av Y FIZ&BEE]

1. (config)#track 20 interface vlan 30 line-protocol
(config)#track 30 interface vlan 31 line-protocol
(config)#track 40 interface vlan 32 line-protocol
o track &= 20 O track (2, FEEBEHEA L FX 72— L L Tvlan 30 DREZERT L LD, RELE

7

o track &7 30 O track |2, [BEEEH A X7 2 —2 & L Cvlan 31 DREEEHT S LH, FELE
j‘o

e track 5 40 @ track |2, EEEGH A 72— AL LTvlan 32 OREFZEHT AL H, HELE
7

2. (config-if)#vrrp 1 track 20 decrement 60

(config-if)#vrrp 1 track 30 decrement 10

(config-if)#vrrp 1 track 40 decrement 40

HOENCORAENL—FNRELTHS VLAN D VLAN 27 4 75— RIZLTRBEET, ZOHE,

RA8L—% ID1 OB — X1, track &5 20, 30, 40 O track &0 4 TET,

o track %5 20 O track IZFRE SN TZRELRA ¥ 7 = — A TEENKEAE LGS, [KEL—# 1
DOEEIEEEN 60 TR £97,

e track &5 30 O track (IR E SN EEHA ¥ 7 = — A TRENBAE LZGE, [KELV—4 1
DESFEEN 10 TR0 £7,

o track %5 40 O track |ZFRE SN TZRELRA > ¥ 7 = — A TEENEA LSS, [KELV—# 1
DOEIEN 40 TR0 £97,
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(2) VRRP R—1 > %475 track DE&E
[BREDRA 2 K]
a7 47 L— 3 a~vy K track interface T ip routing #$5E 325 &, f8E L7 VLAN b6 =
v 747 Lb—3 a3~ K track ip route THEE L7255~ ping ([Z L2 BEZEH L ET,
VRRP R—VU 7L LCHIHT 5 VLAN o % 7 = — R % track IZRE L E T,
BN —H\Zar 7 4 71— 3 a~<y Kvrrp track ©VRRP iR— VU 7 %479 track 2R E L E
D
VRRP R —V > JIC LD EEEAEEZIT %A, VRRPAR—U 27 %479 VLAN A > % 7 = — AT
IP7 FLRAZFKEL, track ip route =< FTHE L7250 L~ ORI BN E STV D LEN
HYET,
(272 RIZKBEHRRE]
1. (config)#track 50 interface vlan 34 ip routing
(config)#track 51 interface vlan 35 ip routing
(config)#track 52 interface vlan 36 ip routing
e track %75 50 @ track |2, VRRP R —V V7 OFEFA 4 7 =2 —A L LT vland4 ORIELZEH TS
X9, WELET,
e track &5 51 @ track 12, VRRP R —VU > 7 OE[EA ¥ 7 =—A L LT vlan3s DIRELZER T 5
EOITRELET,
e track %75 52 @ track |2, VRRP R —V V7 OHEFA 4 72— A L LT vland6 OIRIELZ BT 2
EOITRELET,

2. (config)#track 50 ip route 192.168.20.1 reachability
(config)#track 51 ip route 192.168.21.1 reachability
(config)#track 52 ip route 192.168.22.1 reachability
o track %% 50 @ track 12, VRRP K—VU > 7 dsiftE LT 192.168.20.1 Z5% & L £,
 track 5 51 @ track |2, VRRP FA— VU > 7 ®%a%t & LT 192.168.21.1 X E L £,
+ track &5 52 @ track I, VRRP K—VU > 7 0%t & LT 192.168.22.1 % EL %7,

3. (config-if)#vrrp 3 track 50 priority 10

(config-if)#vrrp 4 track 51 decrement 20

(config-iF)#vrrp 4 track 52 decrement 50

e HOEM UL —FDBHELTHSD VLAN D VLAN =27 4 7 E— RiIZLTBEET,

o AENL—H ID3 ORAENL—Z 2, track F+ 50 O track ZE| VD X4 C, EILEEIES UTE S E LR
T, UPRMESEEEIC 10 ZHEE LT, track &5 50 O track [ZiE S 4172 VRRP R —V o /TR
ERFRA LGS, [V —F 3 OBEEE 10180 X E9,

o RAEL— & ID4 OAABL—Z1Z, track &5 51 & 52 @ track #HI0 Y CEF, BIREERIETXIE
FRERG SN ARBE LE T, track 5 51 OESEERGEIC 20 ZFE L £7, track &5 52 DOE
JeEEWRAEIZ 50 #3% € L7, track %5 51 ® track IZERE & N7- VRRP R— U > 7 CREENH
A LT2G, BV —4 4 OB 20 T30 £7, track 5 52 O track |25 E 172 VRRP
RV v I TREENEAE LZHE, (WEL—F 4 OEIER 50 THAY £3, track F5 51 & 52 D
i) DEEERA 5 7 = — A TRESBAE LGS — 2 4 OBIEEN 70 THY 7,
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11.3 ANL—I 3>

11.3.1 ERavTYFK—E
VRRP OiEfH o~ F—EE2ROFIRLET,

* 115 ERaOvTURF—%E

AU R4 58S
show vrrpstatus AR — 2 OEEIRIEZ R TR LET,
show vrrpstatus statistics AL —Z O EHEREFR LE T,
clear vrrpstatus AN — & DFEEHER Z L L £ 9,
swap vrrp HEMWD D RLAMIE S TWD & &iCh ) R LA EE L £7,
show track track [CIRAF STV D BEFER TEORELR R LET,

11.3.2 REIL—F DHRTEHER

AR — B OFREMETRIL, B 2~ > F show vrrpstatus TITWEJ, detail X7 A —X ZIRET D L,
AR — & OFREDFHAME R A TG TEET,

[ 11-15 show vrrpstatus 3 < > FOEITHE

> show vrrpstatus detail interface vlan 10 vrid 1
Date 2009/01/15 12:00:00 UTC
VLANOO10: VRID 1
Virtual Router IP Address : 192.168.10.1
Virtual MAC Address : 0000.5e00.0101
Current State : MASTER
Admin State : enable
Priority : 100/100
IP Address Count : 1
Master Router®s IP Address : 192.168.10.10
Primary IP Address : 192.168.10.10
Authentication Type : SIMPLE TEXT PASSWORD
Authentication Key : ABCDEFG
Advertisement Interval : 1
Preempt Mode : ON
Preempt Delay : 60(Now Waiting, 30sec. left)
Non Preempt swap timer : O
Accept Mode : OFF
Virtual Router Up Time : Tue Jan 06 13:05:53 2009
track 20 VLANOO30 Status : (IF_UP) Down Priority : 60
Target Address : 192.168.20.1 Vrrp Polling Status : (reachable)
track 30 VLANOO31 Status : (IF_UP) Down Priority : 10
track 40 VLANOO32 Status : (IF_UP) Down Priority : 40
Target Address : 192.168.40.1 Vrrp Polling Status : (reachable)

11.3.3 track MR EFER

track DX CTHeRIL, HH =2~ F show track TITW\WE 9,
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X 11-16 showtrack I3 v > FOETHE

> show track detail
Date 2009/01/15 12:00:00 UTC
track : 20 interface : VLANOO30 Mode : (polling)
Target Address : 192.168.20.1
Assigned to :
VLANOO10: VRID 1
track : 30 interface : VLANOO31 Mode : (interface)
Assigned to :
VLANOO10: VRID 1
track : 40 interface : VLANOO32 Mode : (polling)
Target Address : 192.168.40.1
Assigned to :
VLANOO10: VRID 1
track : 50 interface : VLANOO34 Mode : (polling)
Target Address : 192.168.20.1
>

11.3.4 YIYRLAWLEDET

HEWID RLAMIESNTND, ~AZ X DELEEREWVICLPDL TNy 7T v 7ICEE > THOBHIR
B —XF ~swapvrrp 2~ FE2FETT5H L, UIVRLUAEHAEE TEE T, 727201, swap virp 2~
REFEITLTYH, BEEDRNMUAIN—2 &2~ AXIZTH LT TEEREA,
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122 Py FTYo9TxAINA—N—FABEOIEEE
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124 AXRL—23av
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121 7y FT)o0 74 IA—IN—DEBE

12.1.1 3=

TV T AN ==X, =T L— FD Intel PROSet TRt & N5 F— 3 v 7 HERED
SFT(Switch Fault Tolerance) £— K, Linux R T V7 HEREL HFHT2 2 & T, BEEEL TV 240
Xy MU= ECEENKAEL T, IMBEEERAR— IR 7 Xy LIeaIs, BEREEY)
0% HIERETT,

VU VBRI (T v TV 7 72 VF— =R ) ITRE LTSN EEEGRHAR— DO b, W
NmY o B RRBICR D &, — iR — FEPZELES, =T L — KOS LTEET S
Intel PROSet ®F— =3 o Z¥EfE, F7-13% Linux DR T (v ZTHEREIL, ZOY — R — FOHZE (Y
VIR EREL, F2NOMORy U —27 VFINIC) ([EERE 2 0 B2 Tl 2k L
7

TV T oA NF—N—EEEDOWEICHONT, =T L —RFONICAR—F1%2FR, A—h2%
AR E L TR LIAEZROKIZRLET,

12-1 7o)V 74 ILF—N—DIEER|

EEEERT [ T ) P |~U~—9>
O S RN B

Th, F—1iFL— FONIOD :
RSy A ER T
- s AEEEA HBEEB
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TR, CORREERRE. ., :
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| S WP TRl Rl -1y ] P el
B, g — FEREY
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{EEREtUER T, iB{EEkE
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NIC
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BS2000
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12.1.2 %
(1) ERIPHRY FI—YIZEEGL
T TV DT AANF— N RRETIE, A=Y ) =2l 07a ha)vEER L2y, B IP
EANEPAT 7 TN Rl =2 e MO
(2) BRI L—LOEZEFRR— FHARE

AR R ORI E G AR — N TY v 7 X o e, — R — hEET LIk,

= NTL— ROF—I VTSR YT 4 VTR TY— 37 L — RO NIC OF— k& R0 O FRHER
W B2 CEfEE M LE T, VRRP, GSRP BL VA R= U Y U —R DX IR T L— L%k
ZELTHEEERELZ L TVWEEADT, BERT L — L2 EZEHEAOWER— N R RETY,

(3) BEITH—/ R — ~ DFAERRK

AHERE LRI L Lo R TOMBIEEER AR — R ) 7T v 73528 T, BENSY — R — o
PHIEZMRER L £ 3, — 7 L — MUIBHAEMRZ R LT, F— I 7RISR 7 1 v 7Ty —
N7 L— RO NIC DR — MR 5 IR0 A TEE Ak L £,

4) TV 74 IA—nN—5)L—THgE

T TV DT A NF =T —THERRIE, SMPEESH AR — b & — AR — N &2 7L — Tk
W29 52&T, Voo XU szt LB iR — b & F— 7 — T O — iR — M2 &
PAZE S, M7 v—T OV — AR — NMIPAZE LW ERE T, FEERA LI BEREE O A2 R I
)0 B 2 TR 2 Akl S B 72 OERR IS e i RE T,
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Los | o | [ os ] los | [os ] [ o7 |
Log—T1 a2 | ; 1
............................... h_—r__ I ; I
| s J I |
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BS2000
SEEFRLEEO SR

.................... S W 1 1
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SI—J2ICET Y — g — | EREE,
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BHENICOERGRE— F1) SRR —F2) |OR{EEREF L T, FEEB #8Ed
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(5) YO F7HTIF— 3 ieEE DGR

AKERRIZY L7 T2 ) e g LSRR L DET 5 2 EAFRETE, PR B & F v R T A — T RER Y
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TLTEEN,

F12-1 Yoo F7HTIVE—=2a 008l DA EHE
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122 7y FI)o0 x4 IA—N—FRBOIEEIE

(1) 7TV 7zANF—N—EeExERT HEDOER

ARHERE 2 5121, BS2000 (A% % 2 A L C, — 7 L— KO NIC IZF— 3 > 7 HHED
SFTE— RTEET T4~ ORED L<IE, Linux OR T 1 o JHERE T Master/Slave DR E N LB
LR ET,

(2) FuT)oO DA INA—N—EeEFNT AEECDINT

AFERED B LT AT v DU — VBB OEE L, MEE T v 7 A e bEETT, REEOH)
PRIEEERA R — N T U7 AU R TERWVEENRE LIZGAE, — A — N 2AELE
A,

(3) UVOTITITF—a UBEEE DBFRARIZDINT

s VI T TV =y a ry OINBEBEYEHRHR — N EAEROMRIZ LG AE, TR —TICR
THETOR—IRV I X T LROVRY, — iR — M ZAELEEA,

{B.L, LACP TOBEMAR— MHIREERER M L CRE 2 TR T 2R — MR 0 IR E LT BA 1T
WTNDDR—= RNV 7 BT T B LT, FYRNTN—TREROEE L HZR LT, — i
A—MEHELET,

o ERMOFERICBERERRZMRLIZE, Ty XL N—TIZRTIHNTINOR— R I T v
THZET, =B — NOPAEAMER LET, 2L, BERLAR — N HIBRERE 2 L A
KT DR F— M EE O ICREL TWDEAIL, Ty R VI N—TICRTHER— BV T7 v 7L
g, Y—ogEgE AR — M OPAEMBRII SN E R A,

4) FyFTVo9 T4 LA —N—HEEERTDEESIA

o AMERE AR E LT AMTEEBRHAAR— NEE, Voo 72705 —2a v OF vy —71Cx LT
shutdown =~ FORAT S L, BEEL AL L TH— iR — F&HZ L EJ, shutdown 2+
REFERR L72WR Y — 2R — h OFAZEMERII SN E A, T2, FROREEB LY, EROK
HEREZ 3R E LT /MRS E B AR — N S 85 L TV DA » b U — 7 H2s O EIR OFF i 8% 0
BIECTY o Xy LEESA Y, AR — N EPHELET,

* restart vlan, erase configuration, copy 2~ R CT =T ar 747 b — g r~0Oa b —|If7T
DIRVTLTEIN, AR ZRE LI AMBEESER R — N EX, Vo770 5—varo
FRXRNVIN—=TNY) 7 Z DX 50ar 747 b—2a X OEEIATORNTIEEN,
DX 7BMEET DHANE, —HANREEBHAR — s r—T VR, B AR — NS
FELTRETary 74 7 b—ra Y OBERZIT, BEMNTEEERARN— Mor—7 v a@AL T
ZEW,

o ARHEEEZ XU LTAMMEEEHE A — MR LT, A F—20ORAZMRE LEEIC, XRF— %
inactive (REEIZT 2R b—Lbar br—LORELXITo 125G, EAPIZA P—203%AET 2 &P —N
B — MIPAZEL £,
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123 aAYvI7«49L—23y

1231 avI7449L—Y3>avr F—g&
ToTV I T ANF—N_"—DaryT7 4 b —yagravwy R—EZ2ROEXIRLET,

£12-2 avI49L—Yaravrk—

av vk R EA
uplink-failover IR E G AR — Mt L CT vy SV v T oA VA — N — %3
ELET,
ToTV T2 AN == N—TDFSBHRELET,
uplink-failover-group YNGR — 2T vV T T oA A== T )— T\
LET,
uplink-failover port-control ToT N7 T oA NF—R—D T L —THBEFRER T A 751

— MR A A LET,

12.3.2 &Y —NEmRAR— FERERDOT7 Y T D74 IVA—1N—D

nSliE.

[(BREDRA > F]
VU IBERR (T v 7V 7 7 oA VA —"—D%5 ) LT DINREE G AR — Mo L TRE
THIET, ToF VI 7oA NF—R_—ORFRLE LR — IR 7 Xy U REICRD L, &
P RBERIAR— N AP LT, AEEEL A= 7Y U —, GSRP B LU, WmP%Hﬁ WZRRTE
HZLIEFTEERADOT, EMIZINDOHEEZEILTHIMLERDH Y 77,

[av Y FIZLBEE]
SRR — R 02 % T v TV v 7 T oA VA —N_—DO%G e T 562 TFIRLUET, A
WCANR= TV ) =% L ThD, R—h02Z2X L CT v 7T 7o VA —R—F%RIZ L
1,

1. (config)# spanning-tree disable
AR= TV ) =B LET, BRCA = 7Y ) —MEIRREECTHIVUE, AETEIIARETT,

2. (config)# interface gigabitethernet 0/2
R—=h 02D =YXy hA LV ETz2—RALT 4T =g T— RIIBITLET,

3. (config-if)# uplink-failover
(config-if)# exit
R—=h02%T v T VI 7oA VA —N—DRHBIHRELET,

4. (config)# save
(config)# exit
ToFV I T2 ANT—=N—DORENREAZ— T v Tar7 47—y a RFELT, v
T4 =y a VOREEKRT LET,
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1233 7y TV T4 NA—N—T)L—THEDHKE
[BEDHRA 2 +]

T TV DT a A MA— AT A= TR R AT BI04, R AL E AT D LB S
HET,

VU BRHGR (T v T Y s T m A A= A= DRG) & DIMRERBA AR — M1 b4 D
BCTT 7TV I T oA VA== V=T R Ga2RE LET, SMPEEERAARN - T 72y
VAR LT b 12, PRSI — SRR — MO L, AMEBEE B R — b L A0 T
TV T2 ANT == N—TRGaRELET, AEEL A= 7Y U —, GSRP B LT,
VRRP Z[FRFICRET D Z LI TEEHEADT, FANC IO OWREEEZIFIET D2 LENH D £,

[A7 Y RIZKBHE]
TV T oA A== — TR L C, MRS — b 0/3 &9 — i
R—=R05~0T%FE—T v TV I T2 ANF—N—=TN—T (T A—TFKE1) & LT, FEREEE
PR — b 014 LY — AR — b 08~ 010 2 —T v TV v 7 T2 A VA —N—=TN—TF(F
N—TFH2) LT DHHELTICRLET,

1. (config)# spanning-tree disable
AN= T ) —EEIE LET, BECAAN = 7Y ) = MEIRREECTHIUE, RREIIAETT,

2. (config)# uplink-failover port-control
T TV T T2 A NF—=N—=D T N—TERREEHT 5 7oA — MG Z G L ETS

3. (config)# iInterface gigabitethernet 0/3
(config-if)# uplink-failover uplink-failover-group 1
(config-iH)# exit
SRR — N 0BT v TV I T oA NF NI —T 1 EFELET,

4. (config)# interface range gigabitethernet 0/5-7
(config-if-range)# uplink-failover-group 1
(config-if-range)# exit
T— B AR— N0 ~0T%T v 7V T oA VA== —T 1 ITBE L E T,

5. (config)# interface gigabitethernet 0/4
(config-if)# uplink-failover uplink-failover-group 2
(config-if)# exit
RIEBBHRCHAR— R 04T v TV 7 T2 A NI —=NR=T V=T 2 2R EL LT,

6. (config)# interface range gigabitethernet 0/8-10
(config-if-range)# uplink-failover-group 2
(config-if-range)# exit
= EEHGEAR— b 0/8 ~0/10 12T v TV v I T2 A NF—N—=TN—T 2 %R ELET,

7. (config)# save
(config)# exit
TV T2 AN = N—DRENEEAZ— T v Tar7 47— a RFELT, av
T4 T =y a Y OREEKRT LET,
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1234 YO TF7TUE—2 3207y TYo0TAIVA—N—DEE

308

=

&

[BREDRA > +]
Voo 7 70— a O EERGHRN— 2 VR R (T v 7TV 7 7 = LF—s3—
DORE) ETDHHEEE, FYRNIN—TIT v TV I T oA NV —R"—%RELET,

[a7 Y FRIZ&KDHRE]
ST EEREGAR— N0/, 042 AXT 4 v I VI T7 7V F—varvkl, TOF ¥ RLIT—T
Y — PR — AR T v TV T T 2 AN =N OERE R R ET A B ELL IR LET,
ST EESEG AR — R 0/3, 04 BNBTAHTF ¥ RNV IT A=K L CET v TV I T = N —r—
XSG T DR ELITVET,
1. (config)# spanning-tree disable
ANR= 7YY = EL LET, BICAR= 7Y U —BMMEIRRETHIE, RKBREIIARETT,

2. (config)# interface range gigabitethernet 0/3-4
R—1 08, 04DA =YXy "L FT2—RAL T 4T Lb— g F— RIIBITLET,

3. (config-if-range)# channel-group 10 mode on
(config-if-range)# exit
R—1 08, 0M4ICAZT 4 v 7 EF—ROF v RN NA—710 R ELET,

4. (config)# interface port-channel 10
FXFINITN—=T 10 DA —H Ky " v E T z—Rar 7 47— arF— NIBTLET,

5. (config-if)# uplink-failover
(config-ifH)# exit
FX¥FNITN—=TF10%T v 7TV T 2 VI —R—DHRITHELET,

6. (config)# save
(config)# exit
ToTV I T oA NF—=R—=DRERNTE AL — T v T a7 47—y a B ELT, av
T4 T = a v OREEKRT LET,

(a2 RIZ&BEE2]
SIS E G AR— N 08, 042 AXT 4w 7 VT 7V —varvkl, Z2O0F ¥R IA—7
LT TN T A NF == TN —T e E R E LT, V— AR — 06~ 0/7T Z[F—T v
TV T e ANE == TN —TICEET DB L FITRLET,
SMETEEERE AR — N 08 & A RBT DT ¥ KNI IN—TIZT v TV 7T o A —r3— T b—
T (IN—TFEFL) ERELET, =GR — M0 ~0TIZT7 v TV I T2V F ==
N—="T (IN—T7%F51) aRELET,

1. (config)# spanning-tree disable
AR T Y =52 LET, BECA = 7Y ) —PMERRETHIVUE, RREIFRETT,

2. (config)# uplink-failover port-control
T TV D T2 A NE—=N=D T N—T LT 5 7202 R— B 2 AN L ET,
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3. (config)# interface range gigabitethernet 0/3-4
(config-if-range)# channel-group 10 mode on
(config-if-range)# exit
R—h0/3, 04%AZT 4 v I7E—ROF XXV N—T 10 &R ELET,

4. (config)# interface port-channel 10
(config-if)# uplink-failover uplink-failover-group 1
(config-if)# exit
FX RNV TN—T 10T v TV I T2 A NF—N—=T N —T 1 EZRELET,

5. (config)# interface range gigabitethernet 0/5-7
(config-if-range)# uplink-failover-group 1
(config-if-range)# exit
T—NEEGAR— N5 ~0T5T v T VD T A NVA—N—=F—T TG LET,

6. (config)# save
(config)# exit
ToTV T T2 AN = N—DRENEEAZ— T v Tar7 4 7 L—a REFELT, 3
T4 T =y a Y OREEKRT LET,

1235 BFRABBRAEEDOT VT 0 T T4 ILF—/I\—HEEEDETE B

[(BREDRA > K]
BS2000 (Z## T H2HA8 T L— ROV — T L — FOBERKEAREER2HT2%0T5HI LT,
ANEEBER AR — N0 N—F VA V—Ty "R T 22 ENTEET, 20X D RART S HER
T v 7Y 7 T2 A VA —N—ZRETDHE, ARE2BIIHLTT v TV 7 7oAV —
N—DREEITVET,
M 12-4 AMSUREREOT v 7V o7 7 oA VA — N—OREEH]] T, 450 —_"TL—R
DA HIEREBELT-FITT, —N"TL—KR# 0 LV —N"T L —F# 21k, RIEE A KRBTH
WT B0, TNENONICHA— M1 ZFERELET, P —A"TL—FK# 1L —N"TL—F§
31F, AEE B REATHY.T 70, TNEFNONICHA—F22FRELET.
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X 12-4 BRESEERBOTY TU2H T A4 ILA—IN—DEEH

....... N ==y Y Y Al Y e
041 0/2 o0 0/4 01 0/2 i 0/3 T2

F = 1 E | gudn gn—si| & D 7A

............... ﬁ RTINS A LRI T IIIh ﬁ T T
YLANID ¥LANZ0 YLAN30 YLAN4D YLANTO YLAN20 YLAN30 YLAN40

............. = =

F— Al B

H—1iFL—F#O

B JFL—F#1

i FL—Fi#2

H—RIL—F#3

BS2000
_

F— T — FOHE DN 0D — FIEFRETRT

(392 RICKBERFE]

[0 12-4  ARFIBAERIEDT » 7Y 27 7 = A VA —rS—DREEEH]
VI T 2 A NG —R—= T —TEREORER & L ISR LET,
FYP— T L — RFDFERO NIC L#fT oV — " EfmAR— MZT v SV 7 T oA VA== —
THEEEFRELET, FHERO NIC IZHF T 50— A — ML, 7y 7V v 7oA A —
NI N—THFBFOFREFRETT,
@ <AKIEE A flDOFRESF >
SAERAEE RGN — b 0/1 &V — RBEiR— h 05 (SIS LCT v 7V 7 7 = A vd == J—
T1EHREL, IMNBEEEERAR— N 08 &V — " EEER— R 0TIZHLTT Yy TV T 7oA
F—=R—=TN—T 2 5RELET,

1. (config)# spanning-tree disable

(config)# uplink-failover port-control
AR T —=%ZI LT, Ty TV o7 7oA NF—_"—D 7 V—THRE a2 AT 5720 — b
HALHE 2 BN L ET,

2. (config)# interface gigabitethernet 0/1

(config-if)# uplink-failover uplink-failover-group 1

(config-if)# switchport mode access

(config-if)# switchport access vlan 10
(config-if)# exit

SRR — R 01T v PV v T A NF—R—FTL—F 1, BLOVLAN 10 %

R
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. (config)# iInterface gigabitethernet 0/5

(config-if)# uplink-failover-group 1

(config-if)# switchport mode access

(config-if)# switchport access vlan 10

(config-iF)# exit

P—NEEGEAR— N OBIZT v PV 7 T2 A A== —T1 & VLAN 10 23 E L 7,

. (config)# interface gigabitethernet 0/3

(config-iF)# uplink-failover uplink-failover-group 2

(config-if)# switchport mode access

(config-if)# switchport access vlan 30

(config-if)# exit

SBEEBE SR — R 0B8ICT v V) v T2 A VA== —72, BLOVLAN 30 2% E L%
D

. (config)# interface gigabitethernet 0/7

(config-ifF)# uplink-failover-group 2

(config-if)# switchport mode access

(config-ifF)# switchport access vlan 30

(config-if)# exit

P NP — N OTIZT v Y 7 T = A o —"—7—72 & VLAN 30 3% & L7,

. (config)# interface gigabitethernet 0/2

(config-if)# switchport mode access

(config-if)# switchport access vlan 20

(config-if)# exit

(config)# interface gigabitethernet 0/6

(config-if)# switchport mode access

(config-if)# switchport access vlan 20

(config-if)# exit

SMEEE RS AR — b 0/2 & ¥ — e AN — |k 0/6 |2 VLAN 20 i L7,

. (config)# interface gigabitethernet 0/4

(config-if)# switchport mode access

(config-if)# switchport access vlan 40

(config-iH)# exit

(config)# interface gigabitethernet 0/8

(config-if)# switchport mode access

(config-ifF)# switchport access vlan 40

(config-iH)# exit

SMNEEE B AN — b 0/4 & — AR — |k 0/8 12 VLAN 40 7R E L £ 7,

. (config)# save

(config)# exit

ToTV T T2 ANF—N—DRENBEAZ— N NT v Tar7 47—y a VRFE LT, REE
AMoary7 47—y g OREEKRTLET,
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TyTYVoD T A IVA—IN—

@ <AIE B RIOBER>

SNERIEEBEF R — B 0/2 & —NBEER— N 06K LTT v V7 T oA NF—R—= T —TF
SEHRTEL, IMBEEESHA— R 0/4 E—EHAR—F08IIKLTT vV I T A NA—
N N—TF A %BELET,

. (config)# spanning-tree disable

(config)# uplink-failover port-control
ANRZ D)=L LT, Ty PV T2 A NF— =D I N—THREE T 572K —
HAZHIEE 2B LET,

. (config)# interface gigabitethernet 0/2

(config-if)# uplink-failover uplink-failover-group 3

(config-if)# switchport mode access

(config-if)# switchport access vlan 20

(config-if)# exit

AEREEEHH R — 02 127 v TV vy T oA VA — =27 —F 3, BIUVLAN 20 ##% & L %
K

. (config)# interface gigabitethernet 0/6

(config-if)# uplink-failover-group 3

(config-if)# switchport mode access

(config-if)# switchport access vlan 20

(config-if)# exit

= NPEREAR— N 06IZT v TV 7 T2 A NF— =T —T3 & VLAN 20 2% E L 7,

. (config)# interface gigabitethernet 0/4

(config-if)# uplink-failover uplink-failover-group 4

(config-if)# switchport mode access

(config-if)# switchport access vlan 40

(config-ifH)# exit

AERAEBEHRCH R — 04 12T v TV vy T oA VA — =2 b—F 4, BEUVLAN 40 7% & L %
R

. (config)# interface gigabitethernet 0/8

(config-if)# uplink-failover-group 4

(config-if)# switchport mode access

(config-if)# switchport access vlan 40

(config-if)# exit

P NN — N 08IZT v 7Y v 7 T A A== )—T 4 & VLAN 40 % E L £,

. (config)# interface gigabitethernet 0/1

(config-if)# switchport mode access
(config-if)# switchport access vlan 10
(config-ifH)# exit

(config)# interface gigabitethernet 0/5
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(config-if)# switchport mode access

(config-if)# switchport access vlan 10

(config-ifH)# exit

SMIESE AR —  0/1 & ¥ — A — b 0/5 {2 VLAN 10 &€ L7,

(config)# interface gigabitethernet 0/3

(config-if)# switchport mode access

(config-if)# switchport access vlan 30

(config-if)# exit

(config)# interface gigabitethernet 0/7

(config-ifF)# switchport mode access

(config-if)# switchport access vlan 30

(config-ifH)# exit

(config)# save

(config)# exit

SMEE BB AR — R 0/3 &Y — \BEfiAR— | 0/7 IZ VLAN 30 3% E L C, RENKEAX — T v
Tar 74 L —a VIRFELT, AREBE B Oy T4 VL —La L OREEKRT LET,

1236 7Y TYV2oO T4 INA—N—FEHDITEEIE

1.

P—=T L — ROBREIZDONT
Y—=NT VL= ROF—I 2 7HEED SFT T — N TEET 74 <~ U OFED L<IE, Linux DR T 1
v 7 HERE T Master OFRREI, AHEREZFRE L7 EE MO NIC IZHRE L T 7230,
A= 7Y ) —= GSRP, VRRP & OFRIEFHIFHEICOWT
AHgREIZ, A=22"Y U —=GSRP, VRRP L [FFHCRET S Z LI TEERA,
TPV DT AN —N—Fxt G LT HR— MZOWNT
ARREZE X LT AR — M, SMPEEEGAR— T3, — \EEhiR — MIAREZ B E LW T
KTEEV, =R — MIARERROREEZIT, T—\ERA— RN o7 X LSS, &
PR — F b LR — 27— N — AR — R A PAELET, Zohah— iR —
MIFE LI AFEREZHIBR L7V R Y, T — B — N OMZEMRIT L A,

Vo7 75— a ViRER— IO T vV T oA V=R —DFRTENT DN T

Vo7 705 —va yOFREEIT> TV AIMNTEERRH AR — MIARERERET 2581, &8 —
MIRETDHZLIXTEERA, YHA— IR BT AT ¥ ANV TN =TI L TREEZT>TLZE
W,
AV — TR — R & UL — T HERE R IRIEIC OV T

1 BORBEICET— A — NAEHOT v 7V 7 T2 A VA== T v TV 77T o)V
A== TN —THERE R IRE L TR E LA, J—7 % EE L TRV ER AR — TV
VX UBEENEAELTYH, YR — MIAELERA, HELIV—TEHEE LTV DHINB
EEPEGAR— N TY 7 XU URERRELIEGEE, F— 7V —7ICRE L TV D — R —
M, PAELET,

T oIV T T A NF N DRENE EABEEE B AN — FTY 7 XU SR OBIEIZ B
LT, ROKRESHRLTIZIN,
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+®123 TV T oA NF—N—DRENRE & EEFREROEE

R— b B NEMEERERAR— M AmAY: 3% Sl N NEREBEEEAR— MU VY
HEHDEE uplink-failover MEXE IN—TERE Ay UBEEREBOY—/\ER
(uplink-failover) R— b DENE
(uplink-failover TIN—TRE (uplink-failover-group)

port-control) (uplink-failover-group)

#E # - # PAZE L 720>

iz 3 - A PHZE L 72\

fie " pil3 pil3 At — R — N &S S

i3 H # A Y — g AR — M A ET D

# H H 13 At — AR — N AT S

Fi A H H A — G R — b &% S

A 3 - #E PHZE L 72\

" e - Zl PHZE L 72\

] f 3 fils PHIZE L 72\

A H 13 A PAZE L 720

Z=1 A H d PHZE L 72\

A A H H Uy 2y o EERA O

AN— b ERE— 7 N—FITEHEL T
LY — B AR — N2 AT S

(LB A EZEDHY M TR L — x5t

6. BHOIMBEBRERAR— b ~DOT v 7V 7 T 2 A V== T )—TREREDRREIZHOWT
T TN T e ANF == V=TT 258, M126 Ty 7V 7 7oA NF—
N—= T N — T HERERE A W OS] (R X D RE— BN OB O/ EEE G AR — MFE— 7
N—TEBEERETHIELIITEETA,
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K12-5 7TV 7 T oA NF—R"—T— T HEBEER TE AR DFERLE

®7 0T A IeF == — TR AEER T ol D AL

YLANTO

el M E ¥, e A NE ]

NIC NIC
H— i H—i
JL—F#0 JL—-F#1
BS2000

ZD XD R OGE, TRORBEIRTHRISIIREE 2D £7,
(a) ToFV oo T2 NF == N —THEEHEHT 55
o S LAN 2 A v F % HR
HNEEE B AR — N LN R Y T — 7 RO LAN A A » F&8m% LC, #Ho
ARy NT— IR e Bt LE T,
B LI2OMES LAN 2 A » F L O E BN AR— Lo, Vo 7770 75—
varEHALET, BROMBEEERAR— NOF ¥ XNV ITN—T T v T T T A
N —N—= TN —TBGERELET,
B LIS LAN 2AA o F RN 77 7V F—2 g &Y R— b LTORWESIE, 85Ho
ANEEE RN — N & 1 DOANEEE A — MCEN LT, Zo/NEESERHAA—
T TV T T2 ANT =N T N—THBEERELET,
o —ODMEFR Y b U — I BERITHER L TR
B OMNBEBEERAFR— e —o20 Ry VU — IR E VT T = a U EER
LT LT, EEROAEBEEGAR— FNOF ¥y XNV I N—TICT v TV 7 7 =A )L
F =N TN =T F G HRE LET, REE LB LN Y MU — T A ik L CEfE
THI LR ET,
By N T — VRN Y T Y =g A R— P L TWARWEAT, RO
BEGHR— % 1 SDOAERIEEEG AR — MCEH LT, ZOAEEEEGHAR— N2 >
TV T2 ANF =N N—TFEERELET,

(b)) 7oV 7oA NG —=_"—=T ) —FREREZ M L2
T TV T o N == =T TS, &Y — B — FNHEROT v 7Y
VI T 2 A NF N ZEELTLIEEN,

7. WHE— NEERE (27 ¢ V' L—3 3 3= K uplink-failover partial-mode) (25T

BS2000 TIET v 7 U 22 7 A4 LA — S DR — FESREIE e b LT E A, HE— K
AR (2747 1b—3 g a2 K uplink-failover partial-mode = A /) 23 5&, 7T v 7V
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YT 2 ANT =N TN =TT AT LI ENTEEEADT, THEEBENET,
o TEYE— FEEREZ AN LA, 27 47 L—3 3 > 2= K no uplink-failover
partial-mode 31T L C, #8yE— NEREAZ MR LT &,
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124 AAXL—I 3>

12.4.1 ERavYF—E

ToTV T T oA NF—N"—DFEHa~vy R—EEROFITRLET,

*®12-4 ERaTUF—E

av o R EREA

show uplink-failover T TV DT = A AN DB T L E T

1242 7y TV Tz ANF—IN—DIKREDHER
T oY T 2 A NG —N—DEHEIRREE show uplink-failover =~ R CTHE/RLET,
Uplink-failover Status T7 v 7'V 7 7 = A LA —"—DHEIRTE, Uplink Status TxfG DI R4k [E B2
BEHAR— hoF v XL 7 —7 OREER LY, SERDES Status TV — il — h OREAZ S Tx %
j_‘o

12-6 show uplink-failover 1< > FOETHE

@7 vTUTY T ANF—N—REH
> show uplink-failover
Date 2009/01/19 22:34:06 UTC
Uplink-failover Status:On
Uplink Status
Port 0/2 :disable
ChGr 10 :up
SERDES Status:inactive
>

@7 yTY YT A NA—N—RZER
> show uplink-failover
Date 2009/01/19 23:25:07 UTC
Uplink-failover Status:Off
>

@ NEEEEGEAR— FO—BBETV U LTLEESE
>show uplink-failover
Date 2009/01/20 11:33:51 UTC
Uplink-failover Status:On
Uplink Status
Port 0/1 :active down
ChGr 10 :up
SERDES Status:down
>

@7 vT )Y T ANA—N—F)IL—THEEDEMR

>show uplink-failover

Date 2009/01/22 13:50:21 UTC

Uplink-failover Status:On

Uplink Status
Port 0/2 :active up uplink-failover-group 1
ChGr 10 :up uplink-failover-group 2

SERDES Status:port-control
uplink-failover-group 1

interface Port 0/5 : activ up
interface Port 0/6 : activ up
interface Port 0/7 : activ up
interface Port 0/8 : activ up
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uplink-failover-group 2

interface
interface
interface
interface
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Port 0/ 9
Port 0/10
Port 0/11
Port 0/12

activ
activ
activ
activ

up
up
up
up
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132 avI7449L—v3y
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13. R bk—LarbBE—)L

13.1 f#S

A\Y4

1311 R b—La2 FO—)LDOEE

LAY 2Ry FT—2TlE, Xy RT—ZRICAV—TBHEETDHE, 7r—RFXx AR T L—ARENRA
A > FETERRICFHFENAT, Ry U= B LU SR IC R RAM AT S 2 LT F
T, TOLIRBRIIT e —FXFYx A FRA =L LMETN, LAV 2Ry NU—7 TILRIT RTINS
RWEETY, v AT X A N7 L—AREHIRICHFENS AL TFF Y A A=A, Z=F v A 7
U— AR EHIRICFff SN D 2 =F v A MR M—ALFHIETH2HERH Y £77,

Fy = BLUOBSG SN~ DEBELMZ 512012, AL vFTTITvT A TRBET L —0h
WEDBEZFIRT AEEREN A h—A 2y hr—/L T,

AEEETE, A=V Ry MU FT7=2—RATEIZ, BEE LTI TZETLIRRKT L— 2% ET
X, TOMEBZ-7 L —2EREELET, BEORTE, 78 —FFX¥ A 7L—L4, vLFF¥ R b
Tl—Ah, 2=FX AT L—AD 3FEEDO T L— LA THENCEELET,

EIHIE, ZELEZ7L—2EPBEEZB 2756, TOFR— b EMHAELEZY, 7794 X—F T v T7n
TAyE—TEHIITEET,

A2 h—Abarie—LOEHa~vYy REb THA,

13.1.2 Rb—Lay bO—)LERBOIEEIE

320

(1) 2=F v X T L—LDHFKL

AEETIE, 2=F ¥ A A M—20KHE, 7L —LADREETHE 7L —LARRRVET, =%y R
FA F—20BHIE, ZETEHITXITOZ=F Y A M7 L—LDOHTITWET, 7L —2DFEIEL, MAC
7 RUVAT—TNWZFHE MAC 7 RUARBEEIN TNV RWEDIZ 7 T v T o v 7 &b =% v A 7
L= ARG T,

(2) R b—LOHRE EEEDRE

AEERET, 1BRICZE LTIV =28, av 747 b — g U TRESNT-BMEZEBL-L X, &
P2 RBAELZEHELET, AM—20RBELEHE, 1 EICZE L7 L— 2D BT Ok
BES 30 e =& &iT, A b—aNEE L= EHELET,

A M= BFEAERHIHR— FEAETIHEE, TOR—FTCET7L—22ZE L RDED, A—LD

EELRETERLI 2D ET, A N—LFERIR— FORAELRTE LILHEIE, Xy MY — 7 BEREE
7R EDOAILE LITHIOFETA b—o0B3EE L7 Z L 2R LTI EEN,



13. Rb—LavbA—)L

13.2 aAYvI749L—L3y

A h—bzarhro—LOary74lb—raravy R—E2ROFITRLET,

£13-1 avI749L—Yaravrk—
avw v Rg SR

storm-control Abh—bary ha—LOREERELET, £7-, A F—2ZBRHLEBA0EELRETE E
7T

13.2.2 R b—La> FO—ILDEE

@ JO—FXxv X kT L—LOHNE
TH—=RFy 2R R—=L%BIETH20I00E, A —H %y " v F 72— 2ATEETHTo— Ry

AT L—bHEBREL L TRELET, 7o—FX¥y A M7 L—AE, ARP N7y MM UBEIC
MERTZL—=LbFENL0T, BECITEFEEN T2 7 L — 2Bz BB L TRIBO L DHEB0E LE
R

@ JIILFX¥R T L—LOHNF
“AF XY A PR P=LEIET 0L, A=Y Ry b VI T 2= ATZETLIALTHF LA B
T —LBERELE L TRELET, vATF YA T7L—AIKE, IPvA~ALTFTHX A Ty R,
IR@?»?%%XLﬂﬁyL OSPF /~%7 v NMa EOHIH 7 v M FBEICHER 7 L—AbEF
50T, BEICITEFEFERTL7 L —2HEBE L TRBObHEERE LET,

@ 1-FvR IR —LOIH

Z2=F Y A PR M=% TD70I2E, A=V Ry MV E 72— ATRETLHZ=F YA T

U— 2Bzl E LTRELET, BREIITEEERN T2 7L — 2 82ZE L TR0 HEEZRE L
3

B, AEETE, 2=F A M7 L—20BRMHICIE, ZETHIEZ=F v AN T L —LHBEFEHLE
T, PHEEPICEET S 7 L—2a01F, MAC 7 RL AT —7 2505 MAC 7 R L AR ST
RWEDIZT T T4 T ENDL=F v A N7 =LA R T, FFIZA b— LR OBIEIC
R— FOBEZIEETHHEAIL, BEFEHTH 7L —L TR =2 EARLARNE S, BEOREIC

IR OBAMHEE LTIIESN,

@ X F—LIEHEFOENME
AP —LERHLEEEOREBOMELZRTELE T, A— hOHE, Y714 =k 7 v TOEE,
nJAvw—YOMA%E, K—FZLICHAGDE CRIRTEET,
o R— hDPAZE
A b—LZBRHELIZEE, TOKR— F% inactive IREEICLET, A P—2NREELEZLE, HBOZO
A— k% active JREEIZEEJ7I21E, activate 2~ > REFHLET,
s IT7A4A— N Ty T DOEE
APM—LERHLIEEEBIVAR P—LDRELRHLIZEE, T4 X=F T o T HHEELTH
MLUET,
e B AyE—VDHA
AR—LERELICLEBIORX h—20EEEZHRELCEE, v/ Ay -2 )L TEMLE
T, 2L, R—FOFEEDA v —JR@M0FTHAOLET,

[(FBREDRA > +]
BETEDLA L H T 2—RAFA—Y Ry FA X T =2 — AT,
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322

A b—LWBFELLEE, K= FEHELET,

(392 RIZKBERFE]

1. (config)# interface gigabitethernet 0/1

(config-if)# storm-control broadcast level pps 50
Tru— KXy A b7 L—2DEE 50 ICHELET,

. (config-if)# storm-control mutlicast level pps 500

<L F Xy AN T L —LDOMIEZE 500 IZHELET,

. (config-if)# storm-control unicast level pps 1000

=%y A F7 L—ADOMEZE 1000 (IR ELET,

. (config-if)# storm-control action inactivate

A M—=D2&EBRE L L ZIZ, A— b % inactive IREEIC L £ 7,



IEEE802.3ah/UDLD

IEEES802.3ah/UDLD #fEix, K limVU v 7 EEAHBHE L, ZIUIftE) 1xy
KT — 7 EEDIAEZ TN HIET HHERE T,

ZOFE T, IEEE802.3ah/UDLD H§RE DR & BEHFIEIC O W TR L £
‘éﬁo

14.1 f#sH

142 avI749L—v3y

143 #AXRL—L 3>

323



14.

IEEE802.3ah/UDLD

14.1 fEER

14.1.1 #B=E

UDLD (Uni-Directional Link Detection) & 1%, F 5V v 7 fEL B+ 28ETT,

RAEMY 7 BENRET DL, —HFOEETITERBIITEDINZENTET, b9 —FHOEETIIZE
IETXANEENTEXARVIREEICZRY, 7 ae NI L THEEVERKEL, Ry NV —7 FTCXESFER
BEENREALET, L<ALNTHAHIE LT, ARV TV Y —TCOL—F5AERL, UL I T 7Y F—
T aryTO7 Lb—MRRNFETONET, INbOEFX, R o7 EEZRE LICERICHEET S
A— K% inactivate T5 Z LIZ L > TRARIZHS Z ENTEET,

IEEE802.3ah (Ethernet in the First Mile) T slow 7' 2 k 2/LO—# & L THE ST Sz OAM
(Operations, Administration, and Maintenance) 7' & ~=/L (LLF, IEEE802.3ah/OAM & 7=°9) Tl
WIA Y 7 IRBEOEREZIT S 1291, §lfH 7 L — 2% AW CTERF ISR AR & BEEE O OAM RER
WMORHEITV, HPEBELOT7 L—LAOBENEEZHER T2 FRADNBRONTNET, AEETIT
IEEE802.3ah/OAM H&RE A IV TR 51 U o ZIRBEDBEHR 21TV, ZORERN L e WIEEIC A MY v
7 hEEEZ M9 5 520C UDLD #$EA EH L T\ E9,

F 7z, IEEE802.3ah/OAM 7' k =/L"ClX, Active E— K& Passive E— ROBEERH Y, Active E— N
M BHIE 7 L— A DEENBMG S, Passive E— FAITIE, H#7 L —22ZET5ETHE 7 L—
LORBFIEIATVEE A, ALZEE CTIT T HARFORE T IEEE802.3ah/OAM BEREA AN 2> TWT, &
A— R Passive € — R CHEI{EL £7°,

Ethernet 7 — 7 WV CERi SN FOEEMOFR— MZar 7 4 7 L—3 a2~ K efmoam active
udld ZRET 22 & T, MY 7 BEORBEEZITVWET, ELAFMY v/ REEEZRESED
7Z0l2iE, b o~ O¥EEMO R — kT IEEE802.3ah/OAM HERENN AN T 2 453 Y £, efmoam
activeudld =< RERE LA — MTRAMY 7 BEEZHRE LSS, %% T 58— % inactivate
T5 2 L THAEERMOR—FTH Y 7 0 it & h, 8k Sl 07 OEE T% 4 A — b T
HEEIELET,

14.1.2 HiHR— MMt

324

IEEES02.3ah/UDLD ##E T, DO FIIRT B Y IEEES02.3ah/OAM HéfE %A ¥ — b L CTWET,

% 14-1 |1EEE802.3ah/UDLD TH##HR— k9 % IEEE802.3ah OAMPDU

2% B HR—k
Information FAFLERIC OAM RIEE H A XET 5. O
Event Notification A FHEE|Z Link Event 0% & 2655 5, X
Variable Request FTFHEE I MIB 2843k 4 5, X
Variable Response gk &tz MIB %% %53 5, X
Loopback Control T2 1E D Loopback IRHE A HfH7 5, X
Organization Specific HEREYLAE X

(L) O : R—F X RFR—F



14. |EEE802.3ah/UDLD

14.1.3 |EEES802.3ah/UDLD NI EE1E

(1) 1EEE802.3ah/UDLD e % %7€ L I &/ (Z IEEES02.3ah/OAM #EE & HK— k
LEWEEFERLI-ES

— M7 A A T Tlix, IEEE802.3ah/OAM HEEECHEH T Al 7 L — A3k L =T A, ZO7®,

EECHROZENTET, a7 47— 3 a< 2 K efmoam active udld R EL7-AR— N TH S

my v r7EEEZHBRHLTLENET, IEEES02.3ah/UDLD #iEDEHIZ T FH A,

(2) IEEE802.3ah/UDLD ¥REZH/RTE L-EBRBICA T4 7aAUN—3 B EQOTHEE
EHRELEES

KDY v 2 RENTIB S NZBE1S, bR FTOU v 7 RIEZR HEIICEIRT LA WAST 4 7 20—
PAEERICEHRE LSS, EHEMTY V27RO TN E L E T, 20729, efmoam active udld
S RERE LR — F CHTREBERBEL CTOARVIRIEETH A HAY v Z7BEEEZBRIHLTLENET,
BT BB, WFOEBRCHEA L 2 0ERH Y, ERABEEC R 3, A0 v 7 REN Tk
SNTHAEIT, BIRFHOY > 7 REE ABICUINT 2 ED B D AT 4 T a v "= &AL T
é I/\O

(3) fth#td UDLD BEgE & DIEMICDLNT

UDLD HEREIZE N E A4 B A CHIEZ F2E L T 5720, AdE O IEEES02.3ah/UDLD H&HE
it E > UDLD #REDO M E B IX TE T8 A,
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14. |EEE802.3ah/UDLD

142 aA>I749L—23y

IEEE802.3ah/UDLD = 7 4 FL— g vavwy R—E2ROFITRLET,

£14-2 avI49L—>Y3ravrF—8

av YR 5 EA
efmoam active MR — b T IEEE802.3ah/OAM HHED active T— RIZ L £,
efmoam disable IEEE802.3ah/OAM H&REZ NI L E 97,

efmoam udld-detection-count HFHEmMY v/ EELTAEZDOI T 2 EEEELET,

14.2.2 |EEE802.3ah/UDLD M &E

(1) IEEE802.3ah/UDLD #EeD iR TE

[(BREDRA > ]
IEEE802.3ah/UDLD #fe 2 M3 2 121F, Jed45E 2K T IEEE802.3ah/OAM #REAZ A2 L TH
 ZEMMEETT, AIEE T TIHHMREORE T IEEES02.3ah/OAM HEEENH % & 72 > TV B R EE
(&R — b Passive E— ) T¥, ®kiZ, EBRIZHFMY 7 BEERIEEZ BESE20vR— Mokt
L, UDLD /85 A —# &ML 7= Active E— FOREL LE T,
Z Z T, gigabitethernet 0/1 T IEEE802.3ah/UDLD BfEZEMH St £ 7,

[37 Y FIZKBERE]

1. (config)# interface gigabitethernet 0/1
A—=h 01 DA =Y FXy MM ET2—RALT 4T —a = RIIBITLET,

2. (config-if)# efmoam active udld
R— bk 0/1 T IEEE802.3ah/OAM #%HED Active &— NEIEZTTV, F Y 7 FEdEmRHEEZ B
LT,

(2) RAAMY VOBEREN Y Y FORFE

[BREDRA > k]
R > 7 EED, HENLOERNZ A LT 0 L TR Y > 7 REEOHEREA T E 2 REEDS,
Wb BT IR T ERE L CRAE LGSR LET, OB R TR v 7 BEERBA Y R T,
BIGWY > 7 RAEIE, 1R 1 RIER L TWET,
Wl > 7 BEREA Y M EES 58, FEICH MY o7 EEREEL THLORET2ET
DR ZFRETE I, AmY v 7EERHEAI Y M a2 T5 eEEzRIMHT 5T,
MR OBENRH Y £, @, AREILETILETDHY A,
HmY) o 7 EERENGRITE TOBLZORRZKITRLET, 22d, KK 10% OfAENRELE
B

5+ (WM Y »7EEmt o ) ]

(392 RICKBERFE]

1. (config)# efmoam udld-detection-count 60
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14. |EEE802.3ah/UDLD

HHFIEY > 7 EERE & 5120 DTN OGS A 27 U AR Z 60 [RIEE L £,
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14

IEEE802.3ah/UDLD

143 AAXNL—I 3>

14.3.1 ERav>F—E

IEEE802.3ah/OAM #fEDEH o~ R —E A2 RDEITRLET,

% 143 ERAavTYF—

av v k% Bl
show efmoam IEEE802.3ah/OAM DR EEFHEB LR — F DR EFREE R L E T,
show efmoam statistics IEEE802.3ah/OAM (24 2 #EatEM A R R L ET,
clear efmoam statistics IEEE802.3ah/OAM (ZPA4 2 #EaHEWE 7 U 7 L £,
restart efmoam IEEE802.3ah/OAM 7' = 7' J A% fif#) L £37,
dump protocols efmoam IEEES802.3ah/OAM 711 7' T A TERHR L TW B FEMIA X b b L— 2 fFHB L O

FHT =7 W AF#RE 7 7 AV ~HIILET,

14.3.2 |EEES802.3ah/OAM &R D F =

328

IEEE802.3ah/OAM & DO ERIL, #EH =2~ K show efmoam TIT\ E 7, show efmoam =~ > FiX
IEEE802.3ah/OAM DO EE# & active E— RIZERE IR — ]\@fﬁ%&%?\%ﬂ“ L¥7, show efmoam
detail =~ > N, active E— NIZEREINTA— Mz, FHTFHEEZEHL TV 5 passive E— KD

DiERERTLET, it,ﬁww&mwwWWWsﬂV/F Ti%, IEEE802.3ah/OAM 7'z | =
zv@ﬁﬁ'fa iz z, IEEE802.3ah/UDLD #§gE THiH L 7-EFRMAZFR L £ 7,

14-1 show efmoam O <> KOETHE

> show efmoam

Date 2009/01/22 21:58:57 UTC
Status: Enabled
udld-detection-count: 30

Port Link status UDLD status Dest MAC

0/1 Up detection * 0012.e298.dc20
0/2 Down active unknown

0/4 Down(uni-link) detection unknown

>

B 14-2 show efmoam detail 37 >~ KOETHR

> show efmoam detail

Date 2009/01/22 22:00:15 UTC
Status: Enabled
udld-detection-count: 30

Port Link status UDLD status Dest MAC

0/1 Up detection * 0012.e298.dc20
0/2 Down active unknown

0/3 Up passive 0012.e298.7478
0/4 Down(uni-link) detection unknown

>



14. |EEE802.3ah/UDLD

14-3 show efmoam statistics 37 > FOETHE

> show efmoam statistics
Date 2009/01/22 22:02:26 UTC
Port 0/1 [detection]

OAMPDUs tTx = 295 Rx = 295
Invalid = 0 Unrecogn.= 0

TLVs Invalid = 0 Unrecogn.= 0

Info TLV :Tx_Local = 190 Tx_Remote= 105 Rx_Remote= 187
Timeout = 3 Invalid = 0 Unstable = 0

Inactivate:TLV = 0 Timeout = 0

Port 0/2 [active]

OAMPDUs tTx = 100 Rx = 100
Invalid = 0 Unrecogn.= 0

TLVs zInvalid = 0 Unrecogn.= 0

Info TLV :Tx_Local = 100 Tx_Remote= 100 Rx_Remote= 100
Timeout = 0 Invalid = 0 Unstable = 0

Inactivate:TLV = 0 Timeout = 0

Port 0/3 [passive]

OAMPDUs tTx = 100 Rx = 100
Invalid = 0 Unrecogn.= 0

TLVs sInvalid = 0 Unrecogn.= 0

Info TLV :Tx Local = 0 Tx_Remote= 100 Rx_Remote= 100
Timeout = 0 Invalid = 0 Unstable = 0

Inactivate:TLV = 0 Timeout = 0
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L2 JL— T840

L2 V—T7HigeElx, L1 Y23y NU—7 CTA—TEELHRML, V—7
DJRK & 72 2 77— k% inactive IRRBIZT 5 Z & T —TREFZMHH T 2568
<7,

ZORETIE, L2 V—7HREBERE DML & BETIEIC OV TR L £,

15.1 fi#s

152 avI7449L—v3y

153 #AARL—v 3y
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15. L2 )L—TH

15.1 f#:R

15.1.1 =

LAY 2%y NU—7TiE, *v NT—7RNICV—TEENEAETD L, MACT RLAEENLELR
leoleh, HEIZAMPEN-7ZD LTEFRRZBEN TERWVIREIZZY 9, 20 X 5 22 REE%E FhEE
500 Tr hanr e LT, AR=27Y U —= Ring Protocol 72 E23& 0 £9°28, L2 b— 7 ankse
X, —EMicERS Y e harzEifESECnbar xy hU—27 Tidel, TEEELTWRNWT 7 &
Ay U= TON—TEEZ BT HHETT,

L2 b — 7R EBERE L, BASE T —TRRELZRM LI5S, B LA — b % inactive IRIBIZT 5 Z &

T, BRI ERoTWDHEFTEZ Ry NI =270 EEL, Xy MY =7 2RIV —TREENE LK L&
I LET,

N—TREEDIARNRYE — L BROKIIR L ET,

K 15-1 IL—TEEOEARANNZ—

a7y bI—2 RN Y1) =ik ETIL—TEEMLE
SEEMEEEA

X SHEREEIED

L2)L— FHE#EE TIL— TR EHIL ATRE

DIL—TJDFEN
X JOvokiE

IW—TEED/Z2— 4l
1. BIECEBRZBRERE L, L—FEENEEL TV,
2. HEBEND TALOMNRIEB LT L2 A v F CRIBEZBEERL, L—TRESKELTND,
3. TAEE CEREBEERL, a7 3y NT—71Zbl b —TRENBE L TN D,

L2 —7RFREIT, T & 9 722 AERE TORMER-OMIASE TOMBHR e L, SESERGHTOL—T
fEELRAMTEET,
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15. L2 )L—7#50

15.1.2 E{E{EHR
L2 V—TRESEETCIE, a2 74 7L —var THELLEAR— N WEFR— NEZFT v 1V 7 —)
MO L2 NV—7HRAHADO L2 Hf 7 L—2a QL2 V—THm7 L—2) ZEHNICHEELET, L2 V—T/H
HHBSREN A D2 R— F CEFDO L2 V— TR 7 L— L5 Z[E LA, L—TEELHE L, ZELE
AN— b FEZITEE LA — b & inactive JREEIZ L F T,
inactive JRAED KR — M, NW—T7FEEDOFINZ R ZIGEH 2~ FTactive IREEIC L E9, £7-, HE
BIHEEZ R E L TR, BEIMYIC active IRIEIZ TE 97,

(1) L2 L—THREEeeDR— ER|
L2 V—T7iatgre Tl AT 2 R — oM AR OFRITR L E T,
%= 15-1 R— +FERI
&5l HERE
WRAEEFPAZER— » o N—TERANT HEDD L2 NL—THRAM 7 L — A EEELET,

o N—TREERANL, ERAREFRRL, Y%A — b E
inactive JKEEIZ L E T,

BAEFEAR— R o N—TFERANTHEODL2NL—THM T L— L EFELET,
o —TFREERAINT, EHE 7 %2F7F UET, inactive IREEIC
IFLEEA,
AR — b o N—TERMTHI-DD L2 V—T AT L—ATEE L EY
(a7 4 7 v—3 a9 VEIREE) Ao
o —TIEERMEFL, EHAn 7 2FRLE T, inactive IRHEIC
FLETA,
TRA AR — b o AEEOR IR — b T, V—TZHMT 57200 L2 L—
TRET L — AOREFON— T EERNE LEE A,
Ty 7Y R— b o N—TFEBATHIEODL2NL—THE T L—AMIHELEY
oo

o N—TREERIIE, BEILAR— T, HEFEILOR— MERIZ
o= EE LET, HlxiE, BEILHRAEEHESR— T
biux, EHr 7 E2EK R, #ELA— % inactive IRFEIC L
7,

(2) L2 IL—TBHMIL—LDFEER— FZDUWT

L2 V=717 L— A0, WBREEFA%ER— b ERIEEAR— MIFTE L T 53X To VLAN 225,
BELEERHRTERELET, ABETHETEIRAT L—2 I E-T T, ThEBX57
L— A3 ELEFA, 7L—L 2R ETE R o7-R— L VLAN TliE, L—7FEEA R TR A
DVET, TORD, ERETEXDIRKT L—25T, WEEEICHES TREL TSI, FMICO>WT,
~z=aT N [avr a7 b—va A KVoll 2. IUESMN 22 LTLLEE0N,

(3) IW—TEEDEMAE ER— k% inactive IKREICT H&H

HIEENOEE L L2V —7RE 7 L—2 2 ZE LIS, A— N2 EHEHLEL, 2747
L—ya U CRIE L L2 b—T a7 L— A2 G5 (a1 cET 5L, %4 THF8— 1%
inactive IKEE (BRAILEPAZEAR— F2T) (L ET,

15.1.3 @A
12 V—7FRage @A LRy N — A2 R LUET,
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15.

334

L2 JL— 750

K 15-2 L2 )L—THRAgEEEZERLE=®Y O —U R

= e SN Y B ANZ YY) —15 ETIL—THEEHE
SHEREEIEA

SHEREEEB

K 5-8REEIED

L2)L— T TIL— JEEL

DIL—T DN BHEEEFR—

(B ----: REHL-EE BEEEHAER—+
X 0y aki NFw T g R—

(1) BAEEFAER— ~DER

L2 v — TS RE T — ISR E T D AR — MR T, AEE C TRT LI, FAMAOR— MIRE
LTELIET, 1, 2, 3OL IR TAMOBERIC LDV —TREIZHISLET,

(2) BWEEER—FOER

No—FREE O M FHZ BT LT 2 720121%, TE A2 FALOEE CABEZEESE 51T DNEHT
T, AUERE C EANREE E DL ICLEBETER L TV AEAIT, 2. 0L D RMEEHE CALER CHloR—
k% inactive IREEIZT 5 &, FAEHEEE E O — T EE LR LAWVT R TOMmRATEMN R Y hT—27 ~0D
E773 TN G A AL/ =

ZOHATE, AEE CAIOR— MIIIRMEER—FE2RELTBEEd, ZORTEICL-T, EFEM
FEIAMTEEE B CU— 7 RRELRM L E T, AREE C CL—7EEZHRE (inactive IREEIZIZR 5722
VW) TEET,

) 7vIFIVUR—+rDER

Eixy hO—=ZIZER > TWAR— b EFRITaT7 2y N =7 8RR TAR—FCTRELET, ZOK
EIWZE ST, 8. DL )il & o e, A%EE C OEFILA— RS inactive IRFEIC 2 570, a7
Xy NI =7 ~OER R TX ET,



15. L2 )L—7#50

15.1.4 L2 JL—TRIMERFEOIESRE
(1) 7@ 3L VLAN %5 MAC VLAN TOEEIZD VT

L2 V—TRE~7 L—2%, B 74—~ F® Untagged 7 L' —ATT, 71 k2R — <L MAC R—
FClE, %A 747 VLAN & LCIEEINET, 070, F— MEMIZESE L THEEL TWEENRND
b EEBICEDILV—T BB TELWEERH Y T, DTFICZOEBEZRLET,

e AT Ry NU—JNZT v 7V I HR—FaeRELTWD

o a7 Ry NT—JMNZHAT 47 VLAN Z3%E L TR0

COEARE. Ty TV IAR—FELTRHRELTWS a7 Ry hU—ZHIOR— b2 BIEER— MR
ELTLKEEN, 9T ETL—72RMTDIENAHREL 220 £, LLFOK T, BARRY 2R
R LET,

(@) IL—TREDHIR & 12 BRI

AEEEE T O HUB R CRBE A RAET D &, EERICEI V-7 ARE L4, REE A X, HUB M
ORRENEERER— L 2 A—THBM 7 L—L% % EL, a7 AL v F (T vy 7V 7R —K)
DITEELEHA, ZOHE, L2 V— 77 L—Aid, AEBEBOMACRK— FTCZELTHaT A
A v FRA~FHES T HEBICR > TRAWVWZOL—TRANTE THA,

K 15-3 L2 L—TRAOFHIRE & 125K

AFAA v F :
YLANZO = YLANZOO
BS2000 JLAk200 yLaN200 BS2000
= ™
BN ) VA ms 4 70
p—{ [ELE] — .. ¢ ] — .. ¢

—_—

S WAC ¥LAN 200

51
MAG YLAN 200
FAT 4 TV 1| e

&4 F 4 FYLAN 10
| MACH —

(R

=== EEELIEE %%:7v7uy?ﬁ—h

= L— TR O
Pt 551 I P PRABIET

(b) JL— TR AT RE 72 A LA

ABEEA DT AL v FROR— N HBREARER— MIRELZES, KEEBIZaT 2 v FHIR—F
NHZAE LT L2 V—THE 7 L— 5% MAC R— h~FfkT 5720, REE A TOAL—T RN ATFEIC
B0 ET,
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15.

336

L2 JL— 750

B 15-4 L2 JL— TN eTREAHERR

aAFAAwF
27 Ay FEDH— | VLANZ00 VLANZOD (L 200020 IL— L
TEEDA(ER— F E¥E MACH— +~ Rl 2
WLANZOD BS2000
ALEB A S T
—r — [CEIEl — .
|
I sl ST fyac vian 200

WAC WLAN 200

4T 4 LN 10 FAT o FILAN T

MACH — |

(P40

=== SR RPN
— )L — TN  FREDA(EREER—

L2 — L

(2) Tag ZHEEEERARFOEEIZDLNT

ALEE D Tag ZHAR— SN HEE L L2 V— T 7 L — A% Tag £#% D VLAN TZE L7-854
N—TREE R L ET, £, hEEE T Tag BRI TAREE ORI VLAN & LT L2 V—7 a7
L—LEZE LS b —TRRE L £,

(3) inactive $REEIZ L 1=7R— = BEIRIIC active IREEIC I 2 HEhE ( BEITEIBHERE ) IZD
LT
ABT Ay I VT TV —vay BT, HEEIRKEEZEAT 254613, UTIEELTLIEEN,
o HIBUEEAZLF (Ry PU—IZHEROLEE ) T2, Y%EF v R T — I REHE R T —
REFHELTTFIY, BEERAET— FRFEE T, BREELZ LT FIILV—72RM LGS, 4
BT X RN N—T THIAERERESEEL NI ERH D ET,
o F—hFIAVE—Ta rETHIBAREREE AT L TIESY, BELRVE, BERLEDS
b7 812 X 0 —FRRICRIRRIE B 2N B2 DR BEIC A D ATREME DS o 0 F, T ORGSR, (RE[EIR)N M 3%
F v XN T N—TNEEERT A2 ERH Y ET, ZORETA—TERM LSS, Y%T v 3L
TN—TFTCHEMEIBEREREIME L eV ERH D £,
BEWME IBBSEEENE L 2 WEEIE, V— 7 RIKZfEE L=, EBH =~ Factivate I &L D, A— %
active JREEIZ L TL 72 &,

(4) FREIEELE DBERAIZDINT
SUETRSRE A BN E S B TV BB 2 B AR oL —FREICE LT, F— MNEMIZES LTREL T



15. L2 )L—7#50

i e | SRERICE LNV PRI TE RWEERH Y £3, U TICEORELRLET,

e AT Ry NU—JMNZT v TV I R—FERELTWND

ZOEAE, 7o k2L VLAN °° MAC VLAN TOBEL RIS, 7y 7V 7 R—hE LTEREL

TW5a7xy hU—Z7HOR— FERAEFER— MIHEELTLEEY, Zhicky, a7xv b

U— R — I BZE L L2 V—7 M7 L — A EBiER— b~k 5720, L—F R a]
RBIZ7Z2 0 9,

UFORT, BARMNHERE 2R LET, KIRTHER T, REBAR T O HUB M TRk AR 4+
CHEBEMICEANL—TNREELET, ZORA. KAEBEAMNLRESNZ L2 V—THBMmT L—A

. AZEE B OFEGHEERER— P CZELTH, REFE7 L—ATH Y Pk N T HIEEICRE > T

RN e —T RN TE ER A,

X 15-5 IL—TREDOFHIRE & DER

aAFAA wF |
YLANZD £ YLANZOO
BS2000 YLANZ00 YLANZOD BS2000
— Y
SBA 4 Ul sume [ 70
= PR —
T S
MAG YLAN znn WAC YLAN 200
FAF o TVLAN FAT o4 TV 1 s
\( | MACH —

=== ;e LICRR T e ARk
_)

IL—FEi . - == |
L2l AR s D FREDRAEAEE
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15. L2 )L—TH

152 aAYvI7«449L—L3ay

2 N—Tmpary7 47— aravy R—E2ROFITELET,

#1652 avI74JL—Yarvavrvr—%

av U k% B

loop-detection L2 L — 7R RE COR— MR Z R E L £,

loop-detection auto-restore-time inactive IRABIZ L7=A— k& BEHIIIC active (RABIC T 5 £ CTOREM ZFP BT
THRELET,

loop-detection enable L2 v—7Hasie 2 A LET,

loop-detection hold-time inactive JRREIZT 5 £ TO L2 V— TR 7 L — AZZHORFER 2 F B
i CHELET,

loop-detection interval-time 12 V—Tm7 L — L0 XEERRERELET,

loop-detection threshold AR— b % inactive IREEICT D ETHO L2 V— 77 L —LZEHERE L
£7,

15.2.2 L2 )L—THREDHETE

L2 V—T AR AR ET 2 FIHEZRICR LET, 2T, ROKIRTARERE C O ERZ R LE
7,

R=F01BLR21Z2T Xy hT—=7 LR LTWERED, Ty 7V I R— b 2RELET, R—
FO/3BINOMIT TR LR L TN D720, MR EHER—F2RELET,

15-6 L2 JL— TR0 EEH

AFFY kT7—4 RN Y1) =ik ETIL—TEEMLE

FIoOEARY RT—2 L2JL— T TIL— T RS

(B X Jovske ) mapEmas—r O 7oTusom—t
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15. L2 )L—7#50

(1) L2 L—THRAEEEDHRT

[REDRA > k]
L2 V—TRAgRED 2> 7 4 L — 3 T, BEERTHERREAEIICTIRE L, EREICL2
N—TTEEZBRANMLTZWVAR— R ERETHLERH Y F9,

[37 Y RIZKBERE]

1. (config)# loop-detection enable
ALLE T L2 V— 7 AEE 2 A LET,

2. (config)# interface range gigabitethernet 0/1-2
(config-if-range)# loop-detection uplink-port
(config-if-range)# exit
R—F0LBLRV02ET v TV 7R—FMIRELET, ZOREICE>T, K—F0/1FBLT0/2
TL2 V=TT L— L2 %&%E LIcHE, BEIHR— Mk L CEREIROR— MEFNIZIE - 7B fEE
LET,

3. (config)# interface range gigabitethernet 0/3-4
(config-if-range)# # loop-detection send-inact-port
(config-if-range)# exit
A= 1 0/3 B LV 0/4 Z AR EMZER— MCRELET, ZORECEI-T, A=K 03B LTV 0/4
TL2V—TRm7 L—2&2#E L, £/, AR— M TA—TEERAMIEL, AKR— % inactive IKHE
WZLET,

(2) L2 IL—TBHM T L—LOEERRDOHRTE

[BREDKRA > K]
L2 V—TF 7 L— A DR REEL— P 2B 7 L— I E LEYA, 7L —LZEETER
Mo fzAR— MR VLAN Tif, W—7REEAZRIMTE R R0 7, L2 V—THRE7 L — LD K%
FBr— 2205601, EEHERBEZERELRKEFEL— MIREL LT HHLERDHY 7,
[a7 Y FIZkBEE]
1. (config)# loop-detection interval-time 60
L2 V—7Fa 7 L — A DOEEREEZ 60 IR ELET,

(3) inactive JREEIZT B EHDETE

[BREDRA > k]
WL, 1[EOL—FFEEORAT inactive IREEIC L E9, ZOHA, FIHE (1E) oFFEM
TEFET, L»L, BEEM721—7C inactive IRREIZ L7= < 72 WAL, inactive JREEIZT B F T
DI2N—TRHMT7 L — A EREHZETXET,

[A7 Y RIZKBHE]

1. (config)# loop-detection threshold 100
L2 V—T 7 L— 2% 100 [EI52{59 % Z & Tinactive KREEIZT B L5 IR EL 7

2. (config)# loop-detection hold-time 60
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L2 V=77 L — D kI AE LT b 05 8% 60 BIRFFT 5 L5 ICRELET,

(4) BEHEIRRBRBORE
[BREDRA > K]

inactive IREEIZ L7 — k& HEIEYIZ active IRIEIZ L7=WIGAICRE L E9,
[a7 Y FIZkBE%E]

1. (config)# loop-detection auto-restore-time 300
300 #1212, inactive RFEIC L7oAR— &2 BEHIIIC active IRIEICRETaEZ LE T,



153 AAXL—I 3>

15.

L2 JL— T#5N

15.3.1 ERav>F—E&

L2 v—TEmoEH 2~ R—E2ROFITTRLET,

% 153 ERAavYUF—E

av Y R4

E5iEA

show loop-detection

L2 V—T A REFR R LET,

show loop-detection statistics

L2 V=T BEmOMEHERE R T LET,

show loop-detection logging

L2 V—THmon JiEREFRRLET,

clear loop-detection statistics

L2 V—THmosEHEREZ 27 VT LET,

clear loop-detection logging

L2 Vv—7moa JiEHE 7 V7 LET,

restart loop-detection

L2 V—TRm7 e T AEFEs L ET,

dump protocols loop-detection

L2 V=T WML FERE 7 7 AV ~HHLET,

15.3.2 L2 JL—TIRBEDFER

show loop-detection =~ R T L2 /L—FHAIORE L EIRELFER TE £,

L2 NV—TRIM7 L —2DEEL— MRRKEEZBZ T, 7L —L2E%ETERVR— MRV ETHERT
& ¥, VLAN Port Counts ¢ Configuration »3 Capacity Z#8 2 TR WEAIZREH V A,

N—T7REEIZ X - T inactive IRHE & 72 > TV B3R — X Port Information @ Status CHER TE £,

15-7 L2 JL—THEED1ESR

> show loop-detection
Date 2009/01/21 12:10:10 UTC

Interval Time :10
Output Rate :30pps
Threshold :1
Hold Time sinfinity
Auto Restore Time T-
VLAN Port Counts
Configuration 103 Capacity -300
Port Information
Port Status Type DetectCnt RestoringTimer SourcePort VIlan
0/1 Up send-inact 0 - -
0/2 Down send-inact 0 - -
CH:1 Up trap 0 - -
>
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F6m VE—FRYyFI—VEHE

SNMP R L=y hJ—0 8

H

ZOBETIEIALEBED SNMP =— 3 = > MERRIZHOW TR — MEEER O
Wit L E£9,

16.1 figsk

162 avo2«49L—v3y

163 AXRXL—> 3y
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16. SNMP L=y -V EHE

16.1 f#S

A\Y4

16.1.1 SNMP #%sH

344

1) *ybI7—YEH

Xy NI =7 VAT LAOBRBRECHREEZHERFT 27201001, RERRy NI — 7 FEPRLETT,
SNMP (simple network management protocol) 1ZZESUEHED Ry NU—27 FH T 1w f 2,1 TF, SNMP
EFYR—PFLTWVDEERy N — 7B CRR SN VTR L — %y N —7 2B Cx$9, B
WAL L TEHT 5% — % SNMP T r—D v, FHINL[OR Y MU — 7% SNMP T—2 <
VhEVWWET, Ry MU= EROPEEZROKITRLET,

16-1 F*v bO—UEEOHE

SNMP< 2 —Z ¥

TR R

A=y FWAN/ A B—Fy /A EZRY bk

TCP/ 1Py FT—%
(SNMPT—2 x> k)

(2) SNMP T— x> hi#gE

AEEED SNMP =— = & M, Xy bU—7 EOEBEBNTICHAAENTZT 77T LA TT, EENOWE
A& SNMP v 3 — ¥ ¥ ICIREET 28BN H Y £, EENICH L4 #REZ MIB (Management
Information Base) &MEOVET, SNMP v 3 —U v i, HEOHEHRAWMO WL CHRE - ML, Xxv b
U— 7 EHET O LOOFKHEERE R Y N — 7 FHEICRETZ Y7 27 T3, MIB BEO6% K
DOENZ/RLET,



16. SNMP ZfERL=Fvy FT—J EE

16-2 MIB B3 D1l
FEE

[swpr—oz>k | SNMP = % — <
_ XxXDERET S
 xOERITyy TS

AMEREOEM o~ FITIIMIBIE8HRAFRT 57200 SNMP o> F2AHV £94, Zoa<wr N, H
EEBLIOY E— FMEEO SNMP = —2 = ho MIB # %= LE T,

PC/WS

AZEETIX, SNMPvl (RFC1157), SNMPv2C (RFC1901), X U'SNMPv3 (RFC3410) % ¥ 7H— k
LTWET, SNMP v x—Y ¥ &2 LTy N —27BHA1T 98541, SNMPvl, SNMPv2C, £7-
IX SNMPv3 7’1 b 2L T LT Z&W, 72238, SNMPvl, SNMPv2C, SNMPv3 % £ EH[RFC
AT b TEET,

72, SNMPx—V = MI bS5 v T (Trap) EMEHEN S A X bl (BICEEREOERZRE) e
BV FET, SNMPv32—U v L, N7y 7a%EF3T 52 L CEMMICEEOIRBEMAER LRI TH
TAbZMBDZEMTEET, 270, FT7 v 7T UDP Z2H L CWbH7-8, EEN S SNMP ~ 13— v
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SetRequest AL —3 g VEARDOKIZT LE T,
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16-20 SetRequest XL —> 3>

FEE
| SNMPT—2x > b | SetRequest (b=4) | SNMP< H— 29 v |
) H—FNIB:
a=1 b=2 -3 Response (b—4i
l -
b=4

(a) MIBZRETEHWVGEDRE
MIB %% ET&E 72W\Wr— A%, RIRT 3 £V TT,

« MIB 2334 H LR O 56
o BEMAIELL RWEE
o BEEOREIZE > TRETERVES

B —RAZL ST, IRERRRD £3, MIB AFiAH LEHD & XX notWritable @ Response It % L
F9, MIB 235i4H LEHOEA D SetRequest A XL —3 g VA RDKIZRLET,

16-21 MIB Z#hHEHH LEHADIZE D SetRequest A RL— 3 >

FEE
| SNMPT—2 x> b | SetRequest (a=4) | SNMP < — 29 |
e

H7H— FMIB - Response (not‘ﬂmtz:?le)
a=1,b=2,¢=3 >

BREMD X A TNIELL 72 & & 13X wrongType @ Response & w2 LET, REMD X A THELL 2D
BA O SetRequest 4L —3 g U AEROKIZRLET,

16-22 FREED R A THIEL  BELMEE D SetRequest R L—3 3 1|

FEE
| SNPT—Sz o | SetRequest (a=abg) | SNMP= = — v |
>

HH— RMIB : Response (wrongTypf)
a=1,b=2, ¢=3 o

HEEOIRIEIZL > TRIETE WA, genError Z/5E L ET, #lziE, BEENCTEEZZELL > L LE
EEI, BENETHRESALT U MRE LG AERENIIZYTIXEY £, EEORBIZE-T
WETERVIEES D SetRequest AL —3 g VEARDEITR LET,
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358

16-23 EEBDOREICE > THRETEHRIMEED SetRequest ARL— 3 >

FEE
| SNMPT—2x > b | SetRequest (b=4) l SNMP< H— 29 v |
£

H7H— FMIB - Response (genErro:}
a=1,b=2, ¢=3 >

(5) SNMPV3 TOZHRL— 3 VHIR

SNMPv1 3L SNMPv2C Tl 2=5 1 L SNMP v 32—+ D IP 7 KL ZADMAEDLEICEL - T
BB TN D DIZxt L, SNMPv3 Tid2—%FEL MIB B =2 —I2 L > TMIB OA4 XL — 3 &R
LE9, ALEETSNMPv3 245 L &%, SNMP®*%=2UF 22—, MIBta—BLO0kEX=
TAITN—T a7 b—aravy NCRETOIMNENRSD 3, £z, NIy T E2HXETDIT
X, SNMPt*%=2VU7 s=2—%, MIBE=—, ¥X2U7 47 0v—7, BIWLT v 7% SNMP <
F—Txhardg S b—vgravy ROBREET ANERL Y £77,

(6) SNMPV3 ARL—L 3> DIS—ART—RRXOa—F

AR —va ORI —NEAE LGS, SNMP 2 —Y =) MNIZT—RAT—F R |Z=T—a— K&
REL, MEHOMIBER TS —RNBE L ET T —BESICHRE L7 Response AL —3 5
DIEERERLET, AL —va VORRPEETHIUL, =7 A7 —FRAZ=TF7—LOa— NEk
E L, MIBE#RWNIZA XL —v 3 Lz MIB 1E# %% E L7- Response A XL —3 a3 v OINEZIR L E
T, TT—RAT—FRAa— RRERORIZRILET,

#£16-2 I53—RT—HRARO—F

IZ—RXT—8X a—F NE
noError 0 TI7—EH Y EFHA,
tooBig 1 T—H YA XRRKEL PDUICHEEFHETE A,
noSuchName 2 fEEMIB 28372\, F3FEZIRALTEEEATLE,
badValue 3 BEMEMNRIETTY,
readOnly 4 FEAHLTEEEATUR (REETIE, WETDLIZLEHY EEA),
genError 5 FOMDOET—NRHAELE LT,
noAccess 6 T RBATERWMIBIZH LT set #1769 & LE LT,
wrongType 7 MIB CBiie 2 A4 7 L Bip D 2 A4 THRIRESNE LT,
wrongLength 8 MIB CEieT — 2 R ERBRHIRIVDRESNE LT,
wrongEncoding 9 ASN.1 fF N ARIETLT,
wrongValue 10 MIB fENARIET L=,
noCreation 1 Y45 MIB MFA(E L EH A,
inconsistentValue 12 HAEMMAEBN D > TEARE T E A,
resourceUnavailable 13 BEOBEDT=HIZY V) —ARMETTR, VY —2ARBFHTXEEA,
commitFailed 14 EOEHITIW L E LIz,
undoFailed 15 EDOEFITRB LIz & &I, BHINZEZTICETOITERB L E L,
authorizationError 16 AR LE LT,
notWritable 17 Tty bTEEEA,
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I5—RT—EX a—F nE

Y95 MIB BFTEL W2, BITRIIMERTE £ A,

inconsistentName 18

aw
Nt

16.1.5 +rS5v 7
(1) bS5y THSR
SNMP =—Y x> ME b5y T (Trap) EFEEND A X2 M@ (FICRHEEREOFHRCr 7 IFHZ2 L)
HRENHV E+, FT v FIFHEER AR F2 SNMP =—2 = FvH SNMP ~ 32— ¥ ICIERI BN
T HHEEETT, SNMP~3r—U v, NI v 72551252 L CEMMICEBEDREEZ(LEBRMTE E
T, ZOEMEIEIS, EENO MIB #E&E LT, IOICEHEMREREED ZENTEET,
08B, N7y IEUDP #HH L CWA7d), HEEND SNMP v 32— ¥ ZxT 5 § T v 7 OEEN R
TEFEHA, FTOED, Xy VT OWEEREICL S TR v IR R =X IZEGELLWEERH D
9, T v T OHIEROKIIRLET,

X 16-24 +Z v TDH

_BS2000
H—nNTL—FK

E#RIEERE

I—zohk
HIB@ EEFR LM _

(2) F39TITF—T Yk

N7 o7 7L =02, EOIPT RLADIEET, o, [MBRRELEZNERTEHREEAET, b
T T T —~<v FEROKIIRLET,

K 16-25 +SvTIT+r—< v b

| SNMP/3i— 3 & | Communi ty% | Trap PDU

I—Czobk | FSvT | HEERSYT St B5 Y BEE

7ELZA &S &S MIBI& 3
EEID CHEEOEMID GAEMIB-IIDsys0bject I DDEMNBEENB)
I—Cz2 P RLA: RSy THEELEEBOIPZFLR
Sy TES C FSyTORER ERTBIES
HERNS v ITHES RSV TBEORRET AHOES
F c by THRE LR (EENEE L TH S 0RIBEM)
BA:EM | BiE R MRSy FIZEET HMIBIER
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16.1.6 RMON MIB

360

RMON (Remote Network Monitoring) &%, A —¥ % v MNEFHER ZTRMT 28808, IUE L 7= FEHE®R
DHEETF = 72T TANRY NEREIE LM, Ty haX¥x Ty TR EE2F6ET, 2
@ RMON (% RFC1757 THIE SN TV E T,

RMON MIB @ 9 %, statistics, history, alarm, event D427 /L — 1T OWTHEEZFHH L £,

(1) statistics 4 JL—F

B ROY TRy R T =220 TO, EARNRHHERAZIELET, #lE, 373y b —2H
DORNT > MY, 7 — Xy A MRy NOLIREFFRI LDy M, CRC=F7—, =2 vayv
TT—R DT I L TY, statistics F—TEF I L, TRy NT—T D T T 4 v 7RIS
BRI L OREHEREZ TR TEE T,

(2) history J)L—7
statistics 7 /V—7 CIVET HIER L IFIER UHFHEHRZ V7V 7L, REEHRE L TRRETE £,

history 2" /L — 7|21 historyControlTable & ™9 filffl7—7 /L &, etherHistoryTable &5 77— 47—
TV E£9, historyControlTable 139 7"V o VWK LG DR E 21T 9 72D MIB T4,

etherHistoryTable 1%, > 7V v 7 UI=#aHER O KM% D MIB T, history 7 /b—71%, —&EH
MOMFHEREZEENTHRFLTWET, 207D, SNMP v~ 32—V v 2 EREHRICR—Y 7 LTH
FHERENET 5O LI LT, Xy U —ZICABRENT D Z L7, i Lz — e okitE
WERSCTEET,

(3) alarm JIL—7

B % L5 MIB OF = v 7 [, BUE/RLEZ2HFELT, £0 MIBBSBIEICELE L XiCu 72306
L7729, SNMP~%—Y Y IZ T v 72 RITLIZ0 T2 & &EET S MIB T,

Z? alarm Zv—71%, BIzIE, VUM A AL LELTERELEZ S SO BIZ, X7y A2 Z1F9
EWONRREN 10 FPL B L7t it 7 &2 INELZY, SNMP 32— %I T v 72 ¥ITLIZD T
&F9, Zoalarm V—TEFEHT D E XL, event FN—THHRETHLENH Y 9,

(4) eventZIL—T

event 7 /L —7 2% alarm 7V — 7 TRE L7- MIB ORfEZ# B 2 7- & Z OEIfEZ 5T T 5 eventTable 7
N—7"MIB LA B A 7= & &icn 7 &5tékd 5 logTable 7 /v —7 MIB 3% 0 97,

eventTable 7 /L —7" MIB (%, BMEIZE L& &lCn 7 &25E8T 200, SNMP v~ X —Y ¥ T v 7%
FATT 200, EFZOWGT 5006 LWz RiET 572950 MIB TY,

logTable 7' /L —=7 MIB |Z, eventTable 7 /L —7 MIB Tr 7/ OitéRaHE Lz & &2, EENIIr /%
FELET, EENOr 7O NI EHIZRES>TWVWDEDT, =2 M) 24— —L7=5E, friLve s
HROBINZE-T, Hve ZFERPEES L TOE ET, EHHIC SNMP v — ¥ v (Tiisk i i L 72
WE, BIORIZPHEHINTLEI AMREMERH Y EFTOTHEREL T ZIN,
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16.2 aAYvI749L—L3ay

1621 aAYI7449L—3>ravy Rk—

SNMP/RMON (Z

B9 Aar 7471 —arvavy R—EEROEFIELET,

#£16-3 avI49L—Yaravrk—

av Y R4E

Bl

hostname

AIEFEORA NAFEHELET, AFEIT RFC1213 ® sysName (2% LET,

rmon alarm

RMON (RFC1757) 7 7 — L Z N —7OHliEIE R A HE L 7,

rmon collection history

RMON (RFC1757) A —¥ v h OfEaHREOHIEE WA % E LET,

rmon event

RMON (RFC1757) A X h 7 A—F O#HIEAE SR AR EL 7,

snmp-server community

SNMP 22X 2=741Zx$ 57 78R A NERELET,

snmp-server contact

AIEBEOERE /R EERE L E T, AREIT RFC1213 @ sysContact (Zxthis L E

ED

snmp-server enginelD local

SNMP = v ID = EL £,

snmp-server group

SNMP ¥ = V7 4 ) —TEREFRELET,

snmp-server host

Ny TRFET DRy P BHEE (SNMP v Rr—V ) kL ET,

snmp-server location

AIEEZRET DB OLTERE L ET, AREILRFC1213 @ sysLocation |2
RS LET,

snmp-server traps

hT o T ORITEEEHRELE T,

snmp-server user

SNMP &= V7 1 2—WIEHREREL £T,

snmp-server view

MIB b= —{f#aRELET,

snmp trap link-status

ERNY 7 Ty TR T v LIEHAIL,
up Trap) OEFEEMIELET,

k<7 v~ (SNMP link down 3 L O

[BREDRA > F]
SNMP ~ % —

(392 RIZKBERFE]

Ty bR E

16.2.2 SNMPv1l, SNMPV2C [Z& 5 MIB 79 Z REFADERTE

D MIB ~D7T 7 A& T HIZDODOREEZLET,

1. (config)# access-list 1 permit 128.1.1.2 0.0.0.0
IP7 FLR128112M06D7 7 B AEZHFAT LT 7 A Y A FORELITVET,

2. (config)# snmp-server community "NETWORK"
SNMP v 32—V v DaIa=7 1|

LET,

rol
x4 5 MIB7 72285 — FBRIOEMHT 57 7 B2 Y X MERE

e 23 2= 44 : NETWORK

e TIUEAYRAP 1
e T EBAE—NR

: read only
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16.2.3 SNMPV3 (2L B MIB7U AU NDEE

[BREDRA > ~]
SNMPv3 CMIBIZ7 7 BATA7HZ, 77 ®AZHFATS5MIBAT7 V=2 NOES% MIB
Ea—& LTREL, 2—¥RAEE 7T A N —HREDE#REZ SNMP %=V 7 ¢ 2—% L LTK
ELET, 72, MIBE2—& SNMP EF = V7 42—V ARSI 572912, SNMP X2
TATN—THHELET,
(37> FIZ&BEE]
1. (config)# snmp-server view "READ_VIEW" 1.3.6.1 included
(config)# snmp-server view "READ_VIEW"™ 1.3.6.1.6.3 excluded
(config)# snmp-server view "WRITE_VIEW" 1.3.6.1.2.1.1 included
MIB b =2—%RELET,
o Y'2—4 READ_VIEW |Z internet 7 /L—>7 MIB (47> U — :1.3.6.1) Z&&HLE7,
e ' 2—4 READ_VIEW 7%*5 snmpModules 7 /v —7 MIB (#7> U — :1.3.6.1.6.3) &4 L

E
o Y2 —4 WRITE_VIEW |Z system 7 /L—7 MIB (7> VU —:1.3.6.1.2.1.1) Z&&H L £7,

2. (config)# snmp-server user "ADMIN" "ADMIN_GROUP™" v3 auth md5 ""ABC*_1234" priv
des "XYZ/+6789"

SNMP ¥ = U7 22—V EFELET,

* SNMP &% =Y 7 4 =—¥4 : ADMIN

¢« SNMP &% =Y 5 ¢ ' v—7% : ADMIN_GROUP
ZE~7'v k=L HMAC-MD5

BFE N AT — K @ ABC*_1234

e W5 ={t 7w =)L : CBC-DES

o EBAL/XA T — 1 : XYZ/+6789

i
i

3. (config)# snmp-server group "ADMIN_GROUP'" v3 priv read "READ_VIEW" write
"WRITE_VIEW"
SNMP ¥ =2 V7 4 7 V—T %R ELET,
e SNMP %=V 4 7 Vv—74% : ADMIN_GROUP
e BX VT 4 LUV BREEL Y, KR LDV
e Read £'=—4 : READ_VIEW
e Write = —%4 : WRITE_VIEW

16.2.4 SNMPv1l, SNMPV2CIZ &k B FS5 v TEEDHETE

[(BREDRA > k]
r9 v 7 EEITTH SNMP ~ 32—V v 28 L £,
[O< 2 FIZKBEEE]
1. (config)# snmp-server host 128.1.1.2 traps "NETWORK'™ version 1 snmp
SNMP v 3 — VX I N T v TERITT LR EEX LET,
e 33 2= 14 : NETWORK
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¢« SNMP ~%—Y D IP7 KL A :128.1.1.2
« BITTHI T v JEUERNT v

16.2.5 SNMPV3IZ&B S5y TEEDET

[(BREDRA > K]
MIBt=z—& SNMP v %27 4 2—WE2#EDOL, SNMP X2V T 47 V—F%REL, &5
\ZSNMP FZ v 7 E— RERELET,
(272 RIZKBERE]
1. (config)# snmp-server view "ALL_TRAP_VIEW" * included
MIBt=—%RELET,
o V2 —4 ALL_TRAP _VIEW |[Z&Y 7YV U —Z%&k L E7,

2. (config)# snmp-server user "ADMIN" "ADMIN_GROUP'" v3 auth md5 "ABC*_1234" priv
des "XYZ/+6789"

SNMP E¥ = U7 2—HEFRELET,

e SNMP &% = U7 ¢ 2—%4% : ADMIN

« SNMP %= U5 1 7L —7% : ADMIN_GROUP
« FEY 1 k2L : HMAC-MD5

o FHAE/NAT— R : ABC*_1234

o 571 k=1 : DES

o BB/ XA T — | : XYZ/+6789

3. (config)# snmp-server group "ADMIN_GROUP*" v3 priv notify "ALL_TRAP_VIEW"
SNMP X2 V7 4 S A—T %R ELET,
e SNMP %=V 7 4 7/ NV—74%4 : ADMIN_GROUP
e X2 UT 4LV BEEH Y, KELHD
e Notify v'=—# : ALL_TRAP_VIEW

4. (config)# snmp-server host 128.1.1.2 traps "ADMIN" version 3 priv snmp
SNMPv3 IZ L > TSNMP v R —Y v ITHEHE T v 72T T D8 ELX LET,
e SNMP v3—Y v D IP 7 KL : 128.1.1.2
* SNMP &% = V7 1 2—¥4 : ADMIN
e XU T 4 LV FEEH Y, KR EH D
« HITTDHINT T (FBWELNT v

16.26 Yo Sy TOHNLE
AR, TNV FEELE LA — SRy h v EZ 72— AR o T v FERIZV 2 ¥ Lzt
&2, SNMP F 7 v 7E2RITLET, £72, ar 747 b—valilioT, /=Xy MM &7 x—
AL, V7 NIy TOEREMIEEZHRETEET, BIZIE, V— T 0O L I ICEEED
FWERRIZT R T v 7HREL, FOENDEBRDOY v 7 8Ty FOREEIMIET A Z & T, AME,
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Xy FU—2, BLUSNMP v 3 — v OARERAHEZHETE £T,

[BEEDRA > H]
Vo2 FT7y TORENFITR Y T — 27 BIROEMHEH e > TRE L E T,

K 16-26 Y29 Sy TOERK

0/1

0/2

—
5

01D 2Ty T/ 800k bSyTEXETS
020U Fy T/ 8V E Sy TEEELEL SNMPH—/%

T, R=HF01IZOWTE, My T RFEETLIDT, ar 747 b—2a VOREITNED
DVEEA, R=H021IZ2OVWTIE, MY TEEFELRVEIICHRELET,

[a< > FIZ&BE%E]

1. (config)# interface gigabitethernet 0/2

(config-if)# no snmp trap link-status
Voo 7T/ V0BT URRIC NI T EEE LEY A,

2. (config-if)# exit

JL r==
X JE

o

16.2.7 RMON A4 —H%v FER kU ZIL—TOHIEHIEFEHRD

[BREDRA > +]
RMON (RFC1757) A —# 3y hOKEHRIBOGIEEREZZELET, Ka~v FNTIERK32 =
FUDOERENTEET, HOHNLUHSNMP v 32—V v &Gk L TR LERH Y £,
[a< Y FIZ&KBERE]
1. (config)# interface gigabitethernet 0/4
EHEY h e =YXy "B T2—R04 DALV ET =2 —AF— FITEKLET,

2. (config-if)# rmon collection history controlEntry 33 owner "NET-MANAGER"

buckets 10
FELHIEDOHIE R OE RN E 5, REH OMBIMER, BLOREHEREHEMT DE N U %
RELET,

o fEHRERAIES : 33
o REFEWMOBFE=FY c10=> kY
o REZHEOHIIER : 7 NET-MANAGER”
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16.2.8 RMON IZ& 5% FE MIBIEDRHEF = v ¥

[BREDRA > k]

FrE D MIB OB U CEMANCEET = v 7 217V, BEZE 725 SNMP v R —2 ¥ (24 N
F AT D L OICRELET,
AN R FATHIE trap #HEET 2HE1E, HHNCH SNMP 7 v 7FE— FORENLETT,

[av Y FIZ&BEE]

1.

(config)# rmon event 3 log trap public
T I LBRRBAE L L ZIZFTTHAN FERELET,

TH kA&« 8
A X hIATHE  log, trap
Trap %52 I =2=7 14 : public

(config)# rmon alarm 12 "ifOutDiscards.3" 256111 delta rising-threshold 400000
rising-event-index 3 falling-threshold 100 falling-event-index 3 owner

NET-MANAGER"

RMON 7 7 — A7 )V— T OHliEIIERZ RO CTHRELET,

RMON 7 5 — A Z )L— 7 O HI S HRaE 5 12

MEF x> 7 %175 MIBOA 7Y =7 FRIF : ifOutDiscards.3
BET = v 7 %17 5 R ERE : 256111 F

BMET = > 7 5 20T = v 7 (delta)

5 EfEOfE : 400000

FHBEEBE L E DAY N HEOHIES 3
THEMEOME : 100

THBEEZB 27 EDA X N TEO#HNES : 3

ar T 47— g VRER OMBIER - NET-MANAGER
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16.3 AANL—I 3>

16.3.1 ERav>F—E
SNMP/RMON (Zfd4 2EHa~y F—EE2ROFRIRLET,
x16-4 ERHaVY K—
avUR4g SiER

16.3.2 SNMP ¥ %—

ALLEIZ SNMP =~ — 2 = o MEE

366

snmp lookup

YR=FMIBAT7 V=7 MAHBLOAT V=7 FID 2R R LET,

snmp get

fEE L7 MIB OfEZ R R L £,

snmp getnext

fEE L2k MIB D2 R R LET,

snmp walk

FHEELZMIBY Y —%2F&RLET,

snmp getif

interface 7 /v —7'® MIB 1§ & F R L £,

snmp getroute

ipRouteTabler (IP /v —F 4 > 7T —7 V) ZFRLET,

snmp getarp

ipNetToMediaTable (IP 7 KL AZEH#T—7 1) ZFrLET,

snmp getforward

ipForwardTable (IP 7 4+ V—F 4 v 77— V) K RLET,

snmp rget

fEELY E— MEEO MIB Oz &R LE T,

snmp rgetnext

BELZYET— NEBOKRDO MIB OfixFR LET,

snmp rwalk

HELLYE—MEEOMIBY V—%2&RLET,

snmp rgetroute

f8E L2V & — hE#E O ipRouteTabler (IP V—7 4 v 77— V) #RKRLET,

snmp rgetarp

FBE LY ®— MEE O ipNetToMediaTable (IP 7 KU AE#aT —7 L) 2F£RLET,

T L DBIEDHER

FHELTSNMP v h vz kb xy hU—7EBEITHIHE, K

DL ERERLTIESN,

@® vy NJ—7 ® SNMP v *—

@ Kk

BPbxXy FU—2 O SNMP v % —

Ty InOAIEEITG L TMIBEZRGTESZ &

¥ ~SNMP D b7 v FNEEENRTNEZ &

ERFIEEZRIR LET, 2B, REENSIETEZS MIBIZOWCld~v==27/L IMIBL 77 LA
1. AR — b MIB O#E ) %, REBENOEEFEIND M T v FIZo0TUd~v==27/ IMIB L7 7 L

A 4.2 PR—

1. ping I~v> RZ SNMP v~ —Y v DIP 7 FL A ZFEL TEITL,
BENTEDZLEERLTIZEN,
U I HARIEE]

L TIP3
2. SNMP ~ x—

FRZ YT -PDURNANT A—=F] &, TREASZRLTIZEN,

ARIEENN D SNMP v %X — T v [T

W2k L CMIB ORISR TES Z EEMERL TSI,



07 H Aae

ZOFETE, AEEO o ZTHIMEREIZOW T L £,

17.1 f#s

172 av72«49L—v3y

367
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B HhHEE

17.1 fE2

368

ALEE CIXEEFR-CRERRR EC2EAA v -V L LCEBLET, FA Y= IERANRICHS
T21EH, EHAr & UTEBRNICRELET, ZOBRTEBOEMRESCHEEORELERTEET,

EHe ZIEEERTICRELEZES (U b)) 2RAEECESE L 7ERT, EHAYE—V LR
FONBREMINET, ERAnZ & L TENT 2BRICIIRIRTLORH Y £7,

o AL —FOBEBIOIGER vE—V

o« EAA Y-

FERI T I THEEN TRAE L EESLESEICOWTOERA JEHRE2 A v —YID ZEICHELEZET
RIESENEYNCHEA LA L ORBICRAE L AL BN A2 £ L O FERTT,

INBOu ZIFEBNICT XA MERTHEMINTWET, EEEHEIL, REa~vr FTIRb0FEH
AR TEET,

I L7 AL B o v ZIE#RIE, syslog £ % 7 =— A& LT syslog BREZ > F v F U — 27 Lo
B (UNIX U —27 27—y arhd) cigsd 2 encxEdHh %2 g7 migc, n/E#% E-Mail
EHEAL TRy hU—7 FOMEEBICKD Z b TEET, Zhboon ZHAMREEERTLZ LT, £
BoEEYERTAGAGIC0 S O—mBHENTEL LRV ET, 2, v/ ERE E-Mail TH{ET
HZEHLTEET,

EEE DD D syslog A v —VEZEFETHHERBITT A —FLTWHERA,
¥ 2

ALEE TR LTz syslog A v —3 T, RFC3164 TEFE STV 5 HEADER #3¢> HOSTNAME

MR ETT,
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172 aAYvI749L—23ay

1721 aAvI7449Lb—3>ravy Rk—
o RRICE T Ao T s S —Yaravwy R—EEROFRITRELET,

£17-1 avI7445L—>3>av 2 K—% (syslog HAIZET BHRE)

avY R4 SiEA
logging event-kind syslog — NIZHERF L T 5 1 FIERD A R MR ZHE L ET,
logging facility 0 7R %E syslog A v # 7 2 —ATHATHODT7 7 VT 1 & ELET,
logging host o ZEROM N e ELET,
logging trap syslog V' — NICEERAR LTI VIEMOEEELREL E7,

®172 aAVI7459L—30aT Y R—8 (E-Mall BAICEET A5%%E)

av U R4 shEA

logging email o &M% E-Mail THAT 57200 E-Mail 7 FLAZERELET,

logging email-event-kind E-Mail THI xR E T2 0 7RO A X MEZRE L ET,

logging email-from o Z1EH % BE-Mail THO$ % E-Mail O%ELE2HELET,
logging email-interval o 7% E-Mail CHAT 5720 0XEHEAERELET,
logging email-server v 7E#H % E-Mail TH 192572 SMTP — " OEREHFEL T,

17.2.2 OS5 ® syslog HHDEETE
[BREDRA > K]
syslog (N IHEREA A L C, BB L7z ZHE 8% syslog h— NIZEET D720 DR EE LET,
[a< > FIZ&BE%E]

1. (config)# logging host LOG_HOST
77 %KAMy LOG_HOST 58 TIZHI /1975 L9 ICRELET,

17.2.3 O45 M E-Mail EHDEEE

[BREDRA > H]
E-Mail ;xR 2 L C, SRIL7cm 7fF#az VE— FRA K, PCRECKEETLLOOREE
LET,

(392 RICKBERFE]

1. (config)# logging email system@loghost
BEHXDOA—LT FL AL LT system@loghost Z7% & L £,
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A\Y4
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18.1.1 sFlow #iEt D E
sFlow #iatid=y N—= FO T 7 4 v 7 (=) FESPHET 51y NV —J DO T 7 4 v
B E ST 5720, Xy NT—20DLERND FT 7 4 v 7 ZHHEER (L—FRRAf vF) TE=4
T HHERE T, sFlow HatiZEBRMICAB SN TS 7 e—#i~ e k=2 (RFC 3176) T, LAY 2
MO LAY 7T ETOFEHEREZ AR —F L TWET, sFlow #EHE®R (LI, sFlow 237 v ) Z%F
Blo CHERT HEESL sFlow 2 L7 % (LUK, L7 &) LI, alL 7 ZiZsFlow /N7y &A1 5
#iE s sFlow =— Y= b (LI, =—Y =2 ) LEOEY, sFlow #iat&io72% v b U — 7 i1l

EROKIIRLET,
18-1 sFlow #EEtD R v b7 — 9 R

aLy %R

=

A4 87z —AfEt
) D_ﬁ?ur"“‘ (TR ISR E)

(VU FEIERETHE)
BS2000
1. R%EE  sFlowz—>z >k

L]

AST —

AS6 — 1=
=

(RL#) AS : Autonomous system

18-2 L RATFLIEBR

I—Yz>bk  |— aLs4a —»  TFFSAY
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AEBOT—Txr P TE=X SNTERITT L7 XIZED BN, HEERE2T T 74 FiIck-oTr 7
TAANMIFIRTEET, LB -> T, sFlow faHfEEZFMAT 21T a L s 2 L7 F T4 FRBETT,

£18-1 VRTLERER

BHER &E
T—Vxrh (K HEHEREZIEL TaL s ZICEF LET,
)
oLy s TV xV ML SN DR EREER - WE - R LET, S50, WET—SET

F T A PFIZEFLET,
TFIAY AL T ENLEMSNDT =& T T T4 ANMIERLET,

X THIAYP LR THEEELHY £T,

18.1.2 sFlow#itT—> = > MHEEE

ARIEBEBOT—T 2 ML, RO ZODOEENRH Y 3,

o 7u—#EE (sFlow HEFTld7ua—H o 7L LN ET, DI, ZOAHTRILLET,) ERMEE

o BT x—RAKE (SFlow HETIIh oo 2 H o T EMERNES, LR, o4 TERILLET,)

VERFRE

7 u—Y AR RS b (T L= b)) R PREOHR T T UL, Ay b
FWENMLLCZ7a—Y oI Tal s X TEETAHETT, I 2 IAEREREIT A v 4
Tz — ARt I o ZY TN Ta LT ZITRET HHHE T, TN OIEERT & INENK Z

WO LET,

X18-3 ZJO—H2TILEAIUEHUTL

FEE —— [ZO0—%> 7L (705 ]
FS T4 v BEOS
(EChBEIA, EQES3HBES T4 92D TILNSEDY

(A28 2T (4287 —RHfE) ]
AV ITT—ATRET DA R FOFHT
(EREHIE - T5—OFEEH=MNIBIEHEL)

18.1.3 sFlow/ N\, cJ#+—< v k

AIEFEN LI ZIZEET D sFlow N7y b (Ta—HrTrlhor 24 7)0) IZOWTHPLE
T, AL HZEETEH 7+ —~ v FMEIRFC 3176 THESNTWET, sFlow 37y hD 73—~ v b
ERORNRLET,
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A R BUEORE CEBOEBENASLDOI Y EH LV K) O
ER% ZOEFCEENL YTV T (Tu— T B) LIz Ty @)

4

(M1 18-4

WET)

sFlow /37> b 74—~ b OFITHEn + m BF&ES
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Ta—HrINER, ZEASAT Y FOS L, MILEAHRE E T IIARESE T LHEISND Ty hoH»
LDV TV U TMBT/ry e L, a7 XICEET LD T r—~y b TT, 7a—%
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AVHTz—A, ASEERZE) LET A0, fllexy hU—J RN TEEY, 7r—Hr 7L

D7 F—~v FeROKIIRLET,

® 185 ZJO—42TFILDIT+—< v b+

- nf 07042 T ——
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20— T e

20—%27IL

hovagdL
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18. sFlow #fizt (7 O—#t5t) #HEE

£183 JO0—HYUTIAYIDIT+—< v b

BREER EL] YR— b
sequence_number Tua—Y o FNVDOAERT LN 5 %&% 5 O
source_id Tua—H U FNLOEBNOFER (ZEA L FT72—R) 2ET O

SNMP Interface Index
sampling_rate Ja—H NS o TR O
sample_pool AVE T2 —RZEIE LTy b OREL O
drops BEIE L7 a—Y T ILDiE O
input ZfgA v ¥ 7 = — AP SNMP Interface Index, O
AU H T 2= ARRIIRIGE 0 B RE
output ¥fEA % 7 = —Z® SNMP Interface Index ¥, X

EEA VX7 2 — ARG EIT 0 2R E,

Ll O HFR—r95H X :HHR—FLARW
% AREEE TlE output Z AR — F LT\ 0 HETY,

(b) EAXT—42HHX

FEARTF — 2RI~y 28, IPvA B L IPve Mo SHEENRH Y, ZDHb—oFTRETEXET, K
KF—=ZEROFT 7 3V FREIT~y ZFHITI, IPva B, IPv6e BIZ A L-WEAITary 74 7 L—
varavy RTHRELTLEIN, FERDOT7 +—~v vy bEUBORIZITLET,

#®184 ~NVABDIA—7v b

REIERE B HR—k
packet_information_type HART—H XD Z A7 (~ FZH=1) O
header_protocol ~yF7u kaniks (ETHERNET=1) O
frame_length FVIF LDy R O
header_length FY DN YTV T Loy MR (T 740 b 128) O
header<> YTV T LIy ORE O

L) O $R—1+72%
T IP ATy b LTI TERVERICIE, A7 +—~vy M) £7,
®185 IPVARDTIA+—<T v b

BEEE B HR—k
packet_information_type HAT—2 XD 47 (IPv4 T =2) @)
length IPv4 /37y FOR S o
protocol IP 7w k= A7 (] : TCP=6, UDP=17) O
src_ip EEILIP T FLA O
dst_ip FEEIP 7 KL @)
src_port EEILAR— &R o
dst_port SR — N O
tep_flags TCP 757 O
TOS IPDYATFHTH—E % O
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UL O : #R— T2

*18-6 IPV6EDI+—T v k

®EIEE Bl HR— k
packet_information_type  HAF—HERD ¥ A 7 (IPv6 i =3) O
length KL A ¥ EBRWEIPYE /7 v hORES O
protocol IP 7u h=L& A7 (f : TCP=6, UDP=17) @)
src_ip HEELIPT FLA O
dst_ip FESEIP 7 KL% @)
src_port BELR— FEE O
dst_port SEER— hEE O
tep_flags TCP 757 O
priority S @)

ULBD O : $#— 175
(c) #ERT—42MmH

JIET — A ERIIAA v F T e —F T« e AT« 22— P URL O 5 fHNH Y £, J55E
F—ABROT 7 3V FRETIETRCOWEEREZMEL, L7 X ICEELET, AT 7 o
TL—a Il VEFRRETYT, EERXO 71—~y F2UBOERITRLET,

187 ET—ARADIER—E

L3R T — 2 T2 A Bl HR— b
AA v FH AA v FHE# (VLAN 7 &) &IEd 25, o
S N—2 15 (NextHop 72 &) &INET 5. O¥1%2
AN ES gL F—tU=A1EHR (ASFESRLE) ZINET D, OX1x2
R a— 5 (TACACS/RADIUS f§#72 &) #UUET 5, O%2
URL % URL f5# (URL1§#72Y) #IET 5, O*2

(LB O : KR —1+T2
X 1 L2 #kRF L sFlow /37 v MIZINE SN EH A,
X2 2BLLED VLAN Tag /& 7 L — AR RIT R > T2 8BE1%, sFlow 37 v MaE ST A,

£188 XA vFHDI+—<v b

®REER Hi] YR— b+
extended_information_typ VET — 2 R0 Z A4 7 (A4 v FHl=1) O
e
src_vlan Z{5/37 > F® 802.1Q VLAN ID O
src_priority ZA7/5 y F D 802.1p L O
dst_vlan P2/,%4 v F o 802.1Q VLAN ID x ¥
dst_priority A/ D 802.1p B E x %

) O FAR—=F4% X :H¥A—hLan
X RYR—bOd 0EETT,
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18.

sFlow #k

it (T 0—kaEh) Hae

HEIER B HiR—k

extended_information_typ VETF — 2R & 4 7 (L—2H=9) O
e
nexthop_address_type WOEIEF L —ZDIP T RV AZA T O*
nexthop WOMRLESE NV —Z D IP 7 KL A O*
src_mask EELT FLADT VLT 4 v VAR AT E Y B @)
dst_mask ST RLADT VLT 4 v T AR AT E Y b O

(L) O : ¥ R—FrT%

X SEET RV ASNOREN < LVF ANAREOLEIT 0 CTIESNET,

%1810 ¥—hrozAHDIF+—<T Y k

HEEH SRR HiR—k

extended_information_typ WRT — 2RO 2 A7 (F— b0 = AR =3) O
e
as RIEE D AS F = @)
src_as EEITTD AS FE O¥1
Src_peer_as EETC~DEEEE AS F 5 OX1%2
dst_as_path_len AS fE#E (1 [EE) O
dst_as_type AS REFER] (2 : AS_SEQUENCE) O
dst_as_len AS ¥ (2 [E®) O
dst_peer_as Sade~DEE AS K5 O¥1
dst_as SEHED AS FHH O¥1
communities<> ARBEICET 22 2= ¢ K3 X
localpref AR 2 1 — B B 3 X

L) O : ¥R—=rF% X :FR=FLRW
AN 1 EZEEBYA VI MREOHAIE, ASESHN O TIEESNET,

X2 AEDOREITLEMRR LG OBEE AS F 5 T4, EBUCHE L BEE AS B5 L RARDHEENHY 7

EX 3 RYF— LD 0BEETT,

#1811 A—HEOI+—< vk

REIEE EL] HR—k
extended_information_typ = JLEEF—Z RO Z A 7 (2—PHl =4) O
e
src_user_len EETLOZ—FLDOES O
src_user<> EETLDOZ—HL O
dst_user_len FEe D 2 — YL D XK X
dst_user<> FE5E 0D — 4 K X

(FLBD) O FR—=FrF25 X :H+HR-FrLAaWV
X RYR— D 0 FEETT,
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#1812 URLEDI7A—<Tv b+

B®REEHR B YR— b+
extended_information_typ VET — 2o % 4 7 (URL#! =5) O
e
url_direction URL & #IR o
(source address=1, destination address=2)
url_len URL & O
url<> URL A& O

UL O : R—1rF2

(3) Ao EHY T

BB T, AV F T o —AEER (BIE Ly MR, =7 —0ed) X EFELET,
Fm, AVFT 2RO LY LI XITEETDH 74—~y bBRESNET, BT Z2H T Ao
T —<v FEROKIIRLET,

K186 A AHYUTILDIT+—< v k

+— O 70—Y TN ——lt—— nEOHI LAY T ———

sFlowAaw 4 | 2O0—HF)b|see| 2O0—H T (22T |\ hovagL Tl

NIV BHoTNAvE | hovas U TLER | AovEH U TILER

(@) hovEHYoTAys
BT BTNy HAETESNDOINEEROFRIR LET,

£18-13 HIUEAYBUTNUAYEDT+—T Y b

HEEB E5BA HiR—k
sequence_number B EY T IVDAERT LN 5 E& 5 O
source_id Ny BY T NVOIEBEBNOIRER (FRFEDOKR— ) &I SNMP O

Interface Index

sampling_interval LT RA~DHT AT T AOLEERNE @)

O O : R—FrT2
() A9 TIiER

BB TAFERNEA BT 2= AT LIS EESNE T, B2 LR E L
TRESNDINEEROBRI R LET,

#1814 HH AYUTILEHN—E

REEE Bl H#iR— b

GENERIC —f&H 7255 (counters_type=1) % 1
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18. sFlow #fizt (7 O—#t5t) #HEE

BREER L] YR— b
ETHERNET A4 —H% x> Ml (counters_type=2) @)
TOKENRING =22V > 7HEE (counters_type=3) ¥ 1
FDDI FDDI #&t (counters_type=4) K1
100BaseVG VG #:5t (counters_type=5) ¥ 1
WAN WAN #iat (counters_type=6) ¥ 1
VLAN VLAN #%7t (counters_type=7) ¥ 2

(L) O HAR—r45 X :HFKR—=FLRZN
A1 AREECRY R A vV Z T2 —RF A TDDTT,
X 2 ARIEETIE VLAN EHE R —F L T EFA,

(c) horiayrFIVER

B EY T AERII A T o E Y TV L VIE SN DRENE DL Y £9, VLAN #ELIAMT
MIB TEDN TV D HFHER RFC) 12> TEEENET, HU AT T UERE L TRESNDN
REROFRIIRLET,

% 18-15 A9 r44 2 TILIER

HEIEE e H#iR— bk
GENERIC —fki 725 EE [RFC 2233 1] x
ETHERNET A —H X v MEE [RFC 2358 ZR] O*
TOKENRING b—2 ) o 7HE [RFC 1748 3R] X
FDDI FDDI ##t [RFC 1512 2] x
100BaseVG VG gk [RFC 2020 Z#] x
WAN WAN #t7t [RFC 2233 M) X
VLAN VLAN #t3t [RFC 3176 ] X

(FBD) O R—=FrF25 X :H+HR-FrLAaWV
X A —H v MEEFD 9 B ifDirection, dot3StatsSymbolErrors, ifOutUcastPkts [ZINETE R A,

18.1.4 ARIEEETOD sFlow #HEtDENMEIZDLNT

(1) sFlow #EHREDR R/ MZHETHEER

o AUEFETO sFlow #ighd, ZfE/ 7y PERE Ty PEIG Y P ELTHRVET,

o« EEMICEELHESND Ty b (T4 VI HRETHREENESNS ML) 1E, sFlow #iEHIL
EOXGH Ay b E LTROET,

« VT LT =THMAT y MRARASY b, By M sFlow SEHUEDO RSy b e LTHL

WET,
« K=bIT—V I DIT—H— rnLOREREST v M, sFlow HatIUED %5437 » b & LTHR
WET,

(2) T—AREMEIZLDTIER

* ingress fEERB L Wegress IEED EHL L THRHIN TS, sFlow /X7 v hORFIIAREEIZA->TE
RER Oy NABFPIEESNET (REBNT Y v NABFOER: ER3 TN TS, sFlow /X7 v
MIIRBENEE A, ),
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18. sFlow #t&t (7 O—#f&t) HEEE

o RIEETO sFlow #EFHE, ZENT v FERITEENSTy M2 7Y 7L Talb s ZITEELE
T ZOME L, ZEMICT ¢ VX HEEES QoS HREARE L Ty N BEET &M TYH, 2Ly
ZIITHHE L TWD K ICHETIHERH Y £9, 7 4 L ZHERERS QoS HRE L OFH T 5 & 1%,
7y NPBEIESND &M THERO FER LT S, MESHE & BEARFD sFlow SIS %2 kD
FKITRLET,

3 18-16 fhiAE & G AEFD sFlow #EEHIRE S M

HaE 2{25/84 y kY sFlow #EET R BS54 A sFlow #Et xR
7 4 VA KRR PEFS R THIE SN D PERERI 2 ITUNE S Vs
QoS FERE ({51 BEFE R THIESND BEHERMBITINAE S v
QoS il (EFM) B THLIESND BT b LA X L %
B4t INEE S e IFE S e
H% AR S e AE S e

X sFlow 237w NORNEL, KREBIZAS TELRERONT y NABEBIEESIVET,
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182 aAYIJ449L—L3ay

sFlow 3T+ a7 L —Y g ravy F—EBEAROFITRLET,

%1817 aAvI4HL—3>vavU R—8

avrR4E ERER

sflow destination sFlow 37 v hD3EETHHI LI ZDIP T FLAZIEELET,

sflow extended-information-type Ta—H T NORIERT — A B ROBEH LT LET,

sflow forward egress BE LR —FDOKE NT 7 4 v 7 % sFlow it OEExgIc LET,

sflow forward ingress BELER—FDZIENT 7 4 v 7 % sFlow it QBRI L £,

sflow max-header-size AT — 2T (sflow packet-information-type =~ K&H) [T~y &
BIAH L CWD5E, o7y hOEEND 2 — SR RY
A XAERELET,

sflow max-packet-size sFlow /X7 v DY A & ELET,

sflow packet-information-type Ta—YrINOEAT -2 EEELET,

sflow polling-interval NI EY T NEalL s Z~EETLRREEELET,

sflow sample EEAKRICHEAT 27 ) VI HREREELET,

sflow source sFlow /N7y FDEET (=Y = B) KRESND IP T RV RAEIEE
LET,

sflow url-port-add WETF — 2T URLIEWRZ AT 5841, HTTP 237 v LMo 5
RN— h 5% 80 LISMZIBIMEE L £,

sflow version BEET D sFlow X7y hOAR—=Va VEFRELET,

18.2.2 sFlow #tEtDEKRILTERTE
(1) ZENTYFEEZITHETE
[BREDKRA > ]
sFlow gt a7 4 ' L— a VIEBEERTHEDRHRE L, EBGEMRT 2R — M 2EET 5%
ED_ONKETT, TZTEHER—=F0MAIZH LTASTL By a4 T5REEZRLET,
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18-7 R—FOADZENTY FEEZST HHEH

ALY AEE
IP7 L& 192.1.1.12
BS2000 R— b : 0/1
H— - 0/6 FEE \?f'f— h:0/4

L S

| R—b:0/5 (JL—7A - LANX A v F)
1 1
. L

A=k :0/2 R—b:0/3

m

= = . : 1GbpsA —HFw b (H—/ EFEA—F)
—— L 100M — YRy b
dmm : sFlow S5y DTN

: 70—0ry M) OFh

[a< Y FITLBERE]
1. (config)# sflow destination 192.1.1.12
ALy ZELTIPT FLA192.1.1.12 #%E LET,

2. (config)# sflow sample 512
5127y hZ LI NI T4 v 7 ®E=H LET,

3. (config)# interface gigabitethernet 0/4
R—=h 04 DA —H Ry "V BT z2—RaL T 4T L—aF— RIIBITLET,

4. (config-if)# sflow Forward ingress
R— |} 0/4 DZAZ/3 v MK LT sFlow fatiRE &2 AT L £ 7,

CEFEEIE]
sflow sample 2~ > R CRET L7V THBICONTIE, ¥ 7 2 — ADRKHEZERE L

TIOLVERH Y F+, ZFMIE, 2740271 —varyavwr R 772 Voll  sflow
sample] ZZRL T XV,
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(2) EENTFY FEEZATHETE

[(BEDRA > F]
sFlow #EH#REZR, ZE Ty MERITEENT Yy FOLELLITRH L THEMTT 20NE, A%
Trx—RaAyT7 4 b—va s — RTHET D & XI|T sflow forward ingress =~ > KE 7213 sflow
forward egress 2~ RO ELLEEET I L > THRED 7, T2 TIEFR— K 0/2 B HITT
ATy VeE=STHRELTRLET,

18-8 R— bk 012 DEE/NNT Y FEEZR T HREH

aLYaEE

0

BS2000 H—k 01

A 0/5{5 AEE A
r---
1 . hikEE
IR—F:0/5 R—k:0/4 UL—%2 - LANAA wF)
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1
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- H— k02 I'|"+— b 0/3

IP7 FLZR 192.1.1.12

g

H—nJL—F
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L!J ] H
P / : 173 / : ig, y. : :73 7 : Y3
- 16bps A —H v b (H—\$EAR— )

— 100 —Hr Ry
dmmm : sFlow/ Sy DTN
: 70—y B OFih

(37> FIZ&BEE]
1. (config)# sflow destination 192.1.1.12

a7 2ELTIP7Y FL2192.1.1.12 2R ELE T,

2. (config)# sflow sample 512
BI2 X7y hZEIZ N T T 4 v 0 EE=H LET,

3. (config)# interface gigabitethernet 0/2
R=F02DA—Y Xy N BT z—RaL T4 7 L—3 g F— RIIBITLET,
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4. (config-if)# sflow forward egress
AR— b 0/2 DERF /X Mzt LT sFlow #iH&REZ A2 LE T,

DEEHEE]
*+ AX3640S-48TW 35 J U8 AX3640S-48T2XW TIIAREITTE £t A
*+ AX3630S-48TW 35 J U8 AX3630S-48T2XW TIIAREIFTTE £ A

18.2.3 sFlow#ista> 745 L— 3 /85 A =2 DFKEH
(1) MTU E & sFlow /85y b4 XDEAE
[BREDRA > K]
sFlow /X% v MET 7 4/ h T 1400byte LLF OV A ATa Ly ZZEFEINET, a7 Z~0

EFRDO MTU EA KR E WA, RUEICHETS 2L Tal s 2T L TRRESHETEEYS, 2
Z TIE MTU £728 8000byte D[H# & 2 L7 X 3N > CWHEREE TR LET,

18-9 ALY 2 AM#EIEZE MTU=8000byte IZERTE T 54l

ALY L EE
=;8 IP7 KLX 192.1.1.12
MTUE 8000byte
BS2000 A b 0/1
"
- HR— 1k : 0/6 Al \
hiEiEE
H— b : 0/4 UL—% - LANAA 9 F)

A=k 05

= - - -

H$—nRJL—F
(4

- = o 1GbpsA —H Ry b (H—ERR— )
— 100N — Ry b

dmmm : sFlow Sy ROFR

: 7A—0 3y B Dl

[a< Y FIT&BERE]
1. (config)# sflow destination 192.1.1.12
ALy ZELTIPT FLA192.1.1.12 #%ELET,
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2. (config)# sflow sample 32
2Ry NTLIZ N T T4 v I BE=HLET,

3. (config)# sflow max-packet-size 8000
sflow /37w MY A XD KIE%E 8000byte (23 E L £,

4. (config)# iInterface gigabitethernet 0/4
R—=br 04 DA =YXy " LB Tz—RaAL T 4 T b—3 g rF— RICBITLET,

5. (config-if)# sflow fForward ingress
R— b 04 DZAZ/N w Mxt LT sFlow ftitiie 2 A2 L £,

(2) IREL-VMESRERD

[REDRA > k]
sFlow X7 v bOE#RIZa 74 7L —2a VEERE LR WETRTNET L5801 > TWET,
2L, RERERED DAL, ZOEREBORLVWVERELZTHZE TCCPUMARE FIFHZ L
MNTEET, ZITIEIPT FLAFERIETTVPMLERGEORELZTTR L ET,

[av Y FIZ&BEE]

1. (config)# sflow destination 192.1.1.12
ALy ZELTIPT FLA1921.112 R ELET,

2. (config)# sflow sample 512
512 X7y FZEIZ N T T 4 v 0 BE=H LET,

3. (config)# sflow packet-information-type ip
Ta—H I NOERT =2 BRI IP B EHRELET,

4. (config)# sflow extended-information-type router
Ta—H I NOIBRT —H A —F] ZRELET —FIERETVIRETEET),

5. (config)# interface gigabitethernet 0/4
R—h0ADA—YFy " FTz—RaLr T 4 T L—3 3 0 F— RIIBITLET,

6. (config-if)# sflow forward ingress
R— b 0/4 DZAF/37 v MTx LT sFlow fiaHEREZ AN L £

(3) sFlow /Xy FODI—C o FIP7 RFLRZETEIET S

[(BREDRA > K]
—Wi 7 a L7 2%, sFlow X7y MEENHIT—T = NPT FLADEEZ I L THR— D%
ENEIDEHELTWET, ZOBHADND, sflow source 2+ > X interface loopback 2> N
TT—=Y= FIPT RLAZEELTOWRWES, a7 ZTHEEEE,PDENTVD L9 I2&
RENDIBENRHY £, BRHNICHRE R25813=—Y = MNP Y FLAZEERL TS
X\, T ZTliXloopback IZEI W ¥ ToHNZIPT FLA%2T—Y = NPT RLAE LTHRIAL,
ALy BICELREETLET,
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sFlow #t5t (7 0—#fst) #aE

[37 Y RIZKBERE]

1.

(config)# interface loopback 0O
N—T Ry I AR T x2—AarT 47— arT— RIIBITLET,

(config-if)# ip address 176.1.1.11
N—=T RNy A4 FT7=—AZIPva & LT176.1.1.11 ZHEL £,

(config-if)# ipv6 address 3ffe:100::1
(config-ifH)# exit
N—=T Ny 7427 2—AZIPv6 Al & LT 3ffe:100::1 2% E L E T,

(config)# sflow destination 192.1.1.12
ALy ZELTIPT FLA192.1.112 % ELET,

(config)# sflow sample 512
512Xy NZEIL N T 7 4 vy 7 E=H LET,

(config)# interface gigabitethernet 0/4
R—=h04 DA =V Ry bV ETz2—Rar T 4T L— a8 — NIIBITLET,

(config-if)# sflow forward ingress
A— b 0/4 DFAZ /3 v MIxEL T sFlow S REER fhic LE T

CEEEHE]

loopback @ IP 7 R LA & 5 541X, sflow source =~ RCRETLOIMLEITHY FHA, B L,
sflow source 2 <> RTIP 7 RLUARREIN TS EZDIP T RLABELEINET,

(4) B—AhILry FIT—YIRETO URL 1EHRINE

(&%

EDRA 2 K]

ALEE T sFlow #3HT URLE# (HTTP 7 > b) #UET H856, 580 — &S L LT 80
FHEFHALTOWARENT 7 4L MIR->TVWET, LML, a—FARxy hT—7 TIIR— bE
ENBRRDGEAENDVET, v— Ry NU—ZBETHITP /X7 v hOR— &5 L LT 8080
BEFALTCWLIBEOREEZRLET,

[av Y FIZ&BEE]

1.

(config)# sflow destination 192.1.1.12
a7 FZELTIPT FLA192.1.1.12 2% E L ET,

(config)# sflow sample 512
5127y N LWL NI T 4 v BE=X LET,

(config)# sflow url-port-add 8080
JEIET — 4 B¢ URL @& H T 25412, HTTP /37 v bk &HErd 2500 R — &5 8080 %8
MCHELET

(config)# interface gigabitethernet 0/4



18. sFlow #fizt (7 O—#t5t) #HEE

AR—=Rh04DA—Y Ry NV FTz—RaAr T 4 7L —TarE—RIBITLET,

5. (config-if)# sflow forward ingress
R— 1 0/4 DZAZ /7 MK LT sFlow #EHEREZ A LET,

GEEZEIE]
RNRTGA—HEFE LR TYH, HTTP N7y bOxtg E L TR — hE&ES 80 FHIFAZ T,
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18. sFlow #t&t (7 O—#f&t) HEEE

18.3 AANL—I 3>

18.3.1 ERFavYFKF—%
sFlow #iit CEHIT 2o~ F—E2KROFIRLET,

% 18-18 ERaOv U F—E

avU R4 Bl
show sflow sFlow #AHEREIC DWW T ORESRMF L BIERILE R TR LET,
show sflow detail sFlow #ERHEREIZ DUV TORBRESM & BIRRIL L FEMIERAEF R LE T,
clear sflow statistics sFlow it CHEL L TV AR E®REZ 7 V7 LET,
restart sflow Tar—#E a7 AEHFEHLET,
dump sflow Tu—#EH TR ST ANTIREL TWE T RNy 7R E 7 7 A VA LET,

1832 LV Z LDBEEDHER
AT sFlow REAHIEETUE LT Ly ¥ ICEET B 810, RO Z L EMBLT S0,
(1) 3Ly % EDBRBERER

ping A~ F&2aL s ZOIP 7T FLAZELTETL, AEENSLILZ ZICHLTIPBENRTED
L EMERLTLIEE N,

(2) sFlow /845w MEBIETER

a7 T sFlow N7y FEZELTNDZ 2R LTI,

18.3.3 sFlow #fiEtHéreDER P DHER
AHE1E T sFlow M pE 2 H L7254, EHP OMERANRIIIRO L ONRGHD £77,

(1) sFlow /84y FEZEHOESR

P

show sflow =~ F%& 51T L C sFlow #ialE# A&~ L, sFlow #7452 T Dropped sFlow samples
(BEIEL T\ B3 » R < Overflow Time of sFlow Queue (BEZE N7 » RIEfE]) ZHERB LT EE W,
ED HNDEREMT H55E81E, WMLt 7 U HREREL TS,
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18. sFlow #fizt (7 O—#t5t) #HEE

X 18-10 show sflow <> FOEITHE

> show sflow

Date 2009/01/13 14:10:32 UTC

sFlow service status: enable

Progress time from sFlow statistics cleared: 16:00:05

sFlow agent data :
sFlow service version : 4
CounterSample interval rate: 60 seconds
Default configured rate: 1 per 2048 packets
Default actual rate : 1 per 2048 packets
Configured sFlow ingress ports : 0/2-4
Configured sFlow egress ports : -—--—-

Received sFlow samples : 37269 -DrODDed sFlow samples : 2093
Exported sFlow samples : 37269 Couldn®"t export sFlow samples : 0
Overflow time of sFlow queue: 12 seconds -1

sFlow collector data :
Collector IP address: 192.168.4.199 UDP:6343 Source IP address: 130.130.130.1

Send FlowSample UDP packets : 12077 Send failed packets: 0
Send CounterSample UDP packets: 621 Send failed packets: 0
Collector IP address: 192.168.4.203 UDP:65535 Source IP address: 130.130.130.1
Send FlowSample UDP packets : 12077 Send failed packets: 0
Send CounterSample UDP packets: 621 Send failed packets: 0

1. BEFEAS y MERIBHIM L TV DA, Yo7 ) Vv ITHRORELZ RE LTI ZE0,

(2) CPU fERERDHHER

show cpu 2~ > K& EIT LT CPUBAEAF R L, AWMEHEAL T EIV, CPUEARNEWSGE
X, av 7471 —vara<y K sflowsample TH> 7V U ZRIBEFHEL T ZEN,

X 18-11 showcpu A< KDETHE

>show cpu minutes

Date 2009/01/13 14:15:37 UTC

*** minute ***

date time Ccpu average
Jan 13 14:42:00-14:42:59 6

Jan 13 14:43:00-14:43:59 20

Jan 13 15:41:00—15241:59 10 1

1. CPUBAENEL RoTWAEA, o7V v REIRORELZ RE LTI,

18.3.4 sFlow#stnH > 7Y U5 MRDIAE A X
ARIEE T sFlow S REZ A L7-E, Yo7V v RIBOFEFELE LTHROLDONH Y F97,

(1) EREE,SHAET D

sFlow #FHSEEZ AN L TV 524 — b @ pps % show interfaces 2~ R THER L, ZfFEX7 > b &
KB L TOWBAEAIE Mnput rate] 2/ LTLEEW, b L, BE 7y FEHRITLTW DA,
[Output rate] HEFFLTLZEV, TOEFHEE 100 TEI- 72, HERERDZ YTV TR E 72
VET, TOETYH 7Y IR E#RER, show sflow 2~ > RTEEEENE X 20N E I D E R L
TLEEY,

R—h 04 LR—=FOBIIKHLTRENAT Y b 2L 250K LY 7Y TREOE ZRITR L
gﬁjdo
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18-12 show interfaces a7 > FDE{THE

> show interfaces gigabitethernet 0/4

Date 2009/01/24 17:18:54 UTC

NIFO:

Port2: active up 100BASE-TX full(auto) 0012.e220.ec30
Time-since-last-status-change:1:47:47
Bandwidth:10000kbps Average out:OMbps Average in:5Mbps
Peak out:5Mbps at 15:44:36 Peak in:5Mbps at 15:44:18

Output rate: 0.0bps 0.0pps
Input rate: 4063 .5kbps 10.3kpps
Flow control send off

Flow control receive:off

TPID:8100

> show interfaces gigabitethernet 0/5

Date 2009/01/24 17:19:34 UTC

NIFO:

Port3: active up 100BASE-TX full(auto) 0012.e220.ec31
Time-since-last-status-change:1:47:47
Bandwidth:10000kbps Average out:5Mbps Average in:5Mbps
Peak out:5Mbps at 15:44:36 Peak in:5Mbps at 15:44:18

Output rate: 4893 _5kbps 16.8kpps
Input rate: 4893 .5kbps 16.8kpps
Flow control send off

Flow control receive:off

TPID:8100

Bl e %07 v 7T
sFlow #atHERE 2 AT L TV B AR — k@ PPS A&HiE /100
(10.3kpps+16.8kpps) /100

271 ¥

EX YoYU MR E 271 TRET S L EERIL 12 TEMELET, oY U SMROEEMIL T v
T4 7 b—aravwy R sflow sample #5 M L T 7EE,

(2) FMEHRA,HET D

show sflow detail =~ > K% 34T L TR &5 Sampling rate to collector (BEHENIEA L AW H#ELE 5
TV TR OfEEY Y R E LTERE LET, BRERIT clear sflow statistics =7~ R
FFITL, LIES BT % A CTF 7 Sampling rate to collector DA E & W K& WHAIXF U FIETY
YTV TR EBRE L TS,

X 18-13 show sflow detail A< > FOEITHR

> show sflow detail

Date 2009/01/21 20:04:01 UTC

sFlow service status: enable

Progress time from sFlow statistics cleared: 8:00:05

Collector IP address: 192.168.4.203 UDP:65535 Source IP address:
130.130.130.1

Send FlowSample UDP packets : 12077 Send failed packets: 0

Send CounterSample UDP packets: 621 Send failed packets: 0
Detail data :

Max packet size: 1400 bytes

Packet information type: header

Max header size: 128 bytes

Extended information type: switch,router,gateway,user,url

Url port number: 80,8080

Sampling mode: random-number

Sampling rate to collector: 1 per 2163 packets

Target ports for CounterSample: 0/2-4




FT7iR BEEERROERE

LLDP

ZORETE, AREEICEHET SHE O I E NET H2KFETH 5 LLDP Off
A& BER IS OWTIA L E 7,

19.1 f#s

192 avI7449L—v3y

193 #AARL—v 3y
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19. LLDP

19.1 f#:R

19.1.1 =
LLDP (Link Layer Discovery Protocol) (X9 2 EEERAINET 27 1 b avTF, EH - RFIF
ICES B DG RA M BICRE X 5 Z LA B L L-MRE T,
(1) LLDP &A1

LLDP #8e % 425 Z & TREBEIEE L 856t L TV D AR — MR LT, BEEICHET 2 HFRBE L 0%%Y

A— MIBET2HEREEELET, EYF— N TZE LIEBHEEEOEREZEHT 5 2 & THIEE & ik

EEMOERREZER T X 0ICR0 £T,

LLDP O AFI 2R ORIR LET, ZOFITIE, Fl—ELNOSBEICERE S ALE ] OBEFRIRE %,
1PEICRRE LA E A BHYBETEX 2 L0220 £,

19-1 LLDP MiE I

3R
LDPDU -
L
System D <
Port 1D —
VLAN ID# & H““‘*\E o 2 FEEBANSEZ D
& :

> Bl < - REEB, ABECO

— — o System 1D

o — VLAN 1D

=0 Port ID# &

19.1.2 HR— ML

T DESRE R W TR R ISR T A 1581, IEEE 802.1AB Draft 6 #~— A (ZHEIREERE & L TAMERE
MEOERESR—FLTWVET, VR — T HEREROKITRLET,

# 19-1 LLDP THHR— +3 315

EE e 5B
1 Time-to-Live & O R RER
2 Chassis ID LEE ORI
3 Port ID — b
4 Port description A— MER
5 System name TEE A TR
6 System description LEE R
7 —  Organizationally-defined TLV extensions R H— KRB (2 E S T2 TLV
a VLANID RE STV 5 VLAN ID
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19. LLDP

EHE & EtEA
b | VLAN Address VLAN [ZB#E S 572 IP 7 FL A

UL — #4872l

LLDP CTHAR— b 2HROFEMZ LU TIORLET,

7B, MIBIZoWTiEv=a7/L IMIBLZ7 7L A BB LTI,

(1) Time-to-Live (1H¥RDHRIEFEFAH)

FoA o 5 1 A Z R AEEN TR 2R 2R L E T,

TREFFEIZ 2 7 4 7L =2 a U TEERTEET, YIHRETHERT 222880 LET,
(2) Chassis ID (& DH5IF)

SE 2 AT HIERTT, ZOFWITIL subtype 23EFE 41, subtype (2K > TEENENERLRD £,
subtype & EFNEZRORIIRLET,

% 19-2 Chassis ID O subtype —&

subtype =43l EERNE
1 Chassis component Entity MIB @ entPhysicalAlias &[] UfE
2 Chassis interface interface MIB @ ifAlias & [A] UfE
3 Port Entity MIB @ portEntPhysicalAlias & [A] U
4 Backplane component Entity MIB @ backplaneEntPhysicalAlias & [r] U
5 MAC address LLDP MIB ® macAddress & [7] UfE
6 Network address LLDP MIB @ networkAddress & [f] UfE
7 Locally assigned LLDP MIB ® local & [A] Ui

Chassis ID IZOWTOEZEFRMFITRO LB TT,

o K5 :subtype = 5 I IEELE T, HETHMACT RLRFEEE MACT FLAEFEHLET,
: BRRIZR L7124 subtype ICOWTEZETE £,
T —# kK E : 255byte

o =1
%

f

parTTA

(3) PortID (7R— kEEAIF)

A— MEFATHHE®RTT, ZOEFRIZIT subtype BEFR I, subtype (2L > CTEENAENELRD 7,
subtype & EEARFEZROERIRLET,

% 19-3 Port ID @ subtype —&

subtype =5l EERE
1 Port Interface MIB @ ifAlias & [7] UfE
2 Port component Entity MIB @ portEntPhysicalAlias & [A] Uf
3 Backplane component Entity MIB @ backplaneEntPhysicalAlias & [F] Ufi
4 MAC address LLDP MIB ® macAddr & [ UA#
5 Network address LLDP MIB ® networkAddr & A Uf&
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LLDP

subtype =R EERE

6 Locally assigned LLDP MIB @ local & [7 UfE

Port ID (Z W T OREZEFRMITRO LB TT,

o K5 : subtype = 4 FFIFIEE L E T, HEETDHMACT RLRIFEEY Port ® MAC 7 LA L E
TO
o %[5 RFIIR L7124 subtype IZDWTEETE LT,

uu

W

o ZET— X KE : 255Byte

(4) Port description (7FR— ~FEHI)

A— b O Z/RTIERTT, T OFEWITIT subtype 1TH Y THA,
EENEBLOZESREIROLEBY TT,

o EIEWNEA : nterface MIB @ ifDescr & [A] UA#

o ZfFT —H I KE : 255Byte

(5) System name (EEL)

GCEA TR Z R TIE#RTT, 2 OERICIT subtype 13H Y EHA,
EENEBLOZERMFIRO LB TT,

. T%Ijﬂ”ﬁ‘» lsystemMIB @ sysName & [/ U1E )

. 57 — I K& : 255Byte

uu

(6) System description (ZEBEFEFH)
EEOFHNZ R THERTT, ZOMFERITIT subtype ITH Y FHA,
EENEBLOZERFTIRO LB TT,

% : [systemMIB @ sysDescr & [F] U1 |
— & KK : 255Byte

R
i ot
\\ Er

(7) Organizationally-defined TLV extensions
AEEMBE AT OFHREZFR— FLTHET,
(a) VLANID

3% MR — MAMEHA D VLAN Tag © VLAN ID 277 L£9, Tag BHREREZHH L TWDHEAIL, BHF
DOVLANID 7 LEd, ZOHERIZ T 7R — FETEDRIERTT,

(b) VLAN Address

OB, ZUFR—FMIZBWTIP T FLABRRESNTWA VLAN DY B, /NS WVLANID &
FOIPT RL 2% —om LET,



19. LLDP

19.1.3 LLDP ERARFDIEEIE

(1) AHREZRE LEKERICAKEZY R—FLEVAREZHE LGS
WISARTHAR E LI5ey, BRI & OREFEIRIEZ EREICHER LIS QOVRIBIC 2 D 9,

o AL v FHRE L TER LIEBE, A1 v FILLLDP ORAIERAE DML ET, T, EEEGL
TV WEEE T, BEEEHE L TRAAEREZE T 50T, HEEEHRIN TV AEEROBEHR L X
BIDME NI 720 F9,

o L—H &kl UCHGE L7cE, LLDP ORI ERIZL— & THIS 572 LLDP BRE & 3R E L7

WERTIRETE EE A,

(2) fastiERICOWNT

filik23h B 12 %K — Rk LT\ % Link Layer Discovery Protocol & O #5513 T & 8 A,
Cisco Systems ft: : CDP (Cisco Discovery Protocol)

Extreme Networks #1: : EDP (Extreme Discovery Protocol)
Foundry Networks £ : FDP (Foundry Discovery Protocol)

(3) IEEE 802.1AB (R#& & DEHKIZCDOLNT

AEE O LLDP X IEEE 802.1AB Draft 6 2 X— |2V A~ — s L= BEMEECTd, IEEE 802.1AB #if& &
DEHEEIZH Y A,

(4) BEBEEBEODRAREBIZDOINT

EE M T2 0 K 50 OBREESE G A INA TS 7, RRBZ@EATHE, ZIE LA ERIIREEL £
T ABHEHDOBBELEERN S A 27 U b CTHIBR SN D R 2 MelR 272012, BEFRRIEIE— E Refiflk
BESAVET, FERIY, RRINABOBMELL BIZ72 o 7o BE G B MO RFFRER & [F— T 7,
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19. LLDP

19.2 aAYvI7«449L—L3ay

LIDPO a7 4 Lb—Yara~vy RF—EE2ROFIRLET,

®19-4 avI74JL—Yarvavrr—%

AT U R4 B

11dp enable N T LLDP O#EH Bt L E T,

X

1ldp hold-count AIEENE(ET D LLDP 7 L — ATk L TS E R DM 2 EE L £,

b
=X
lldp interval-time AHEENK(ET D LLDP 7 L— AO%ERIREHE L £,
B4 C LLDP f&REAZ A2 L £ T,

1ldp run o

19.2.2 LLDP METE

(1) LLDP #8eD%E

[BREDRA > +]
LLDP e = 7 ¢ 7 L—3 a VFEEE SR THREZ AN T o E L, EBRICENT 2R/ — T
AT BRENBETT
Z Z Tl¥, gigabitethernet 0/1 {23\ C LLDP f#fE% EH &£,

[a7 Y FIZkBEE]

1. (config)# 1ldp run
FEERRT LLDP #eex A2 LET,

2. (config)# interface gigabitethernet 0/1
R—=h01DA—HFRy A BT z—Rar 7 4 L— a0 F— RIIBITLET,

3. (config-if)# 1ldp enable
AN— b 0/1 T LLDP B¢REDENMEZ PR L £9,

(2) LLDP 7 L—LDEERME REEFHOKRE

[BREDRA > H]
LLDP 7 L —LADXEMBEZ LTS5 &, WEOHFROLEN K SN DR ZRE T £, &F
MREZE T2 LELERRI BN, EEHRZES T2 LEEOKRBPE 2D 7,
(a7 FIZ&kBEE]
1. (config)# 1ldp interval-time 60
LLDP 7 L — LD XEHREZ 60 FIIRELET.

2. (config)# 1ldp hold-count 3

AAEE NS UG A B M3~ 2 e 2 interval-time R ORI CTHRE L E T, Z D
&, 60X 3 T180 iz £7,
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19. LLDP
o s N
19.3 AXRL—T 3>
Al > E’_—
19.3.1 EHavTYV F—FE
LLDP 0iEHR =~ F—EERORIIFLET,
%195 ERaTUF—%&
av Y R%& El
show 1ldp LLDP OB EEHRE L O EEEE R R L ET,
show lldp statistics LLDP it wae#rm L ET,
clear lldp LLDP OpfE®E 27 V7 LET,
clear lldp statistics LLDP OfiitEwa 2 V7 LET,
restart lldp LLDP 7V u/'J AEmHiEdEh L Ed,
dump protocols 1ldp LLDP 71 7'Z ACEE L CTWDEEMA X2 b b L—REHRIS L O T — 7 1 F
77 AN~ LET,

19.3.2 LLDP [FHOERT

LLDP {E# O FE /R, EH =2~ K show lldp TfTWE 7, show lldp =~ Kix, LLDP OREFEH &
R—h T L OEERAF R LE T, show lldp detail =~ Nid, BEBEEEEOFHEMREREFERLE

jﬁo

19-2 showlldp a7 > FOEITHER

> show 1ldp

Date 2009/01/09 19:16:20 UTC

Status: Enabled Chassis ID: Type=MAC Info=0012.e268.2c21
Interval Time: 30 Hold Count: 4 TTL:120

Port Counts=3

0/1 (CH:10) Link:Up Neighbor Counts: 2
0/2 Link:Down Neighbor Counts: O
0/3 Link:Up Neighbor Counts: O
>

19-3 show lidp detail 3% > FOERTHR

> show lldp detail
Date 2009/01/09 19:16:34 UTC
Status: Enabled Chassis ID: Type= MAC Info=0012.e268.2c21
Interval Time: 30 Hold Count: 4 TTL:120
System Name: LLDP1
System Description: ALAXALA AX3640S GV-BE2LSWIN1 [GV-BE2LSW1N1] Switching
software Ver. 10.7.D [0S-L3A]
Total Neighbor Counts=2
Port Counts=3
Port 0/1 (CH:10) Link: Up Neighbor Counts: 2
Port ID: Type=MAC Info=0012.e298.5cc0
Port Description: GigabitEther 0/1
Tag ID: Tagged=1,10-20,4094
IPv4 Address: Tagged: 10 192.168.248.240
IPv6 Address: Tagged: 20 3ffe:501:811:FF01:200:8798:5cc0:e7f4
1 TTL:110 Chassis ID: Type=MAC Info=0012_e268.2505
System Name: LLDP2

System Description: ALAXALA AX2430S AX-2430S-48T [AX2430S-48T] Switching
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LLDP

software Ver. 10.0 [0S-L2]

Port ID: Type=MAC Info=0012.e298.dc20
Port Description: GigabitEther 0/5
Tag ID: Tagged=1,10-20,4094
IPv4 Address: Tagged: 10 192.168.248.220
TTL:100 Chassis ID: Type=MAC Info=0012.e268.2c2d
System Name: LLDP3
System Description: ALAXALA AX3630S AX-3630S-24T2X [AX3630S-24T2X] Switching

software Ver. 10.0 [0S-L3L]

Port ID: Type=MAC Info=0012.e298.7478

Port Description: GigabitEther 0/24

Tag ID: Tagged=1,10-20,4094

IPv4 Address: Tagged: 10 192.168.248.200

IPv6 Address: Tagged: 20 3ffe:501:811:FF01:200:8798:7478:e7f4

Port 0/2 Link: Down Neighbor Counts: O
Port 0/3 Link: Up Neighbor Counts: O

>



OADP

COFTETIE, AREEICHET 2HEOIFRZINEST HHEETH D OADP Ofif
A BEEIZ OV T L E 9,

20.1 figsx

202 aAvI749L—L3av

203 #ARL— 3y
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20. OADP

20.1 fE:

A\Y4

20.1.1 =

400

(1) OADP t#REDE

OADP (Octpower Auto Discovery Protocol) #iE & 1%, RIEED LA ¥ 2 LV TEIET H86E T,
OADP PDU (Protocol Data Unit) @<V & VIZ L » CTHEEEEOHREZINE L, BEpEEE ORI E
FRTEET,

Z OFEETIE, BHEEEOEBEE RN — MEHRERRT D I & THEEEE L oBRuikin 2 RS IZiE T
XAHZ D, BHEEEICe A LRy NU—IHRRAE SR LY L TY, EEROSERED
KR EHEETEE T, F72, ZOMRICEo TEREINIEFIRIE Xy MY — 7R Z HEEd 5 2 &
T, WEBENELIEHRE SN TWVENE D NEERTEET,

Biidim & U CRBat T & 2L, AEE DTN, CDP 2EEE L2MEE, OADP % 3% L2 BN
HYFEI,

(2) CDP Z{EHAEDHE

OADP #8E2Tl%, CDP (Cisco Discovery Protocol) #fEIRTx 572, CDPPDU %459 5 MiblEE &
DOEHER bR TE E4, =771, &REEIZCDPPDU 2% LxHA, CDP &%, Cisco Systems +f:
BUEED LA ¥ 2 LYV TEMES 2B SR ML 7 0 b 2T,

(3) OADP Mi&E Rl

OADP KEREA M5 = & C, Bl L 85 L TV AR — Mot LT HERE TR 5 5 LUy
A= MCBT 2 EREZREFE LT, BEESR— MIBETAERE LTUL, T34 21D, A— 1D, IP
7 RUA, VLANID 2 ER3H 0 £9, BEEENOEON CEHEREZYFR— N CRETIILET,
BALE & PR E R OBRE AR TE 2 L1t £,

OADP D i1 2 kDN R LET, ZOHITIE, F—E/VHNORRFICRHRE S - ERER OBERCIREL,
1PSICRRE LoASRIE A P OIET 5 Z L3 FREL 0D £,



20-1 OADP O {5l

20. OADP

CDP % 384k L 1= 48D
4P
CDP PDU :
T34 1D 3
K— b0 & .
FEBANLRAD
\\ BS2000 ﬁf& s
i 7154 21D
> f =0 2B VLAN 1D
A— kDA E
- OADPZR 2£EC
" BS2000 - iﬂ%bﬁ
sill f - - T_;N D
i =S = = “
OADP PDU: | beeeeeeeeees > 17V =% - R— k1D &
F1584 Z1D - — - CDPE 148D
7754 21D
R—kID TINA R D
VLAN D% & AK— b 107 &

20.1.2 HYiHR— MLtk
(1) OADP MY R— L4k

OADP THR— I 2HHA LA RDOFITRLET,

% 20-1 OADP THHR— L9 5IEH - 8

HE

WHLA Y LAY 2

O

LAY 3

X

OADP PDU %515 Bifir

WA — NERIZV 2T 7V —va

Uty e

O

OADP PDU 45 MR

5 ~ 254 B OHIPH T 1 A HLAL

OADP PDU fE R A I H]

10 ~ 255 P OHIFA T 1 AL

CDP % {5Hne

O

ULED O :#HE—F X : RPHE—
(2) OADP TERT 51E#H
OADP PDU TEHT A 1H#AERORITR L ET,

% 20-2 OADP THHR— +¥ 51E#

EBE ¥

Bl

1 Device ID

SR 2 — SRS D

2 Address

OADP PDU % #4595 — MIBE#ET 57 FL-X
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20. OADP

HE R FR BILE
3 Port ID OADP PDU %53 %5 AR — ~ O+
4 Capabilities BEE DORRE
5 Version AV NVE A S TN
6 Platform T N T F—2Ah
7 Duplex OADP PDU % %{23 54— b ® Duplex 1&Hi#
8 iflndex OADP PDU %453 5 7R — b @ ifIndex
9 ifSpeed OADP PDU % #4{59 % 4" — b @ ifSpeed
10 VLAN ID OADP PDU % %59 %A — ~® VLAN ID
11 ifHighSpeed OADP PDU #%#{57 %A — k@ ifHighSpeed

%159 % CDP PDU THEH S 5 mrag

@‘(\\ﬁ—o
% 20-3 CDP THR— +3 515K

PO HHERERORITFLET, HE 1~ 713 OADP PDU & &

HE EX B
1 Device ID BB & — BT 2T
2 Address CDP PDU # #5954 — MIBH#ET LT FL-x
3 Port ID CDP PDU %i#ET 5 R — b O+
4 Capabilities IEE DORERE
5 Version VIR 2T N—=T g
6 Platform A2 N N
7 Duplex CDP PDU % {54 % #— b Duplex 1% #

20.1.3 OADP BN TEEIE

(1) COHAEZERTE LI-EERICC DHEEE T R—
WICRT A L LI 8her, BEBEIEE & OHERERIES EREICHYE LIC < VO RHE

FLGWAEEZER LGS
W20 F9,

o A v FHBH L THR LIZBE, A4~ FI1L OADP ORI HRE T LET, F07-0, B
LT W EEE I CREEE R & L CRMTEMRZ232Z{E TE 20T, EHEER SN TV AIEEROFH & X

BN 720 £,

o J—H EfRH L CHHE L7854, OADP OB #RITN— & THRIEIN D720 OADP #REZ % E L7-

EHTIIZETEEE A,

(2) Bais%

EDRARHEIZDOLNT

EE N2 0 &K 100 OB ERRAZ A TE £9, RREEZBA 56, 2E LciaffidEEsh

FV, ZEHEHOBEEE®RDS Z A L7 7 b THIBRS W 2 R 2 k95 72
for SAVET, RIS, BORKIUAEROBIELL B e o T2 Bl

(3) OADP ZfERY HKR—

(ZBEFER BT — T Ik
B D PRFFIRR ] & H CTd,

k@ VLAN [ZDINT

OADP |/ — MIFHE S T3 VLAN ETOADP PDU #%65%{5 L9, VLAN % %) (state
suspend 2~ K) [ZHET D & ZD VLAN TiL OADP i3E{EL £H A,
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20. OADP

(4) CDP #FREL-EEELEHZELIEEBAIZDONT

hZ v 7R — T CDP &34 U7 E L8 LT25A1E, TOFR—bOFRAT 47 VLAN % %) (state
suspend = v R) [ZL2WTLZ3, BENIERE L7254E, CDP PDUIIAME CRIEINET,

(5) CDP 2FEZE L-EEMBICH - I2 RS Y FEREBLEXBLI-BAIZDOLNT

CDP # R LB oOMIZH -7 (CDP #FmET5) L2 A v FEAREBEICE IR -HEIC, REE
T CDP %{E#AEA 32 (oadp cdp-listener =~ F) 35 &, AREEMN CDP PDU #%(5 L CHil L7
7257, CDP #HE L EBERLEABAEVWEE#TE2< 2V £9, CDP ZEHEL T (oadp

cdp-listener =~ F) L7Zgeitiuid, A% Bld CDP PDU 2%/5 L72WTHIm$T 20T, @ 2@ X
R D W& [FERIC CDP 248 L 738 B R LR B EW AR T £7,
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20. OADP

202 aAYIJ749L— 3V

OADPD a7 4 7L —ygravwy R—EE2ROFBITRLET,

£20-4 avI4L—YaravrR—

avU R B
oadp cdp-listener CDP ZEHREZ AR L £,
oadp enable R—FBXRY 777U 5= a2 TOADP KEREAZ AT LET,
oadp hold-time AEEE A LIS D OADP 7 L — ATkt U CHHEEE B MR M 2 fiE L £ 77,
oadp ignore-vlan 8 L7= VLANID 55157 5 OADP 7 L — A= BT 255 E LT,
oadp interval-time KIEREAE(ET D OADP 7 L — A OERRE IS E L E T,

oadp run EE AT OADP HREZ AT LE T,

20.2.2 OADP M%7
(1) OADP #EEDERE

[BREDRA > +]

@ﬂm% EDar T 4 7 L—ya VFEESRCHBIEZ AT IRE L, EBRIGERAT R — T

A BENLIETT,

mmP%ﬁmbtmT FRY TV a B L TWAIEAIE, R— b F ¥ R A X

Tz — AR L TRELET,

Z Z Tl¥, gigabitethernet 0/1 |23 C OADP #fe%EH S £ 9,

(a7 FIZ&kBE]
1. (config)# oadp run
HE R T OADP HRREZ A L £ T,

2. (config)# interface gigabitethernet 0/1

R—F01DOA—HP Xy " v FTx2—RAL T 4T L— 3 F—F

3. (config-if)# oadp enable
(config-if)# exit

AN—F 0/1 T OADP e D@ EL BRI L £97,

CEEHHE]

WCBITLET,

OADP /%, &E L72A— FTHZh7e VLAN ETHEIfEL £, suspend IZFRE 3TV % VLAN Tix

OADP (3@{EL £H A,

(2) OADP 7 L—LM*ERRE ®RIFBREIOETE

[BREDRA > k]

OADP 7 L — ADXERFEZ AL+ 5 &, HEOHROLESXBREN DR ZFHE TS £4, &F
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20. OADP

MREZE T2 LLERRIMESND 7T, BIEE, BEESEOARN i LHBNHY ET,
FEMEEZRES T2 LAMITMES R S THEEOKBEL 2D iTo , AREBEES D4
EiIH v A,

[O< 2 FIZKBEEE]
1. (config)# oadp interval-time 60
OADP 7 L — L DX{EHIR%E 60 FHITREL £ T

2. (config)# oadp hold-time 180
AHHE D RIE LT 2 BREEE MR D I 2 180 ISR E L £,

(3) CDP Z{EHAEDERTE
[BREDHRA > R
CDP Z{ZHAEA AT 5 &, OADP BAEIEL TWAT_RTOHE— kT CDP Z{ZKAENENE L £

TO
Z Z T, gigabitethernet 0/1 (23T CDP Z{GHERE 2 EH S+ £ 7,

[av Y FIZ&BEE]

1. (config)# interface gigabitethernet 0/1
R—R01DA—HVFy " FTz—Rar 7 4V L—3 g 0 F— RIIBITLET,

2. (config-if)# oadp enable
N— I 0/1 T OADP BsE = AN L E T,

3. (config-if)# exit
A=V Ry M B Tz—ARaLr T 4T —=YarET—RKnbluo—sar 7 0 75— RIRED
7

4. (config)# oadp cdp-listener
CDP ZAEHREL A2 L E T, OADP EIEL TV 5 AR — b T CDP ASHRENEIE L £ 9,

(4) OADP J L—L%HEMRT 5 VLAN DEETE

[(BREDRA > F]
OADP %, b T 7 H— b TIXVLAN Tag 26 LT 1 B— MMIHED OADP 7 L — L% 5Z(E L
FT, FIUIR—FMIFUBE LTS VLAN B3 2 % & S E BRI L, R~ AT
MUET, %5 L7 OADP 7 L — A% 1525 VLAN 2R ET 5 2 & CHEB~ODAMEMA LN E
R

[av Y FIZ&BEE]

1. (config)# oadp ignore-vlan 10-20
VLAN10 ~ 20 T%f3 L7z OADP 7 L — A% B L E 7,
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20. OADP

203 AAXNL—T 3>

20.3.1 ERaOvTVFKF—E

OADP 0EMHa~y R—E 2 ROFITRLET,

%205 EBHavYF—E

avy R4 B
show oadp OADP/CDP D iEf#ds & OBHEE R E A 2or L £
show oadp statistics OADP/CDP #figtig# & &R L7
clear oadp OADP/CDP OB EHRE 7 V7 LET,
clear oadp statistics OADP/CDP OffiattEwma 27 V7 LET,
restart oadp OADP 7'u /'J hE i LE T,
dump protocols oadp OADP 7'v 7' J L TERELL TV D EEM A N b b L — 2 EHds L O T — 7 L
77 ANNHILET,

20.3.2 OADP [FHD KT

406

OADP [HH D FriL, #EH =2~ F show oadp TITWFEJ, showoadp =2~ Kix, OADP O EFHH
LR— T OB GRERE T LE T, show oadp detail =~ Ri, BEEEEEOZEMABREFRL
gzj_‘o

K 20-2 showoadp a7 > FOERTHRE

> show oadp

Date 2009/01/09 19:50:20 UTC

OADP/CDP status: Enabled/Disabled Device ID: OADP-1
Interval Time: 60 Hold Time: 180

ignore vlan: 2-4,10

Enabled Port: 0/1-2

CH 10
Total Neighbor Counts=2
Local VID Holdtime Remote VID Device ID Capability Platform
0/1 0 35 0/8 0 OADP-2 RS AX3630S-24T2X
0/2 0 9 0/1 0 OADP-3 S AX2430S-48T

Capability Codes: R - Router, T - Trans Bridge, B - Source Route Bridge
S - Switch, H - Host, 1 - IGMP, r - Repeater
>



20. OADP

X 20-3 show oadp detail 3 <¥ > FOEITHE

> show oadp detail

Date 2009/01/09 19:55:52 UTC

OADP/CDP status: Enabled/Disabled Device I1D: OADP-1
Interval Time: 60 Hold Time: 180

ignore vlan: 2

Enabled Port: 0/1-2

Total Neighbor Counts=2

Port: 0/1 VLAN ID: O

Holdtime : 6(sec)

Port 1D : 0/8 VLAN ID(TLV): O
Device 1D : OADP-2

Capabilities : Router, Switch
Platform 1 AX3630S-24T2X

Entry address(es):
IP address : 192.16.170.87
IPv6 address: fe80::200:4cff:fe71:5d1c
1fSpeed 16 Duplex : FULL
Version - ALAXALA AX3630S AX-3630S-24T2X [AX3630S-24T2X] Switching software
Ver. 10.0 [0S-L3L]

Port: 0/2 VLAN ID: O

Holdtime : 10(sec)

Port 1D : 0/1 VLAN ID(TLV): O
Device 1D : OADP-3

Capabilities : Switch

Platform 1 AX2430S-48T

Entry address(es):
IP address : 192.16.170.100
1fSpeed : 16  Duplex : FULL
Version : ALAXALA AX2430S AX-2430S-48T [AX2430S-48T] Switching software
Ver. 10.0 [0S-L2]
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B8 R—bzx5—Ury

] —y — - NS
h—Fr25—=1)29
R=hIT7—V U, EFZETLH7 L —L20a bt —%HE LWER—
NIEETHHRETT, ZOETIE, A—FIT7—V oV OfER L EESEIC
DOWTEHLET,

21.1 &

212 av749L—v3>
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21. R—b+=5—U2J

A\Y4

21.1 fE:

21.1.1 R—F+rSIS5—Y T DHBE

Kb I7—V 71, EERT D7 L= A0 U—ERE LIWEE— b RGBT, 71—
LEAC—THILEIT—Y VT LHUET, JOBEERAILT, I7-V S LETL—0ET S
FAFRETRIET 5 LISk ST, FT 74 7 DB 24T 2 £

RETL—LBIOREETL—AICHT2I 7= 7 DENENOEFEZRORKITR L ET,

K211 R2EEIL—LDIS—YY
s5—M
e RROBE/ T
1i [2] [3] 7] 5] 6
B I T
25—F—bk ToA—FK—h
(Z{E
®21-2 FEEIL—LDIS—1Y2H
B RROBE/ T
1 [2] 3] 2] [5] 6

Ty

S—HR—k E=4—HR—F
()

mn

INLORTRTERY, NI 7 4 v 7 2ERATIHER - 2EZF—R—F LY, 37—V 7L
27 L —bD%EERE R AMER— b2 25— R— bk EIFEOET,

RT—R—=bBIEI T U ENTET LA TRESNET, TS OBAZE, Hje, Tk L—
DIFEFEESNET, 2720, fHl7 L—2RNEEENIHEE LEEE, RESNEHIE Y L— 213k E
EhEd, BB, 37—V L7 —40%, TTL (IPv4) F/-3xy 7V I v b (IPv6) ZEE LA
WTHERFENET,

£, BEoF—AR—FEITFT—R—NMNI [Ex—] ORENTE, BHOEFE=F—FR—FFnbZELET
L—2bDabt—%, —DODOIT—Fh—h~EEFTEET, 277L, E=F—FR—FTabt—Liz7L—A4
EHEBOI T =R — b ~EETHI LT TEEE A,

R—=r I 7=V It EHa~ R AL, S T—R—bMIZEHRLETFI7A4P T, 71—
NI T—=U U T ENTWNWAZ L EHERLTLEEN,

21.12 R—b+rSIS5—Y2VIDEEEIE

(1) i DHF
o B X —R— MTIE, 1EDOREIZHIR/ S BIEL 9,
o T T —R— T, VLANKREB LU A ¥ 3 lfEHaENEA cE 8 A, VLAN BEELAZEE T2
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21. R—rE25—Yvy

A= 2"Y Y —, Ring Protocol, IGMP snooping/MLD snooping 7 ¥ DF§HER, L A ¥ 3 @{5HEEE
ZHMEE 35 SNMP, DHCP 2 P OMRE LA TE £ A,

o IT7—A—MIHIHT L—LBEEINIBREELRETH L, a—INT7 L —LDIENCHRESN
T2 7 L— AR EE IR ET,

(2) R=+rE25—U2JERABOIESEE

e F=hITF7—=V v r/Tat—Lx7Lb—241L, I7—F— hOEBEHKEZBLTHAITLZLIXTEE
A,

e ZFELIET7 L —AD FCS B ARIEERGE, Y7L —AFIT7 -V I InERA,

o BE=H—AKR— MIHKLT, 71/1%/QoS ﬁ%l TEIRS A ]\wA:'/ FE—VERETEETN, F— 3
T—U BB ELEE A,

s EETZL—2DIT—Y T TIE, N—RU=T TCHHT L7 L — AT EIT-Y O LET, VT
=T CREETDLI7L—2 (A%, IPA T a &7y Mpd) BIT7—-V 7 LEFA, %
FB7L—2DIT—Y 7T, HET7L—2aRIP ATy a &y bR EEEDT, T3TD
ZEILV—LEIT—V I LET,

e EFETL—2DIT—V T TIE, 1y a VEIHRETEET,

e KETL—LDIT—V I TEET =X —F— FEREL, TOTRTELFTHOR— M7 L—
LET7T 9T 4T THEE, 1D T L—ANIFT—I 7 ESRET,

e XETL—LDITF—U L/ TIE, Untagged 7 L— L ZEETLIHAETH, ¥E71L—240 VLAN O
Tag Z#7> Tagged 7 L — 2N F7—1 Vﬁéa"bi?‘

// vy

e EFETL—2DIT—V T T, EFER— NI Tag BEEEDNRE SN TNTYH, LAN EClEHT
% VLAN Tag Tid/e<, #EF71L— A@WﬂN@Tg%ﬁng@d7u ANI TV TInE
TO
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21.

R—rs35—Yvy

21.2 aAYIJ49L—>3>

R—=FrI5—V Va4 —gravy RF—EBE2ROFITRLET,

®21-1 avI74JL—Yarvavrr—%

AT R4 Bl

monitor session R—=FrIT7—V T HHELET,

2122 R—FrIS5—1)25DETFE

412

R—=rIT7—=V 7 Darr74 7L —yarClE, F=X—R— eI T7—FR—FOEREEDEEE=
H—tyralb L TEHRELET, AEBEBCTHRERKA4MOE=F—t vy alZRETETET,

MABbEZLIC1I b 4Dy a v B LEEFEHLEYT, RELEZE=F—F v a  ZHIKRTIES
I, BREFOEY L a VEEELRELTHIRLET, REFAOE Yy a U FEEEZIBETDLHE, T=F—
Yo a VORERNRIIZEEINT, URIOEFE=F—t v a LV OERITE2 D £,
FoH—R— ML, BETHATAIR—FE2HELET, IT7—FR— 2T, bT 74 v 7 DRSO
W EDEDIL, 7THIAV T oA —raEELET, I7—F—FCEIFR—FrIF7—=V 7
LS DBEITTE A,
EEIZL—L2DIT—IY v IIBLIUOEZEIL—LDIT—) Tty a KR 1DE=F—t v
a IEIRETEET,
(1) ZIEEIL—LDIS—1Y
[BREDRA > +]
RETEDIA L E T2 —AFIA—Y Ry M BT 2—AT, Voo 77 VA= g THALT
WAHEAEY, B —T Xy "X 72— RAFEELET, £77, I 7—FK— P Ivlan 2%
RELTWRWR— MIFRELET,

[av Y FIZ&BEFE]

1. (config)# monitor session 2 source interface gigabitethernet 0/1 rx destination
interface gigabitethernet 0/2
TFHIAYER—F02ITHRL, 1GEY b =YXy b FT7x2—2 01 TXETLTLV—Lb%
TV UITHILERELET, By varEFRT2EMEHLET,

(2) FEIL—LDZIZ5—1Y2T

[BREDRA > +]
RETZEAIA L EZT2—RFIA— PRy A EZT=2—ZATT, Vo7 7V A= a0 THEALT
WABEAYL, WO —Y Xy hA v ¥ 72— AREBELET, 77, I7—F— MIvlan 2%
HELTORNWAR—MIFRELET, By va rFHL1 TRITAERD A,

[av Y FIZ&BEE]

1. (config)# monitor session 1 source interface gigabitethernet 0/2 tx destination
interface gigabitethernet 0/3



21. R—rE25—Yvy

TFHIA Y ER— K03 IZHKL, IGEY hA—V Ry hA X T2 —R 02 TEETIL7L—2%
TV THIEERELET, By va B F1E2EHLET,

(3) EZEIL—LDIZ—1YY

[BREDRA > +]
BRECEAA LB T2 —AFA—Y Ry M BT 2—ATY, Voo T7 7V F—arTEALT
WAHEAEY, B =YXy b X 72— RAEEELET, £77, I 7—FK— P Ivlan 2%
BELTWRWR—NMIRELET, By arBFEBEL ThRUTERY $HA,

[27 Y RIZKBERE]

1. (config)# monitor session 1 source interface gigabitethernet 0/3 both
destination interface gigabitethernet 0/1
TFTIFAFER—FOLICHERRL, 1IGEY =¥ Ry b X 72— 03 TEZETLH7L—24
EIT—U UL ERELET, By va rFHFTLIEEHLET,

(4) EHE=S4—FR—+tDZI5—-Y T

[BREDRA > K]

BEOET=F—FR— 2V A MNERATHRETEET, REFHDOY A MIR— FEBINTHZ L,
HIBR 22 b TEET,

[a< Y FIZKBEEE]

1. (config)# monitor session 1 source interface gigabitethernet 0/
2-12,tengigabitethernet 0/25 both destination interface gigabitethernet 0/1
TFIAFER—F0LIZHERRL, 1IGEY MM —F Ry b U FT7=—2 02025 0/12 B LTV 10G
By A —%Ry b FT7=2—R20/26 TEZETLH7L—Lb2IT7—) 07752 LaBRELET,
TyvaryBEEI1IEFERALET,
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T8 A ZERLIRAE

T8k A ZERIRE

{14% A.1 Diff-serv

% A-1 Diff-serv Q#EHREH K VENE

HEES (RTFA)

UL gD

RFC 2474(1998 ££ 12 } )

Definition of the Differentiated Services Field(DS Field) in the IPv4 and IPv6
Headers

RFC 2475(1998 4£ 12 )

An Architecture for Differentiated Services

RFC 2597(1999 4 6 H )

Assured Forwarding PHB Group

RFC 3246(2002 4£ 3 /1)

An Expedited Forwarding PHB (Per-Hop Behavior)

RFC 3260(2002 4E 4 /)

New Terminology and Clarifications for Diffserv

{14% A.2 |IEEE802.1X

%= A-2 |EEE802.1X MEJIRIEH L VENE

HEES (RTFA)

UL EES

IEEE802.1X(2001 45 6 /)

Port-Based Network Access Control

RFC 2284(1998 £4£ 3 /)

PPP Extensible Authentication Protocol (EAP)

RFC 2865(2000 4F 6 H )

Remote Authentication Dial In User Service (RADIUS)

RFC 2866(2000 4F 6 H )

RADIUS Accounting

RFC 2869(2000 4E 6 )

RADIUS Extensions

RFC 3162(2001 4£ 8 )

RADIUS and IPv6

RFC 3579(2003 4£ 9 )

RADIUS Support For Extensible Authentication Protocol (EAP)

RFC 3580(2003 £ 9 )

IEEE 802.1X Remote Authentication Dial In User Service (RADIUS) Usage
Guidelines

{18% A.3 VRRP

= A-3 VRRP QEHEEE L UVEE

BIRES (RTER)

R4

RFC 2787(1999 4£ 6 1)

Definitions of Managed Objects for the Virtual Router Redundancy Protocol

RFC 3768(2004 4E 4 /1)

Virtual Router Redundancy Protocol

draft-ietf-vrrp-ipv6-spec-02.txt
(2002 43 1)

Virtual Router Redundancy Protocol for IPv6

draft-ietf-vrrp-ipv6-spec-07.txt
(2004 4= 10 H)

Virtual Router Redundancy Protocol for IPv6

draft-ietf-vrrp-unified-mib-04.t
xt

(200549 )

Definitions of Managed Objects for the VRRP over IPv4 and IPv6
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T8 A HEHLIRME

{+4% A.4 |EEE802.3ah/UDLD

3 A-4 |EEE802.3ah/UDLD D#EHFRIE & & U EIE

REES (RTER)

Higs

IEEES802.3ah(2004 45 9 A )

Part 3: Carrier Sense Multiple Access with Collision Detection (CSMA/CD)
Access Method and Physical Layer Specifications

Amendment: Media Access Control Parameters, Physical Layers, and
Management Parameters for Subscriber Access Networks

{18k A5 SNMP

= A-5 SNMP QEWIRIE S L UVENE

REES (R1TER)

Higs

RFC 1155(1990 £ 5 A )

Structure and Identification of Management Information for TCP/IP-based
Internets

RFC 1157(1990 £ 5 A )

A Simple Network Management Protocol (SNMP)

RFC 1213(1991 £ 3 /)

Management Information Base for Network Management of TCP/IP-based
internets: MIB-II

RFC 1354(1992 4£ 7 /1)

IP Forwarding Table MIB

RFC 1493(1993 4£ 6 1)

Definitions of Managed Objects for Bridges

RFC 1525(1993 4£ 9 /)

Definitions of Managed Objects for Source Routing Bridges

RFC 1643(1994 4£ 7 /1)

Definitions of Managed Objects for the Ethernet-like Interface Types

RFC 1657(1994 4£ 7 /1)

Definitions of Managed Objects for the Fourth Version of the Border Gateway
Protocol (BGP-4) using SMIv2

RFC 1757(1995 4 2 A )

Remote Network Monitoring Management Information Base

RFC 1850(1995 £ 11 A )

OSPF Version2 Management Information Base

RFC 1901(1996 45 1 /)

Introduction to Community-based SNMPv2

RFC 1902(1996 4£ 1 /)

Structure of Management Information for Version 2 of the Simple Network
Management Protocol (SNMPv2)

RFC 1903(1996 ££ 1 /)

Textual Conventions for Version 2 of the Simple Network Management
Protocol (SNMPv2)

RFC 1904(1996 45 1 /)

Conformance Statements for Version 2 of the Simple Network Management
Protocol (SNMPv2)

RFC 1905(1996 4£ 1 /)

Protocol Operations for Version 2 of the Simple Network Management Protocol
(SNMPv2)

RFC 1906(1996 £ 1 /)

Transport Mappings for Version 2 of the Simple Network Management
Protocol (SNMPv2)

RFC 1907(1996 45 1 /)

Management Information Base for Version 2 of the Simple Network
Management Protocol (SNMPv2)

RFC 1908(1996 4£ 1 /)

Coexistence between Version 1 and Version 2 of the Internet-standard
Network Management Framework

RFC 2233(1997 4£ 11 /)

The Interfaces Group MIB using SMIv2

RFC 2452(1998 ££ 12 } )

IP Version 6 Management Information Base for the Transmission Control
Protocol

RFC 2454(1998 4£ 12 1)

IP Version 6 Management Information Base for the User Datagram Protocol
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